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211 ZERAFHERERRA - ERETHUEERE

ﬂﬂtﬁgﬂj == ERBEHIISE (US
RS A T — B R R F< Cyber Command ) B -
. | e A AEBHEFREGERN
BEREEHABRNE . FEHES -
LURA 17 B 1S OF7 B /& g9 25 B 5 i B4

EimBREZAMEE -

ZHEERL  EHUEBTHZ o WEFE: A
CEERARERTENEETH . | © FNUR:
1. https://www.stripes.com/news/us/us-
BAENERFEHERNTT - military-carried-out-secret-
cyberstrike-on-iran-to-prevent-it-
ER AR TSIIERBEET from-interfering-with-shipping-
officials-say-1.596335
BAHED - BN RERESNE T 2. https://www.stripes.com/news/middl
e-east/with-trump-s-approval-
g - BB NAREBFHREALETRS pentagon-launched-cyber-strikes-
against-iran-1.587171
EEERBIINEEIR -




B E KA B ERIE EH AP0

' I m Taiwan Computer Emergency Response Team / Coordination Center

2.1.2 A Deepfake $Xili{B%E CEO RE - FE "an< 1 FACIEMFFARAII

TWCERT/CC

Deepfake
$ili {8 CEO 5K MUBEABRBEREETHN

1€ "n2 1 FASIEMEEERAL TN -

Deepfake %1l - X HIRFTRY
=6l - TEBEST AT CEO
SRR ATIETER - BINGE
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CEO - =BHEFATRMLE - BX EREHEATNEBE LB
SRERNERENATANAT - | B FELBEAERRATREE
B EE e cEo | B EEREZERASLILE
B . e E O SRR - BRI Al 89 deepfake FEERZE
FR - BE MBS WELS -
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3 . (B 243,000 =TT ; HEA 3R o ERIIR:
1. https://thenextweb.com/security/2019

e
SRR - /09/02/fraudsters-deepfake-ceos-
voice-to-trick-manager-into-
SHEEETEHEBNE 7THE: transferring-243000/
. o it i 2. https://www.wsj.com/articles/fraudste
BRE_ZEER ; BERRERLE rs-use-ai-to-mimic-ceos-voice-in-
< i unusual-cybercrime-case-
RAELE - 11567157402
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1. https://www.baltimoresun.com/polit

EEISRAFZNAMIE - SSBEEME ics/bs-md-ci-data-lost-20190911-
16feniykSnd3pereznpdxwsf7a-

7 ; BRERELEERNESKKAE story.html

an 2. https://www.baltimoresun.com/polit

X ° ics/bs-md-ci-ransomware-expenses-
20190828-

EENEmRSERAAER#E njgznd7dsfaxbbaglnvnbkgjhe-

story.html

WE  ZEMmMHZGEESRERNZE 3. https://www.baltimoresun.com/polit
ics/bs-md-ci-frank-johnson-leave-

ZMMBEAABR ; ZhBREIIN 20190910-

e . n _ waliphukdbcg3evzylbrjfefui-
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_l—;,é ZMFRAEERE LIRS E
EARENERESR - REEMRE -
o HHEFR ; BENEHEENE—
FhEEE;
HIRIREEE -

= Facebook FHE KE{EEM

ERNZRERPID - F

BEOKAEEENEES IS
MER PR F RN - BN
Sl RFEREERE - 253 SIM FEBRK
£ NSRBI REEE
PHEAEMAEERBNEAEZM -

Facebook ¥ IEZRR - EHHER
1t Facebook ZFHUHRFZERE
maaEMAPRRERN  AE+5
Z % - H Facebook R R AT R
FREINSHPERE ; BRDREEE
HERIH Facebook WEBE #EINE -
o ERIR:

1. https://techcrunch.com/2019/09/04/f
acebook-phone-numbers-exposed/
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2. https://www.theguardian.com/techno
logy/2019/sep/04/facebook-users-
phone-numbers-privacy-lapse
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BE L /NS Sophos BHAVHEE PR ZIRMIZ MEs - g
BL - IRARERERFIERTE WE@E —E AN - WEKREA
DEHEFE Instagram HRRE Instagram TRSEEAZEAE ; & FERLOJEY
% ERBELERE  EERERNZEE B FER Instagram 125 # -
IR - BN REREERRENERE
ERNBEHREZH WEREARRE L - IS EED

Instagram ‘R R EWESE - 157 FEE—D ARREZEEMART /Y
AP EREZFENAR - NRA RS -

III

BT EHPREPEIRR - RSETAES B I - Instagram REER
£ 24 NRREBFHE - BRWEE  TAEESIBMNAE -
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1. https://nakedsecurity.sophos.com/2019/

Z=1g — k= o . .
iz AR - Insta gram AR 09/24/instagram-phish-poses-as-

. N N~ copyright-infringement-warning-dont-
RWEAREPNBERNE  —EE2RSZE click/
. 2. https://help.instagram.com/1445818549
= 016877
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EEBNE S
2020%\:@\::)!:*%

B R

B2 EBAA IOS REARE IR
A 0-day JmlE - FEEEARILPIRER
2N ; RZELLiPhone BIBEY
Ak mEREARSERE  HRE
iPhone L#ETRBEE) - LIRITS
B - Mk - B8 FHEATEUENED
REFSEEHNEERS -

% Google f5ttl - EEWEAR
BEEANAEL  SEEHMAHTHE
g 2R Google ki MPLEAIL & =B
BEN - eEIRERENBESE B
% TechCrunch & - ZAAIBA L
o e PRI IFRRZIZE RS - DA
SHBIMA LTS BEZENRZIRITE -

235 1E 0-day JmEFZERY iOS i

G.

®F FRHER  REHBE
iPhone B2 | RETEIREMFRME @ =
ENEEHLUAET

oogle EZ M E X Project Zero

E&AR

K- Bi0S10 —&%/i0S12;
Google R_Hi&# Apple E1& 3%
IR - Apple BEBNIE _ B3 1T I0S
1214 B EH 7 EERERTD -

B TH#FTIEL - LA
I iPhone - thZ A% Android
A Windows 2 ERZIE

o NWEFZX: RAMLPLIEHNER
BRI -
o ERIR :

1. https://googleprojectzero.blogspot.co
m/2019/08/a-very-deep-dive-into-
ios-exploit.html

2. https://techcrunch.com/2019/08/31/c
hina-google-iphone-uyghur/

3. https://www.forbes.com/sites/thomas
brewster/2019/09/01/iphone-hackers-
caught-by-google-also-targeted-
android-and-microsoft-windows-say-
sources/#2adac7224adf
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Play E D ERFE N /OB -

INH
#8 Google

EEEEEAANMEEBNAFF

O REEI EE - RE AR RN EE
NE  TEREESHEME - REH

FRELFRESDE ;, ERENE
ZEBERFPIIRNVERE - ENE
ABYIEKR -

EEREPEIRNE RS

R REMZIR—ERAR
"IN (Joker ) BY
Android K55 - R 7T EEINAEBE

- BIEESRMREN - EE

SPEI RN ER -

E B CSIS EAIZ] Joker SIS TE

24 25 Google Play =229 App Z

b BLRERREBLIOTER - RE

ZZNHREUMAEEMNZE - (Bt #

ARERFEEZHEMMEAR - %

AEESEHEFELRT -

| '1'

CSIS RUR S P AF AR B REUE

TR TIHESE -
o ERIR :

1. https://medium.com/csis-
techblog/analysis-of-joker-a-spy-
premium-subscription-bot-on-
googleplay-9ad241044451
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= V412 ( Video4Linux2 ) & ; %
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=ANHERERE - Mol ESESE
PR - EMZEHREEERE -

= 1& 0-Day Jmi@fy CVSS &E
BENEED T8 BEEREEEREN
Z2mE ; ZDI RS E=R@R
Google - 1B BRIt ¥ &R BRE
23 mMARHIRTE Google LB A
mERZSP -

10

Lg DRRETHNELHRRE
{iI ZDI ERMRHS1E
- ZEMIIR—EEEMN
Android 0-Day @il ; #%=E&0]
IS ESNERRGIRERE
BE o o

o FEEMRA) : Android Bk
¥iN
FRSRTFTEE -
CVE #R5% : B

o ERIKE:

1. https://www.zerodayinitiative.com/a
dvisories/ZDI-19-780/
https://threatpost.com/android-zero-
day-bug-opens-door-to-privilege-
escalation-attack-researchers-
warn/148014/

2.



SE BRI CHEEE RO

Taiwan Computer Emergency Response Team / Coordination Center
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E B Google 253REAHL i0S HY
EXLZEZREAHERE B

RAEEHE ; ERHHEATERE
B =R e
HAI Google NE Ziff 5T E X
. =tz = 7 [ J :5?;(:/\/\:/\ :
Project Zero 38 FREBEAREL NS 15 SR
HEEN IOS (X2 B AESELR 1. https://WWW.apple.com/nfewsroom/Z
019/09/a-message-about-ios-
- ERERERRENRZRNE security/

BHPFERERN ; BRERBESHIR
BAEWE  WEMAPER -

AR EZHE PR - RH
AIERER - BE NIEE Bt -
RIRERNKBEEZT S REY
2 U ZHEM AR - mIFstH
—MARR - HR - FERBFTE Google
BHASEIANER - ERANSEEZ
i e

AR - BB EARIL BN %
SWERRRE - W3F Google FTERRY
REMT - MEAMER - aRME
SRR I —REN T XAMER 1
AZ )
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Checkm8|EMH, 7 E8% F—EER iPhone
#EfE#2 iPhone 4s B iPhone X %/( TEEE Y R AR S % - BESH
IS MR AR i0S ; BILFRTE
#0 [E & A HY iPhone @@ -

EEE% " Checkm8 ., (#HE) RrOtEE 79 - EFF7A iPhone #&i&E
RYJRIE - BETETE iPhone 4s #l| iPhone X | HUEMR - EE A B 1B S [E WK # S I
HSZIEEM iPhone 81T @ WERIFSE | MR -

REERNTRRES - —E 58 BN RBRBARE - FLUEE
iPhone IS #FHYZR - RRAMEEE  FAERIGEER

BEERINEREESRE . | BUFEERTENRESY - BF
WELIEEE USB BB Phone - | REFEFHARBBIEAMAF
# A DFU 830% - EEI ENTRER | 0 HRUERES -
R 1T ; MERE iPhone BHBME | ¢ miysesm -

WERSR SR - WEEBE i - 1. https://appleinsider.com/articles/19/0
9/28/the-checkm8-exploit-isnt-a-big-
deal-to-iphone-or-ipad-users-and-
heres-why

2. https://www.theregister.co.uk/2019/0
9/27/unpatchable exploit for ios/

LtE4N + BR Y iPhone 4s * iPhone 5

# iPhone 5¢ %878 Secure Enclave f&
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Defender W R Windows IRAD

G5 B BB Windows
Defender - 7B — REH 2 & 4!
R - WAIEES -

PhEs#xae

VTHA B FT IR RS (E

EERMER 2019 FEAREITH | &4.18.1908.7 ; STHEEEFER - 8L
BEHEE  NENRZTE Windows 13 H ¥R Windows Defender 0L &2
AR 1E S 8 Ee Windows Defender SR e

HIREE ; A2 RENTEFS - MRRBERBFREIFhR - 0]
EIREA 40 [ETEZRE - Windows VIR "BEmiE ) REREREE

Defender FE HIF "R BHIBRE E
1 B, JR1B8(= 2= i .
MR - KR IEFILIFRE o THRIIE -

i EI#ERY Windows Defender iR Z< 1.  https://wccftech.com/microsoft-fixes-
windows-defender-scans-broke/
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e
%%%@ﬁ%
&R 112 Google HEFRE 3 Fl' RS Google HBEMAESE
BEESTRE L BWENE BRI EE
HME EARREERHEE -
Google B2 F RIB It —FI%E -

KT Google HERF# BEBENLIR  TAZERAEAE
R BOWITSEEBEP LIRS RAEE RIREE - e EERTR -

Calendar

BiE ; SR EBEFEMEREGH Google thE&A S/ EEH
ESIABBNTE - ELNAB | s usmgcammss . 20n0ws

g

FOFZ SRRAPRERRES - | g . olUgmig e UM

HREE  EAEER - s .
RESEHTEEREEER | ¢ Ao
B HECIZEBHE | SREWEZEH 1. https://support.google.com/calendar/t
hread/13429505?hl=en
oJgE o 2. https://support.google.com/calendar/a
nswer/6110973?hl=en&ref topic=34
— 18057#report_spam
BAFEHFARBHEXERIE 3. https://www.forbes.com/sites/daveyw
HHELIEEL . {H Goo gle — B2 HA inder/2019/09/09/google-finally-
confirms-security-problem-for-15-
FIEREEE  ODL&SANZEZRE8E - I billion-gmail-and-calendar-
users/#72¢55416279f

EEFERE - 18 Google REEBLR
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TEEMA
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x DUnny Sweet Beauty Selfie Camera

EZ /5] Wandera W5t A&
B - M7 Google Play B 5D
BIEMEHRNBRERES App - # 2

PR RN SEEES R/

EmfEEEE - — @ Sun Pro
Beauty Camera - EE—BE&R T
& ; 5—EUf DUnny Sweet
Beauty Selfie Camera - #AB80L+&
RIE -

S mifE App E A R P ARE
NWREESHE 2R ZEBHEPNF
gAML ERES - BIERF
ERTHMEEE - ESE Ak

i, METERPERE - EgREE

MFHESER=SHETS -
EMx App EEEE—REH

&

ZiIfFRABETE Google Play

5 5 P 7 X IR 1 R
28 App - FEBRHEETENR
s TEHBE -

15

% LECKERENSRPEEIE
R BRAPHIBR ; BIEBRFH
SERERE - App NEEBSREE
AT -
MRABEMREIREME App -
#E AR B P EIRY APK B2 5<%l
ljiami ( ZN% ) - BRI W
AR
Google Ei¥iEmM App B
Google Play BJEH 28 -
FRIFR

1. https://www.wandera.com/mobile-
security/google-play-adware/

2. https://www.zdnet.com/article/two-
android-adware-apps-with-1-5-

million-downloads-removed-from-
google-play-store/
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GOOGLE CHROME
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*BEMBHEESEE

A #MEBEEMNHERN -

Google Chrome ERRE B E P

HER ; MFABANFSNERE
MaitE - BEHBEET -

@

FEEH
X AdBlock by AdBlock Inc.
X uBlock by Charlie Lee

S REIMNIETNZ " AdBlock
by AdBlock Inc. ; & "uBlock by
Charlie Lee 1 - 72 RS AdBlock Al
uBlock %5 M & 52 B A FE S5 PH 18 EX

g
B= °

BIREMZREMNN - E5—
RHEBESEERERZEE
AdGuard ; AdGuard EEE FEE S
hE e - EMXBEINEGETE
B 160 BRHF -

HWEE—ToMERENME - B
RIS M sz IMHEBE 2ETT T cookie
stuffing ; 5FfRm - WA EZTERFEIESZ
ohfan i 2 A A T8I =75 cookie ;
SHPRELEFHMAILEDS - 7ol
PUE 7% cookie #EIT A BB S -
AN EREE -

16

AdGuard 3R E M2 BREIMHAY
#FBR cookie - FEERAYE 1R EIE Alexa
AI—BRAPHN=—aEAEREI - ZE
BoiSmE: - LEeEREEE
JG °

EEREEE AFE - Google EiF
B BREIMNI MR - BER Google
¥} Chrome Store SMHEI0_EZRAVEZX
FRR  BEXEXEBRPELRE
BRI - RIEF= 24
BERNFZEEEIMN - AZRESIM
MERAAX = ~ RHEMRFEES -

EHR -
1. https://adguard.com/en/blog/fake-ad-
blockers-part-2.html
2. https://www.zdnet.com/article/google

-removes-two-chrome-ad-blocker-
extensions-caught-cookie-stuffing/



3. https://www.tomshardware.com/news
/adblock-ublock-fake-google-chrome-
browser-extensions,40422.html
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28 - BRUtEthEZE
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ﬁlE’\Jﬁn‘:‘ﬁJﬂE%ﬁ

BE " D ETUARFSPEER IV

( DDoS )
MANPERMERNEE -

- BREHE - 326 - B

HORERE

HEENTFIEASR -

RIEEFECAEIHISSHMIE | o WEBFE  HRARBAELME
ERF4E 4% NetBlocks $5H - BRIE (DDosS)
BE MR EENEERE o | ¢ PRT: Wikipedia Wikimedia,
N
BN BEETEREERME ¢
B AR 4 EL 1R B PR SS - ° AR : o
1. https://twitter.com/WikimediaDE/stat
e ] = L Oy i A e N us/1170077481447186432
R KWW ZEP D 2. https://twitter.com/netblocks/status/11

(NCSC) EEREHEITZRE
iR @S A AMEBRZEREAN
WEEHZR - DHIHBREERE
Ay LC 48 AR 75 [ BT I -

18

70174414840901632
https://www.bleepingcomputer.com/n
ews/security/wikipedia-ddos-attacks-
prompt-ncsc-to-remind-of-dos-
mitigation/
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et
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B SecurityDoscovery LS M ASIEY  SEERENE
go = 1 Bl pAR =k = \|’ o0 =~IN
7t A& Jeremiah Fowler HRITEASES I WGBSR SRS

N TH : BFikR , o A =]
H—EEX ElasticSearch i/ EZ2EEE ; delaerleads.com TE 1S4

Wﬁﬁﬁ%ﬁ%ﬁfﬁm§ﬁﬁﬁ’ WEE  CEERERERIREE
E.;EBDJ:EE'EH%E%}EIBE ! EJEEA%EE Y?HY , 1&%@%@1&'3%%“?2% ,

ZH - BHRIMAASEMmA -
SN BERA) B 413 s
o ERIR :

B Bl 2 * Email
G SRS S e mat 1. https://securitydiscovery.com/dealer-

ik - BEEIRA - BEMIIFEE leads/
. . 2. https://www.infosecurity-
m BRI REE - magazine.com/news/marketer-
HEAEBHZERENIES exposes-198-million-car/

E O BIRERBEBR—XEBSRELT
#5723 dealerleads.com ° EZX AT
=75 PUORENAKRTHEMIG RS
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247 BB EEEXERERBERASH

TWCERT/CC

BEEXERENZEY - BES|
BAREE - FESBESTRYEE
W—FAX - HaistlBEREAR
HERZRERE  £E8MMA+1%

R

BIREWERL - I EMEES

#Z P Google Nest ZE #3 1E @ £ Hl 28 -

RmEREEIZER 90 B (K 32.2
E)NEh EE8RTEEREN
Google Nest B RIFIRIE A S 4L -
B B E A
SEERFMMR PNEREH
HEIZA AT EABENSEE

4

== BHfIEZ-FARE
=< it - PERANEEXE
RERUER , SEAEZEHEH
ERmEESlz - BRERS
% EEAERIRAEENE -
RIBEERVIERIE -

Google RANEEEENF - Z4
SINERITAREZIAR  MERFE
FAEEWKAER ; Google [F#E FH FES
olREE A _FEERBRREE A - DU~
NEEEMERENLZE -

1114

~4¢
e}

o ERIR :

1. https://fox6bnow.com/2019/09/22/felt
-so-violated-milwaukee-couple-
warns-hackers-are-outsmarting-
smart-homes/

2. https://www.businessinsider.com/ha
cker-breaks-into-smart-home-

google-nest-devices-terrorizes-
couple-2019-9
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B 8k Office 365 BIFIRAERH - FIF Google # =51t T

£ 5k
=F

ok 4=

Be1T

L

TWCERT/CC

S22 ER (%P2 B W&k Office 365,
FIM Google {2 R4 THEETT

B %/25] COdense Phshing
Defense Center AT A S - 2R 3E3R
— it MR IEITE - SAA
Google BB IHEEERIZFIRE AR EN
HI3E -

ErEFIAZNA—TEIU Percent
MmIERVETS - HEIFH T FRAALLF
TCEE A LU 22 EE R SR N E M fE + 7K

EUHT  FR BRI ERIEIFRE
FIONZEES AL -

S ER A Google RO RTS - 5
A F AR 2 E B RAEL ; SR AERE

21

=L RAAERIREMPE

~HERNETH  BRTEE
{WER Office 365 & ASHIUEREL
MRZEZ5M - BB Google
S THBEZR PSR 1T ik -

SRAIMHRBNESEHIREES - 1
BEE AP RUBAULZEHKE Google -
PRAAFRED -

BENRGEE  EE2EHNHA
CAPTCHA %l - [ LEERHAARFERVIF
DS E— DB EHPIHA
A -

ERAR
https://cofense.com/threat-actors-
use-percentage-based-url-encoding-
bypass-email-gateways/
https://www.bleepingcomputer.com/
news/security/microsoft-phishing-
attack-uses-google-redirects-to-
evade-detection/

]
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2.5 - BRIERE I &

2.5.1 MERZE =S M E S BARREERN 0-day J&iE

TWCERT/CC

ilify R RIS BB W ER
WERE2EHM VWA mussrmEsmEgs
EREANIEE = TECEREEARDLAN
B Bg 0-d ay SE.;F] Internet Explorer ] Microsoft

Defender 389 0-day i@ ( CVE-
| [ |
|

2019-1366 * CVE-2019-1255) -

ZRIRRZR
= Fom - Bl N ’ N ] =5 H+ /W =
EMERR - AEERIEZPT | o garm . eemmEmHg
LA BRI - - o
THEEREDE - & RIER Microsoft
Defender & - O] FH2R 38 & DDoS X o ERIKR:
2, 1.  https://www.us-
=
cert.gov/ncas/current-
R IEmME 0-day JmE 2EZZ activity/2019/09/23/microsoft-

releases-out-band-security-updates

B SEE , JWh ek -
EARRER - B MERA RS 2. https://support.microsoft.com/en-
& B Patch Tuesday BIITEH - &H us/help/4522007/cumulative-

. — e - security-update-for-internet-explorer
EETEEMERE RIS HER - 3. https://portal.msrc.microsoft.com/en
e CVE %% : CVE-2019-1367 - ~US/security-

guidance/advisory/CVE-2019-1367
CVE-2019-1255

o =ZEEmMGRX):IEY 10,11 -
Microsoft Defender 1.1.16300.1
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3.5.2 phpMyAdmin #2&3IR 0-day /@i

WCERT/CC

PHPMYADMIN  —. z@xAGEERXRESN
#33% 0-DAY iR d mE wysoL BEEERE

phpMyAdmin & - IR —EPFaEm
php E1EEMN 0-day ELZFR - BRED]
RAUUMRZERFPNAEEREE -

WSS Y - B8 0-day B | BAMMKEE -
HEEERESARIN URLAES | o BEES : phpMyAdmin 4901
S| BOBAR RIS D LR A
phpMyAdmin 2FMEE - & | ® BALE: @F ANEEESE
SrpiyEats BT DS E R PRI S 2R DI REE G

SIETT - MIERAIE phpMyAdmin | ©  EFERER:

1.  https://cve.mitre.org/cgi-

BMEM MySQL ERIE - bin/cvename.cgi?name=CVE-2019-
12922
518 0-day mRE A RIFRE R 2. https:/seclists.org/fulldisclosure/201
— oo o= o sl 9/Sep/23
iR - B AEHIRERERS 3. https://thehackernews.com/2019/09/

phpmyadmin-csrf-exploit.html?m=1

ISR ED RS -
HHEEHEABESEADR
B —RAE - TIEERS
phpMyAdmin fU45 €@, - B2
WoREEEN T+ R NISEILRR ; B3

23



fwoertcc

a2 ERAEEHEREE AP O

Taiwan Computer Emergency Response Team / Coordination Center

BEZMEEREE

3

) ]

2019 CYBERSEC 101

SEENERE | 2019/9/6(F1) ~ 9/20(F) ~ 10/25(F) ~ 11/8(H) ~ 11/29(Fh)
SEENMEE | SitmARLUESEREE—ER 108 5% B2
SEEIAIUL | https://cybersec101.ithome.com.tw/
IDENTIFY
© Cybersecurity =, e
—_— Framework mAzsns
CYaERsEunTY Seminqr it sz
. = ' 518 | 9/6,/20; 10/25,44/8, 11/29
5%, 0k | & ILEREE SR B2
N ‘ A TN
CYBERSEC 101 B A E - 3EEHTHIEN  FHEHELERHNE
EEE _
)1l

THE
FRER; BE
2019 & CYBERSEC 101 EZEHRMNEMNE—HER - BUEAIEIKESTE

SRR FFIE BRI " NIST Cybersecurity Framework |, B8 - BBt —5TE
METEOIAMEEENELZEERE  AELXEXHARITHEZAES  NUE
A —EFBrEZ= - MkFEIRET NIST Cybersecurity Framework B A K E %
FRELTHEE ( Identify * Protect * Detect * Respond * Recover ) - SEEEIRR{EHE
EZHENER  ATEEEZMEEEHENSHNERE -

RARRET LR - HIERAIT BEZ ABHNELZREY - BEEL

 FBERATFEBNELZHEKE -

A ml==1
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CDX2.0 HEEE

SESRER | 2019/09/10(7) 13:00~16:00
EEME | EIEHAFERIE _E 106 55 4 18
SEENASUL | https://nche-cdx kktix.cc/events/cdxactivity-0910
CYBER DEFENSE EXERCISE
Ein SR HF & 2.0 EEE)
E Y
BIFARUPFES (CDX) FRANIGERSRMETHRBERE  NESANDTFLRIERRNERRTY BSRREHTSSHE -
DEFENRBRAHEABRIRERE RUSASBREAGETREEMR -

tﬁng*EEg FERME c BEAEARBEARE A4F I HEESEE
/|

BinELHPFEA ( Cyber Defense Exercise -+ CDX ) BRI EIEERK S

RAEEEGTEDL (BEAETL ) 3T TEALXEARERNEEMREER

ERNHBEEE (1) L 5FE 27— @ FERAZEmRRFOEEETHREER

RIRREGEEEIRE - EERAEHAASER
B LESENRBERIMERSGSREMENCTHE - RESAZS
SERETHHERZERER - 0 RHERREERAEIRIE AR LI
HEAME - FLEEENNTAZEDEERREBNENLEEE - I
HEPBEBEMZZRRAE DR -

i - EERLEERKL YA

\ Cyber Attack Taipei Series 2019

SEEIRRE | 2019/09/17 (Z) 8:00~17:00

aENE | adtmRlEPWIEE "R 39 E 3 5%

N o https://www.eventbrite.com/e/cyber-attack-taipei-series-2019-tickets-
&4

A E D 68951581035
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EENEE

) TAIPEI

Eyher‘Attack 2 0 ] ?

- A Teh Group Event -

Threat Intelligence, Cybersecurity, Digital Investigation, Cyber Forensics,
Artificial Intelligence, IoT, Machine Learning, BigData, Fintech

About this Event

WHO SHOULD ATTEND
e Administrators
e Chief Information Security Officers (CISO)
e  Chief Information Officers (CIO)
e Chief Technology Officers (CTO)
e IT Directors
e Cyber Security Heads
e Senior Executives in Security
e Technology and Risk Officers
e Network and Information Profiles

& BN ]

2019/09/24 (—) 14:30~16:30

EE bk

SIHEEEEREE—K 1435 318

I EN

https://www.caa.org.tw/newsdetail-15994.html

EEILES

Computer Audit Association

_—a PERBAEMRIEXHE

1LY EmBE R AR EREEERN A
2 AR TR B A ARt 2 B PR B B IR AR i
3B RRIEEIEMFAENE AN A
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EEREAD

He . FEE

W ZEEEEERNBRAT

BN . BEAPHRE RS

faitE - ACHE

7888 : CISA ~ CISM ~ CEH ~ I1SO 27001 LA ~ BS 10012 LA ~ ISO 20000
LA ~ ISO 22301 LA - ITIL Foundation

8k Bz EE - Efllamittz - BABERERILMRE - EAREE
2 EEWEBRE

9 H Bl E- e ERN EEEI5 8
SEENRER | 2019/09/25 (=) 09:30~12:30

SEENMEL | T ER R 15355218
SEEIAGUL | https://www.caa.org.tw/newsdetail-15990.html

A PERBECRIFXHT

Computer Audit Association
LEEREREBHMENEHEN

LR EFRWBZHERIHE
sEEjmE | JEXRNBHNRIERE
4. RZPRREEREREZERE

A
RAE PERBSEKEZHZESR/ A FESEITTFEMm
elR - DEREER - A ~ BS 10012
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EFA45E - 2019 F 9 AEHEIRELN

AP LEHEBESREL  BH BERSFHAEWNEZBEEER  UMNE
BIRFATEE - DRl ABHt &R B BRI RETE -

BWMBEATESRNPOMMBEZERT  HHBRSHEIMENEY
WIMRHLER - NEB 1 AR ; BHRBEGE R B AP OREENBERS - I8
WA 7SHEIER - NE 2 FivR -

IT. 0.09% RO, 0.04%

FR, 0.10%
\ HAHEEEN0.27%
TW,9889% ———— CN, 0.26%
NL, 0.36%
HiAtr, 1.11%

1 Bt EAETE
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BITEM - eE2EEEEHEREE R P /O
(Taiwan Computer Emergency Response Team / Coordination Center)

HFIEE : 2019F 105 23 H

g . Mead L8~ sRIRIE

ARFSERE : 0800-885-066

&I : tweert@cert.org.tw

B#8 : https:/twcert.org.tw/

Facebook i # 5= 8 : https://www.facebook.com/twcertcc/
Instagram : https://www.instagram.com/twcertcc/

Twitter : @ TWCERTCC
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