—

TWCERT/CC ¥

B wveertoe

My

2
=

T red =
ﬁ‘ =

BTH

2019 12 A




82BN S S E IR B R B

' ! m Taiwan Computer Emergency Response Team / Coordination Center
B &%

@

= I = R 1= T = = USRS 1
BN KAREREZ] B R A AT 1TB iRE BRI FAEEEIREIG oo, 1
BB 2 B N B s 2
AR E-Mail Uil | 8dEmBFEEBREE/ N\ O EBRIEFEE FEFEER2
FE3E Y BN E EE LT oo, 4
B L r B B e —— 4
311 Mitre 23R 2019 TR 25 B E B EM IS E LTI .o 4
312 HBERE  BHMERENRA  BFEEBAMEE ..o, 5
~ B R B T AR A B AT oo e, 6
321 APT4l BABEATHE  BEEBIENBEBEEE e, 6
322 FBIZESE  REAEABIEEHREEEBNRETZEETRE e 7
323 PWN2OWN RRBEZEAEER  ZEFH KAz  XHAEZEESEWR
BB ettt ettt et e et at e e et et et et ee et ee et eteeeraeeeas 8
324 HAKREHNEELEIGFRKE  BREBBEI2EBHIT e, 9
325 EEMATEEBEIDBEZIEIIEE ..o 10
B R B B AT Tl coe oot e et e e e e a e 11

331 BLEREEL . "EBEHL, YEBYITE  tERFERZESIE....
TR B B A e ——— 12
3.4.1+ Android RIBFREBRIEEH SR RFERES - WTERPRE............ 12
3.4.2~ Qualcomm &R ®E - BERTE Android FHEEFHEEEINER..... ... 14
3.4.3+ WX Android App f£F3 Facebook - Twitter & AMHIZENE B2 EEREE
.......................................................................................................................... 15
B R B G a B R oottt 16
3.5.1 -~ Firefox ZIE 2% Bug BRIAEMENEEFEER ..o oo 16
352 GitHub IHEEEE  BEIFBEUIIZERS .o 17
3.5.3+ MacOS DIBBSREEMEBEBH - Apple BETAE ..., 18



BEENAREHEIEE R IAP O

' ! m Taiwan Computer Emergency Response Team / Coordination Center

3.5.4 + QNAP QNAP NAS #& QSnatch B% - ONAP BiRREZEZEZELUBRER

BETL oottt 19

355 EERARAERINESH 12 BABRBERCREHINEL . 21

35.6 - WMEBERBEUEREN 2D\ ECEREBIZERESF . 22
357 BEZXAEIE BlueKeep MIEIERARERESH - FHULZERIZIRED 23
3.6 $kﬁ§ﬁﬂ/}%/l__l_ﬁ+ﬂ ................................................................................ 24
3.6.1 ~ Internet Explorer B 3& 2 IRZEIHIIT 0-day B ..ooovvevvveeieeeeece e, 24

3.6.2 - WhatsApp MP4 & Z1EEERE - ERERLERRATESEINS ... 25
3.6.3 - REHTEME Google Chrome ZIE2RHVEE 0-day mld - BEEBZEE KRR
BB oottt 26

3.6.4 -~ 1#R Outlook for Android 23538 XSS BEZIT .cvveveveeeceee e, 27
FAE - BEU TN E R EE oo, 28
E5F - 2019F 11 AMSHEIEREIIT oo, 36



Awoertoc

TRk FAN Y R =E VNS in

82 ENEMAEECHEEE RO

Taiwan Computer Emergency Response Team / Coordination Center

=

(=

]|

51

ENETAE

1TB iR EE R A AR RS

TWCERT/CC

EX MR AR AR EET 5
RSB NENEITBIRE
AR ERR IR

BUMER KBRS 2248 - JAE
AccorHotels IE NERIER] = R 4
5] Gekko Group @ HEZMRAE
IR —1& H;J%E%E Elasticsearch A%
Bz L - 2EGRERMBREKRE

%UE’Jﬁj(’“ﬁﬁE‘”HF EEFNIN
2ZE 1B E -

ZERNBEARSERZERZA
S FRENTEREE  SR/FER -
ERMIAL - REHRIEEN - BITRE
BE - SRR - DREEZEDR
3(1.:%7‘5’])4 BER , REBEANHSE
14 EALE - B EA - RTTEHE
NEITIR °

ERNE - R IZERNEARE

O3 ZHEANERE - — KW
ﬁiﬂ'l'la'z‘ijcﬁﬂﬁﬁréﬂ% /N
EE’\JFEEE%*J;FE%HE“’AT‘;HHE
2 LRX - E|EARE
REABSEILEBA -

WEARENTSNEZS  BNE
AETEE S t R A
(WHO ) kAR IRSREETS ; 15
ERREETURAZARSNRER
T8 -

o] Fl|FH Gekko Group 2] ERIER
JEREEIK - HEEINTEBU
£ ; Gekko Group #J CEO =ahlEsR
ME&e #ZE R EMNRELE
WRIBNE AL IT 2R EIFE -

o ERKIR:

1.  https://lwww.cnet.com/g00/news/ex
posed-database-left-terabyte-of-
]travelers-data-open-to-the-
public/?i110c.ua=4&i10c.encReferr
er=&i10c.dv=15/




Awoertoc

82 ENEMAEECHEEE RO

Taiwan Computer Emergency Response Team / Coordination Center

b3

F28 - BEXEE

ERE E-Mail il | SIEHBAERERE/NOEEIERE R

p_—

S TENEFERBUEE L S
=i’ 1105165

e
.

FERESRESHEEN
HHASHE - BUFAR
URRREFENTHEA

h E -
FE !

EERESHARTES
L F Ell

EfFPiRE "REERKRN, 5 -
8T RBREE (FBHNRHRZEE) -

ETEARER - DeEmEAX!

. EPMEERESNEE
PR EEHE - 2B EE S
EBEAEI(MNE A AE)A—E£EMNM
5 - A8 A REIEBNEFBAHIRR
S AvE
FEAALIEY T xxxxxdeaixx@163.com |
FBRIRSE SIS A B MR - iR
WRERRIFEBETREN P - BKE
BERKRF 2mEIERMETZIRTT 2R
SMER - MUZEBPIBATIEE A A

M xxxxxdaixx@163. com 4

EIEmEWME%,gﬁE
BEAEFHEEES
M MEETEEBALD
SAMEREER  TEH
EREESEEM BN
AR SEITRRERE . 1
£ H TR ATHHERS
& - GEEHRERENZ
=T ERARATIEST
SEBR -

SEHEIE  BARAM  HELUE
ERTHRNELERH+ET - B
5 X% - A RS EMILARIRIER -
MUEFREIT KT E VB E 2B F 5
RS HRBERSZT 1Be
8. e, PUEBATELENTE
7TD o

fMBEEER F AR AT

(—) FEREERAGREARIRSE
% WHFEREEEPEFEFMU



82BN S S E IR B R B

R/=8 IT (=] =
m Taiwan Computer Emergency Response Team / Coordination Center

HUEBSHREBFEZRS (W) | EEFREEMERIRP -

BR PIEZS—EFE "o IEF | (o) mEcxEEnEITES £
1L " xxxxxdeaixx@163. com ) B | mmmnzEgmilEE % - 5
?ﬁﬂﬁzﬁ'ii}?zliﬁﬁﬁ%%ﬁo

" xxxxxdaixx@163.com , & & 1§
&) -

Bt - FEAEFLRSES

HEBHELNEY  BLALEREK
() B RARFRFHERRELHA 25618 . Ll R |

WEREFRZER  RRNEXAEFE
BEMIRS - FEXFRHEAFER

- E13:7)

B EFABEHFR
L F F &

s=E 3 s
oA ; /%\ !
=,

m B oA ASEERS
| B BMER  BRRSASRESSRASER
B B AR EE-mail - ERSEERIESR

(ELBHRERE BEXRTREE

@ EITHBAEREMLE



82 ENEMAEECHEEE RO

Taiwan Computer Emergency Response Team / Coordination Center

WINEEELZEH

\O
<t

3.1.1 Mitre 883K 2019 R 25 B & &

ENECERRIE

TWCERT/CC

=0 'ERELHMIIER
( Common Weakness Enumeration ) 2
Mitre.org fR a5 RH A ZIRIGIRMS - €
REAEBRESE IR AR A R A RE AY
REY ~ ZREEANBREZERENR
- AZmbiE B RAEESES -

IR FHERE DT REES
i BERREEFRA RN ASE
YEBR®! ( Improper Restric of Operations

within the Bounds of a Memory
Buffer ) ; E1&RIEZEZEE o] LIFH

ZimiE#AstEAL Mitre.org

= =y
7 é~ SIHSER 25 BEERE -

R B ZimES
FRREERRIIRE

BRI b 2 B P S -

HEE_MNEE R XSS HERE
URE - F=BRIZAEENEAA
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o ZRIIIR :
1. https://cwe.mitre.org/top25/archive/
2019/2019 cwe_top25.html
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FH—ER 723 %% BEAE18 | ¢ wesom.
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40049/how-much-does-it-cost-to-
- BN BRI EIEARTR launch-a-cyberattack.html
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REABTERERRET - EZRA
BABFELERD - BRFHIASE
Rt G BUA R S AERE - MR B ERAY
HRAEEREPERSEBULE
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FireEye 3R & sl fmat 51
BRREREFLST - FREE

EEN—ED - R EBREATI
APT41 Bt Et B olgEF A LA L
HEEBERNEUETRERE -
PITIAR R RITAL - BEREUS -

o INEFL:FMERE
EATHE
® [T : APT41, Wiretap, Malware
o EiRIR :
1. https://www.fireeye.com/blog/threat-

research/2019/10/messagetap-who-is-
reading-your-text-messages.html
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1.

https://edition.cnn.com/2019/11/20/polit
ics/fbi-us-auto-industry
hackers/index.html
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® ERIRIR :

1. https://lwww.zerodayinitiative.com/blog/

2019/11/7/pwn2own-tokyo-2019-day-

two-final-results

2. https://threatpost.com/pwn2own-tokyo-
2019-amazon-echo-hackers/150033/
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3.24 HAEEMBELFIHAFRINE - BXiER 32 €HTT

HARKLEHBEELE
I FEERINEE, fEX AEE—IEMAREpeE

B 32 EH T B B 7% £8 57 57 B (Nikkei) -
BAEIRERN N B E DU

el B RKEIE 2 EAT -

HAGRIEEBNZEAL AT FIFEBRIRP P -

BEE8T  TENLARBWRRIET TR S AETE BEC SEERSEME4EE - 8T
Y - BB LSS EETR  BEiE HE@ 4N« RIRE A DRI =

li

M

2900 =7t (& 32 €HT) WE Hoh—EAZZEHE—BIBEAR
# - ERMESBORRRTES © | goumEEias - & Google A

H&GTEEREREE B E Facebook 58— EB=TTtEM -
#A-FEERZ ( BEC, Business Email

i - B2 ARRA & .
Compromise ) - B8 BRAREH3 o EHIFE -

EHVAEE - EEBBPRTCEAR 1. https:/Awww.nikkei.co.jp/nikkeiinfo/en/n
R EIBOIEEEER - ews/press/597.html

2. https://www.helpnetsecurity.com/2019/1
1/05/nikkei-bec-scam/

BEC :FERE S SRR
FAR - NEEBEEWBIIETE

3. https://mww.trendmicro.com/vinfo/us/se

FBZA - B ABE I R IRSR curity/definition/business-email-
RBEARMHEFRET - S2AER compromise-(bec)
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RTENTH - BEELHE
ENEHRILEBR AR EE M

FENNsR ¥ FERIAE BRI AR A e T 1F -

A

RIGFWE - BAREEEEER MR - o NWEFX: DEEIREHEETE
HTE5E BEESEILTRE ( Distributed Denial of Service )

B 2R AR 72 B =0 AR 75 PE i W 2 ® FRIi#F : DDoS, UK

( DDoS) - BHEREZW - T8 o TRIKE

EREBNESEE - ARETEN
WFIFEEY -

BHENRERERRED - RR
SELEWBITE) O Al MELEMEEE - B
ZHEE ESET A|ES - BRI HNE
WRETHRIETHES  SHEH

10

1. https://www.reuters.com/article/us-
britain-election-conservatives-cyber/uk-
conservative-party-hit-by-cyber-attack-
ahead-of-election-two-sources-

iIdUSKBN1XM2IC

https://www.telegraph.co.uk/technology/
2019/11/12/cyber-attack-labour-just-

beginning-warn-experts/
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BRSIFNEE - Bl TR
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Fat FAFUERBLE -

ki

I

® ERIKIR :
1. hhttps://blog.checkpoint.com/2019/11/2

6/november-shopping-do-it-the-smart-

way/

2. https://lwww.forbes.com/sites/zakdoffma
n/2019/11/26/why-you-should-never-
click-on-a-black-friday-email-
deal/#61774a1941d2
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MREMUMTIEL - EEFFRAE o ERIIR :

1. https://www.upstreamsystems.com/tr

RUILAZ aitype AZHIETES - 2 ick-treating-android-emoji-keyboard-
% 3 4 FA 4 52 =t BE 2% 4F A0 app-makes-millions-unauthorized-

PRERANELRRER ivowe

(framework ) B8 TH - 2. https://www.theregister.co.uk/2019/1

1/01/aitype_keyboard_malware_alert
/
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Android F#$H Qualcomm EIE 2. https://thenextweb.com/security/201
se s P OAsE A EREAER 9/11/15/bugs-in-qualcomm-chips-
O« FEHEYE Root KEFR - leaked-private-data-from-samsung-

e B = = d-l -ph /
Bootloader #2f¥ « B BEIBEMIT anc-ig-phones
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Qualcomm #H#} 35 LBt 258
xEEED - WIRHELAZKFHE OEM
g ; BEI=28 LG BREAHKE
Mmoo EEEER - BEMEER

£ Check Point R & - s£40
Wt B AEn B O BEN B FE -

o ERIR:

1. https://research.checkpoint.com/the-

14
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BELHEERE  MaEEms App £ MARITEIFEZEZE Google B2 Apple -
FARBE 38 2248 OneAudience @ =&
App BEBBEREEABENES ;| © BARER:

S I EE 58 Email - 1. https://help.twitter.com/en/sdk-issue

AELHE - EARTIEIAS - 2. https://www.cnbc.com/2019/11/25/fa
cebook-and-twitter-says-users-gave-
#F 2R Android App & Giant improper-access-to-personal-
Square 2 Photofy - #BEFE IS EE data.html
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Twitter £2 Facebook 19FE R~ B &R
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) EEF Ak : E SHOMEERE S
= = Firefox {84 E S ELFEH
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2@ . BN ESEENE

Firefox OS

ZHERBETE

E Bl Mozilla EARFR R EZIEE &
B8 - FAETTE N —hk Firefox 3+ &%
PR - HPIRIRBECHEIE RS
MEHE - BRIT L BYHAE
RBRZEEEREE - BITZER -

BEZM™E MalwareBytes ROF5E
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FLEREMNERNTXEMAKLE @ H
Firefox ML ESHRE - 15H
EfER&REEE - AT 7D ERE
R ER - HERRMEET -

[X]

o ERIIR :

EEEEREEREHERPH 1.  https://bugzilla.mozilla.org/show_bug
Firefox BIEas - EREITEMIRIE -
REEBBIFELMBTHIRERR ; (BEM
RXED Firefox & - MNSRAIIBIRARA S
AR A B ERILIEE R - Firefox X

16

2.

.CQi?id=1593795

https://arstechnica.com/information-
technology/2019/11/scammers-are-
exploiting-an-unpatched-firefox-bug-
to-send-users-into-a-panic
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GitHub - 1. https://www.deepinstinct.com/2019/1
WEREEREGINIIRS 1/12/malware-on-github-wants-your-

crypto-currencies/
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3.5.4 QNAP NAS & QSnatch Bt - QNAP Bl Z 2B EZLUBAKREERER

p—_— —

TWCERT/CC

QNAP NAS
EQSNATCH |,
Bk, QNAP 4
ERLREEE
=BREE
ZE

AL QNAP RE - IRFBHETER

BRIR—WHEAE QSnatch WREREIUPN
EAL - BRI IVERR Y NAS &4
% FRBREIHEIARIERR
- WHEENZAREUB LR

R - LUKEAR QNAP WS EEE
GHiE
B4 CAC fEhkas - JJBEiE A EE S
EEERRINR -

Malware Remover - i EERiG &

m QNAP REIBZEH - HiZH
7 TER BN ZHA - BEAIS
&R A2 Malware Remover
3.5.4.0/4.54.0 - oIU#HEBN AR FBER
QSnatch BRI - WIREHU T

B

X TGN o
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*F 1 QNAP PSIRT &4l -
X 510 - mmmeE
BEIMEERNERERRE ISP
FAZEEENREEBETE - RIE
B CERT-Bund AMmHIEE
EEBMESA 7,000 EBZEH -
H ISP EHHZREZRFPETR
BREEIE -
%

1.#% QTS B ZEFARA

2.2 % Security Counselor » I/ &
CIES =il FN

3.% %% Malware Remover - M7 &85
ES il FN

AEERERENEEEERE

5.F8RUA IP LURIR S RENG#
Mt BXRNKE

6.5FFE - [RESFAR SSH &
Telnet 4%

7.FEE % 5 FHEARE AT 443 E2 8080
p=a



o IRIIUR :
https://preview.qnap.com/en/security-
advisory/nas-201911-01
https://www.zdnet.com/article/thousa
nds-of-qnap-nas-devices-have-been-
infected-with-the-gsnatch-malware

1.
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BIREEERNBENELZMFEAE
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EfR=EHIREEERE - BEANNS
ZEATB - AR 40 EBEAHFER - K
EERAFPAZSEL2EBAME -
rEEEREPEZHNAFPEE
WA - BE%SE - Email thilt -~ &5
5545 ~ LinkedIn B2 Facebook 1RIEE

S

EBEFIENE  EEEAERNE
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#EﬁnAEﬁ*EEEEJ:E-k

3&1@%%#47 REEE
fri& - dEEMABBREFNR ; &
MENS 12 ERUEAEBRAP
@ -

WNEE - HREMKXARNERIIE
EI2ZE People Data Labs #]
OxyData.io ; tFREAELEH TBCHE
People Data Labs & KIEAZINBE
KHERER - HIEMEBTEVS -

ERERERER Google Ei
iR?S - HEIAMEBEE#IEERER L
EW - WARABEROMRATINER
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o ERIKIR:

1. https://www.dataviper.io/blog/2019/p
dl-data-exposure-billion-people/
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#%#ﬁﬁgﬁﬁm 4 E I E Z BIX Microsoft

M, EE DN JVA Detender ATP
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i pEshae Reserach Team &7~ + 20\

: iR BAEIEREN—EEE
® Dexphot BIFESERBEAR - F
i CPU HIBEAE NIZHE -

MRABRBEEFETHBEREIR | o EEEF . Malware, cryptocurrency
EERERE  ESETHBREIE | ¢ TRIIE
F&xelE - 1. https://www.microsoft.com/security/b
10g/2019/11/26/insights-from-one-
W AEET  EEESHEY year-of-tracking-a-polymorphic-
= threat/

HSN3EFIDch |, n 57 55 BE 4

BRBED - RAFRSREHT 2. https://threatpost.com/dexphot-

% BERE=El i FEEZEER, malware-cryptocurrency/150634/
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3.5.7 BZ A B3R BlueKeep ImAERAREREEH - AULRRIZEED
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5 %17 EE ERE T B 5 A B

. W d EP , Windows RDP E &%
i@ BlueKeep ( CVE-2019-
0708 ) - HEIAELZMREM
HEARERIKZEHE -

BRI AEIRKFEN - HES o WWWEFX : & Windows

BXNEILRENZIEEE - W3R BlueKeep RDP JmialZEIZ1EZ T
FEERAZGE  HBELEZER e PRI : BlueKeep, Windows RDP,
= . Malware, Crypto, Miner

o ZRIIIR :
1. https://twitter.com/GossiTheDog/sta

BRI ARBIRZERIEGHI

HIERNITR - 2B RIRERE tus/1190654984553205761
e - 2.  https://fossbytes.com/first-windows-
R - bluekeep-attacks-spotted-installing-
H;%E}\ﬁ 1% E'(J 15 E-I_ ’ ZE\BJZ;EE Cryptocurrency-miners/

#7 735,000 & Windows 12 AR 23 3 #1473
A BlueKeep /@ @ EREMIER -
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https://www.businessinsider.com/hacker-breaks-into-smart-home-google-nest-devices-terrorizes-couple-2019-9
https://www.businessinsider.com/hacker-breaks-into-smart-home-google-nest-devices-terrorizes-couple-2019-9
https://www.businessinsider.com/hacker-breaks-into-smart-home-google-nest-devices-terrorizes-couple-2019-9
https://www.businessinsider.com/hacker-breaks-into-smart-home-google-nest-devices-terrorizes-couple-2019-9

82 EHa 4 S S 1 i I B 17 R P

l I m Taiwan Computer Emergency Response Team / Coordination Center

6 « EXFE RS IR &5

3.6.1 Internet Explorer & IREIHMIT 0-day &l

=2 LR EML Resecurity
ﬁﬁéfﬁ?ﬁiﬁ)’( Internet
Explorer 2B FA—ERE
miE - RN BAERAITE
SENE -

EEBAMH E G Jscript SR | B - BEmEn2ERne -
WD  BEETRREERE | o CVE 482 CVE.2019.1429
A UMBAEAZBAEANER |  smzo i - 6 3 IE 1L FF

=== lu|
PATERRE ; MERELUAHKE IR
BERREA  RESEALUANE | o mppz . oupgssmtin
HBEOER - ISR E RMZET (s e
o OERERE B B | o zwemos -

HIERIHPIRE -

1. https://portal.msrc.microsoft.com/en
-US/security-

ity IR+ 8~ S 13
Resecurity i3+ 53—+ B L0TR guidance/advisory/CVE-2019-1429

EEHEGER - MREET BT 2. https://www.resecurity.com/article/r
A2 B | SFRaEE esecurity-discovered-0-day-rce-

vulnerability-in-internet-explorer

F Internet Explorer 89 Windows F3
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https://www.us-cert.gov/ncas/current-activity/2019/09/23/microsoft-releases-out-band-security-updates
https://www.us-cert.gov/ncas/current-activity/2019/09/23/microsoft-releases-out-band-security-updates
https://www.us-cert.gov/ncas/current-activity/2019/09/23/microsoft-releases-out-band-security-updates
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WHATSAPP MP4
AL ALY
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A, BEER
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BAETURS
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o #BEs - (BIRLREEER
WhatsApp EZIE MP4 &S8R4
B EFRNIER - RREUAM
ZERTEREIE - 38 &) DDoS
WE -

Facebook & - ERERR
WhatsApp WA F - BEIZIE M E &
MhRA - DUERRE -

e CVE #®5% : CVE-2019-11931
o S EEmMRA): WhatsApp

Android 2.19.274 Z#&i ~ iOS
2.19.100 ZAl ~ WhatsApp
Business Android 2.19.104 >~

25
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A~ i0S 219.100 A ; E%E
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X
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KPR | BHERHRA
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https://www.facebook.com/security/
advisories/cve-2019-11931

https://cve.mitre.org/cgi-
bin/cvename.cgi?name=CVE-2019-
11931

https://www.zdnet.com/article/attack
ers-using-whatsapp-vulnerability-
triggered-by-video-files-can-
remotely-execute-code/


https://www.us-cert.gov/ncas/current-activity/2019/09/23/microsoft-releases-out-band-security-updates
https://www.us-cert.gov/ncas/current-activity/2019/09/23/microsoft-releases-out-band-security-updates
https://www.us-cert.gov/ncas/current-activity/2019/09/23/microsoft-releases-out-band-security-updates
https://www.us-cert.gov/ncas/current-activity/2019/09/23/microsoft-releases-out-band-security-updates
https://www.us-cert.gov/ncas/current-activity/2019/09/23/microsoft-releases-out-band-security-updates
https://www.us-cert.gov/ncas/current-activity/2019/09/23/microsoft-releases-out-band-security-updates
https://www.us-cert.gov/ncas/current-activity/2019/09/23/microsoft-releases-out-band-security-updates
https://www.us-cert.gov/ncas/current-activity/2019/09/23/microsoft-releases-out-band-security-updates
https://www.us-cert.gov/ncas/current-activity/2019/09/23/microsoft-releases-out-band-security-updates
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3.6.3 FEHTE D Google Chrome 2B 22/YEE 0-day imilE - BERIEEK
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FEHESR - SEREEAAGE
THAV KT INE - BRIRAMEZA
REE AT EAL - A PEA—
R = JavaScript 205 - HE&E
Fi Google Chrome BIEZItEH -
MBS EEERENEERRK
2 SYHFEREARATERRE
A -

:35]
708

~EHEEES —HEER
Google - Google thEEL L Z1EH
ET - BEFTA Chrome AFEBRER
RLZREHEN  BeRETHnEE—
a7 UK

FEMENHRSHFL FZRERH
BroniE ; EREENFELAN
Lazarus WEEBOMELIZE ; M=
ZEMA R X —EMEE DarkHotel B9

B EEREMEN - 5L
—{E = 1ER Google Chrome

A B30 0-day il - EERIRAE
BAIRIRER -
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WEITE M -

e CVE #3% : CVE-2019-13720

o FTEEMMRAE): Google
Chrome 78.0.3904.87 for
Windows, Mac, Linux Z B iR A&

o MRFE &K Google B Z
ZEXEMELN - HEWE
Chrome k7 78.0.3904.87

o ERIKIR:

1. https://securelist.com/chrome-0-day-
exploit-cve-2019-13720-used-in-
operation-wizardopium/94866/

2. https://chromereleases.googleblog.c

om/2019/10/stable-channel-update-
for-desktop_31.html
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=433 L& Cybersecurity Help
ﬁﬁéiﬁ » {W8R Outlook for
Android FAEZImAE - BZR&T
FHEiBEIE Email - DIFHE XSS WE
AEF#  ME—TEHIEY
£ . fIMBENAAFHPER -
THESEXS FEHNABH

%AOutlook for
Androidi& 21
XSSE =il

CVE-2019-1460

EEERANEEREED Android
TEBH W56 100BERE | ® BRLR . EMERNMRA

E/\J%%& ° =< BTN J
o FRINR:

MR RN EEEREFEN 1.  https://portal.msrc.microsoft.com/en
-us/security-
Outlook for Android 21T EIEAE guidance/advisory/CVE-2019-
. 1460#IDOEA
FRfERR - WBE O LIHEARRE _ :
2. https://www.tenforums.com/window
AREPRIETTRERIF ; MECE & 5-10-news/144873-cve-2019-1460-
outlook-android-spoofing-
App WP IIBIEM 2 &R - [E vulnerability.html#post1774661
T EE 3. https://threatpost.com/microsoft-

outlook-android-bug-xss/150528/
e CVE #R9% : CVE-2019-1460

o FEEMRA) : Outlook for

27



82 ENEMAEECHEEE RO

' ! m Taiwan Computer Emergency Response Team / Coordination Center

) F45 - BEXAASTREE

2019 HITCON CTF Forum

SEENESRE | 2019/12/14 (75) 10:00-17:00

EEIMEL | 5163 El 6 1 BC BB (RItTHIEREAMES 88 7% 6 18)
SEENAGIL | http://surl.tweert.org.tw/4kgkL

2019 HITCON CTF
CAPTURE THE FORTUNE

B g T e e S TR
cegen Fore cRVEETT™ TVE §errvravesss

SEE I 2 DEF CON CTF vs HZ CODE BLUE vs HZ TrendMicro CTF

= AIS3 - Balsn CTF - HERBPEEEE

RER D Z BN

EIRBERBENEZE &5 |SBHAAEEE 2019 HITCON CTF #1812/ 14 -
15 REEXRIRTT  SEEES . =6 - ##EY - BHX - 9FF) - &8 -
M~ &% PE 8 EEKRM 14 ARMSERAE  WAZKAIEZER 2020
DEF CON CTF JREERE -
SERRIEFEEE] DEF CON CTF E## A & HZ CODE BLUE F##A -
TrendMicro CTF BE AR EERA CTF BEZBERETERIZHERN -
ERZR R -
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2019 HITCON CTF Final
EENSME | 2019/12/14 ( 75) 09:00-18:00 & 2019/12/15 ( H ) 09:30-19:00

SEENRY | EIEXE 14 18 (Bt EEE AR 88 5k 14 18)
SEENAENE | http://surl.tweert.org.tw/4kgkL

2019 HITCON CTF
CAPTURE THE FORTUNE

sEgpieE | HITCON CTF 3% 5 F M 7REE DEF CON CTF BT HEEIX - 2Tl
BEEEBRZHELTHE  SHRBEARERER -2 -

2019 HITCON CTF (Capture The Fortune) i REABIRE SR S....
SERMOMAR—ZRE  PEWRRMERE - BRTEEHS - HEE
oESHNES -

REEE - HES - BA - ®FF  KE - WE - 8% EH - BREBESH
14 BEMLERE - RAZBEEEN T4 NHT 2020 DEF CON CTF JRE
EEAE -

B HITCON CTF £ R EMEE FE B ARINER - S First Blood A1t
BEEE? WMERX Dol AR EZ B FHT 4 INHr ? iR 2 EERR 5528 -

Tk
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8iEBEEE HITCON Winter Training 2019
SEBISR | 2019/12/16 09:30 - 12:30, 14:00 - 17:00

EEIME, | BdEMIEAR - MIBERAZRARIELE - TWENBERRAIME -
SEENARLG | http://surl.tweert.org.tw/PMsw?2

B

NRAINING

WINT=R 20I9

£ | BEEERAR
Z{E : NTD 17,000
RENA | RRZEE DevSecOps EPIEZAHES : CICD BAEZE
BEBR s mEe . AaBEER AR (SAST) - BEES R
(DAST) - BREBAEESHF ( SCA ) SR T34 -
#7148 DevSecOps B - SIAEENILEIRTE - MEBWBEEEH
o EREARNBREE  SAZERRSEERNR (B, Wi
& -

ETEZEHI %4 (ICS/ISCADA ) BLEERE
Z(& : NTD 17,000
RN | BT R0 FEE  RSEHEHEERKTE - BEE
S A T 2 R AR ORI EIR ?
KRR AR R AR T 2 S0 = - DURSZ S T 2

MIEEE -
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Web Exploitation and Evasion Techniques
ZZ{& : NTD 17,000

FRIEITAR - This course will focus on advanced vulnerability identification,

exploitation, and evasion techniques which are actually used and exploited in the
real world. We'll try out the evasions, explain and dive into the rationale step by
step.

Several hands-on practices demonstrating different possible scenarios will be
given while we go through the course. Hence, attendees will gain experience
when trying their best to carry out the attack they just learned.

Tough environments will be presented so as to push every audience to the limit of
one's ability to figure out the possible ways out from the challenges.

AEREES HITCON Winter Training 2019
SEFISR | 2019/12/16 & 2019/12/17 09:30 - 12:30, 14:00 - 17:00

SEENMEY | BdETHIEAR - MEERAFARIERE - TREMFER AR -
SEENAENE | http://surl.tweert.org.tw/PMsw?2

B

NRAINING

WINT=R 20I9

EENE

EREEE e S AP
Z={& : NTD 33,000
RENA  ARERTRNBREEMSHOERMNEN  BEEErEE
BHEZH - DApp E CTFBEIEH @ DIK F SRS NN EQ S KA
ERABRBEFMERANHAZEE ZELTH - THRRENIERERT
- MEEHBECHNERERZEEMAEFHRE -
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HERRZE - BB RHAWH
Z={& : NTD 33,000
R ARBFEESAENER  BALMEEZEZZEELAM - 41X
ERAHMZMAEFNEES  RENDRREBEETEENELTEBLER

BEWEABNEEEBUERERE  EERE—DTITNEBERREREIE
BRECRENEFL HEEHaLRBERRUZ OO & EEERE
KhETURYEE

£iEB2EFEE HITCON Winter Training 2019
SESIISRY | 2019/12/17 & 2019/12/18 09:30 - 12:30, 14:00 - 17:00

SEENMEY | BdETHIEA - MEERFARIEE - TREBEMBERAHIE -
SEENAENE | http://surl.tweert.org.tw/PMsw?2

B

IRAINING

WINT=R 20I9

EENE

MERAZ ZEIEBIN
Z=2{& : NTD 33,000
FRENMA  BVBAENRR  MEANERCHR/AMEEPEARITDH
—E8n - HMEEEZHBTHRIER - ARERBRZARED SRR
e REREEREEOHEGEFE  FEET—BYHAT

E@ o

71
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TABBHEZNENRRE  BoBERFEFAENEEMES -

Practical Web Hacking and Exploitation
Z={& : NTD 33,000

#RIZJTAR : This course will focus on advanced vulnerability identification and

exploitation techniques and allow attendees to get familiar with some tricky but
decent ways that were actually used and exploited in the real world.

Several hands-on practices demonstrating different possible scenarios will be
given while we go through the course. Hence, attendees will gain experience
when trying their best to carry out the attack they just learned.

There will be some new techniques shown during the course exclusively, which
can give attendees insight into the problems of vulnerability.

Windows APT Warfare
Z& : NTD 33,000

AN ARERBRIIFERMENAEIN B 552 Windows 4REes
’ilg . 8132 PE E1EEBIFIE/IGBF AT - Windows Shellcode &

B BRCERRIT BB EBTIL - UAC IREME AT EEEARRIZE
BT - BEREDIT LB Windows 2 A B EBEER 88
BFHME— AN RTEREIRERENRE -
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8iEBEEE HITCON Winter Training 2019

SEERSRI | 2019/12/18 09:30 - 12:30, 14:00 - 17:00

EENMEE  BIETHIER - MBERRARRE - TWEMFERARME -
SEENAGUL | http://surl.tweert.org.tw/PMsw2

B

NRAINING

WINT=R 20I9

E BN

Windows Filter Driver - #Z /0 EfREEE LEREEEHEER
28 : NTD 11,000
RN BWEZ ABFTERTE Windows %4 _E 5 2B 2RI A T R HAth
%5 & AR T B— Windows Filter Driver &AM -
TTABTE Windows Z 454z 0B AREHY 1/0 15 < MR B WL sk A2 8%09 75 0%
VUK AE R 35 PREE -
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4G LTS - 5G E L E - 1[E 5G #MIFH - KRR 56 EERBEFH -
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EEAE(10T) ~ EEBEE(V2X) ~ =IEERES 56 BARERMNEIR - EKELR
TE B EE s KR PR L -

MEBEGSHE 12H 190 "B SCHEELERARK,, « IERERZE
BEE  HhBHEMINKER A BESFHRERZaRELR
- EATAR LB - IR BT 5C EL = K& - IR ZRFWNITES
Al BIDEK ARV EZ R 2EE] - BFITEELIMIRARRK -

#BHM : Ben Ng BRI X BB B FREFMAE & Allen Yu LR BRIGEE
FEZ R

shEffE AR A - BEE 02-2721-1070
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BITEM 9 2ERAEBHKEIEZ RO
(Taiwan Computer Emergency Response Team / Coordination Center)

HFIBEE : 2019F 12 H 12 H

’E

HREE . McEE - JIZCHE AR
AR #%5EE5& : 0800-885-066

& FE 4 : tweert@cert.org.tw
B4 : https://twcert.org.tw/
Facebook tn#4E B : https://www.facebook.com/twcertcc/

Instagram : https://www.instagram.com/twcertcc/

Twitter : @QTWCERTCC
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