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Dr. Penelope Marchetti <X X438 @A K0 N0l 7KK >
Coronavirus: Informazioni importanti su precauzioni

1o XX

Message W f16744643424.doc

Gentile Signore/Signora,

A causa del fatto che nella Sua zona sono documentati casi di infezione dal coronavirus,
I'Organizzazione Mondiale della Sanita ha preparato un documento che comprende tutte le precauzioni
necessarie contro l'infezione dal coronavirus. Le consigliamo vivamente di leggere il documento allegato

a questo messaggio!

Distinti saluti,
Dr. Penelope Marchetti (Organizzazione Mondiale della Sanita - Italia)

@ see more about Dr. Penelope Marchetti D A~
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i T T e ot T e T
BB ABENEHEREN  sFREEMNSWEERNEEREEEFR
Bl  SRRANEREFHERNSZFHIERN/N\ BN EINGEEBER - 2
BHREKMHERRIE  FHRFAREEREDH - THIWRIBHHRER - IR
RAMFERE]ESm  MESSEAERERR NIERH -

NSERH 20 R LRBOSHINIZE - RREHREWIFEEITSEMNO
SHEERINENE  SHPRERSR - BUF " A LIS E 75 V@8
HE .,  REEIERUEIGHNEENAFT  HEEAHENRNEE
Al BEOSHRBRAKES -

ERMFHEIRR/NBENRINEBER - ERMBESELTER - BEAF
BB RIIEE , EERAGHFEN - BERNZRIRIEAAR TR
i% - BUBRERFRATIIRBRIFRERF  DURENEREX - Z2ER
SRIFAHENAZRRGE SO - FMEBEREARNALLES - EEEHEM
Eill - ERERIBYRELES - EATRFEIABARE - BEHE/E
Al - BB ERALL KAEIENEEY - UBhEARENHECIFHMEE TS
A B LI RAL - BEREIGEREBE TR S B ESHREOEMLUE
R EEIRSLET 165 RAFER B4R KR -

o ERIKIR :
1. https://agirls.aotter.net/post/57092

2.  https://news.ltn.com.tw/news/society/breakingnews/2868959

3. https://udn.com/news/story/7320/4450386 -
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BINENUEZEEMN LED EREH

g2 2 IP BRI EHKIR -

B REAIR A FEF R EMERENIEIEM S F /0 ( Digital Crime Unit )
G1F - HEEFITE Necurs EXKERMERETE - WHBRIRBEARA1E
Z8ERY LED BEZERIZE 2 IP il - RSB EHM -

BaEiFRERREL - S8 LED EEZEFIR AW ARER - K2
ENANSERMEREEZZERZINERB - WoARIEEREEEAR VPN -
Rz I BEER IP WEERRES MM - RBFERRERRE -

ERECETEEREBINNEZEETE - SWMEREIKEEILER
AEBN—IR  MEIEE - BSEEIK Necures F1BIEE) - EEFHE 7 U+
SEolzERy IP A1t - ESRIEDES)E - KR ESEMR/)\F 90 @& oI FERY IP -
ERRREUERMABERAELE IP XHZERNELE -

MERER - BERBREB R ENR Y - BEEERE - $EEERE
2 - IR AU RTSPHET R E ( DDoS ) & °

RBIUMERRVARETEF - BF Necures BUERE—KE - £ 58 RRVER=H
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SE-R¥ - EEMEBRTEMAINER Necures EBREABEEBEATH
B iEsltE - HIERZEEE—PHNREERE -

o ERIR :
1. https://news.microsoft.com/apac/features/law-enforcement-and-microsoft-come-

together-to-bust-a-major-malware-attack-in-taiwan/

2. https://www.bleepingcomputer.com/news/security/microsoft-helped-stop-a-botnet-
controlled-via-an-led-light-console/

3. https://www.bleepingcomputer.com/news/security/microsoft-takes-control-of-
necurs-us-based-infrastructure/
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EHABRER RN AR B REMRY 24 /NSRS E BIE LR
(Fros=gll L)  GRIFEBRERGUAANFRRE R - RERAWEILE
ENRIHBVREERREL T - SEDEERK

TR -
1~ EEFIEEA Your password is XXXX.Z4 2 | am aware, XXXX, is your pa
ssword. O] BEMEHE EE 14 -

2 BUASEZREHSERREREEN - FB MFHENEE - URPBTE
BRGARRE LRSS -

3 MAERRBARBAEMAAL - AILBEABERE - BREIJLFEL
R BN IR IR AR AR

4~ BX 24/ NFATREHELLREET =2 L) ZRERIRE -
5 BBEASZNMER/E AN -
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B 1 FEEREMFER DS

I am aware, XXXXX, is your password.

| require your 100% attention for the next 24 hours, or |
will ertainly make sure you that you live out of shame for
the rest of your existence.

Hi, you don't know me. Yet | know just about everything
concerning you. Your personal facebook contact list,
phone contacts along with all the digital activity on your
computer from past XXX days. Including, your self
pleasure video footage, which brings me to the main
reason why I'm composing this specific e-mail to you.
Well the last time you went to see the adult porn web
sites, my spyware was activated in your computer which
ended up shooting a eye-catching footage of your self
pleasure play by triggering your cam.

(you got a exceptionally odd preference btw haha)

| own the full recording. If perhaps you think | am
messing around, simply reply proof and | will be
fonwarding the recording randomly to XX people you're
friends with. It could be your friends, co workers, boss,
mother and father (I don't know! My software program
will randomly

TWCERT/CC 12t N BhE

/

1 BRUBBAECERISEPRIZBNARETEREN  WEHTEHSE
RS -
CZEEA 2 EFTU EEREY  HFEATRESZER  BERS
fIE AR 75 e ) — 225 -

3 ABEERMARESDFHANEG  AHBEAHPHNERES - HH
giER - BB EARERRE -

4 BREAREFHBERSRAETEN - LRHBWEEARNKE -
FERZAA - RBEBRPERERENREY - BeSRKWEBMESMER -

5+ 2 TWCERT/CC B # https://www.twcert.org.tw/tw/mp-1.html EITE %
B -
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o ERIKIR :
1. https://malwaretips.com/resources/we-have-installed-one-rat-software-into-your-

device-blackmail-scam.352/

2. https://www.facebook.com/twcertcc/posts/2253444848218581/
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Lngmi_ fé’t%éﬂg BERZMEEL - Yl COVID-19(Fie
BRmE;
{31 ’3_:_ BR—BEg sk ~ EUEMR)REENRRIE

B=AEUL B
TWCERT/CC // ::;E—It yu%ﬁ% ’ %Ezﬁ1ﬁ$§_ﬁfﬁﬁ§

~ M7=aZ% -

BEZME ZSCALER BRARMEIEL - 2 A TEZEFL COVID-19 &
TENRENEBRANYNE  SE-AMBR—AMEN/ =aE2% -

ZaElER - —ABZATEEINERERE  BEES 1,200 ; 277
=B/ AIR1E% 380,000 X -

WEEL  SERRERFEENE LSEENAEAEREE - L5
BREE LY, MERSERIEIMREBFREGBRVIER & - DIIHRIES
AHEENZEWE - HEESME RS -

BEE—DOFEL - BREREFEZLIR - BLHEINIRR - 7
S RARREM AR 2B R EAS BN ; HPREIBLIEE R ENT]
FEHTINE - BIESE 130,000 BN £ ; XE2=RMEM 7 +5E -

WEMIRE—LEARENIMKZERERS - SFEHHEEIEENN
BEH  KEIHRELFEARIT B - 3% VPN AR EREGAERL
fENETL - BEER LERNEREHEL - EEFRNETAUBEARTSHK
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st ¥EANRZIRTE - AIREBRERNMREMNS A =EEE - 2XKHEFP
FALHBER  BRCEERINAPNS B RIRBEEREEN

‘I

TEEmAIBE—12EBEE PowerPoint BHIEETHENF X - BRIABHE
NZEMMXEE TRIWIRESE - FEAFPHRER  BAREARERE
BOHFPREEBERAASLERANES -

o ERIR :
1. https://lwww.bleepingcomputer.com/news/security/researchers-30-000-percent-

increase-in-pandemic-related-threats/

2. https://www.zscaler.com/blogs/research/30000-percent-increase-covid-19-themed-

attacks
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COVID-19(H kM3 ~ EiEM3)BE1E
B PR 4R A :

# ¥ B PRIEITRYED SERD . BREEEREERAAT

R RIEIR N
eERT/oO BEABSHERENNETY &

PR KEIEM -

BIFRHIEAMBLES  IBEHEERIK COVID-19 BIEHERLE - SE
BERUUaREMRXERE - AIBAERTE - EalEEBRERAAPEARE
E)BEGCHINEITE) - IRAEEM -

—{E& % Maze RUEIIBEES - A /Y IER —XEmaR ARSI INERN
Bt EREATUE ; 5—EM2PEERE Ryuk AIZBXEELEERME
HWERHSR -

HRAE D (FE ERASHEERERETELRRELE B8
EHHERRAMERERNELE - E2AHHS -

RIS G - —EHFENREES  TRPBERE FMREUNBEE
Epo - HP—RZER - 5—REBVRED -

BEREAHHEREANREHE  £RBHFERAZERINAMER
E - ERAEESTHE 194 f28REERBE R - ESEE oJsEENE
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MmEARBREEE -
ERAEAGZZSBNEEEN - BEAELZDESHENESR -
ERTHREE BRI RE - ST LREMEREMEEE - ESH AR
UM HERRESES  WNRERNEERED LF BRI ERNED
Ae VR[] 1E IE B EfF -

l]IIF"

]]IIFI’

o ERIR :
1. https://www.interpol.int/en/News-and-Events/News/2020/Cybercriminals-

targeting-critical-healthcare-institutions-with-ransomware

2.  https://twitter.com/INTERPOL_HQ/status/1246376755985694720?ref src=twsrc
%5Etfw%7Ctwcamp%5Etweetembed%7Ctwiterm%5E1246376755985694720&re
f_url=https%3A%2F%2Fwww.bleepingcomputer.com%2Fnews%2Fsecurity%2Fi

nterpol-ransomware-attacks-on-hospitals-are-increasing%2F

3. https://www.bleepingcomputer.com/news/security/interpol-ransomware-attacks-

on-hospitals-are-increasing/
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ZEZSHXAEMAREEZENERE - ENERERBEANTERY

EEZRARGANE
exmammue 5t  SERBEMAREXREANEEER
lwﬂﬁff%fmz&ﬁait, :

#  EEREEMEREBEAGHE

ZREBMAHEEE  BFEFS  BRHERT - SpaceX EE - H
NEZEEEZEEN  EEIIZRUEBEENEBERZE  ERHAHERE
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PNHERNEREEER 2EREIR’E DoppelPaymer B Windows &/ fE#x
PRNRZIRAS , AN MR NI EENBHREARSKERIENES - B
WA TTERRS L -

EHREZERSHERNT  BRERBZRFES T ASRTHENERS
BN BIRERRERRT KRR ITHEIRETRES

IVRERIEERELEATNEZEANE XM - AIINTER - 2THER
FENES  BEEEEE SpaceX BREMBINBEEMBNZEER -

BLEREZEREERINE—ZXER Visser Precision ASIFTEEH ; EX
AEE LMERAKMAIINEIRME - BZIEE A Visser Precision B - 1515
MERERNE  UBEXHTEETNES - BERIEN - REEERED
ERAREMEE IFRmEFER -
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S 3F DoppelPaymer ZRABME RN TR EZNER - ZRZEFHBH
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REEHBAREBENEEaNES EEEZER A AR EAM
BR AARSHEBUETHAZDEDHERE  AEARSUWRERBR
B XNBEMZaIZEREIS -
BEmIY  REXEFMBENBELZMNERE @ TRSEEAEBNEZL
B TEERIRAE ERARBB M B ESH -

EERRINWE R {biaht

1 BRTHREEERETHED -

2 - NERRRBARFSEATENEG  ERERFEAS D US LT
BERABRRNES - ABEMESN FEEOUEGPREGSEITGHHE - A
EAT SN ALZZROMENE - MRERDAEIAIEREY - oI AL SR E L
EEFHRAMEL  DUHLEEREAR  WEARBREMEMKERX -

3 BEHEMFERGMALKEIEHBAREINRTY - LEHEETISH
BRoKiiE - WEIRER B ERES BRI B AT AR

4 BRERETARBBEIR  MNBEELXES  RABRTIELZES °

5 RGP FEREENE T - BERUAGERERNE - PEREE
R INRBREMEAR K USBRE - B ETHIETIRE -

6 ~ £% TWCERT/CC B #8(https://www.twcert.org.tw/tw/Ip-22-1-2-20.html)
REZHR RS RERT - SECHRBEEREIE ZHEETE -

o ERNKR :
1. https://www.theregister.co.uk/2020/04/10/lockheed_martin_spacex_ransomware_|
eak/

2. https://malware.wikia.org/wiki/DoppelPaymer

3. https://www.malwarebytes.com/ransomware/



4.  https://www.ithome.com.tw/tech/101366

5. https://blog.trendmicro.com.tw/?p=18070 -
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MENER - TUHEESRF

SEINBHER - TEDGERESH SR RSB (Track2 ) B=E -
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RS EORE -

o ERIR :
1. https://www.group-ib.com/media/south-korean-and-us-banks-cards/

2. https://www.hackread.com/dark-web-hackers-sell-south-korea-us-card-data/

3. https://www.group-ib.com/media/biggest-card-database-ever/
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on - ERSBIKESEA ) BENES  UBEBEEVNWESHERENES
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ICEBUCKET SZBERMAIE - BREREM SSAl RER/ULIBENES
HEE - B8R SSAl Afkzs i HIF A BES ; BATNERE SSAI @ARE: - ICEBU
CKET 1&25A1#B%3 1000 &R [EAY User-agent ~ 300 # & _EAEHY appID ~ A
RE=-TEZ2VDMBEREARR IP A - @7 9 BIEAAI 1700 & SSAI &K
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20.7% 1% 7% Google TV # =& - 125 6.1% & Android TTEIFE



Q LEEI AR EMEEEHED D
m Taiwan Computer Emergency Response Team / Coordination Center
HEIEASZENK ICEBUCKET WEEAMLERIEELRSE - T AFHEE
BEEEEBERNTEBZA - 1B WhiteOps FREIE N BREESFRIER S

o HRIKIR :
1. https://www.whiteops.com/blog/giving-fraudsters-the-cold-shoulder-inside-the-

largest-connected-tv-bot-attack

2. https://www.zdnet.com/article/icebucket-group-mimicked-smart-tvs-to-steal-ad-

money/

3. https://threatpost.com/icebucket-streaming-tv-fraudsters-steal-ad-dollars/154852/
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19(FrmEflisk ~ EUZEMK )R IBETT
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HYBZ IR BB AR A -

BEONEZ EEERBEMNEZ D0 ( Austrilian Cyber Security Centre - ACS
C) #HmE AR 7 ZEZEBAEAZNMEE COVID-19 BIBFETHRIE
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£ MmEFZREEEERE COVID-19 - EEFEEASVEBFEARO ; A
CSC A FREE - EERRB S AMERR - NESENFTERE
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ACSC #iE21alt - BB LIREL R AHRE R AB IS RV I 2 Rt M E B T51 -
REPAZIEROEHEEL - ENEADZENRZFLREARR -

ACSC SAIZINEBMXWEBRRE - £NR KB EALE - 7Al22
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ACSC Bt B IRFEH AR T FEETHRIENE  Hbh2—2FR,
SEIRZEEN - BXEXR I FENMARGSE L - ER CAE 5 FFERE
HNEF ; Z—22HREMBTEE  BXZEHE—/)NEFIBELUISIAEIRE
PR ERIRER - S — LR/ N\ ERZEEHBER - ER LETE
R EEE -

o ERIIR :
1. https://www.cyber.gov.au/threats/threat-update-covid-19-malicious-cyber-activity

2. https://www.zdnet.com/article/acsc-issues-warning-around-coronavirus-themed-

malicious-cyber-activity/

3. https://techwireasia.com/2020/03/covid-19-phishing-and-email-scams-surge-in-

australia/
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MfE/NTEtBEE4 Facebook HEER - EEHE LSFE M

BZEMEATE

MENFEtEELH FACEBOOK
BEEH » £ *ﬂJ:thﬁ'ﬁ,s

ZZHIEIIE LR E Bob Doachenko HATSERMETIHRESIEH - 3R
EREREEBRRA LLHE—IE2BEAKE Facehook HREEENERNE @ SEEZS
ZMENTTtEEZHEP -

Bob Diachenko 2 498% 2533 7= & Elasticsearch ERIE - NZRI Facebo
ok BREERUMBEZIT  EFEBPMNER - E5E545 - Facebook FBF ID
COHBREERARENEHZIERERENEM

KEEEERER ISP - #£ Bob Diachenko B E B %E - YIBIH T 7=
BEflE -

SRANERNEEBR T2 - )81BZ X - Bob Diachenko X E S — &R
FEIRES—EERE  BRTYRANAEIN XM TETMEEEER ; m
BEEERES FEIAPEZEENE  aEREFBTHE  BEEAEM
mHEAEARENELETF -

MEFEWERD - EZL7EEAF Email ~ £8 - HRISEERBNML - Di
achenko /i L E R ZTE Facebook =7k #8RAHE Social graph 1HES API Bl - &
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BIEVLEIESA) -
EHEIMNERY Facebook FAFEE - LISEEIRY Facebook HEA T ; & W

SRIE/0 B S/ Facebook 1R 2 &G & REE - o LLZ! https://amibreached.com/

g5 -

o ERIR :
1. https://threatpost.com/267m-facebook-phone-numbers-exposed-online/151327/

2. https://www.comparitech.com/blog/information-security/267-million-phone-

numbers-exposed-online/

3. https://www.windowscentral.com/massive-data-breach-leaves-267-million-

facebook-users-data-exposed



SEBEFARGHREIEERRE PO
m Taiwan Computer Emergency Response Team / Coordination Center

34 TEIREEZAR
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- EEELEN
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FEBIEESBI App Store KEIERL -

EZME-REHE ( Kaspersky ) HEIRRMARHS @ LB —Z1HE%E
BREY Android Z5 = ERES xHelper - HETIEZEB3FE 7RI App Store XEREAT -
STEEREHEMNG -

B xHelper f1—fEREEHENM S - SHERZFSETIENEE .
BEAPZE , — BXEETHLEE  EEFRBWERFFH# NS
EREEN AR THEINEREEE - E2HUSFH root #[R -

B xHelper ERABNRFE - EREEZUMFENERB R  FEEIENER
M T EREK 22BN, EEEZEERAH root #IRFRL Android 4t B #%
HEAKR - iIEECHE A BT -

xHelper E2EE 0 mount() BN - IBTFAFEMEISEESEA 24t H i
A Z MR ; SR RERFHRERKE - AT BENFNTT xHelper ELEAY

BEEE , EEEENZEFRALE  tRAEHRBEEERIE -
BFEHENMREAEBRN -  ERPAEEIFEEE - BIEAFPKFH

B R HMFRRARER - xHelper (DAAREI MWL - HREEFEPR -
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HAl xHelper EZ2MREED MEBRER - BONARELDR - TZNEHR
A FREFIERR Android 6 ~ 7 Y Android 1% ; B EIREEAFTARIFFRZ
MAOFHE - ARG Android Z2ESTHI5A 15% -

FEEER - BHEUERER xHelper - RE—E75A : BR7TETFHRERE
HRRIERRESN - LZEIEZE{E Flash fCIERE 52 ; WRFHZIE Android Re
covery 1R\ - IBEF ) libe.so IBRUERWFILERFNL - BEBRIFH
N BERBERADIERT T -

o FRIKIR :
1. https://securelist.com/unkillable-xhelper-and-a-trojan-matryoshka/96487/

2. https://www.theregister.co.uk/2020/04/08/xhelper_android_malware/
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o ERIIR :
1. http://www.rewterz.com/articles/115-million-pakistani-mobile-users-data-go-on-

sale-on-dark-web

http://www.rewterz.com/articles/rewterz-official-statement-on-the-reported-data-
breach-of-115m-pakistani-mobile-users

https://www.brecorder.com/2020/04/10/588270/personal-data-of-115mn-

pakistani-mobile-users-go-on-sale-on-dark-web/
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vpnMentor £ 2 EH FIER Key Ring WEMEIRIESR - S LMERE

RRIBEMIESR - DIK Key Ring ASINERERE - Gik PR ~ Emai
R ERRERE - IP U - MENEHENS -

vpnMentor EIREHE RN _A$ 8 - i Key Ring A5 °

o ERIIR :
1. https://www.vpnmentor.com/blog/report-keyring-leak/

2.  https://threatpost.com/44m-digital-wallet-key-ring-cloud-misconfig/154260/
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BRES  UBHAEPEARMNZZANERT -

FEEREHARAIZREIULEF—31HA Cisco 7£ 2016 &£ 12 BB HWEEE
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B .

70N

EHERBFHPMABSENSTE - BE "MA L REBFIEARE
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RS AR SR EAZE AT -
SEFRARS FTHERREE - HiFlRAEILEZEA SSL &BE | EL

rEEEAHFE - B2 MEBRERM - AVERENEKZ - WRISEIREH
VWABIRSERE  URXE -

o ERIIR :
1. https://cofense.com/new-phishing-campaign-spoofs-webex-target-remote-workers/

2.  https://threatpost.com/cisco-critical-update-phishing-webex/154585/
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B EERFEVEEZEZELI  FHEXEELEHNITEER Zoom
S E i FER G B AR T2 T, ; CheckPoint FAERZZZIR A T Zoom-us-zoom-###H#
#ittt.exe 1 34 " microsoft-teams_ VHMUH#D #HitiHHHHH . exe 1 B REIEH 1T

g SEE—BHITELEER  EEBEE InstallCore PUA TiE L2 E A

o ERIIR :
1. https://blog.checkpoint.com/2020/03/30/covid-19-impact-cyber-criminals-target-

zoom-domains/

2. https://www.hackread.com/hackers-can-drop-malware-with-fake-zoom-apps/
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RS SERT NELEL -

o ERIR :
1. https://lwww.intel.com/content/www/us/en/security-center/default.html

2. https://www.intel.com/content/www/us/en/support/topics/oems.html

3. https://www.bleepingcomputer.com/news/security/intel-april-platform-update-

fixes-high-severity-security-issues/
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> CVE-2020-0687 : Microsoft Graphics - OZERZEZRHHITEERE
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> CVE-2020-0907 : Microsoft Graphics Components - O] :Z %R & = in ¥
THERRZEIE -

» CVE-2020-0931 : Microsoft SharePoint - TJ:ERZEEEIFNTEER
5 -

» CVE-2020-0927 : Microsoft SharePoint - O] :EBZ S & #1T XSS WEE -

» CVE-2020-0932 : Microsoft SharePoint - TJ:ERZEEEIFNTEER
L -

» CVE-2020-0929 : Microsoft SharePoint - OJ:ZEZEE EIHEHTERE
A -

» CVE-2020-0974 : Microsoft SharePoint - TJ:ERZEEERIFENTEER

A -
» CVE-2020-0969 : Chakra Scripting Engine - 088288 )Em)E °
» CVE-2020-0970 : Scripting Engine sC1R 38588 )R)E -

> CVE-2020-0965 : Microsoft Windows Codecs Library - OiZEZ &R
I THEERE TR -

ZE@eE - BR8N -

Iy

EEFTBEMRERRFE  BEERZEAA

o ERIKIR :
1. https://portal.msrc.microsoft.com/en-us/security-guidance/releasenotedetail/2020-
Apr

2. https://lwww.bleepingcomputer.com/news/microsoft/microsoft-april-2020-patch-

tuesday-fixes-3-zero-days-15-critical-flaws/

3. https://threatpost.com/april-patch-tuesday-microsoft-active-exploit/154794/
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ERBEREEBRE TS -

o FRIKIR :
1. https://www.nintendo.co.jp/support/information/2020/0424.html

2. https://www.zdnet.com/article/nintendo-says-160000-users-impacted-in-recent-

account-hacks/

3. https://techcrunch.com/2020/04/24/after-160000-accounts-are-compromised-

nintendo-shuts-down-nnid-logins/
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® CVE#®5% : CVE-2020-6450, CVE-2020-6451, CVE-2020-6452 &

® S ERA : Google Chrome 80.0.3987.162 5CHIFT B MRS
o MRAE  EMEZRMMA

o ERIR :
1. https://lwww.cisecurity.org/advisory/multiple-vulnerabilities-in-google-chrome-

could-allow-for-arbitrary-code-execution_2020-044/

2.  https://chromereleases.googleblog.com/2020/03/stable-channel-update-for-
desktop_31.html

3. https://threatpost.com/google-squashes-high-severity-flaws-in-chrome-
browser/154424/
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AR NTFRR - SR MRAY i0S 13.4.5 Beta P AZR IS M (E 0-day
- IETCARt B EE E4R - FIETUAR E4R1E - APEBIEHE i0S &

B o
o SERRA :i0S 135 LRI ARA
o MRITE | 15i0S 13.5.4 IETURRIE L B BIEITE M

o ERIIIR :
1. https://blog.zecops.com/vulnerabilities/youve-got-0-click-mail/

2.  https://9to5mac.com/2020/04/22/report-iphone-mail-app-zero-day-exploits-found-
in-the-wild-apple-has-fix-coming-in-next-public-ios-release/

3. https://www.vice.com/en_us/article/pken5n/iphone-email-zero-day-hack-in-the-
wild
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® CVE#®9: : CVE-2020-6819, CVE-2020-6820

® = ZRK : Firefox 74.0.1 5CRIFTBIRZA - Firefox ESR 68.6.1 5THIFT B AR A<
o FERAFZE : EMEEMIRAE

o ERIR :
1. https://www.mozilla.org/en-US/security/advisories/mfsa2020-11/

2.  https://threatpost.com/firefox-zero-day-flaws-exploited-in-the-wild-get-
patched/154466/

3. https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-6819

4.  https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-6820
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VMware EE ZEARACRN R R BA B LR FE - I HRRI0HE
LiEEiEN -

® CVE #®5E : CVE-2020-3952
® S ZRAN : B VMware vCenter Server 6.0 % 6.5 FrARRIARZK 6.7
o FERAFZE : HAHKZE6.7u3fZL 7.0

o ERIR :
1. https://www.vmware.com/security/advisories/VMSA-2020-0006.html
2. https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-3952

3. https://www.helpnetsecurity.com/2020/04/14/cve-2020-3952/
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