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1. https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-
0688

2. https://www.microsoft.com/security/blog/2020/06/24/defending-exchange-servers-

under-attack/
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open-to-flaw-thats-under-attack-patch-now/
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o ERIIR :
1. https://www.malware-traffic-analysis.net/2018/02/08/index.html

2. https://www.mcafee.com/enterprise/en-au/threat-center/threat-landscape-
dashboard/ransomware-details.kratoscrypt-ransomware.html

3. https://www.mcafee.com/blogs/other-blogs/mcafee-labs/phishing-attacks-employ-

old-effective-password-stealer/

4.  https://newsroom.trendmicro.com/news/new-necurs-variant-uses-internet-

shortcuts-quant-loader-to-deliver-payloads/article/761510

5. https://community.rsa.com/community/products/netwitness/blog/2018/02/14/mals

pam-delivers-isr-stealer-2-13-2017



6. https://blog.trendmicro.com.tw/?p=60735

7. https://en.wikipedia.org/wiki/Mirai_(malware)
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o ERIIR :

1. https://abnormalsecurity.com/blog/abnormal-attack-stories-vpn-impersonation-
phishing/
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https://www.bleepingcomputer.com/news/security/office-365-phishing-baits-
remote-workers-with-fake-vpn-configs/



SEEREREHREEERRE DL

Taiwan Computer Emergency Response Team / Coordination Center

2.1.4 ~ Amazon ;R EZE S & A DDoS IWE

— ~w Amazon HREIA® - 2 AEIBY AWS

| SERSE_RRBEZ B
AMAZON Esucﬁ} Rl 75 SE_ABEIE ERK

28
BF FHEK .
% DDOS I&% B9 > B2 =0 AR 75 PE ER XL 2 ( DDoS,

Distributed Denial of Service ) - Ff

TWCERT/CC iﬁﬂﬂ}ﬂ}%‘?;ﬁ o o

EI

Amazon HET$9NAT 2020 FE—FELXR BN S - #EPBEEZ LT
BJ Amazon Web Services EIm RS - BRSE_ABERIE AR ATUR
75 A E I E ( DDoS, Distributed Denial of Service ) - Fr==a{IHPETE T 2K -

=) DDoS WERRESEE 2.3Tbps - 11 2018 & 3 A GitHub B2
5B N AU 1.7Tbps REFCEE -

EHMERGEBE—FTLUIR AWS T#HEE TN RNEXBZERE  MED
BEAXTRHNMEUREEE XA R=ET DDoS WEE -

EA] 2019 FEETIS=48EE - AWS BSHEBINE - £ 28 BEXRAEA EFAE
31 BERR - IBIRE 10% ; E—WESHMNHRAKERMREZ - BIH 2019 £51Y
ZH9 0.6Thps 1HR#ER _EF%] 2.3Thps - 1E1ESiE 283% -

VBB ERERE - AWS BEZ/VEZ 20,000 R ERZIEHE
RI#838 60,000 X -

il
ot



@ woertoe SEERARAREEERAD D
Taiwan Computer Emergency Response Team / Coordination Center
X\ DDoS M EH T2 47 - 2020 FFE—ZF3548 CLDAP RETH AN E
RIREMRE  REFABRIRES ; FELRET 2 AERRESE 2.3Tbps
HIZE - PaEBNRHERRR CLDAP RHITHAKINE - A ERRGHNER,
flr - A2 SYN JHIKIKE -

o ERIIR :
1. https://aws-shield-tlr.s3.amazonaws.com/2020-Q1_AWS_Shield TLR.pdf

2. https://www.pcmag.com/news/amazon-mitigates-biggest-ever-ddos-attack

3. http://lwww.cc.ntu.edu.tw/chinese/epaper/0048/20190320_4801.html
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o ERIKIR:
1. https://lwww.securityweek.com/industrial-suppliers-japan-europe-targeted-

sophisticated-attacks
2. https://www.ithome.com.tw/news/112744

3. https://docs.microsoft.com/zh-tw/windows/security/threat-

protection/intelligence/macro-malware °
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o ERIIR :
1. https://backendnews.net/2020/06/08/unit-42-discovers-over-300-covid-19-themed-
malware-in-public-cloud-environments/
2.

https://unit42.paloaltonetworks.com/covid19-cyber-threats/ °
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o ERIIIR :
1. https://www.clearskysec.com/cryptocore-group/

2.  https://cointelegraph.com/news/someone-has-been-on-a-200m-crypto-exchange-

hacking-spree
3. https://securityaffairs.co/wordpress/105168/cyber-crime/cryptocore-stole-200m-

crypto-exchanges.html -
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o ERIR :
1. https://blog.malwarebytes.com/threat-analysis/2020/06/web-skimmer-hides-

within-exif-metadata-exfiltrates-credit-cards-via-image-files/

2. https://www.computing.co.uk/news/4017010/hackers-hide-magecart-script-

favicon-image-exif-steal-credit-card-details
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o HRIKIR :
1. https://thehill.com/policy/cybersecurity/500009-minneapolis-city-systems-
temporarily-brought-down-by-cyberattack

2.  https://thehill.com/homenews/state-watch/500372-governor-minnesota-hit-by-

cyberattack-as-efforts-to-contain-protests
3. https://threatpost.com/anonymous-hack-minneapolis-police-department-

fake/156171/ -
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o HRIKIR :
1. https://krebsonsecurity.com/2020/06/blueleaks-exposes-files-from-hundreds-of-

police-departments/

2. https://www.zdnet.com/article/blueleaks-data-from-200-us-police-departments-

fusion-centers-published-online/
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A Elon Musk REETILAERERGE - LMEENSE 1L &8=7T
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vich - SEBLT8ENME , RREINSE-(EEBHZEHIHER - TLEEE
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IR EEME R E EE PRI Elon Musk S SpaceX
EE - BEE
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BERERSITHNN\BEARLHELEE - ME/NHB/\HE - AREWGERRR
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BBRENHR -
EZ1RES BleepingComputer Z L5550 YouTube 588 - B2 BB 2IE M
ClfE ; ELERMIEY - A ARIEER YouTuber FBATSAEE - FEZINA

HIRKEZ BN IRE - MEZHRLUNBIEANNRFERRSES - THEHRR
MRSRARER - WA AGETT S TURFAR AV E bR

o ERIIR :
1. https://www.bleepingcomputer.com/news/security/fake-spacex-youtube-channels-

scam-viewers-out-of-150k-in-bitcoin/
2. https://news.ycombinator.com/item?id=23470224

3. https://nakedsecurity.sophos.com/2020/06/11/bitcoin-scammers-take-youtube-
channels-for-a-spacex-ride/
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ZETERFPLEMAERR - &
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BxFritEt - EUEAR App WAFER - #ME AWS EE—{ERIEAFEFZE
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MTEE ;, AZBRINENMER - SERFP LENAERR - & EREY
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WS EREZEIR ° vpnMemtor RAH F EEED—37 App R ZXZBRE



Q LEEI AR EMEEEHED D
m Taiwan Computer Emergency Response Team / Coordination Center
RERINRSH - HEREEKREREZERE - 728 HH vpnMentor 5
i ; 1BFIA App NERIEEZR ERSETELE -

o ERIIR :
1. https://www.vpnmentor.com/blog/report-dating-apps-leak/

2.  https://www.wired.com/story/dating-apps-leak-explicit-photos-screenshots/
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BRERET - B RNPENARENAANS AL - B . &
E - FIT ORE - B G MEA - BARIZES Foodora EMAS
737 N8I Foodpanda 3£ S8 S B RR 2

ERINEER Troy Hunt 52FH - JBARILEE R ERIALA 79,000 40
i HP 83 60 BESFHEIL - ERNEEBREBER—%3 SQL X - &
ZC74s CustomerAddress #1 Customers = D ATHEEINEERE R EEZEF:] 8
Wt - BINRBF BRI BASENIBERENEGR - BEEIFFIBAEE
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BEAFPUANENRERS A LRFTULIRERRZEN - WWEH

ERBRW - REZFHDTMAR  BREAEANENEEMREX - DEBHE
2

o HRIKIR :
1. https://www.bankinfosecurity.com/delivery-hero-confirms-foodora-data-breach-a-
14435

2. https://blog.trendmicro.com.tw/?p=63243
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2.5.1 ~ Adobe &l R 2&E# 5 Adobe Flash

Adobe ~AEIfEH - BEBZERN

B9 Adobe Flash - El#&IRSE 12 B

Adobe MEEEH B
EiEIZIS 31 BARERERELY ; NEE

Adobe Flash
BZEmBRBAE - BEERBK -

LRV EZ E ks -

Adobe AEfEL - BEAREZEA Adobe Flash RS BIER T - BIRR
ST 12 A3 HEEAREmEmBY - BEBABREECERE ; (HE
ERZERNARE - BEXBER - LUV EZER -

Adobe T~ - RTYESTF 12 H 31 HEABRHEENIN EESUEHT
IR Adobe Flash B9 NEE4L ; EE2 2% %L Adobe Flash Player WFEE -
AR I BB Flash RS -

BR 7 B #E5IR 0-day JREdh - WE M AIA Flash WEEEZ RBETRAA
BFHE  E2NEERS -
£ HTML5 #1 WebGL SRS A AFRIZETIR®E - L2 i10S RIE

RS 1EZHE Adobe Flash - #E 2 & 1B F F Flash 24EAIA R ZENE /D
dobe NSt B 2017 EtHFET Flash WEmE &SR HE -
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T ZIRANAEE Flash Player SMAMEAMN BB 28 - SO TEEFREER

#8 ; Chrome #£ 76 hRFA%R1= H Flash - 1 Firefox B2 B 69 kFARFE 1L 1E FI
ash ABSHERN -

o HRIKIR :
1. https://www.adobe.com/products/flashplayer/end-of-life.html

2. https://threatpost.com/adobe-prompts-users-to-uninstall-flash-player-as-eol-date-

looms/156794/ -
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2.5.2 * ONAP NAS s Eim BB REIEINE - ERUEMERHRE

QNAP NAS
SRS
e
%> Ealil ONAP T ERRSE S BULEISE
BEHHER

ATHRZS WEER - R NAS BE RS

eChOraix BhRERFEINEE -

£ ONAP 24T - B ERIRIEA QTS E2 Photo Station EEh A PRI F LER
A - QNAP 2R 2019 & 9 B HEA RIS it 22 = M & https://www.gna

p.com/en/security-advisory/nas-201911-25 -

WWas m AR B AERIRE 2B - 1Al NASRESARE ZHEEMRSE
MESMRAR  DRBXBREWEBMENERX - FAESMBERE ONAPZE

M3 % https://www.gnap.com/zh-tw/security-advisory/gsa-20-02 e

o ERIKRIR :
1. https://www.gnap.com/en/security-advisory/nas-201911-25

2. https://www.gnap.com/en/security-advisory/gsa-20-02 -


https://www.qnap.com/en/security-advisory/nas-201911-25
https://www.qnap.com/en/security-advisory/nas-201911-25
https://www.qnap.com/zh-tw/security-advisory/qsa-20-02
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HMEE - MIFRiRss -

EEESHEEZAHE - Maze REERTREBER AR /ZESHEE
RERXEZHEZERMERENIAEAER -

o HRIKIR :
1. https://www.hackread.com/us-aerospace-service-provider-breach-data/

2. https://www.bleepingcomputer.com/news/security/us-aerospace-services-provider-

breached-by-maze-ransomware/
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NEHEEE BN ZARA - BRI —REEERERESY ; 82 Enel EEATH
BREUREM—X - BRIMIELZERDITE - ERXHEZTAINE Honda B
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Enel f5H - ZAEINELZ A% - EZ 2 RERBNRERNMRS 28]
MAIEE - WITEIERE R E iR Bt Er RS ; TEETRRAEBETRE &
KR NER & L AREZFAF -
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EPHBEREAWINEREAE =K , EATHRRKEREFREEE
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ZWT - IAMNEEOIES -

Enel WERT R ARIBENEENIREHE  BAELEREBN 6 H
7 HIZ# 2] VorusTotal RFUBR RS AR E - 32318 Snake/EKANS RYHY
% - A4 5TE "eneling.global » ; MEEARE RS Enel £EEFIE - M
BHEEMEZATINEIRAR

o ERIIR :
1. https://www.bleepingcomputer.com/news/security/power-company-enel-group-

suffers-snake-ransomware-attack/



255"

SEEREREHREEERRE DL

Taiwan Computer Emergency Response Team / Coordination Center

AHESEBEEHFERIENE - TEKE D FEBHFRE

%8 ¢mnipﬁ%#,:f

R > 2IRID
¥ ?% T% }EE AT
e EEEREENERE TR E

~ 1%%%-5%%@@&%-&@%
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THERAMENTE - FEAVTZEERR - SHRINAREERFEEFAE D EERN

BAE -
bR H
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BEZEXREL - SNAKE EBEISZ T 2019 FRMZIRAVT BLIEN B

- BHRABSIORBIFEEMMAREIN - ERESERLERG FEFHFL
BIE - BEENEN DR -

}

THEELZERERN  ARERREG  AEEFXETHEEETF - 1E
BRREREJZASELEIINNEREAERALERNR  RIPSBHE -

o ERIIR :
1. https://twitter.com/HondaCustSvc/status/1270048801307234304
2. https://www.forbes.com/sites/daveywinder/2020/06/10/honda-hacked-japanese-

car-giant-confirms-cyber-attack-on-global-operations-snake-
ransomware/#15fecb0853ad

3. https://www.bleepingcomputer.com/news/security/honda-investigates-possible-

ransomware-attack-networks-impacted/
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2.5.6 ~ £t#4 Office 365 KEUEFHPRISVAIHINE - E=F - Adobe - FEKE

BEZHWEEL - €2 E=2 - Adobe *
HRERBEAZKIEA Office 365
RIARBIESE S - ARER —IK
A HREHENBRERE -

B Z M Check Point (T HERMFRIHKE - 5L EIE=2 - Adobe * 4F
RETEARNZ KK Office 365 WARZI S AHA - TREBEBER —RINA
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REREEHNER - RIOZATIER —EAENANNRNELE - 57
ENABBEAEFIERREBAIREM - ARKEBRARBIR - RELIAS
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AENRUETEIEE B —ENMEADLH Adobe Comapign Al Ak =312
T - EHPEO2AREREEANREZEIVEER WordPress #4815 - B8 &E
R EEE) -

o HRIKIR :
1. https://research.checkpoint.com/2020/phishing-campaign-exploits-samsung-

adobe-and-oxford-servers/

2. https://mwww.computerweekly.com/news/252484788/Check-Point-uncovers-

targeted-Microsoft-Office-365-phishing-campaign °
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£ . 7£ 2019 FHARE 2B Internet Explorer B9#7 )&% )l8 CVE-2018-8174 - #£ 202
0 FRIZFERAEMM IERE CVE-2019-1367 - HBBREAEEHRARENE
ZhRb - BREISIARARENRERRINERE - LEZNEHAEAEHE
EMNEZFA/IEARINERE  SeXARENEE -

Eit - BB VBN BEESHRNERBMTRNES R TERERE
Bt 2 m LB ERNERAENEREHUEHEREIN - B5S Windows £
2015 FFr 88 A Windows 10 & - 2481 Microsoft Edge EXAUE#E 1E - F L2
ZEABEEFRIER Windows 10 U EMWIEEZ4 - WEAREALER IEM
RIERAER  MEUNBEEMAH#ENIERST  BRRBEEEEAD
HMWEZE2REETRE  ELEAKEX -

o ERIKIR:

1. https://securelist.com/magnitude-exploit-kit-evolution/97436/ °
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EITE -
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é o
SERPARRNREREE - $HE M8 EBEREL R :
> Rejetto HTTP File Server (CVE-2014-6287)

» Oracle Weblogic ( CVE-2017-10271 )
» ThinkPHP RCE ( CVE-2018-20062 )
» Apache Struts ( CVE-2017-9791 )

» Laravel framework ( CVE-2019-9081 )

> Microsoft Windows ( CVE-2017-0144 ~ CVE-2017-1045 « CVE-2017
-8464 )

—B Lucifer RIIAR RS - MEBELREZEFIERS  WHEZFK LR
THERREIE - REASNMEZ LM ARETT DDoS W BRI EEMBISENF, - 1
ZRRALWERETINESE  URINEBEEE XMR WIZEEL -



Q LEEI AR EMEEEHED D

m Taiwan Computer Emergency Response Team / Coordination Center
MRAAETEL - Lucifer B3 BZREAHT - EREMABALETRE ; ©
ZiFME R 45 LAY TCP Port 1433 2L AR iR Im 2 & IENUAY RPC Port 135 - i H i

o HRIKIR :
1. https://unit42.paloaltonetworks.com/lucifer-new-cryptojacking-and-ddos-hybrid-

malware/

2.  https://threatpost.com/self-propagating-lucifer-malware-targets-windows-
systems/156883/
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® CVE#®5% : CVE-2020-13782~13787

® S ZJRA : D-Link DIR-865L

o MRAE . FAMBRUNISREEBEHENETERN  AEARERN
HEEREEmAS

o ERIKIR:

1. https://supportannouncement.us.dlink.com/announcement/publication.aspx?name=
SAP10174

2. https://unit42.paloaltonetworks.com/6-new-d-link-vulnerabilities-found-on-home-

routers/

3. https://www.cyberscoop.com/d-link-home-routers-vulnerabilities-palo-alto-
networks/
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Trustwave NI R ABEHRST - THEBE FAHEREFE  RE—AE
B ENS WebEx IR5E 7 ENEERYAEE -
S EREM CVSS Bl BN % 55 7 - Eastas "

Cisco EEERTBRE - COEFHIRADEETERRT ; BERE
THZE 40.6.0 Bl ERIRAENT -

® CVE #®5% : CVE-2020-3347
® = ZERRZAN : Cisco WebEx Windows client 40.4.12.8
® FfRRTTE : EHFZE Cisco WebEx Windows client 40.6.0 B2 7 & kA&

o ERIIR :
1. https://www.trustwave.com/en-us/resources/blogs/spiderlabs-blog/cisco-webex-
memory-for-the-taking-cve-2020-3347/

2. https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-

webex-client-NBmgM9vt
3. https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-3347

4.  https://nvd.nist.gov/vuln/detail/CVE-2020-3347
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VZBPFEREENERSERN  EEEERTEA—EER

ZIREZCUIBZE—EL GIF BIERGENESR - BEXATER LE—
EROIITRUIE S script ; IR E LD LIFAHERBENREEIGETRIZ
WE -

&AM CVSS 3.0 EfEzEn SE 857 °

#meE CVE-2020-6110 AU R BIANME R RIBAVIETR AR - B2IE& o] DIEE X
—BREHABRAEEETNEASEE  UABEERBEREEB T
BEA—EBEHEREN zip & - L TEMRZEHRETEE -

EEREA CVSS 3.0 BlesrothEES - ZE 8.0

M ERIB&TZRS Zoom 4.6.10 ZREIMZEEAGIRA - B—ER BRI F
R —24AY Zoom 4.6.11 -

BINEMENRBR - 2ABBAM Cisco E FTHELHEE X Talos - %8
U EIRREEEER Zoom ETER - BAlEmERTEE EERTRAR
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Zoom PIFR|EER -

MREHERHRA Zoom MIAS - BREEH - LB EHEETIA
b R S E R -

® CVE #%5% : CVE-2020-6109 * CVE-2020-6110
® SCZERRIN : Zoom 4.6.11 BASER]RA

o MRTE : BHZE Zoom =HIRA

o ENRIHIE :

1. https://blog.talosintelligence.com/2020/06/vuln-spotlight-zoom-code-execution-
june-2020.html

2. https://www.securityweek.com/zoom-patches-two-serious-vulnerabilities-found-

cisco-researchers
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2.6.4 ~ Firefox #E Lz E# - BHESENEERINRRE

Firefox #H &R
B > (S EN
BEREINRRH BE2E AR MNESSE E R
Mozilla Firefox - it B &t 4 i Bl &

ENERRE - HELZEEH -

EMESEHEMNELZRRE - H CVE #5% 2 5% CVE-2020-12410 81 C
VE-2020-12411 ; S/ {EmIE &N 28 -1 Mozilla Firefox TEEIEZ &R ET
BENNZEEENCIREREREERERNER - UJERREEF AL
TRRMTESERN  SHEENETRAR -

nn}

CVE-12410 WEZBRIZEEN D SIE 7. - Higbkassks "5y ;) B
B R BHETUREREITHEENREMIE R IEETT

EmERE A Mozilla 53 g2 Tom Tung #1 Jarl Tomlinson £ 3R 0 IR ¥R 44
Moziila - 7 Firefox ZEMA - BIFE—MRARAY Firefox 76.x ESERTARA - 21
1E2ES7ERY Firefox 68.9.0ESR EASTRIARZA - LUK ER Firefox 68.9.0ESR Y To
rAWEREEE 9.5 - HAEMERE -

EREMBINEEM F ZEBRERABRENELD REE#ER - NEFEH
EhR Firefox WA F - BEERLZEEMELZEMINE - DUB#RRELSREARK
FRHEHMEANBZNRZENE - R251B Firefox WM R4 EMIEEIRIE -
B0l ME Il 88 % £ & #ThR 2 Mozilla Firefox e
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® CVE#®9: : CVE-2020-12410 ~ CVE-2020-12411
o N ERA : —MIRAY Firefox 76.x EASTRTARA - 1R 1R ZEZ R Firefox

68.9.0ESR BASL AR AN - DI E L Firefox 68.9.0ESR Y Tor FAZ2IE 28 9.5

® BRRFTE . 158 Firefox RENRMETHES] - NI EHEHERIARA
Mozilla Firefox

o HRIKIR :
1. https://www.mozilla.org/en-US/security/advisories/mfsa2020-20/

2.  https://nakedsecurity.sophos.com/2020/06/03/firefox-fixes-cryptographic-data-
leakage-in-latest-security-update/

3. https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-12410
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2.6.5 * iPhone 0-day #3imE S ES

IPHONE 0-DAY 48
IR RS E

0-day i - Apple IZBED#EL iOS /)

PR FAR - DUERELE—iRiE -

7 {El 4R 5% /4 CVE-2020-9859 B9 0-day S - @ LB AR - BE#& i0S
FLEHIAEREE UncOver jailbreak FAZRIEERESR AL i0S 2 & - M1 Apple 33R™
i0S B h - ELER T EERE -

EERENZEERE  BEERAREECERENMNSNEE @ @EREE
Pz O ERFATER R TN - BeS0EVS 0 MITHEIR - EZR LRIBETE i0S &
MPRAMAA  BREEURMUBNEN - @ELEMENNER - SARMEE

HITEZREEE

UncOver 2 580 i0S IRAEEAEE - EEEBHIRA 0S 135
£D ST PR LA AR EC DL T B2 -

EEHAE R EATE 0S RERSEREASEIES App - HER
W Apple BRSEBEA AL EBERFRIONE - FURASEETL
PRS- BEARBEARS B BEEBEEE Apple LR
HWEBAREE  CURASRASBOELT  REZBBARER

it
A

B

<]

]
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Apple [#EEPTA i0S FZ=E A F - ©2#F iPhone - iPad * Apple TV * HomePo

d ~ Apple Watch U ZE - BRI ZB R A EMRTS - LB EFHBISFARAT IO
SFEZMA - Ut R EREE 0-day fREMmEREKRE -

® CVE #&5% : CVE-2020-9859

® SCERA : i0S 13.5 DAAT ~ iPad OS 13.5 MAAT ~ watchOS 6.2.5 DAAT - tvOS
13.4.5 DIATE AR

o MRAE . BBRAKEMRE - AMRBIZHIRA iOS

o ERIIR :
1. https://support.apple.com/en-us/HT201222

2. https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-9859

3. https://threatpost.com/apple-jailbreak-zero-day-patch/156201/
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RSA Conference 2020 Asia Pacific & Japan
JEENFAE | 2020-07-15

SEENMEE | Virtual Learning

SEENAAIE | https://www.rsaconference.com/apj

RSAConference2020

Asia Pacific &

Japan

Virtual Event | July 15 - 17, 2020
AR ENERAAET - B RBEERERESMAN -

EENEEE
FWEEI - RSA

RSA Conference 2020 Asia Pacific & Japan is happening July 15 — 17
A Free Virtual Learning Experience

Connecting with your peers to discuss the latest cybersecurity information is vital to
confronting cyberthreats—now more than ever. That’s why we’re pleased to be able
to offer RSA Conference 2020 Asia Pacific & Japan as a free virtual learning
experience.

From 15-17 July, during Singapore business hours, you’ll have access to dozens of
timely and relevant sessions covering regional and global cybersecurity issues,
networking opportunities, interactive programs and more.



https://www.rsaconference.com/apj

BEERARGHREREHEP L
m Taiwan Computer Emergency Response Team / Coordination Center

JEENASRY | 2020-07-22 13:00 ~ 17:00

EENMEL | AR EMEE

sEENMAIL | https://training.apnic.net/events/online-20200722
Tutorial

Live online: DNS/DNSSEC tutorial -
part1

Start 13:00 - 22 July 2020

End 17:00 - 22 July 2020

Location East Asia/South East Asia
Time shown in UTC +10.00

S EEIaFEERRAN  BRESHEN -
APNIC 7 B 22-23 B4 £ DNS/DNSSEC online tutorials

Live online: DNS/DNSSEC tutorial — part 1

BEEE gt - 13:00 - 22 July 2020
End : 17:00 - 22 July 2020
Location : East Asia/South East Asia * Time shown in UTC +10.00

Synopsis :

The Domain Name System (DNS) is a critical part of Internet infrastructure and the
largest distributed Internet directory service. DNS translates names to IP addresses,
a required process for web navigation, email delivery, and other Internet functions.
However, the DNS infrastructure is not secure enough unless the security
mechanisms such as Transaction Signatures (TSIG) and DNS Security Extensions
(DNSSEC) are implemented. To guarantee the availability and the secure Internet
services, it is important for networking professionals to understand DNS Security
concepts, configurations, and operations.

APNIC Training
Email: training@apnic.net
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APNIC DNS/DNSSEC online tutorials - part 2

i B B3 ]

2020-07-23 13:00 ~ 17:00

R EN I RE

iR R E

EENARTL

https://training.apnic.net/events/online-20200723

I LEE=S

Tutorial

Live online: DNS/DNSSEC tutorial -
part 2

Start 13:00 - 23 July 2020

End 17:00 - 23 July 2020

Location East Asia/South East Asia
Time shown in UTC +10.00

R EREESFEERESN - FRESGMN -

APNIC 7 B 22-23 H#% 228 DNS/DNSSEC online tutorials

Live online: DNS/DNSSEC tutorial — part 2
Start : 13:00 - 23 July 2020

End : 17:00 - 23 July 2020
Location : East Asia/South East Asia + Time shown in UTC +10.00

Synopsis :

The Domain Name System (DNS) is a critical part of Internet infrastructure and the
largest distributed Internet directory service. DNS translates names to IP addresses,
a required process for web navigation, email delivery, and other Internet functions.
However, the DNS infrastructure is not secure enough unless the security
mechanisms such as Transaction Signatures (TSIG) and DNS Security Extensions
(DNSSEC) are implemented. To guarantee the availability and the secure Internet
services, it is important for networking professionals to understand DNS Security
concepts, configurations, and operations.

APNIC Training
Email: training@apnic.net
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EENISR  2020F 8 A 11-12 H
EEME EEAREBETE (EmEEEKLE T 25)
ERENAETIE | https://r.itho.me/sec2020
CYBERSEC 2020 E%EE*E ORGANIZEDBY'.r"ome
811-12 RESILIENCE
mAERE — B
FEHER  BEXRT
EH RIS AE > §IMRES R R
HAER B AEEBERE S -
FHEEI : iThome
BIERELZARE X BREELARE [CYBERSEC 2020 EEELXAE] -
BIi&1E 8/11-8/12 R BEE _BERREIS |
ERBERAELZSFIRGM L - BHIEBE 180 EEL R - ZHONE
SEME 2 85475 ER CyberLab BB EARE - BNEREY 3R
EFHNELZZEARM  ERETHTHIEEZER - BIZRHESERE

IRIGHRERBE 250 U LEFRNBEFEZ @M - BR
BN EZEMART - FHEMNRENFIEEZEMEN
& - & olDIEM —RER |

000+%1| E%ﬁ * Erai
- ThimEAE

PN
EITRR W

BECARM-FLEAEFEELHT - HiBiB 5000 iIE %
RiTEEHEREER - RN BEZBEHEME © ROMKIMTEER -
B A - SUEREM R - EREMEIE - B IRBEELERY
B NHE -

EEERRE B

<A wmn)

EETEG

I7B0#R & \ https://r.itho.me/2020_singup
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https://www.informationsecurity.com. tw/event/event info.aspx?eid= 1498

I LA E=S

info security 2020 |

BORTARRZZRABRS

[l B

Back to Basic
MR EESRERE
IR B A

ARSI B REREBERE AN -
EMEN: BEXALLRRE

SIHS BT - oF Bl SRpassssEge @ T 23
ZAE -
SMHH: RGBS/ HEBHENE T AT email RBL -

EER L BTWIE - BREMER - SRWE  RIEXRE  BEWRES
EEMHE -

SINRE: FH VB EBASRE AR R R AR RENZRA GRS -
ARSIR: EMBEUSFTEERSEAEZRET]  BRNEHEAEZERS
M BAERIRGWE -

\

RBEEAR: RIZEWMFERERACTEI SR - B ERMBAERME -
H174 500 AR -

\

SEENAR: 02-8729-1042 J&E /4B / Iris.Pan@newera.messefrankfurt.com



https://www.informationsecurity.com.tw/event/event_info.aspx?eid=1498%20

Q 8 BT B WA B R )
m Taiwan Computer Emergency Response Team / Coordination Center
&=r =z =2 1 \=E =52
£ 45 - 2020 ¥ 06 ANEXRIFE

va =X

APLBHEBELAEN - B - ERFRFHAEWNEREBE - LNASHE
METEUIR - DRIAYHIINELXBESEHERABRERBES ZHERETE -

PEHEBRABERAIPOLMBEEZERZBENZP - HHERBEMEH
BZRZELER - B 1R ?EBEAHERRSEPOREENELZBER=
D FTRNBHEBZEER . ME 2 A7 -

CH

0.03% L

DE 0. 05%
0. 04%

VN
0. 03%

1 PEMEFREE



& woertac

£ B AR SRR B R O

Taiwan Computer Emergency Response Team / Coordination Center

$eERA
0.21%

HI 3B B A
0.23%

B2 n=4

BigstE



BEERARGHREREHEP L
m Taiwan Computer Emergency Response Team / Coordination Center

B1TEA - SEERAEEHEEEZ 7RO
(Taiwan Computer Emergency Response Team / Coordination Center)

HFHIHHE : 20208 7B 10 H

#miE . MEB ~ JIZCHE - B

AR#5EE5E - 0800-885-066

& H 4 : tweert@cert.org.tw

B4 : https://twcert.org.tw/

EEFB ¢ http://tweert.pixnet.net/blog

Facebook f#4ZE & : https://www.facebook.com/twcertcc/
Instagram : https://www.instagram.com/twcertcc/

Twitter : @ TWCERTCC




