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1. https://CyCraft.com/download/%5BTLP-
White%5D20200415%20Chimera_V4.1.pdf

2. https://lwww.cyberscoop.com/CyCraft-taiwan-semiconductor-espionage-black-hat/

3. https://www.wired.com/story/chinese-hackers-taiwan-semiconductor-industry-

skeleton-key/

4.  https://www.zdnet.com/article/black-hat-hackers-are-now-using-cobalt-strike-and-

skeleton-keys-to-target-semiconductor-firms/
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o ERIR :
1. https://lwww.cyberscoop.com/atm-vulnerabilities-cash-red-balloon-def-con-2020/

2. https://techcrunch.com/2020/08/06/hackers-atm-spit-cash/

3. https://www.youtube.com/watch?v=dJNLBfP0o2V8
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SEEREREHREEERRE DL

Taiwan Computer Emergency Response Team / Coordination Center

2.1.4 ~ #838 50,000 EFFAREARME - RE#E18 200 f&E Ik AEL mh#

BEXZMEBEREL - 2020 EF¥FFH

TWCERT/CC

818 50,000 22838 50000 BB AT
EEEREAR

RS CASTEFEN 7 . 575 200 EL_EA R ERAE
200 ARk A =

Bl b ke SEENEENEAE -

ETE—THNRIRRE -

B2 IRONSCALES Heisa XM FEHES_L - ZATRARER @ &
2020 ¥ FETRVEIEMT - HERIREBA 50,000 EFEREAERR - BT 200
B ENERAE ME - RERINAFNEAEN - ETE-PHRIFEL
.

WESIH 2020 F Verizon ERIEZEREHSIEL - 65% RZRITEIZNE
Email 8988k Email 2R EREEN ; ZBERARESAIRKE - 23R
ERXmBEAERRNAPEAEMN - AT ERNIBKEBIRRE -

mEm - TERBENMBITER  (GFREABRRHELRF - 252
T RIAERE AEZE - Email ARTFIRMHE - 1LBEIL - EFEHBSE ; HF2AIABNHK
iRE mh4 7 Bl 2 PayPal ( £ 11,000 fEZFERE ABEE - £ 50,000 & 5F5R 5= E
5B 22% - LI'RE ) ~ Microsoft ( 9,500 f& ~ 19% ) - Facebook ( 7,500
{& - 15% ) -~ eBay ( 3,000 1@ - 6% )  Amazon ( 1,000 & - 3% ) -

WEER - £35S 50,000 EEFFSREES - £/0A8 5% - £ 2,500 {EFFERE
H - BRZJEMEREARR ; P 300 B LEAABNEARR - E5E
—{E & -



Q LEEI AR EMEEEHED D
m Taiwan Computer Emergency Response Team / Coordination Center
H9 - HEEL  SERERFRERENEMERENSR - KFE
TRIRTEZE - BEESF - RIRREFEBUGEMNEE -

o ERIIR :
1. https://ironscales.com/blog/fake-login-pages-spoof-prominent-brands-phishing-
attacks/

2.  https://enterprise.verizon.com/resources/reports/dbir/
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o ERIR :
1. https://www.ic3.gov/media/2020/200803.aspx

2. https://www.infosecurity-magazine.com/news/fbi-issues-online-shopping-scam/


https://www.ic3.gov/media/2020/200803.aspx
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o FRIKIR :
1. https://attheu.utah.edu/facultystaff/university-of-utah-update-on-data-security-
incident/

2. https://www.bleepingcomputer.com/news/security/university-of-utah-hit-by-

ransomware-pays-457k-ransom/
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o FRIKIR :
1. https://atlasvpn.com/blog/cyberattacks-on-us-companies-skyrocketed-by-93-in-
the-last-12-months

2.  https://trendingng.com/cyberattacks-on-us-companies-skyrocketed-by-93-percent/
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1.

http://www.fisc.com.tw/Upload/80e295db-5cbf-46¢2-973c-
1a350c9745a9/TC/9606.pdf

https://us-cert.cisa.gov/ncas/alerts/TA18-275A
https://www.twcert.org.tw/newepaper/cp-65-808-3ad47-3.html

https://www.fireeye.com/content/dam/fireeye-

www/regional/zh_TW!/current%20threats/apt/rpt-apt38.pdf
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o ERIIR :
1. https://us-cert.cisa.gov/ncas/analysis-reports/ar20-232a

2. https://www.cyberscoop.com/north-korean-government-malware-hacking-fake-
job-fbi-dhs/

3. https://www.cyberscoop.com/north-korea-hackers-lazarus-group-israel-defense/
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BZMmZ CTV BERaNHREREL - BRrBZMNIRFHEZEZE 700 @ - 1B

BREBNNAREHEER - BaRB LR - MEABGRMNEZER - £
KABPAZEARIREEEBERHERZE -

o FRIKIR :
1. https://www.canada.ca/en/treasury-board-secretariat/news/2020/08/statement-
from-the-office-of-the-chief-information-officer-of-the-government-canada-on-

recent-credential-stuffing-attacks.html

2. https://www.bleepingcomputer.com/news/security/canada-suffers-cyberattack-

used-to-steal-covid-19-relief-payments/

3. https://toronto.ctvnews.ca/scammers-are-stealing-identities-to-redirect-cerb-

payments-experts-warn-1.5065182
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Y BRETHEETEMAESZMEMNR - GHIF38E) DDoS W2 ; LB E
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o ERIR :
1. https://www.cnbc.com/2020/08/27/new-zealands-exchange-faced-ddos-attacks-

this-week.html

2. https://securitybrief.co.nz/story/ddos-attack-strikes-nzx-for-third-time-in-as-many-
days-43821379-7f0e-4598-8907-0735c9e5254¢

3. https://www.cert.govt.nz/individuals/alerts/financial-sector-targeted-in-blackmail-

campaign/
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Snyk & - iR B ELEEINEE - E2 B UL SDK BEETIEAI App -
Ac507858 Apple B App EZREZME AR -

18 Synk lRERIHET - B AT App Store DEHEE 1200 X App A U SDK
MRERRIE - TB App WEBA THZEREEBE=-BER -

o ERIR :
1. https://snyk.io/research/sour-mint-malicious-sdk/

2.  https://snyk.io/blog/sourmint-malicious-code-ad-fraud-and-data-leak-in-ios/
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o ERIKIR:
https://www.parenting.com.tw/article/5087036-/

=

2. https://opinion.udn.com/opinion/story/120611/3973187

3.  https://www.inside.com.tw/article/19740-wechat-users-outside-china-face-

surveillance-while-training-censorship-algorithms

4. https://buzzorange.com/techorange/2020/05/11/wechat-monitor-overseas-users/



https://www.parenting.com.tw/article/5087036-/
https://opinion.udn.com/opinion/story/120611/3973187
https://www.inside.com.tw/article/19740-wechat-users-outside-china-face-surveillance-while-training-censorship-algorithms
https://www.inside.com.tw/article/19740-wechat-users-outside-china-face-surveillance-while-training-censorship-algorithms
https://buzzorange.com/techorange/2020/05/11/wechat-monitor-overseas-users/
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o FRIKIR :
1. https://www.techradar.com/news/chinese-smartphone-maker-selling-devices-with-

malware-pre-installed
2. https://www.kaspersky.com/blog/triada-trojan/11481/
3. https://security.googleblog.com/2019/06/pha-family-highlights-triada.html

4.  https://www.idc.com/getdoc.jsp?containerld=prMETA46136320&utm_medium=e

mbedd&utm_campaign=idc_embedd&utm_source=referra
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o ERIIR :
1. https://tools.cisco.com/security/center/publicationListing.x?product=Cisco&sort=-

day_sir#~Vulnerabilities

2.  https://threatpost.com/cisco-high-severity-bugs-impact-switches-fibre-
storage/158691/
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o ERIR :

1.

https://www.zdnet.com/article/iranian-hacker-group-becomes-first-known-apt-to-

weaponize-dns-over-https-doh/
https://malpedia.caad.fkie.fraunhofer.de/actor/apt34
https://blog.twnic.tw/2019/06/25/4125/

https://tools.ietf.org/html/rfc8484

https://www.twcert.org.tw/newepaper/cp-65-3588-12d29-3.html °
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o ERIR :
1. https://www.zdnet.com/article/intel-investigating-breach-after-20gb-of-internal-

documents-leak-online/
2. https://www.anandtech.com/show/15962/intel-data-breach-20gb-of-ip-leaked

3. https://arstechnica.com/information-technology/2020/08/intel-is-investigating-the-

leak-of-20gb-of-its-source-code-and-private-data/
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o ERIR :
1. https://www.zdnet.com/article/ransomware-gang-publishes-tens-of-gbs-of-

internal-data-from-1g-and-xerox/

2.  https://securityaffairs.co/wordpress/106749/cyber-crime/maze-ransomware-Ig-

xerox.html
3. https://www.kaspersky.com/blog/ransomware-data-disclosure/32410/

4.  https://www.acw.org.tw/Events/Detail.aspx?id=1050



SEEREREHREEERRE DL

Taiwan Computer Emergency Response Team / Coordination Center

2.4.5 ~ Microsoft Teams FcEI £t ¥ B2 = AP E E Mg E{ TR M IR AV E WA X -
WEEEEEN

TWCERT/CC

Microsoft Teams 3¢ & #1 %

EREL(REEHEE : s 2 i 1
ﬁﬁﬁiﬂllﬁigﬂgﬁ%ffﬁﬁ Microsoft Teams BEHEZME
N HEEEEESEN

RIRWMMMINBIRE - RIRETR

i

SREEH - ETEREALHR

TREREDNS -

TWCERT/CC

MK EEE FHNEZBE K Trustwave HRISERIMRIRS - 5L
Microsoft Teams BR# ZIRREM N ERD ; RMEEBIRELZKEN - E17E
IEALRITERE -

WEEL - T Microsoft Teams #h % IR F AR KNE RN ; B2R& 0]
BEZEENEANRE  2BBEMHABKHAFPRAERES - AZER
RAEZURE | Microsoft SRIRLAERTT T - 2RFIRALAIELR URL MEIE
HiE - BERstRPREAEIASEERZRE FHITZEEHRREL -

WS - BN VL EARUE AR Microsoft Teams & &t it I EH
Bk ; REZNULEREZRBEERSEMEENESEAERE  SEERK
AHZERKA - HZERER SMB 7= - BIiRASAFPERRERSERN
Microsoft Teams - [EI#XAES0ZEAEA TN TRSEAZAIIESE -

HETEDL - Microsoft Teams 228 FIREREE Squirrel EPHY NuGet EHK
EIEEENHEEN  AUBORERTENEEREINN  REnER
Squirell.exe WERFEMNE - EIRFIEHERAY metadata - B0 O] p IhZ 5



o ERIR :

SEEREREHREEERRE DL

Taiwan Computer Emergency Response Team / Coordination Center

NWEZERFHEZIRCHRA MK - BHEREERRL - ARFFS

4=
/|
EFEEFEH SMB 12X D ZINAEE -

IEEMRETHNAE L - FA5H

DA

1. https://www.trustwave.com/en-us/resources/blogs/spiderlabs-blog/microsoft-

teams-updater-living-off-the-land/

2. https://www.bleepingcomputer.com/news/security/hackers-can-abuse-microsoft-

teams-updater-to-install-malware/
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o ERIIR :
1. https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-
1464

2. https://nvd.nist.gov/vuln/detail/CVE-2019-1464

3. https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-
1380

4.  https://nvd.nist.gov/vuln/detail/CVE-2019-1380
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24.7 - EirEEENERKRLEMHREREXRENT

TWCERT/CC EZHERIE - AFIERIERE

Egggggﬁi EHE LR HENEE0REER

BEm

EBREDN  HPRBEZER

EEIE -

BEZME Avast THBRIFAMS - 2D RIBFAHREEERAE L
AR BRI R IEZFRIZT] Malwarebyte - EFEAZERERZEINS -
BERNREENEBINAL LETIZE -

Avast 5% - 5z~ S11E/)\A N SR KBE R — LS Malwarebyte 255
21 - AEEHA XMRig BEHENER ; APTIREZET  MEWEA
XMRig BREE - BINAMERGEZBETT Monero IR B ¥IZHE -

ELEBER Malwarebyte 82T - %GB RIZ IV EI £ MBSetup2.exe
PR Qt5Help.dll ~ Qt5WinExtras.dll 12D - LT EE A MBAMSve AR
BN BEREREIVEOBE - AZIZHEAM Bitminer 1230 -

BRINREEZ D MRBET - SeBmMREGER -

Avast 5t © EI1ER) Malwarebyte EUES A Z LAY dIl 18 - MAUEZRT O]
AEERLKREPCH .

- %ProgramData%\VMware\\VMware Tools\vmtoolsd.exe

- %ProgramData%\VMware\\VMware Tools\vmmem.exe

- %ProgramData%\VMware\\VMware Tools\vm3dservice.exe
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- %ProgramData%\VMware\VMware Tools\vmwarehostopen.exe

—BRPRIBECEN LA LiiEE - BB ; BRtTERER
" %ProgramFiles(x86)%\Malwarebytes ; ERIRPHPIBIEZR - LIRELE -

o FRIKIR :
1. https://blog.avast.com/fake-malwarebytes-installation-files-distributing-coinminer

2. https://securityboulevard.com/2020/08/fake-malwarebytes-installation-files-

distributing-coinminer-avast/
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2.4.8 ~ RIRECANA Zoom EZwE - UENHARZEEBEDA RN SHEN

E22E 71 E Zoom BEL
R > LB ERRTAA

il ERERLIE Zoom TE—EE
ZimiH  oEREREZEBEN

miRs BRRAAESEERN

= EMMAEE -

B EZEZE Tom Anthony IR HAETZEIR Zoom —BAEEE L RE - Ol:E
RREUERNAREZEZEZES  RERLEMBRAEZNEBHBILEADE -

7= &m)E H1E Zoom web ARZAN ; web KR AR Zoom EEFEEXAEEFE
CSRF f&5i% - EESEAIRHIZIGIEREA RE - AL Zoom WEEEZRGE
ANUHF  AER IIEZREBI—BAER - REZEFIZE -

—+4

Tom Anthony &% - 3 A 31 B35 E =18 Boris Johnson &8 Zoom #1732
B FEREENEES - EH Twitter EXHEREE LR 7 H Zoom &
HERARTE - St ABLER - BRI Zoom EEME ARSI - HMEIRE
(ENENEIE

Tom Anthony 51 - FEBEIMEREXNBHEE - BWEEEEZN - A5
BEONEREE  REEEEGR A2/ NEMBL 7 ERNET ; 58
EFEAEZKPTHER  NRUZEEHIBITREBNLE B ERE
BHERV IR EIRBEARMREANR -

ZBXRNSENH—BF - SHEEZIREREHL Zoom 25 - Zoom RER
MENBNBEREHE Web SEMAET ; BR 7{E1E CSRF §85R - FTIEEHE
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AR REPREIIN - BB AR SRR AU T - W ERNIER

FHEN - TEREBEEERD -

o ERIIR :
1. https://www.tomanthony.co.uk/blog/zoom-security-exploit-crack-private-meeting-

passwords/

2.  https://threatpost.com/zoom-flaw-could-have-allowed-hackers-to-crack-meeting-
passcodes/157883/

3. https://www.securityweek.com/vulnerability-allowed-brute-forcing-passwords-

private-zoom-meetings
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249 - BRMEABHIRMRIZIRERMALS - SHEEAWS EAES
BEXZMREABRRRMARRS -
ELTAREZIRERAE -
BRrE

ZRREEANGEER

azmEABsREEnEr 2w EEWIAWS KR
HEE% > FREEN AWs BAE
& TWCERT/CC ———
HNEAEH -

EZME Cado Secutiry I FRUTHR AR - HRIRRMERS - faLaH
BIRBREIZEERAR  RT2EH

SEZNFTEERIZEN  EZFEE
AWS fafRzmE A B

SEERABBESWBARNELERZEE - SRME%S Team TNT -
Cado Security 2538 Team TNT &¥T1E0 7 10

¥INEE - NMEEPIEETEE A Docker
g, Kubernates & 23 F 8%

TR E - TEEZFBE host FTTE AWS A8
=NEAERM

bR 7 #8EL AWS &

BN - Frhlk Team TNT EREAIE
BREEAEM - WHEIRE

2 Z i A IR Y
internet _FECE A E R E 1t Docker A1 Kubernates 3

op

Cado Security BT 5E A Bl Bs A B A EFEELS Team TNT RYIZEH]
EIIR=s - WEMFEE L HEI Team TNT 22 BEFHRGHINERNEEEAR
Docker £2 Kubernates & 283

BaETE -

Team TNT 5 ¥ 5 — @& %5 Kinsing W EEEEE 72

SEINTET - EXRBER
RSB Y EEZRZON - B EHE Docker R ETTHE
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BEZEREL - BUEAZEZRFAART AWS SHTEMRFRRINEE
AER - ST E Docker FFa M ERIERIFIKAERE - ZFILH T ANERIA
FEFHEN -

o FRIKIR :
1. https://www.cadosecurity.com/2020/08/17/teamtnt-the-first-crypto-mining-worm-

to-steal-aws-credentials/

2. https://www.trendmicro.com/vinfo/hk-en/security/news/virtualization-and-

cloud/coinminer-ddos-bot-attack-docker-daemon-ports

3. https://securityaffairs.co/wordpress/107248/malware/teamtnt-botnet-steals-aws-
credentials.html?utm_source=rss&utm_medium=rss&utm_campaign=teamtnt-

botnet-steals-aws-credentials



BEERARGHREREHEP L
m Taiwan Computer Emergency Response Team / Coordination Center

2.5 ~ RIZRSmIA &R

2.5.1 ~ Bl Chromium BERINEER - TAURBEASZZRAIAIEE 0-day i

BELZEZEIRELChromium
ERp2ER  9FEFK
SHIBRARTZ2RAINEE

0-day @R

BZMERIRLL Chromium BERE

TWCERT/CC

WA - HEATESRBRE

22 FBIR9REE 0-day IR -

BZME PerimeterX WITRAE - dEHERMAERS - I5HHE LR
Chromium REENSZTELER A —(EoERRERERIEASTLZE/REA
( Content Security Policies - CSP ) B ZE 0-day EZJ®)M °

E1E 0-day JmEBiZIEE RERRASWEABERNANSLE/RA (CSP) M
EHEE javascript 2VAE - BIA iframe B0 - BIClE 54518 CSP #Hl -

PL Chromium A E R 2IE 88 - %5 Google Chrome - Opera ~ Microsoft
Edge % /Y Windows * Mac ~ Android iRZ - 1€ 2019 FF = H3&1TRIRRA 73 + &I
SELHETHRA S  £EHEEEERFE -

Y62 Google Chrome BB ZAIMIHIG BRI SE 65% MU L - FHEZE
20 RN ; BN EEFZANEEAPIAENE - B14F Facebook ~ Gmail ~ Zoom -
TikTok * Instagram - WhatsApp * Blogger * Quora 55 - #f AR EF A
It O-day JRE@M TR ERINE - AtEEREFEREDE - BEALAL
BEAMA - OJeEEERNEBTABTRR -
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BB — LB EFIAIL - FI20 Twitter ~ Github ~ LinkedIn + Google Play

Store ~ Yahoo & A BT - PayPal % + & CSP 1 nonce 51 hash #/13 R5# -
LA SRR -

& & RARSE 7 CVE-2020-6519 - H cvss REBREREFN D7 657
B S RERE - Chromium 1558 S ERIET A E 84 LIEIRA - AT
S EIRBRE ; ABEEIPE S nonce 3 hash TAE « MIRE CSP MBS

ot

E
=

anp

® CVE #®5% : CVE-2020-6519

o S EEM/MRAK : Ll Chromium BERREIESS - B%F Google Chrome -
Micrisift Edge * Opera & - iR 73 £ 83 - Windows * Mac * Android ¥ & -

o FRAFE: BREAMKENRE S LI L - FILBIBREFENMME CSP BHFERS

o ERIR :
1. https://www.perimeterx.com/resources/blog/2020/vulnerability-discovered-in-
google-chrome-csp-enforcement/

2. https://www.perimeterx.com/tech-blog/2020/csp-bypass-vuln-disclosure/

3. https://nvd.nist.gov/vuln/detail/CVE-2020-6519
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2.5.2 ~ Google B0l iEE M E IR ITIESENIEAIEE Chrome i@l

BRZRERRESNAERESZ
Google Chrome - & Cisco Talos B4

BERZMREAER TR IR —E &

Google (Z1ER] &R

I T ER2 R e e e
NEE Chrome B BEWERRE - TESBREER

TWCERT/CC

METERETEDBRNITHE -

EE R E RO ARTE S CVE-2020-6492 - B Chrome 2IE 2SRV
WebGL BB FA2 &I "EAEENEIEEE . ( Use-after-free ) #8572 ; IR
EONAEREBRRHTERZES -

CVE-2020-6492 NiGlai2 B 5E 831  r mERESHES "5, -

Cicso Talos 2IR7F A = &R AR Google Chrome hR A% 81.0.4044.138
(Stable ) -~ 84.0.4136.5 ( Dev ) A% 84.0.4143.7 ( Canary ) ; HthiFZEEEH|
fELE ¢ Chrome k7S 73 Bl 84 & A LLRE - mHEALL Chromium B0

HE 2B - oSS ERANTE ; MBEAHZ Windows ~ Mac
Linux 2% Android ki Zs - &7 A LERE -

Google 21X 8/24 FEHAIFTAR Chrome 85 iR #Z R 1 %= 1E %) - Chrome
g Chromium & 2IE 2340 Edge * Brave * Opera SHAHE - BERIFEIES
FHRERNRA - DREZIRETENELERE -
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® CVE #9% : CVE-2020-6492
o FEEMINRAK : Z2FE Google Chrome 3 Chromium & 2B 28 - IR
73~84 -
o FRFE : A#RZE Chrome 85 DL LR -

o ERIR :
1. https://blog.talosintelligence.com/2020/08/vuln-spotlight-chrome-use-free-aug-
2020.html

2.  https://threatpost.com/google-fixes-high-severity-chrome-browser-code-execution-
bug/158600/

3. https://www.chromestatus.com/features/schedule
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253 MABEZHILEREWERN - BEMEIRANTERNERRE

MER 8/20 R L IZEMIE
BEEXRANER - 75

218 CVE-2020-1530 F

MRS EREHE
3 » IEER BRI BT
ERNBESERER CVE-2020-1537 @@ -

MEREEFR BI1TMERY Patch Tuesday BB EZERE - (B1E 1 120 BAX/INF
A% - 820 N BT EBEMEREEL MANWER - 7 HIEE CVE-2020-
1530 #] CVE-2020-1537 Jmid -

CVE-2020-1530 & J®a7F 5 Windows Remote Access IR #5 AU IR A & 38
thae - JRORARHNRREERAZGER  DUEETEE—PHWRET
&) - REULREFZER Windows fkAMEEZ - B Windows 7 SR1 - Windows
8.1 | Windows 10 ZhRA - BUK Windows Server 2008 EIRITIRA - =AU
— i -

EERER CVSS B2t nsSZE 787 °

CVE-2020-1537 E &) E A RIS RN CVE-2020-1530 4810 - [EI1XAEE
RESERABCHABANTER  ERENRESREEZEBWER - 2
2219 Windows MRAtHHEZ - 1 Windows 7 ~ 8.1 £ Windows 10 W& F &
hRZS - UK Windows Server B 2008 ZIRTThRA - EEBI—TFE -

= ERER CVSS EfEEERES - Bl CVE-2020-1530 48[E - [l =%E 7.8
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WEtEL - APEUEN FEEMESR - DUEmEMERD - BV ERE
EZN AHEMERERIEXENERE -

® CVE #®5% : CVE-2020-1530 * CVE-2020-1537
o = ZEER/IIRZA : Microsoft Windows 7 ~ 8.1 * 10 F&RRZA ~ Windows
Server 2008 2IR1TEF S RAK

o FERAEE . BERLELA MNIEMEREIOEE ;
https://www.catalog.update.microsoft.com/Search.aspx?q=KB4578013

o FRIKIR :
1. https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-
1530

2.  https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-
1537

3. https://www.computing.co.uk/news/4019202/microsoft-flaw-windows-remote-

access
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2.5.4 « EEZEFZIR Windows ENRERFIFFHE 0-day EXiRwE

TWCERT/CC

BEYHE IR
WINDOWS E15R
IR ER
0-DAY & %A

EZ M B SafeBreach Labs FIM &2 E L5 A & Peleg Hadar 2 Tomer
Bar - £538 Z#{E# @AY Windows Print Spooler ( ENZRIERIFIZT ) RO T
PRIZFRE ( CVE-2020-1048 ) - oI UEBEBE A KEMBEFLNELZE

It

Print Spooler @ ALIEIESENTIEARETIN - MBEZXZEXIEH Windows
Y Print Spooler BB EVE _+HFMESE - It REGHIREEELR
- BlEN CVE-2010-2729 Fi @+ FRI 38R 55 — B RIZ THRIE -

MRBEEL - CVE-2020-1337 Ol LUR AR A EEXEEELRFZTH
HMITHEPR - R 2RZERY Windows fRAMEE - 7€ Windows 7 2l Windows 10 X
RAIFTA 32 TG ~ 64 (UJThRAS - 9EBEEERE -

BINFBEERENEZES - R 7T IMUESRFHITEES - thEE218
HESTERAT  BREMGHEESESSVRITEEREIE -

= (&m0 2 Peleg Hadar 1 Tomer Bar iS22 179 Black Hat USA
2020 BN E LR - HCVSS GREEENSE 8.1 7 ; #ABRER
BEERFZ - BB ERTRETE)\HEITH Patch Tuesday S AIUERS -
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® CVE #®9: : CVE-2020-1337
o S EEm/IRA : B Windows 7 £ Windows 10 FIBRA ( & 32 T - 64 I
7T )

o FRIIE : MEUR 2020 F/\BBITEM P EMILRT

o ERIIR :
1. https://i.blackhat.com/USA-20/Thursday/us-20-Hadar-A-Decade-After-Stuxnet-
Printer-Vulnerability-Printing-1s-Still-The-Stairway-To-Heaven-wp.pdf

2. https://www.helpnetsecurity.com/2020/08/07/zero-days-windows-print-spooler/
3. https://www.cybersecurity-help.cz/vdb/SB2020080804

4. https://cve.mitre.org/cgi-bin/cvename.cgi?name=ALAS-2020-1337
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F35 - BEXHFHASTREE

SEMAKEE ] SRBMURTESTE  BFEEIKARIEEIZRRK
JEENRFRE | 2020 9 A 17 B (M ) 14:00-16:00
IEAT €% 0 oF BIEEE
( EbHPILEMRTE 350 5%, AlthEL OBERELE )

sEENMANL | https://www.ihub.tw/Calendar/ihub2020-09

EEN MRS

= HBARSORToRl

T EERATKILAIARIK

FHEEE{I : TWNIC » TWIGF -~ NII

KSESFHBAANSHAZMGA - HASARERNRE - ERE
5 AHBEETE N8R - —EIRE 25 F% - TR SEMRIL 100 2
AEEME B ORISR RRRMANRER ? SERARPERRRERET K
BEESHRE ? FRAABSTSHE ? ARERFE 2 BN EEE LSS
WSS ? PMRLEETERLLIE ? HEE HERSETRIRER ? BAE
BOAS  EIRRRNEEZNEEZE ? S2EARKAR - XTMUYME
A ?

SEENER
13:30 - 14:00 SEHEN IR F
14:00 - 14:10 FF ABIFEAN BT A

14:10 — 15:50 £E B4 RS

15:50 - 16:00 #2835 QA
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EEWA—IROILIGRERZ 2B TIRMR

EENIFE 2020 98 23 H (=) 14:00

EENhES | AR ERE

SEENAEDLE | http://surl.twcert.org.tw/wPS4s
vmware

VMware B—4F LB =

A VDIl E=flE8BRLIRIE

T EPER 2 » 9/23 ~ 10/7 14:00 #F5EE

FHEE NI : VMware

BENCE0EE - BERIRNERNE BENENDEST - B
BESERNMABE - VMware 157 923 - 1077 BETS TE=R ES
BEBE  smmaze), Erie

BRI R LIRS PR | B A FEEEH AT LR RN
B0 REBMEBENE  IERERESY - BEENASHIEES |

SEENE
REZN - FELETHRLBRA
JARAEAR  (02)2562-2880 771 3631 VMware jEEh/)\AH

9/23 14:00 EBREMW A — R I LIRBRZ 2 AT FAER

o WEEEIMEAENALE  MEEBHNEARLERERERA
o ERERPAWMMEHEIER

o ERMANURRELZBE
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loT Sandbox 2020 E &Mt R E LiRE

EENESE 2020 9RA26H 298 - 2020%F 12811128 (&A-N)
mENtE A - &5i6- &

SEENAENLE | https://nche-cdx.kktix.cc/events/iotsandbox2020

2020
LOigSAND B0 XSS

= N e~

= BRI

09/26 12/11-12

NE(EH) MR (ak) AE(BR)

EWEN : MEZABXRERMERERSEMZAAERD

4 2010 FERREEEIIE Y [ loT BEEE , - RSEMBIL T 10T Sandbox 2020
BEME | mymesesE, SUYBEEZEEATHMESHMEN  BEREER 0T B

RHBEN  TABEEAR AT EREETEE - LEENE T RRNS
SIF - BUBBEENEERNE FARETARRBER  HSBERTHE

FEE Y RSB B A — B SHAELRRNE ) - FREONEENE - R
B BTN ENEEET - B BELELEI MR R B . B -

MEMRE  ARBENRYVERRE  YEHSRTPERIEHNS  [RE—SREES
m. BRENSEZMESSEREER -

REBRIE  RABERRS MEK S0 BT

FRERSIZ

(E-at ) B 2020 09826 3 (N) it1% : ERHERASHED N
(ME-&46) BHH : 20205095298 () % : PESFSERIREBHRAES CB100
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(RE-8m ] BE :2020F 128 11-12H (f-X)
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B1TEA - SEERAEEHEEEZ 7RO
(Taiwan Computer Emergency Response Team / Coordination Center)

HFHIHHE : 20208 9B 10 H

#miE . MEB ~ JIZCHE - B

AR#5EE5E : 0800-885-066

& H 4 : tweert@cert.org.tw

B4 : https://twcert.org.tw/

EEFB ¢ http://tweert.pixnet.net/blog

Facebook f#4ZE & : https://www.facebook.com/twcertcc/
Instagram : https://www.instagram.com/twcertcc/

Twitter : @TWCERTCC




