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Fortinet 5B - " E KL EE Fortinet WEZEEF - F£2019F 58 -
Fortinet E 8 AR R48RE SSLREA PSIRT A5 - BREEZEEEFERE - 1
£ 2019 ©F 8 HA1 2020 FF 7 HZBEFSERBEMAEBAR - RIEBETRSA
THAR - MEREAER EEANBCEBILRHET  RASEEERERS
- BRMADBUEEZEFEITARAMEREN - IFZENEZEN - FEE
BPSMAEER - W2 2019 F 5 ANASE ° 4

Fortinet 7£ Ib 2 5% -

1. MEERLE - #stBEAASEBE N T FTERR Fortinet FortiGate ZmhRAER °

2. &1t FortiGate EZm il 2018 F#IBFER SSL VPN ILIgEtEREERE (CVE-2018-

13379) #E1TE ¥ FortiOS RIEN{E -

3. HARIELEREMEEMN FortiOS RA% 6.0 %51(6.0.0-6.0.4)/5.6 %51(5.6.0-
5.6.10)/5.4 %5(5.4.0-5.4.12)/5.2 %51/(5.2.0-5.2.14) - & 7 BB HIL 25 RE
FE  MREEREFERM L Fortios A - B& 4 SRR SSL VPN Ih&E
(tunnel mode or web mode) - FFEFREEF AR E 5.6.13(5.6 %51)/6.0.11(6.0 %

511)/6.2.6(6.2 %:51) -

4. 35BDETE Fortinet FortiGuard PRIST advisories RSS feed @ FEIE R A RFT =

AR B AT

o ERIR :
1. https://lwww.bleepingcomputer.com/news/security/hacker-posts-exploits-for-over-

49-000-vulnerable-fortinet-vpns/

2. https://securityaffairs.co/wordpress/111309/hacking/leak-vulnerable-fortinet-

vpns.html


https://fortiguard.com/psirt/FG-IR-18-384
https://fortiguard.com/psirt/FG-IR-18-384
https://www.fortinet.com/blog/business-and-technology/fortios-ssl-vulnerability
https://www.fortinet.com/blog/business-and-technology/fortios-ssl-vulnerability
https://www.fortinet.com/blog/business-and-technology/fortios-ssl-vulnerability
https://www.fortinet.com/blog/business-and-technology/fortios-ssl-vulnerability
https://www.fortinet.com/blog/business-and-technology/atp-29-targets-ssl-vpn-flaws
https://fortiguard.com/psirt/FG-IR-18-384
https://fortiguard.com/psirt/FG-IR-18-384
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2018-13379
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2018-13379
https://www.fortiguard.com/rss-feeds
https://securityaffairs.co/wordpress/111309/hacking/leak-vulnerable-fortinet-vpns.html
https://securityaffairs.co/wordpress/111309/hacking/leak-vulnerable-fortinet-vpns.html
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3. https://securityaffairs.co/wordpress/109897/cyber-warfare-2/fbi-cisa-joint-alert-
energetic-bear.html
4. https://fortiguard.com/psirt/FG-1R-18-384
5.  https://www.fortinet.com/blog/business-and-technology/fortios-ssl-vulnerability

6. https://www.fortinet.com/blog/business-and-technology/atp-29-targets-ssl-vpn-

flaws
7.  http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2018-13379

8.  https://www.fortiguard.com/rss-feeds
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SEBERENER LA - i 109 F 11 HYS BRI gBRENE
EREN D BN B RAENF , 2N ERERPELE - WHEERN
EMAZEBEARLIRER - JEZEIREARKEME -
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Nt

BEFEZEEE BleepingComuter 35 - RIBZTIWERINEEBEH - &
NEER 2 E R —{ER % DoppelPaymer FUSHFEERFE I EE -

12 BleepingComputer IBERENBEAS - ZIREBZKNHARAZTE
o BRRRER A AhZBREABEISHPAIBEER - BleepingComputer 1R
IERE48_E DoppelPaymer TE AN RENIE S P RVELS - BIRZABE RIS ERN
LB IR B

DoppelPaymer @ SFIBEFENSHBEINE - T2FE N A Windows RERAY
BERE - BSEEERBETRERER ; X2 DoppelPaymer H1S Windows
A HI R RS - DB RCARE RS AEANFTA Windows 28 -
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o FEEIHRIEZRLEN
1. EECHRAMBREMMERAKETLZEHEN  DIEHMELZRE -

2. VPN ERZEREEAES  DURPABREBENRUEBSHIRE R R - B

RNWE - MEZREZAZER

3. EHRERATZEROHMEMED  TRAEZCRFNER LZEEE

ELEBIERERESR
4. ZHRBBESERZESNHEER SERZIRFERBEZEARRSI -

5. REMEERBEAMAERER ZTR/LER - UAREENR

o ERIKIR:
1. https://www.bleepingcomputer.com/news/security/laptop-maker-compal-hit-by-

ransomware-17-million-demanded/

2. https://www.zdnet.com/article/compal-the-second-largest-laptop-manufacturer-in-

the-world-hit-by-ransomware/

3. https://securityaffairs.co/wordpress/110638/malware/compal-ransomware-
attack.html?utm_source=rss&utm_medium=rss&utm_campaign=compal-

ransomware-attack
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BEZMEREL - BANREE=
B gt ¥ EERY SMBGhost il
| BTEWEEE - BESHEESE

+E &89 Windows 10 EBS - 13

RIS U —RmiE -

B2 ME ESET {5 - BAMREE=—RRE - #it ¥ EERY SMBGhost
mn RIS - BESIBBR+E5R7 Windows 10 EBhk - EIARIERLE
—imn - BEERENERZARR T -

3= (BRI R AR SR & CVE-2020-0796 - 5218 & RESH B RIEM LRI EMK
#) SMB fal iR g8 3 X RHMW KN BTG - Bl oA A EREZENTEREZER
W - UL S ER Windows 10 Bk B8] Al 28 bk A8 73 Bl & 1903 £2 1909 -

¥ ESET 45T - 23K 4975 103,000 & Windows 10 SR E T IR
ANHERRZT - BE N RAOEREIKAEEE _EHBFK Port 445 ERSH 8%
EA -

EERENGRIEZEENS - H CVSS BRiEEFNFSSERD 10 7 - K
BE2ZEH1TI98 A Patch Tuesday 24 - SHHIEEIRFEBZITEMRER ;
MEEE Tt Z2HPELEEERREZ 2B ( US Cybersecurity &
Infrastructure Security Agency, CISA ) 1t ¥ IETRIE S RELER -
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ESET 5 - ERANTRENSEERY - BAREBIDEENAREES
I B ZEANTHMERHEAVE®HLE - 3% Windows 10 248714k £ &=F#THR
K- DMBEEENRILRER DR WERSEZ

o ERIR :

1.

2.

https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-0796

https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-
0796

https://us-cert.cisa.gov/ncas/current-activity/2020/06/05/unpatched-microsoft-

systems-vulnerable-cve-2020-0796

https://www.welivesecurity.com/2020/10/29/over-100000-machines-remain-

vulnerable-smbghost-exploitation/
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1780 - MIREREFIBNRRERRE

Zerologon #17T -

EZMEEMAESETHNELHRAE IR —RHHEASRE -
ZEARER SUE R BT RIS M D THBHARERR W EITH - NAEK
IRM G E LR Zerologon #

B

BEMAETNMRRSIEL  ERERERTVHEHABEXEHAKRLT
R TRREAp A= - IR 7B LR R IKEM 16 BRER D2 1H#E -
BE+oEEX -

BRYBEARZS - 35 16 EWNEBHNBEXREEEE - 2 F - 5=/ - JAE -
=6 - BRI - POl - EDE - PE - B - Wm - BE - 8F - JEEE - &
B2~ MO0 -

EFxm - 2 SRIE S HEERDEE - RIS RIS
Z - OJBETLE APT B2E #4145 Cicada ( X% APT10 - Stone Panda 2 Could
Hopper ) -

EFF et - Cicada EIDRINEP - (R F A LB EBEBRNZIEH

BN INA Y &RIOW RN EREE L RME Zerologon ( CVE-2020-1472 ) -
BETEMR T BN EZIZ R - Y EIEEAAERY Active Directory M7 B S 2l
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BX Y Zerologon 9k - E P9 55 1317 Cicada FFE B A9 Backdoor.Hartip
BEEGE - ALBINEEREERN - AR EEETHE T - ANBRE
KBl BiEacix - WSS -

o ERIIR :
1. https://symantec-enterprise-blogs.security.com/blogs/threat-intelligence/cicada-

apt10-japan-espionage

2. https://www.zdnet.com/article/cicada-hacking-group-exploits-zerologon-launches-

new-backdoor-in-automotive-industry-attack-wave/


https://symantec-enterprise-blogs.security.com/blogs/threat-intelligence/cicada-apt10-japan-espionage
https://symantec-enterprise-blogs.security.com/blogs/threat-intelligence/cicada-apt10-japan-espionage
https://www.zdnet.com/article/cicada-hacking-group-exploits-zerologon-launches-new-backdoor-in-automotive-industry-attack-wave/
https://www.zdnet.com/article/cicada-hacking-group-exploits-zerologon-launches-new-backdoor-in-automotive-industry-attack-wave/
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EZ M NordPass HRIEEFRIAFTIME - Az o EHIEIR 2020 F£2

A RE AR 200 AHER - HEPRIRBE F BLEE

UKBZRERBESEBBAFNEE -

Ek}

HEHORIRAIREL -

RBENRE  AAESERITABEIRIZ

. 123456

. 123456789
. picturel

. password

. 12345678
111111

. 123123

. 12345

. 1234567890

10. senha ( FAPEF RO " 205, )

NordPass [EIFF A h 1 5215 & i fZ3

ELEEHBNREEMEENRRE ; iRY
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FEHMEDP - NordPass D TAIEL S HEBHNRE - BESHNEFHE
5 A% BHEERSHE EI2HE - _BYEHE  BPIEESERT R BT
AEE BTSEAZD  #% tFRETFOEIER  EEME 'R
W EEFNHESES -
NordPass W& AW - R EMBEN - (R /T BEERHELEERENE - I
EHEEE 12 @7 BefAXNNEFE  BIFERBRGIRNEINEE Y
Sh - BEBEBBAERE  EFARBEETIER  UREZMREREARSE -

o FRIKIR :
1. https://solutionsreview.com/identity-management/nordpass-unveils-200-most-

common-passwords-of-2020/

2. https://nordpass.com/most-common-passwords-list/


https://solutionsreview.com/identity-management/nordpass-unveils-200-most-common-passwords-of-2020/
https://solutionsreview.com/identity-management/nordpass-unveils-200-most-common-passwords-of-2020/
https://nordpass.com/most-common-passwords-list/
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BEZEZREL - EMBIEERESHI Google Chrome 2| E =8 - HATH
ROBEMBIENIR - BHZERLD  HhEZE#EZE 0-day J&iE ; B8
N ERPBEARER - oJEeBRIREEFNMEL 0-day JRild &) KE -

£ 11 B 17 H&#i#E A9 Chrome 87.0.4280.66 for Windows and Lunix
Chrome 87.0.4280.67 for Mac & - —H{E1E%E 33 EELRE - Hbh2ET
ERANERZETRES "SE L E4& - 752 CVE-2020-16018 * CVE-
2020-16019 * CVE-2020-16020 * CVE-2020-16021 + CVE-2020-16022 * CVE-
2020-16015 * CVE-2020-16014 * CVE-2020-16023 + CVE-2020-16024 * CVE-
2020-16025 %5 -

&SR Google Chrome & B LB - (BIEEZ/2E] Menlo Labs FIFF I
HieH - 28 Google Chrome WK —FEFLEFE Chrome &S -

& Menlo Labs 7£ 11 B ETHHAE - 22=81E FPIERR Google
Chrome - #£5 49 EARMMEAE ; ERPVHAEERNER  EH 61% ZFPFEHA
= IR #THY Google Chrome 86 AR - 151755 28% ZE1E fEFART— M ASHY Google
Chrome -

ERHEELHITERRNN 86 RNEFT - BEiE 83% WAFNER
FIERFARA - BE25B%1E 0-day JRIERY 86.0.4240.198 ZRHIRA ; M= -
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BLEHPEER I EERBZRE B BAREMA 0-day B NEREMRZ | -

o ERIIR :
1. https://chromereleases.googleblog.com/2020/11/stable-channel-update-for-
desktop_17.html

2. https://www.menlosecurity.com/blog/chrome-gets-patched-again-but-83-of-users-

arent-running-the-latest-version


https://chromereleases.googleblog.com/2020/11/stable-channel-update-for-desktop_17.html
https://chromereleases.googleblog.com/2020/11/stable-channel-update-for-desktop_17.html
https://www.menlosecurity.com/blog/chrome-gets-patched-again-but-83-of-users-arent-running-the-latest-version
https://www.menlosecurity.com/blog/chrome-gets-patched-again-but-83-of-users-arent-running-the-latest-version
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&K EL M ESET lE B L - HET#IRItBZEEE
Lazarus TEFIRR S BN EIRINER1TE) - FEEHEREREEMSZIEENEHIE
TEELEEEEE WIZVERA VeraPort - B2 A EE B #5 BV EER -

ESET B FERMMRIMSIEL - WIZVERA VeraPort EFEREB/FIEEFERAR
FEEATEARIT R RSN AL RN E 2 ERE S ; VeraPort ZHE)
ZREBHTASMEBRILMEN AR THMELZHREE - 18 VeraPort TE5
BRUENEMRER  RERBEMUEEAENEE  FESREHEEEE
BIEE -

B2 SERS Lazarus MBI —mlE - TEAE RS HBEMAE | BIER
S - Lazurus UBZIRF AU - R ACER VeraPort 33:& - B#ES
FEENIZNAELL  AEEEHBRERREDN ESZNBNES - WEABRZN
Auhh - —BZEK 7 VeraPort W EZ BIEREIZAL - iEEE ML
ZRIATCFBNURENEEE
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1. https://www.welivesecurity.com/2020/11/16/lazarus-supply-chain-attack-south-

korea/

2. https://threatpost.com/hacked-software-south-korea-supply-chain-attack/161257/

3. https://www.zdnet.com/article/lazarus-malware-strikes-south-korean-supply-

chains/


https://www.welivesecurity.com/2020/11/16/lazarus-supply-chain-attack-south-korea/
https://www.welivesecurity.com/2020/11/16/lazarus-supply-chain-attack-south-korea/
https://threatpost.com/hacked-software-south-korea-supply-chain-attack/161257/
https://www.zdnet.com/article/lazarus-malware-strikes-south-korean-supply-chains/
https://www.zdnet.com/article/lazarus-malware-strikes-south-korean-supply-chains/
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222 ZBBNEREMEL - BRKEZESRARRRHNBREEEREN

EBHETEEREBNERERFRIE

Hmrr B

ZERBER Krebs - ERELEREHE

RS EF A

!

=F

]

RiXeh - HEBRKETRZERR

RUBEMNEREN -

FETEECEENELHEERKITLEF ( Cybersecurity and
Infrastructure Security Agency © CISA ) /G Christopher Krebs - fEKE#ERE
BRFE  HUHERKNENBHACEHEESEREREY  BREANKEHA
AEREIE UASRIREREMEREANEHY -

Krebs f&t - BEMELIR - CISA EEEZ A EMNE B S oJgER &
ANENELZRBETEE - MaSEHREN - WU BRsE2piEm -
ZERASFFERLXBERAAELSNMZEIEE -

Krebs &% + R EESRBUG - DIKELEMENFAIPFIRAISIE - MR
BEHRBRGNELERAERE] - RINREIENBRENEREARZEE
Re - TERALLAAE

Krebs 7R + CISA BB ES N ESINEIM G EFENNELZHEL
5 BRFBEEBLIFS—ERERL -

EREBRRENERSMNERLEGEET ZH - Krebs R -
CISA EREEZEAMAIEREEIERNEE - LEEREUEBRERER
BAREGR -

A8
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Krebs T Z2SKEBARIRET 253 - BMUSHFEEGERIE ; AZREEMT

FERAREBLNABAER - ERREABITER KR ERAIMEENSI - CISA
A—EFEFMANEFREBEZ T FHFZSHNEREIHEBERRZH -

o HRIKIR :
1. https://www.cisa.gov/news/2020/11/04/statement-cisa-director-krebs-following-

final-day-voting

2. https://www.cisa.gov/rumorcontrol


https://www.cisa.gov/news/2020/11/04/statement-cisa-director-krebs-following-final-day-voting
https://www.cisa.gov/news/2020/11/04/statement-cisa-director-krebs-following-final-day-voting
https://www.cisa.gov/rumorcontrol
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{ERE IR

SHAERTDSHHAIRRELZEE - FHZBEUHRRIORE—ERS
Turla RO ZEHT APT BZIRERS - FRA M BEEEE - $HHH2 - BHEHA
EEEFTE R BB AR AR EARE -

BZ R 52 BleepingComputer 5 - Turla ¢ 1996 EmFARERE - BESZ

AREZERTTH - ZEBEE R LERERRKE -

]

EMYRRUNREENEARBARERE  HP—X85
ComRAT * RIBEEBHELZHERRMLZET BN OTHSIEL - CoOmRAT 2L
—{& Windows PowerShell 5% 18 - WE A —EBEZBBERZEIVER 64 I7T
DLL #& - 5%#ZB0% ComRAT FEUfk -

ComRAT #ZE &1 —EBAEAFEA Windows RATERAEERR - WH
ERITBINZEER CWEREEN - UESEREENES  DRITIEY
BRE -

B EBRRTIRANEBEEEE - %5 Zebrocy - EMEXH Golang I£5
A Windows 32 Lol H1THE ; BEAZR#E - dtREEERERE - BTS
EER B E B ET -
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CISA &1 ¥ ComRAT £ Zebrocy et /¥ TENEN B OITHE - WiEE
OJBER B - BN ERARTMRANEEEZEE - RIFFREAREM
REMRA - BEEEREINRBEZ R - S RIBBAE SN URE
PIE:ENSEES YRS

O

o ERIIR :
1. https://us-cert.cisa.gov/ncas/current-activity/2020/10/29/cisa-fbi-and-cnmf-

identify-new-malware-variant-comrat
2.  https://us-cert.cisa.gov/ncas/analysis-reports/ar20-303a
3. https://us-cert.cisa.gov/ncas/analysis-reports/ar20-303b

4.  https://www.bleepingcomputer.com/news/security/us-shares-info-on-russian-

malware-used-to-target-parliaments-embassies/
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2.3.1 * Facebook f&18€ Android ki Messenger B9 &R

Facebook HEI{E{E—1E Facebook

Facebook &£/ P " " Messenger for Android HIBREE R
Android iR

Me_ssenger E"J \ /E/n ' ;Qlﬁiﬂ_.[;%m%?g%q: \I%- ¥‘j’

BT S
SAE  EESEESBNED

AR -

BIREEREINEZER - Z Google [E N EZ I FEE X Project Zero BY
Natalie Silvanovich ; EXEHE—MIEF ~ - Facebook Messenger R &E £ 5H
EFR N IBELME - THBEESFHER  BEERIZEREEREZLEEA
Facebook Messenger - I BE ] BEsa < EEREREDF AR - B00]

REBGARELERN - BAATHERSER  REERUMUBESEE
SENFBERE -

=18 JR)E IR £ Facebook Messenger fEZ1F WebRTC B & & EHHE
RFEEAEREERR - ULRIBE 209 Facebook Messenger for Android MR 2%
284.0.0.16.119 BABREERPRB IR A -

Natalie Silvanovich T2 #45 Facebook HEZ RIAEIm P - R H 7 EIR
IERENFARELR - BEIENE - MANAEERETRENZE
& WEBEBNSEEEB Facebook Messenger BrEAIEIR - L 2R NAE

EXEENRER KX EEEREB Facebook Messenger 7853 °
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Facebook 1% 10 A 6 HIRF##%& Natalie Silvanovich WE % Jm @@ - FEEN
iR 11 B 17 H#ELBEIDRENERARZE ; FiB7E Android & F1EH
Facebook Messenger AHFE - FEENE I E&MAMRA - DU R EILRKE -

o S ZEEMm/MRAK : Facebook Messenger for Android 284.0.0.16.119 EAEREERR A
o FERITE : AARZE Facebook Messenger for Android & #ThRA

o ERIR :

1. https://bugs.chromium.org/p/project-zero/issues/detail?id=2098
2. https://threatpost.com/facebook-messenger-bug-spying-android/161435/
3.

https://thehackernews.com/2020/11/facebook-messenger-bug-lets-hackers.html


https://bugs.chromium.org/p/project-zero/issues/detail?id=2098
https://threatpost.com/facebook-messenger-bug-spying-android/161435/
https://thehackernews.com/2020/11/facebook-messenger-bug-lets-hackers.html
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FEIR Linux 5585 - BB DNS REUS RN EBER A T1T

ZEEPEELXEXRHABSHER

e -« R TR RN TE S

BLERBH L b B
s38: ) 83 DNS R SR Linux BEAYSEEEEEEN DNS
SRNEBERAT{T

REGSHRILE -

SEMMAREFEIEEANELZER - HRBMSRRATRS | o
RABRIE—EHAKEF L - oJAH Linux FERIFRAZEE) DNS HREU5 2
WE -

DNS REUS R BH BB AE LA RISHY DNS BEIR S ID - RiFRE
ANRBEREN 2 RENAILERES ; —RRB/ER 2008 FEBHEHERE
IBRITERR - R DNS ERSEWEANEREABEE-EM port53 - ME
Wai% £ A port 0 2 port 65535  BIfEWEBEF D rEREFEMAIZS ID -
REBPEHT B ERAM—EERERER

MErk B IR I B DUERR 7 DNS REUS B - (BT KBHRA
SRR - ol T B EE ) R L DNS M P inE e E AR
ERIR - (EM MR E BB RIS R -
MZEHSETEL - AR Linux Z/O0E R ICMP £ - 3R REIZE
AP—REER—TR - BEERSIRHHE-HPREREZEER ; #
=2 - WEEHODRERNE—TE ARV ZEZER A DNS EEEK - #ift
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RIZ Server RUMEIFE - FoH ol EEFHAVEREIRSE - EMAKXNIESIEF DNS &5

EFEFIRIRAVEER - EMEE) DNS RREUTHRKE -

Linux B93E1E% a2 H Al #R A& CVE-2020-25705 - E CVSS GIai2ET
DIE T35 ; B 5.10 AR Linux 20O RS REH -

o ERIIR :
1. https://dl.acm.org/doi/pdf/10.1145/3372297.3417280

2. https://www.bleepingcomputer.com/news/security/dns-cache-poisoning-attacks-

return-due-to-linux-weakness/
3. https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-25705

4.  https://access.redhat.com/security/cve/cve-2020-25705


https://dl.acm.org/doi/pdf/10.1145/3372297.3417280
https://www.bleepingcomputer.com/news/security/dns-cache-poisoning-attacks-return-due-to-linux-weakness/
https://www.bleepingcomputer.com/news/security/dns-cache-poisoning-attacks-return-due-to-linux-weakness/
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-25705
https://access.redhat.com/security/cve/cve-2020-25705
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2.4.2 ~ ¥1E23IR Linux & #1E 83 Gitpaste-12 - FEBEENEIEER Github B Pastebin

BERZERHIAWEESR - FPINE

_ I %86 Linux falARZZEL Linux 10T £ 15 ;
IR LINUX R 4R R
Gitpaste-12 - REERRE A LLEV.NEVE: 1Y EZ NG

& Github £2 Pastebin
BiEA  FIEENEBEEABIEER

Github E2 Pastebin °

A3 KR Juniper TE N BOE LA FTE X Juniper Threat Labs H BT 3& 3R 5%
HE - BEZEBEUNELZERRNTADaRMER: - EFIINE x86 Linux
ks - UKL ARM F1 MIPS EIE23 BEMEM Linux 1oT K& ; &= A0
A 12 @YU EABINKEEREA - PFLETES " Gitpaste-12 5 -

BELZEREIHIN - Gitpaste-12 IEEH B HEARIETNE - FEER Github B2
Pastebin ; TEECRYIER - FTEESNABECSH 11 EELRE - ¥ Apache
Struts B9 CVE-2017-5638 - Asus I #aHY CVE-2013-5948 ~ Opendreambox
Webadmin #EFRE 4 CVE-2017-14135 £2 Tenda & 28 CVE-2929-10987
ZhmE - NRBSENAREZFANARZME - BRIRAEEZZEM shell script
FALHTEREFTZNHNEREA -

¥%& Gitpaste-12 Z5E 1L Pastebin NE—ERIETUE - BRE—EE D ENIT
—RHY cron job - ALUEITE R ER | 7418 Gitpaste-12 2 HE 1K Github N E#
THRERNZERN  EREXNBIERELRGHSEMHZINENTES - 61
EAEARH KA AR Al ~ selinux ~ apparmor ZEF5:EINEE - MEEREXBIESE
AR P OERENEN TR -
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BEZERMH - EREANBEAAVEFIHLBENESE -« RS
FHREINEERTES - MARENBEHHELEERRKF LABZMERE -

Hlﬂi

B#

DIII’

o ERIIIR :
1. https://blogs.juniper.net/en-us/threat-research/gitpaste-12

2. https://threatpost.com/gitpaste-12-worm-linux-servers-iot-devices/161016/


https://blogs.juniper.net/en-us/threat-research/gitpaste-12
https://threatpost.com/gitpaste-12-worm-linux-servers-iot-devices/161016/
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2.4.3 ~ Microsoft Teams AR E R EEMiERIETINE

TWCERT/CC

MER AT EHE Microsoft Teams BB R

3

- BHARREINRABEN

Microsoft Teams B EZENINEE - ;I [E]

ZEREEIEE

WE AT HAIEHE Microsoft Teams FIE B HZERE  EHBEREES
28 Cobalt Strike Fl| B {A&ERY Microsoft Teams BH SN E - FHEEZERMRE
RIFTA Windows B ZEZEE

MEER  REEHSESHRBXAENRFENBA - FHEAFPLENR
2B EEIZR Cobalt Strike 7230 - F A Zerologon @B/ A AIPIA Windows
g8 - W 3 A& Windows AD 13 iR 28 1 BN /S 4 HI 4 -

=9

BEL  BRRENSEE  FTZ2Z2/)BHBFAEHE | ELEHER
FRZE| Covid-19 22 - M/EBBFEYN Microsoft Teams Z FHRIERIR T ZE - 2RI
TTEEHE -

MERTR - RIREBEEEE5IZEN Microsoft Teams NEARFES @ 75
SR PR BIRENAERS - TIERPENAS B SRR EARRALL ; A
F—BHEBITZERRBNARESR  BEREMZLEEIER Microsoft Teams
FHARERES - DIBRERFAD - (BERSHNT—E PowerShell 2% - THEHZ

REZREEE
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T ERER ReZRIZHP LNEENEE - LBNEMNAT - aBRE
EWEAEM - BAERER - ARENS  ZFEFANEET0E - E8i

Cobalt Strike B9 beacon @ OIDIZERNEBERAREMUSTEEZ W R ERENE - B0iF
BBEES -

o ERIIR :
1. https://lwww.bleepingcomputer.com/news/security/fake-microsoft-teams-updates-

lead-to-cobalt-strike-deployment/

2. https://threatpost.com/microsoft-teams-fakeupdates-malware/161071/


https://www.bleepingcomputer.com/news/security/fake-microsoft-teams-updates-lead-to-cobalt-strike-deployment/
https://www.bleepingcomputer.com/news/security/fake-microsoft-teams-updates-lead-to-cobalt-strike-deployment/
https://threatpost.com/microsoft-teams-fakeupdates-malware/161071/
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2.4.4 - BHIEENEE Maze HERZIZHESEMFILEEF

HhEEENEE Maze
il T2 IS I RN EE Maze - HE

TWCERT/CC

BEBEMFILEE, BEERERXRMD

‘Illlh

RIERE -

DRIBZSRYPBEUE  REBBREEZ  EAXNER L AHBESE
1 EMEBEAIBRNBEIIE Maze - ERERRFEAHABRRLS - EMAIHE
BILRZEGCEF ; BEELRERNRREE - WIS FATREMELD -

AR A S BEMREA L - IR ZABAHEF ILEF ; TPl Maze
SRZAEBABNKETE - DRZERER -

ERER  ZEBTERARETUEMEUSIF  TWRBEREETF Maze
RS  ZRAEABNREERTRXBETHMREIIENESR - BHItA0J8E
®ES -

m
)111»
4H]H

~1,
<P

SR WARGZABNGE , AELZEXREL - ZHEBHNAER
OJgERER /T EREEMZLILER - SR Lo BB HithE=EEEs
£, TEELEREL - BRMHE 'mH. EE8E  mZER ) RUBE
2RNENEENNSNETSHG MNE - REEREZEBEM - Sit

all
<
D
@
Td'sﬂ

Maze #HBE AR EPNIREIZABERE Maze FIEH  EREREHA
ELZENERY  AELXEXRRAZERHREZTEA '8F, -
EXREZDFEANSNEAESELZMERBREHE , HESRAEX
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T AEEEEHRIRE -
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RINEIAIBIE -
CBREBRFEREEME  AXIDERS
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M= ; ROJEEREME
L2 W RMANEZRE

I

1. https://twitter.com/inderbarara/status/1323249010749046788/photo/1

2.  https://siliconangle.com/2020/11/02/infamous-maze-ransomware-group-

announces-shutting/

3. https://techcrunch.com/2020/11/02/maze-ransomware-group-shutting-down/


https://twitter.com/inderbarara/status/1323249010749046788/photo/1
https://siliconangle.com/2020/11/02/infamous-maze-ransomware-group-announces-shutting/
https://siliconangle.com/2020/11/02/infamous-maze-ransomware-group-announces-shutting/
https://techcrunch.com/2020/11/02/maze-ransomware-group-shutting-down/
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Apple 2S]HAT#E L macOS Big Sur
TWCERT/CC 11.0.1 - _D:-ﬁﬁf’;igT 60 ﬂﬂgg‘-‘t;ﬁi

LSRR 7 | 5o R A E R R AR

60 EE LKA

RIRWEBZH -

Apple AT HATHE H macOS Big Sur S —EF 4R AR 11.0.1 - —OFE
BrEE0EELRE , EhALREICARESARREREZA -

RSHE 11 A 12 HERELA macOS 11.0 Big Sur - RR#ELHEH 2% R0
TIEE T/ NFERMR - R BR—EEEZAARABHNERIN  REENZEANS
%3Z 60 AEZ RBIER -

BEIENE EEMBIBHNETREY A EREEFEFA
#tH) CVE-2020-27930 - SERIC&AEBRRZIEEARNREFER ; ZEEILUERY
BNFREER  SIBAAEREE  EMABEERERERNTERRE
I - ERBEIN AL SHEEE -

£ macOS Big Sur 11.0.1 F{E# - JsEBE R REEERNTERRENELN
HithEZRE - BEE CVE-2020-27910 + CVE-2020-27916 * CVE-2020-
10017 * CVE-2020-9949 * CVE-2020-9883 * CVE-2020-9999 * CVE-2020-9965
% . —HAESE 21 {8 RCE RBEHEEEHE -

B4 Mac EFE & 5 F 4 E macOS Big Sur FUZ M Mac BISFEE - BE
RBEBLRREH  BERNFERREMNEZHRNA macOS 11.0.1 - DIREE
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RIRENRELRERENERNER -

o ERIIR :
1. https://support.apple.com/en-us/HT211931

2. https://www.securityweek.com/macos-big-sur-1101-patches-60-vulnerabilities

3. https://www.securityweek.com/apple-patches-three-actively-exploited-

vulnerabilities


https://support.apple.com/en-us/HT211931
https://www.securityweek.com/macos-big-sur-1101-patches-60-vulnerabilities
https://www.securityweek.com/apple-patches-three-actively-exploited-vulnerabilities
https://www.securityweek.com/apple-patches-three-actively-exploited-vulnerabilities

BEERARGHREREHEP L
m Taiwan Computer Emergency Response Team / Coordination Center

2.5 ~ RIZRSmIA &R

2.5.1 ~ Oracle WebLogic fafiz@EiRE - EEREERAXREBRSER

824 7F Oracle WebLogic fal R 28 £

MEEiRmiAE CVE-2020-14882 - it

»

weeriece R B

Oracle WebLogic fAIREBERR > RN ) R VNIt -4

RELEERRBERAREER -

EERREEARIESEER

EWEEE -

CVE-2020-14882 2=/ Oracle Fusion Middleware &~ Oracle WebLogic
fAikRzrEH aRANBREEZ D - AEARLERENZEE @ MHGEN
HTTP Get i53Kf6< - BSESAIMRFZEHIER ; BE CVSS BREENTS
EFEO T w987 -

#24 Oracle ©RTHEHRLEZE®MEDN - R 7 I—RE - BI)AF
% Oracle WebLogic @fRas @ REH ; EXEXFIEHRZIFFZH BRI B IER
BNNEERE) - EEEARZIRERE - A Cobalt Strike S1ERZAHR LR
ANMMEENZRARTIER - HET I —RENIEZE -

BEZEREL - MMERRITHET 66% WEIERE - RARHBAEE
AN BHEARZETR - mELL Cobalt Strike TERFENNE ; MR

& CVE-2020-14882 jmifd 25 - BiRE M ERIRKE S —E7FR Oracle
WebLogic falfii &3l CVE-2020-14750 ; &1 iR Bk T AE AR AS IR A K
BE IS AMRSEZEHER -
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Oracle ERTHEHRLEMERDNEFNEMIET - EEELEERE

RZEF (CISA) thiRZIZUE Oracle WebLogic EREEHNEIRE - BERE
iEmEmERE - MIREEHEENEBNEL E K

® CVE #5% : CVE-2020-14882

o = ZEZEM/MRA : Oracle WebLogic Server 10.3.6.0.0 ~ 12.1.3.0.0 ~ 12.2.1.3.0 *
12.2.1.4.0 -~ 14.1.1.0

o MRFEE: BREMISWIREY LZEEZEMEL

a

o ERIR :
1. https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-14882

2.  https://www.bleepingcomputer.com/news/security/critical-bug-actively-used-to-

deploy-cobalt-strike-on-oracle-servers/

3. https://www.bleepingcomputer.com/news/security/critical-oracle-weblogic-flaw-

actively-targeted-in-attacks/

4.  https://www.oracle.com/security-alerts/cpuoct2020.html


https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-14882
https://www.bleepingcomputer.com/news/security/critical-bug-actively-used-to-deploy-cobalt-strike-on-oracle-servers/
https://www.bleepingcomputer.com/news/security/critical-bug-actively-used-to-deploy-cobalt-strike-on-oracle-servers/
https://www.bleepingcomputer.com/news/security/critical-oracle-weblogic-flaw-actively-targeted-in-attacks/
https://www.bleepingcomputer.com/news/security/critical-oracle-weblogic-flaw-actively-targeted-in-attacks/
https://www.oracle.com/security-alerts/cpuoct2020.html
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2.5.2 ~ VMware 85 Workspace One BB E 0-day EZR®E

VMware {88
Workspace One BJi&E
O-day B&iRmHE > TR

BERPITERRERE

TweeRTce VMware &2 Workspace One BYEE

0-day BEZimilE - IALUEIRHTER

IS -

E B M AR VMware 1 H3RE LB - FHHE N VMware Workspace
One WELIRAE - FHEREMN 0-day ELRE - OJREERBRERLUEA T
R - EMERNITERZEE -

= ERIBAY CVE #4R5%E%4 CVE-2020-4006 - & —TEIES/EAER - &R
VMware Workspace One FIFLE Windows B2 Linux b4 ; 12 & R EREHEE
BEERE - WHETBEBEEIRE 8443 B4R - BIuMIAZIRNEREESHH
TEEREIS -

S HZORE R 289 VMware Workspace One iR - 813 VMware
Workspace One Access Linux A 20.10 £2 20.01 -~ VMware Identity Manager
Linux k& 3.3.1 2 3.3.3 * VMware Identity Manager Connector Linux ki 3.3.1 B3
3.3.2 * VMware ldentity Manager Connector Windows fk 3.3.1 £ 3.3.3 -

SRR/ CVSS BRREEMNISEIL D (mnB 107 ) ; BA
VMware IR KB RERS R - SRABIURINENRAAEEES - o] DUKIRE
REORTTRRHENDER - EHENAKREEIRRERT ;, BUREZEEFZA
AAE - RIMBREHRIEA BEE L -
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® CVE #w5% : CVE-2020-4006
o XEEM/IMRK :

VMware Workspace One Access Linux AR 20.10 £2 20.01

VMware Identity Manager Linux ik 3.3.1 £ 3.3.3

VMware ldentity Manager Connector Linux fik 3.3.1 2 3.3.2

VMware ldentity Manager Connector Windows ki 3.3.1 2 3.3.3
o MRAE  KRARRLSREHNTREE

o FRIKIR :
1. https://www.vmware.com/security/advisories/VMSA-2020-0027.html

2. https://kb.vmware.com/s/article/81731

3. https://www.bleepingcomputer.com/news/security/vmware-discloses-critical-zero-

day-vulnerability-in-workspace-one/


https://www.vmware.com/security/advisories/VMSA-2020-0027.html
https://kb.vmware.com/s/article/81731
https://www.bleepingcomputer.com/news/security/vmware-discloses-critical-zero-day-vulnerability-in-workspace-one/
https://www.bleepingcomputer.com/news/security/vmware-discloses-critical-zero-day-vulnerability-in-workspace-one/
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2.5.3 * WordPress R E 4 Ultimate Member R EE LR E

TWCERT/CC

WordPress I8 E S

Ultimate Member

RMBREEZRR

BEZhEME Wordfence HEISRARRS @ L —(EAREAZERN
WordPress 87T E 4 Ultimate Members ZFE—EREEZ RN - O EXZEE
RABEMITHEIR - 1 HZEH WordPress #8512 5|4 -

Ultimate Members & 325815 WordPress F B E#EREBNEBEREN - &
RREBE+ERLE ; Wordfence WELZEXK - %38 Ultimate Member f£/&
BEREAMRENEARD  REEULIEBAEEEMAF metadata K7
R EEMIRSEROEIR - EMESNERARERES D - EITHARER
RERVIRIE -

EERBERIS#E CVE 4R5: - BHE CVSS BREE TS ERD 7
FRARSERSTE 2.1.11 2RI ( & 2.1.11 ) B9 Ultimate Member &5 It —JmiE -

Wordfence 7% 10 A 23 Hi#B3R Ultimate Member IS8 E - WFHEHEL(E
IERRAE - RERARLIE—RE ; FiATEHE WordPress 2#4ERZ %A Ultimate
Member IEBAREWHWAFE - 9B UEIEHRE 2.1.12 BERERSE - DREERES
AR LE R 2 B I B R R Bz -
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o S EEMR/RA : Ultimate Member 2.1.11 EAFF B EE IR
o FERFZE : F4ZE Ultimate Member 2.1.12 EAE & & hR 2N

o ERIKIR :
1. https://www.wordfence.com/blog/2020/11/critical-privilege-escalation-

vulnerabilities-affect-100k-sites-using-ultimate-member-plugin/

2. https://www.bleepingcomputer.com/news/security/wordpress-plugin-bugs-can-let-

attackers-hijack-up-to-100k-sites/


https://www.wordfence.com/blog/2020/11/critical-privilege-escalation-vulnerabilities-affect-100k-sites-using-ultimate-member-plugin/
https://www.wordfence.com/blog/2020/11/critical-privilege-escalation-vulnerabilities-affect-100k-sites-using-ultimate-member-plugin/
https://www.bleepingcomputer.com/news/security/wordpress-plugin-bugs-can-let-attackers-hijack-up-to-100k-sites/
https://www.bleepingcomputer.com/news/security/wordpress-plugin-bugs-can-let-attackers-hijack-up-to-100k-sites/
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2.5.4 ~ WordPress €T E 4 wp-file-manager i@ - BARERRRZERE

TWERRREC WordPress &4 {EFHBY1E 2

-Bﬂ

35

SIS B 2R E M wp-file-manager - H

wp-file-manager o .
a0 EARERER AERNE—EmEELRE - O
HAESSE

REEREREAUERNTESRE

VS -

ZRECBREERMUAREEHNE - FHILEFTENR WordPress
EEE  EERENMMUERELRIFE -

Z BR8£I The File Manager BRI2HE % FEFRHN
connetor.mininal.php MG F - EEREXB I EREERENBE FEE - B
FEERI TN -EEEREZET WordPress @R:S - BiFHTEERERE -

& & E AR 5% 4 CVE-2020-25213 - H CVSS BB N S&E 9.8 71
BELXERIEL  ZREE)\BERRERIRZEERRZE WordPress &l
7 TE/\BARE—FB sSXENFNHEREES 15,000 K -

ZAE I TRIE /Y wp-file-manager IR A7 B4

1. File Manager Plugin for WordPress 6.0 £ 6.8

2. File Manager Pro Plugin for WordPress 7.6 £ 7.8

The File Manager #2 T~ &R E#838 600,000 X - HFEEER N BYIREH
FRRAEREE N - #R Y EEERERE - 213 The File Manager FBF19/E
ERTNHBHMERTRA (BEIAE 69 MR ) - UBEILREERNELE
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AN

oo o
AN

CVE #®3% : CVE-2020-25213
s Em/hRZK : File Manger 6.0~6.8 ~ File Manager Pro 7.6~7.8
R ER . R ESIARAR

BERIZGR
1. https://securitynews.sonicwall.com/xmlpost/cve-2020-25213-wordpress-plugin-

wp-file-manager-actively-being-exploited-in-the-wild/

2. https://medium.com/bugbountywriteup/exploiting-cve-2020-25213-wp-file-
manager-wordpress-plugin-6-9-3f79241f0cd8

3. https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-25213

4.  https://nvd.nist.gov/vuln/detail/CVE-2020-25213


https://securitynews.sonicwall.com/xmlpost/cve-2020-25213-wordpress-plugin-wp-file-manager-actively-being-exploited-in-the-wild/
https://securitynews.sonicwall.com/xmlpost/cve-2020-25213-wordpress-plugin-wp-file-manager-actively-being-exploited-in-the-wild/
https://medium.com/bugbountywriteup/exploiting-cve-2020-25213-wp-file-manager-wordpress-plugin-6-9-3f79241f0cd8
https://medium.com/bugbountywriteup/exploiting-cve-2020-25213-wp-file-manager-wordpress-plugin-6-9-3f79241f0cd8
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-25213
https://nvd.nist.gov/vuln/detail/CVE-2020-25213
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Apple 1t 11 A 5 HEERERSFMhRA

B9 i0S - iPad OS 14.2 B watch OS 7.1 -

o RBITHORIETIRE RS RIE BN - B

R T = EREEERRATER

Apple 23R i0S. iPad 0S 142 £
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® CVE#R3% : CVE-2020-27930 * CVE-2020-27932 ~ CVE-2020-27950
o SEEM/MRZ : iPhone 5s EAEAEMZS  iPod Touch B/ CEASE+C ~ iPad

Air ~ iPad mini 2 EAZZE IR A -~ Apple Watch FTBRRK -
o MRAFE . EFRAZNEIEEHMINGE  EMERTMIREAIEERS -

o ERIIR :
1. https://support.apple.com/en-us/HT201222

2. https://support.apple.com/en-us/HT211929

3. https://thehackernews.com/2020/11/update-your-ios-devices-now-3-actively.html
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https://support.apple.com/en-us/HT211929
https://thehackernews.com/2020/11/update-your-ios-devices-now-3-actively.html
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RERE  REEE -

® CVE #®35E : CVE-2020-3419
o FEEM/INRAK : Cisco Webex EIfARTE ( 2020.11.17 A1 )
o RAFE: ElnfAREBCEHN - AEREFEHRIUEI1TE

o HRIKIR :
1. https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-

webex-auth-token-3vg57A5r

2. https://securityintelligence.com/posts/ibm-works-with-cisco-exorcise-ghosts-

webex-meetings/

3. https://threatpost.com/cisco-webex-flaw-snooping/161355/


https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-webex-auth-token-3vg57A5r
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-webex-auth-token-3vg57A5r
https://securityintelligence.com/posts/ibm-works-with-cisco-exorcise-ghosts-webex-meetings/
https://securityintelligence.com/posts/ibm-works-with-cisco-exorcise-ghosts-webex-meetings/
https://threatpost.com/cisco-webex-flaw-snooping/161355/
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Raspberry Pi i 2Bl - — B4R - —& CAN Shield EEH - DIK—5E
T ; =EBINEEHAZ] 200 Z=7T -

Tesla RS E\BEEMFTABEBRE - SRHAR Tesla ELEE 2020.48 &
BEERERE  BEEXEESRIEMMELEAREEEE T ( Over-the-air ) RFER
FMERTRA DB ANBIGREOEBEERES -

® SEER/IRZA : Tesla Model X B2 hRZN 2020.48 7 Bl AR
® FRRTTE : B ZE Tesla Model X EREERR AN 2020.48 EA1E 48 fR AN

o ERIR :
1. https://lwww.securityweek.com/researchers-show-tesla-model-x-can-be-stolen-

minutes

2. https://www.wired.com/story/tesla-model-x-hack-bluetooth/


https://www.securityweek.com/researchers-show-tesla-model-x-can-be-stolen-minutes
https://www.securityweek.com/researchers-show-tesla-model-x-can-be-stolen-minutes
https://www.wired.com/story/tesla-model-x-hack-bluetooth/
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B1TEA - SEERAEEHEEEZ 7RO
(Taiwan Computer Emergency Response Team / Coordination Center)

HFHIHES - 2020 12 H 10 H

#miE . MEB ~ JIZCHE - B

ARF5EE5E : 0800-885-066

& H 4 : tweert@cert.org.tw

B4 : https://twcert.org.tw/

EEFB ¢ http://tweert.pixnet.net/blog

Facebook f#4ZE & : https://www.facebook.com/twcertcc/
Instagram : https://www.instagram.com/twcertcc/

Twitter : @ TWCERTCC




