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o ERIKIR :
1. TIranian APT Makes a Comeback with“Thunder and Lightning”Backdoor and
Espionage Combo

2. Iran using Dutch data center for espionage: report

3. Iranian APT campaign hosted in Dutch data centers


https://download.bitdefender.com/resources/files/News/CaseStudies/study/393/Bitdefender-Whitepaper-Iranian-APT-Makes-a-Comeback-with-Thunder-and-Lightning-Backdoor-and-Espionage-Combo.pdf
https://download.bitdefender.com/resources/files/News/CaseStudies/study/393/Bitdefender-Whitepaper-Iranian-APT-Makes-a-Comeback-with-Thunder-and-Lightning-Backdoor-and-Espionage-Combo.pdf
https://nltimes.nl/2021/02/18/iran-using-dutch-data-center-espionage-report
https://www.datacenterdynamics.com/en/news/iranian-apt-campaign-hosted-dutch-data-centers/

Q 8 BT B WA B R )

m Taiwan Computer Emergency Response Team / Coordination Center
&=r = — = -~
28 BLR/IAE

M RER1T 2B AR

IR E R1T 2 ek 2V R EEBR

TWCERT/CC

ARRRABERTEEFREM  FRERRESRRTIHREY
SEEREN  BESRUABETEPREANRSREER  ENASE
HEEER -

3

AEER S RIA BB IRITIRAER - MEMAFIRRSFIER - HENRE
HRER - FEPRMEELS  BIRTEFPRRBIESHRE - &RWEIERSTAH
B SEHTENER—Y ZEREL - THEWRIRZFEERER - T8
EEAERMRRE - FILSHRE RO ABFEZHEL - AR AR
IRTTEARRBHARZEEENE - FREABUEIER - LR LER

o HHBIREESRFIAW T ¢



BEERARGCHEIEERRA DL
m Taiwan Computer Emergency Response Team / Coordination Center

(=)

AEEREERERTRERBENREHAGN - WHHFARTHLUE

M ZBEALFEERREBEGRINZ—REFEE "a,  JHBTELUZFE - 5EF
AAHLFREE 3T T xxxxxbaank.com s -~ " xxxxxbonk.com , ZE4% - BHRITAAU
MR EEL) -

(D) BARTHEEFPHMEMUES  BEPRARBEHRNSDEF
it - BEPHBENURAENMIREH - FNEFIRREBSEZE

(=)

AEEREEBEURTEPRIRREHBEERNE - 2RTZEHHEREIR

TETEIR - AREZPWRIEFREMNENR - TNZEHRE -

e EERIEN :
1. SHRITEEAZEEFHUEEGH AP ERIIETREERTRERES

AHBEER - WEWRRTRERZEGH RGN - BHEUEH RERELSE

RRFEAZERHAL - BEAZRIZEEZAL - DIBREAGEIRER G -

= ANEHMEORREL - oA EMAUEE R AET RN EE S - INoEEAIEH
Nkl EEESEAERRE - ol gEH IR A RIIRIEZ S EEEE AR

ARG - LG O B B {50 R & 0 80 SR AR G 2 FIU R -

EHERABEAAIL - App EA - BIERZEDHSAU EINARIRTIRIEER

WEER

MRBEMERE - BORFEZEAR - Al EHMBIRTERSERIABEE

HE 165 REFERA A EAR °

G IR O R84 - oJ & TWCERT/CC 7 Phishing Check #9848k 28 R 21T 48

#y - TWCERT/CC MR EZHmENy R AL NIRARE -

AEREBARBERTZORMEL - FEATHWREIG LA TS - B8



Q LEEI AR EMEEEHED D
m Taiwan Computer Emergency Response Team / Coordination Center
BIFR - WMIBVERZEERERAL - RAILEABENREZER N -

VURERE IMNE K 52 1 18 R RO EL IR

o FERIKIR :
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https://www.businessweekly.com.tw/focus/blog/3005557
https://www.businessweekly.com.tw/focus/blog/3005557
https://www.cardu.com.tw/news/detail.php?42629
https://udn.com/news/story/7239/5244618
https://www.ithome.com.tw/news/142711
https://www.ithome.com.tw/news/142711
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o EERIIMNELRBEN
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o ERINR:
1. CLAROTY BIANNUAL ICS RISK & VULNERABILITY REPORT: 2H 2020

2. Industrial Networks See Sharp Uptick in Hackable Security Holes

3. 2020 CWE Top 25 Most Dangerous Software Weaknesses

4, MITRE 27 2020 &G EiemEiE2a Top 25 B3R

5. 2020 & A OT @R YE : 35%RIES R E RIS RE S B ER RS


https://security.claroty.com/biannual-ics-risk-vulnerability-report-2H-2020
https://threatpost.com/industrial-networks-hackable-security-holes/163708/
https://cwe.mitre.org/top25/archive/2020/2020_cwe_top25.html
https://blog.billows.com.tw/?p=469
https://blog.billows.com.tw/?p=469
https://www.ithome.com.tw/news/142182
https://www.ithome.com.tw/news/142182
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o ERIIIR :
1. 2021 State of the Phish Report

2. Ransomware Demands Spike 320%, Payments Rise


https://www.proofpoint.com/us/resources/threat-reports/state-of-phish
https://threatpost.com/ransomware-demands-spike-payments-rise/163744/
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o FRINR :
1. BITCOINS, BLOCKCHAINS, AND BOTNETS

2. The bitcoin blockchain is helping keep a botnet from being taken down


https://blogs.akamai.com/sitr/2021/02/bitcoins-blockchains-and-botnets.html
https://arstechnica.com/information-technology/2021/02/crooks-use-the-bitcoin-blockchain-to-protect-their-botnets-from-takedown/
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WEHR FEBOBENRKEBEF L - BREBFE WIi-Fi Z4R - HEHW
BEPEANE - EREAREWMZER 27 - WBEENBRNEERZO
ABIHHBERFELRF (BB E Linux ) NSSREENINE ( BIMNREFA#REK
WITEEREDS ) EEREREN I RAREEPUSHERNES -

o FRIKIR :
1. Cybersecurity Risks of Connected Cars

2. Cybersecurity for Connected Cars Exploring Risks in 5G, Cloud, and Other
Connected Technologies


https://www.trendmicro.com/vinfo/us/security/news/internet-of-things/in-transit-interconnected-at-risk-cybersecurity-risks-of-connected-cars
https://documents.trendmicro.com/assets/white_papers/wp-cybersecurity-for-connected-cars-exploring-risks-in-5g-cloud-and-other-connected-technologies.pdf
https://documents.trendmicro.com/assets/white_papers/wp-cybersecurity-for-connected-cars-exploring-risks-in-5g-cloud-and-other-connected-technologies.pdf
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TeamViewer AR S EREEEH -

o ERIIR :
1. FBI Called In After Hacker Tries To Poison Tampa-Area City's Water With Lye

2. A hacker broke into a Florida town’s water supply and tried to poison it with lye,

police said
3. Hacker modified drinking water chemical levels in a US city
4.  Following Oldsmar attack, FBI warns about using TeamViewer and Windows 7

5. Cybersecurity Advisory for Public Water Suppliers
6. Windows 7 ~ TeamViewer ~ HFZEHE 2B AL ZGRIE - SR ERDF

KRB B2


https://www.npr.org/2021/02/09/965791252/fbi-called-in-after-hacker-tries-to-poison-tampa-area-citys-water-with-lye
https://www.washingtonpost.com/nation/2021/02/09/oldsmar-water-supply-hack-florida/?outputType=amp
https://www.washingtonpost.com/nation/2021/02/09/oldsmar-water-supply-hack-florida/?outputType=amp
https://www.zdnet.com/article/hacker-modified-drinking-water-chemical-levels-in-a-us-city/
https://www.zdnet.com/article/following-oldsmar-attack-fbi-warns-about-using-teamviewer-and-windows-7/
https://www.mass.gov/service-details/cybersecurity-advisory-for-public-water-suppliers
https://www.ithome.com.tw/news/142729
https://www.ithome.com.tw/news/142729
https://www.ithome.com.tw/news/142729

SEEREREHREEERRE DL

Taiwan Computer Emergency Response Team / Coordination Center

3.3.2 ~ EBIERIAMNEA 140 BRFEEREE - AETEMUBRMEKTE

EEIFERWEMT 140 BRKREE

TWCERT/CC

S S B UA NI
140 BRSEME  powpmme . TR REEE

B FEBEHEN
h AL T
WmESEF -

EE (FRERS) R ZEEEENEEIT 140 BRLEEMNE
AEBER - ARZNE A ERNREEY - TR REEEBN
8 -

MEE - BARZINEFTEMER

FEHEIAMEFTR Pat McCarthy 151 - ZEBEUBMEBARSERLN
Accellion AR¥% - IRETE (2020) 12 HEBRIBZA - EHZEMZEFE Accellion
BIEBPAEEBAAERTHEE -

Pat McCarthy &t - EEHHBINHNER D - BFELEEN T ELE R
BT RIARRAERN - ZERWEMNEST P I ZTIAIREELEER - ZERB/EHEZ
MWZEZ 2B ( Employment Security Department ) SZ /N EETTHIRER
BFFRRETHRE  fRELHATANERTEREERE -
2 e

=’2

Zigd - EEWBHEAEN  SEEENAIEZ=HEE/ME
all - ROIBEBEIAB A TR E—PrIGERTE - R AEHEMNE
BREZBRFANGER - NSETERER -



Q LB AREREEEHED
m Taiwan Computer Emergency Response Team / Coordination Center
ERRIBMBETEIFIEL - ERERBHER - TBHE2020F1H1H
FiaZE) 2020 £ 12 B 10 HZERRERTPHER - —HBE 160 B=
BREARCER - BRBBABNS 147 BA -
ERENBHEET - DEENNER T EREEF RS RS
NEARE  ZERIRTNBE T MR -
BRFIRIERIME Accellion fEH - ERWKEBRIEEE FTA ZRE&
RE_TZIHFENEEER ; HREERFTHLAERESERRENOEE
. Z B RENBEPEFELLEMFTA -

o FRIKIR :
1.  About the Accellion data security breach

2. Banking, social security info of more than 1.4 million people exposed in hack

involving Washington state auditor


https://sao.wa.gov/breach2021/
https://www.seattletimes.com/seattle-news/politics/personal-data-of-1-6-million-washington-unemployment-claimants-exposed-in-hack-of-state-auditor/
https://www.seattletimes.com/seattle-news/politics/personal-data-of-1-6-million-washington-unemployment-claimants-exposed-in-hack-of-state-auditor/
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EREINAEET - BEfbRBRKE  XHIFESS -

o ERIIR :
1. UScities disclose data breaches after vendor's ransomware attack

2. Data breach warning after California DMV contractor hit by file-stealing

ransomware


https://www.bleepingcomputer.com/news/security/us-cities-disclose-data-breaches-after-vendors-ransomware-attack/
https://techcrunch.com/2021/02/18/california-motor-vehicles-afts-ransomware/
https://techcrunch.com/2021/02/18/california-motor-vehicles-afts-ransomware/
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334 - EFMMABESEN A S E#MENE

EAMXEZEENLE - ARERKE
FIRARFENESBEINE - FREXAER

%_ TWCERT/CC r‘ *u i . EE- gn ;E = iu ISZ % gz

ERAMZX =S ]/A5) Copel A Electrobras - 12K [E & 2| R RAIRAY
EHREINEE - FT=E Electrobras [ MM EE1ZBEEEER - MUKEAEZEHELRE
T ARSRWETEE -

EMZXENATEE L EMEIPERE  KETHRAEEMRAD
WD RAEHENE - BRERRETRERERNENAR - LRRRE
HEBRHELRS: -

1% Electrobras {5t - Z AT PMBNMEEZEEER - HEERAERE
B BRI ZYMERIELZRERE - AT EHEIMND Internet 1HE R
BR - ARZATRARTHEENREBE A RE L R , TRIESKIETT
FPARZIEAEE -

Copel A Electrobras £ E 2|2 #E - MEENUIIREE ¥ BB RAE 245

B¥i WHURRHEE , AREMRX AT ERNEZERD - WAREH
BRI RNEBNAGER - A ARESEEERIBEIFEE -
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A8 - —{E# A "Darkside s WENERZIEHEEE - DEEHERMMF
FiEHE 1,000GB #8HVH Copel FUER - NEERAZ AT ER KRBT
FRBRER - LAz TSR EEEARENHEIES

I:I

Darkside 1 E# 1 fIEV1S Copel REBAEE Active Directory &R} BRI
B B AEEMNEBERRE — S A ARHEHER NGRS -

\{

Elecrtrobras @2 {EH1 ] E=MMRIER AE AT - M Copel HIZEF
FEEAE Parand X AMNE AT -

o FRINR :
1. COMUNICADO AO MERCADO

2. Eletrobras, Copel energy companies hit by ransomware attacks

3. Brazil's Eletrobras says nuclear unit hit with cyberattack


https://eletrobras.com/pt/ri/ComunidadoseFatos/Comunicado%20ao%20Mercado%20-%2003.02.21%20-%20Eletronuclear.pdf
https://www.bleepingcomputer.com/news/security/eletrobras-copel-energy-companies-hit-by-ransomware-attacks/
https://www.reuters.com/article/us-eletrobras-cyber/brazils-eletrobras-says-nuclear-unit-hit-with-cyberattack-idUSKBN2A41JN
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34~ HBRIEERIAN

3.4.1 ~ HFE A E 318 Clubhouse {3 Agora 1 (A9 = &l 3511l

ITEAZRPIRVEE F 4L 3CERAS Clubhouse -
.
L BB AHAREMEASHIR H

¥ T AB '
NSl i muemmn o EREE Agora

Agora RS AL

SIREBIREMINERRERE

MEATE R KRB AL VRE S fL R8BS Clubhouse - B 3EEI L FHk KB
EERIETE ( Stanford Internet Observatory - SIO ) W AERE -
Clubhouse 2 A& IRAINEHLE - JRE P BIZEEZ R (Agora) iR RN EF
fle - I HAHEEIXZERNZEER R (Metadata) & B BUFELS -

MEABZBHNDERMINTERMN - 2V —EEAPIIRNIIKXEE
B Metadata - & # EX 2100 _L/B42ERY Agora fElARES - SIO WS &R
AR - Clubhouse FAFRIfEAZE ID ~ WIK= ID AN FHRUETEE -
TWARETINE - RNEAA#RNE = HE#EFIELER - FIt Agora t
AU AN FIAPESNIRGETER -

AV PRI AL - BRI Agora RIfEfkReEs 29 -

BESX Agora SRPRRR Y B ERE MBI EEFPWEZIN - AEEFIRAPH
A= B A Metadata - 1B Agora BATEIIERASE - XEIPENERWEE
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ENBERBHENIRHERLAEUS - M Clubhouse RIREFAEBER P -

Clubhouse R EREEHLZZRAENEN - FRELHEAPNENER - B
Rt E R EFRERIE -

o ERIKIR :
1. Clubhouse in China: Is the data safe?

2. Privacy Policy

3. Stanford Internet Observatory(TWITTER)

4. Clubhouse #/z8 EEF Agora % 1if - BEIBEEHABLERE

5. SEFRHEHIFFE A ESRER Clubhouse FRFAFEIFE = = Agora - B R =T ERIALE

o fa) AR &%
6. ZFEEEZ ! Clubhouse EGR : HF BB DIREE(EZIFE

7. BEZ . 1A BT Clubhouse 3= ZE/)\viy


https://cyber.fsi.stanford.edu/io/news/clubhouse-china
https://www.notion.so/Privacy-Policy-cd4b415950204a46819478b31f6ce14f
https://twitter.com/stanfordio/status/1360423164338008067?s=20
https://technews.tw/2021/02/17/clubhouse-says-it-will-improve-security-after-researchers-raise-china-spying-concerns/
https://technews.tw/2021/02/17/clubhouse-says-it-will-improve-security-after-researchers-raise-china-spying-concerns/
https://www.ithome.com.tw/news/142745
https://www.ithome.com.tw/news/142745
https://buzzorange.com/techorange/2021/02/17/clubhouse-data-transfer-to-china/
https://www.cna.com.tw/news/acn/202102210114.aspx
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342 ZEIAMILE APT BEMABTESEHF NG BEREBRNINZEBNEE

EHEZHBEEMNHR A AMILEE
TWCERT/CC
EBAILEE AT BB

HEFEEL UM

A5 S BRAS A EY N TEFE - MRBEMNNEEEIR
MEZEBNBE .

APT B2ZE5E . LIEMLEBEAH

ZEE - FREE AR FRIFHERIM

1= l‘,ﬁg

23

o

ZEIFER ( Federal Bereau of Investigation, FBI ) ~ AL E2E
HIRR <2 2B ( Cybersecurity & Infrastructure Security Agency, CISA ) &
FTEBLWMEAEBN - UREBMEE - HRlMSHERELRE - Ahite=E
APT 5%1= B %2 Lazarus ( X% Hidden Cobra ) - #BEUE A S EIFARNMNER

A
y
e

2 CISA #RNELERBMIEL - Lazarus BREEBHNKE - ZHAHE
AR FaEm (8 MRIBSEFE  FEEEREE FNHZERESH

BB ZEFe Appledeus °

AppleJeus R R EIRAIFE 2 2018 &£ - HERR - Lazarus —FHRRZS

—EEERGZEENEBEEBRI SIS - FEFZEE Appleleus ZRFEEN
MEBEE RN BF ZREAIFNAMHYE 98 - #RTES
AAZER T - AP NE Appledeus -

CISA 8% 7 TRABRRZE Appledeus RUBEEIE DTS - BIFETHE
IR DT ~ BEZEHRES - CISA EEIEY - BRAIEEBUFIEEZETE
SR HZINNBEBLRHMNE - FRIZHE R - SO RAEMITER
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WETTE -

WEMER - AT (2020) —F 2% - BE2FIRY AppleJeus WETTE) -
REDBEENEIR=TEREH

FIBAM - <ESAS AR ENES =R J8A Lazarus 2215 E
HBEBNIEREAL  FREVNREZHEBNEE 13 BE=THNERE
HREBRBZEREIRTT - REESR - NEEBEFXSEE -

o ERIR :
1. Appleleus: Analysis of North Korea’s Cryptocurrency Malware
2. MAR-10322463-3.v1 - AppleJeus: Union Crypto

3. US shares info on North Korean malware used to steal cryptocurrency

4. US indicts North Korean hackers for stealing $1.3 billion


https://us-cert.cisa.gov/ncas/alerts/aa21-048a
https://us-cert.cisa.gov/ncas/analysis-reports/ar21-048c
https://www.bleepingcomputer.com/news/security/us-shares-info-on-north-korean-malware-used-to-steal-cryptocurrency/
https://www.bleepingcomputer.com/news/security/us-indicts-north-korean-hackers-for-stealing-13-billion/
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35 TEIREEZHAR

351 ZEIEEFREE APT RIRERZRZA

EZMEEL - B APT %iZEER

SEEEREE "
SARE B 2020 ARkt S EERNRIE

B e FEHE ISP HFME - MAIBHRA

EE -

s EL M Clearsky - HRISS R SIEL - — (B APT BZxIZE 32
P22 EN |, ( Lebanese Cedar) @ B 2020 ¥ G ¥ Z AR XK E
E¥EEH ISP #HKE  FTEHNRABIVBEREMEEH -

1% Clearsky IR 515 - =% Lebanese Cedar B2 EH BN EEEEH
ISP - DfTEER « =E - YU&dl -~ mK - WEMHE - 2E® X9B -BE
SEMBE N A E RS ; B2 AR web server =838 250 & -

Clearsky &7~ - SLEEEHEEM ISP WEZEEN - SEETEPIEN
oi% ~ BTEEFE - oJEE19=2#& 2! Lebanese Cedar #HY -

Clearsky {51! - Lebanese Cedar WX EF T, - IKEN—EFEEBUN
FE RUBEB ERESHINANRERE LR TR LEE  SKE
FEREMRIEA Atlassian # Oracle AARsS - EEARAZEMR:S - I
BZ#—1& web shell UFHEFA -

5 L H AR E 7 Atlassian #1 Oracle fAlfizs - ZHFFALUN =@
SRREE - AmERAR
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® CVE-2019-3396 : 77/% Atlassian Confluence
® CVE-2019-11581 : 7=/% Atlassian Jira

® CVE-2012-3152 : 721X Oracle Fusion
ZREBELERIEARAE WNEBEEFSESTELSNASHEE  BAE

AR EPIBEEE Explosive ; BEE LS ERERESRERBNESESR
Clearsky #E# &S - 115)H T BAICAERBANSEEEEE6 ISP
7E .

o ERIKIR :
1. ‘Lebanese Cedar’ APT

2. Hezbollah's cyber unit hacked into telecoms and ISPs

3. Hezbollah hackers attack unpatched Atlassian servers at telcos, ISPs


https://www.clearskysec.com/cedar/
https://www.zdnet.com/article/hezbollahs-cyber-unit-hacked-into-telecoms-and-isps/
https://www.bleepingcomputer.com/news/security/hezbollah-hackers-attack-unpatched-atlassian-servers-at-telcos-isps/
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3.5.2 * THEBBTERAIEPFY Android app SHAREit FEA KR BENEZRE

— & M & REFEBR + E XAV EFT

DS EE Il Android app SHAREIt - IR EZ &
Android app SHAREit

| FRAREENEZRF
S uneA—EREERRE - B%R

 ACRBSEERSE -

—{& N HREHB A T {ERAYEAPT Android app SHAREIt - iHEZEX
B EREELRD  JEBREEEAPFHLLATERIREGE | (E
mnERRCBERA—ER  AERRZERREZEMHAERHR -

BEZMABRERXBROMFEHRSEL  BEEZRENAE - 2E
#ez app HREBABHEFIIRGEAE - ERRFEIUHLZE 7 SHAREIt
A Android =R P8 "REAKE , - #F SHAREit ITERREE - &
% SHAREit B local RIENRERANS - EEERPAHBZ N LERER
ERRE -

mEMIEL - S8 app BRNEREFEEEFRERNIRE - 1A50F
% - HIL0IEREM app AZFHEREZEMNER - E1EMIER - #REESIE
e

SHAREIt  Google Play Store -HHEXFAFEMNMNERZET - o:&
Android BF % RN EREEE  HENEHERPEESE
18 BA - IEMtAMBAZE - #3IREEREH Andoird app - E T EH %%
R TER -
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BERNMRERSPRE  ZATNELZEXRZRIDREE - E1zRlEE
FiE - BB -EAMNL  KERZEZERLCREMIBT -

IEEERER app WAFE - 2FEFER - LHATBKRER app - B
FFRENHELEBERDNTRE  BREER  UREESERERRHME
RS LNJEN

SHAREit 89 i0S AR RS = ARRIEIVBERE - B AFAERTR
A ; i0S hk SHAREIit RIRF - clIEEZ OVER -

H B2 BB ASF N R Smart Media4U Technology =R 2818
SHAREit PHEZRE - EZAFUAEBEREER app EMERFIR
x -

o ERIR :
1. SHAREit fixes security bugs in app with 1 billion downloads

2. SHAREIit Flaw Could Lead to Remote Code Execution

3. Security bugs left unpatched in Android app with one billion downloads


https://www.bleepingcomputer.com/news/security/shareit-fixes-security-bugs-in-app-with-1-billion-downloads/
https://www.trendmicro.com/en_us/research/21/b/shareit-flaw-could-lead-to-remote-code-execution.html
https://www.zdnet.com/article/security-bugs-left-unpatched-in-android-app-with-one-billion-downloads/
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3.5.3 * Apple 7 iOS EFith + 1%} iMessage & 5 {F T E2 /1N 3 B EL 4%

TWCERT/CC

Apple 7E i0S EFH

HE Mo ZRE | mmmmam Apple 1 E I H

iOS EEFfh « 1%t iMessage B9 "R iR

fEIREE , N3 1 FHEL&l -

Google fE FEZHIE X Project Zero FIBREZEZXK Samuel
GroR - HATERMAHMEIE L - 3R Apple IREBIELA i0S Bt - 15
HEtE iMessage fY " RIRIEINEE | ( zero-click attack ) HTIZZEPHE
&l - DIBRIE i0S £ E B P EFEH iMessage BN EF LA ER EFE -

R ED - Samuel GroR 247 7 Apple £ iOS FIBRIBHE#EHI ; #hE53IR
Apple KIEc4 % [ iMessage TEEIEHNERNZERIE @ BBEZE zero-
click REBF ZBLUEMEN—LFHEREE  FEHENERENF -

WEPE - BLE zero-click WE - BEBEGHNAHZIEEMCIEIZAR
MR NF - BEBASHMRENKE - 655 &ImMEE ASLR #Hl ~ 52
EIHMTEREN - REREVFERFE - 7 BB E AR REER
= I ARERFERE - PEEHUS R A EHIH#E -

Samuel GroR I HTIEL - TEE R I0S 14 WEFH T - Apple &8

iMessage Al 8 ERERBERIARENE - £ LERIVEEBELEERANWIE
PR EDMNLAST SR A58 - 15 zero-click WEERVEEE KIBIRTT -
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R i0S 14 &1 #f iMessage W B EIERIZNE - BB 7 —EE
4% "BlastDoor ; /DT - EERIZIEETE iMessage PAREEHER ;
HRMMN® 7 HHZRIGIREASFINNER - 590t ASLR HE D&
R BT AERAPE -

o HRIKIR :
1. Project Zero

2. Apple Adds 'BlastDoor' to Secure iPhones From Zero-Click Attacks


https://googleprojectzero.blogspot.com/2021/01/a-look-at-imessage-in-ios-14.html
https://www.securityweek.com/apple-adds-blastdoor-secure-iphones-zero-click-attacks
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EL B30 Rl (QNAP® Systems, Inc.) iR

TWCERT/CC

QNAP %75

y Surveillance Station

R Helg%sé Eaﬁiﬁl FA & IIBIE # Surveillance Station &

2 B 25 HEREmERWE - FUEHERE

Helpdesk ERIZIN - DUEIEITEARR253R

NLZEHEH -

STELR QNAP NAS 22t - FRERSRLEERBHEZEMEY -
= Z 83 Surveillance Station FEFRZT - F51kI8 QNAP ELiEIHR QSA-21-
07 NIRRT - HEEH Helpdesk FEFTET - FEMKER QNAP EL &
¥R QSA-20-08 AMAIBZIZFETT - BEHRE—DRIMZE - FEBE QNAP &
PR H4 QNAP -

RIB QNAP BEZ B3R QSA-21-07 A - EhR Surveillance Station 7%
B LR E & A (Stack Buffer Overflow) 5585 - HEWEEER - OI#RTE
SAETUEE - QNAP 2317 5.1.5.4.3 (B 64 fI7T%4) & 5.1.5.3.3 (EH
iR 32 fITc &%) ARAHY Surveillance Station 2RE¥S tE— 14 - MIRE
QNAP EZ i@ QSA-20-08 NE - EEMR Helpdesk F1E55%4 » IJEIEEH
15 QNAP EEZHI#E - QNAP BE21T 3.0.3 fk AR Helpdesk KFEE tE—55
-

PR EAEGE M R E @I M - QNAP IMEFAERIEFHA4AE
#0189 Surveillance Station A& - JKEEILSHIERNTE - [ -


https://www.qnap.com/zh-tw/security-advisory/qsa-21-07
https://www.qnap.com/zh-tw/security-advisory/qsa-21-07
https://www.qnap.com/zh-tw/security-advisory/qsa-20-08
https://www.qnap.com/zh-tw/security-advisory/qsa-20-08
https://www.qnap.com/zh-tw/security-advisory/qsa-20-08
https://www.qnap.com/zh-tw/security-advisory/qsa-20-08
https://service.qnap.com/zh-tw
https://service.qnap.com/zh-tw
https://service.qnap.com/zh-tw
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QNAP I RELHRIEASEMELME -

EiiAR © QNAP =2 #

o ERIKIR :
1. YIBIEE T Surveillance Station & Helpdesk - &R QNAP NAS Z£& &=
2. Stack Buffer Overflow in Surveillance Station

3. Multiple Vulnerabilities in Helpdesk

4. ONAP EERRTS


https://www.qnap.com/zh-tw/security-news/2021/%E7%AB%8B%E5%8D%B3%E6%9B%B4%E6%96%B0-surveillance-station-%E5%8F%8A-helpdesk%E7%A2%BA%E4%BF%9D-qnap-nas-%E5%AE%89%E5%85%A8%E7%84%A1%E8%99%9E
https://www.qnap.com/zh-tw/security-advisory/qsa-21-07
https://www.qnap.com/zh-tw/security-advisory/qsa-20-08
https://service.qnap.com/
https://service.qnap.com/
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3.6.2 ~ Fonix BB BEEEMFLLEF - R ARMEER

‘

| P
/ TNy
‘ TWCERT/CC

Fonix $hiEsrEE =7 —{E#E %A Fonix RUENREEREE - 4o H
f=IHEIE » FREAR
MEER SHOEEIEE  AEARBRE

ETMEHERRSH -

—{E# % Fonix MNENfEEES - ERENREEER - RIOTHE Twitter £3&
X - EMCEAFELEF  RESEHR A RRAERRETINEZ B EN
%51E ID % @fnx67482837 B9 Twitter 1R5% - 7% 1 B 29 HiEXEL @ B
O Fonix WEIKEEEY — ; ZBEBERRRERZICE BB IR ERAE
7 BELEENSELR - WHEBMA - EIRERLE Fonix A ETT
8 FARSELHREBRL MBI - HE7 Fonix WEBWIMNEMIERT L

R

4

A

B

EERBEXZELEAR - E—E Twitter 1E5E - X3FE 7RI ; £
X gt —{EELs - U NS —{@®& 4 " Fonix_dexrypter.rary REBAEE - B
L EHEIE A2 BleepingComputer 54 - EREER T A S50 B ER B NG
= [EBBZ Fonix ZIEERASEHRANEETHE -

BleepingCompueter {5t} - SFZHBEERERHIVEEEBNTE - 445

SZAE  DnREZEMESNER  RREEERENILURERES

\
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A BEETLE—RABGERE—EER  MERFRAEER  KSWE
2i7 , BEEZEXRE  HPE2MNER - BB ol LI E 7 ARZ Fonix

BleepingComputer £ ZE 9% - BRIt BEZEETERZET T RS
AHVAR - BELME Emsisoft STEMT T O] LIALTIARRI M Fonix N2 B

SEEENEETE -

o FRIKIR :
1. End of FonixCrypter Project

2. Fonix ransomware shuts down and releases master decryption key

3. Fonix ransomware shuts down and releases master decryption key


https://twitter.com/fnx67482837/status/1355249547824521216
https://www.bleepingcomputer.com/news/security/fonix-ransomware-shuts-down-and-releases-master-decryption-key/
https://www.emsisoft.com/ransomware-decryption-tools/
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3.6.3 * KIAKEXBE D AT BEERE

KINSEEERAF KIA REx=E%2 23 HAEZ

R IETEE

DoppelPaymer $1IEINE - B EZRIE

[BES%E 2,000 BE70 - EAKE

=7 - MEARBEHNER -
B2 B KIA AERINEEMMNEETHRZ=E KIA Y52 ( KIA Motors

America ) - HBETZZ! DoppelPaymer B2 RE SR HHNEBERNE  BREHE

WIEES%E 2,000 BT - EANEZT - iEZERARBFLNZENER -

N

A

KIA £E5 A SR ESMBIR R - MEAH%A TS EBMELEE R 5
SEfE ; BEYENREES - SEEFH app UVO Link - B &% - i
24 BEMB RS - MRS MEHEERUHEHERBBEBEOAL
RIS 2% -

EWREA S - —fIATE KIA REHERBEE - £8P
T METREFENFERE - 1 Twitter FEY - ORMBEHBHE0R
HENAAEEEESRMNE  AMBAEASEFE -

EZHEE BleepingComputer Ei8E%8 - U5 DoppelPaymer §%1= Elf2
Fi KIA BAEIRMCSENESBEEX - BPRH—ERZERENAL -
Tz B AAAENE FRIZSKIBRAEER 2 AN A T 404.5 FALEHEERI AR
T BRIRBINERRE AR -
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TE - BEEBREERRE KA SEEY - BRSETF2KENE
2 -

B KIARESHERKE - $RIEANER ; aBRPRELRKNEMR
FEAVERIARTS - R NZ AT EESEREEF  HEEENNAMERE
RHME - A8 KIABRPIEEZATRBEUEBERRELEBRE B

fi

o ERIKIR :
1. Kia Motors America suffers ransomware attack, $20 million ransom

2. Kia Motors Hit With $20M Ransomware Attack — Report


https://www.bleepingcomputer.com/news/security/kia-motors-america-suffers-ransomware-attack-20-million-ransom/
https://threatpost.com/kia-motors-ransomware-attack/164085/
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ol Al BRI EEREME CD
CD PROJEKT RED

B a5 e 75| 22 25 (gt
1558 B 5 1 PROJEKT RED HaI&E#EERIEN

BERHETR o ,
BEINEE . 32/~ 5] F 22002 while jE) B

HEAER EHIEME -

"ERFIE 20771 ( Cyberpunk 2077 ) EAEL{h 25 FRANF 15 BE ERAS AU R
S22 K CD PROJEKT RED - HAEIZRRELER - "onz =58 &E
MEBEE - 2 S MENSERERREREREENE -

CD PROJEKT RED # I EREE R - B35 238 S/ Cyberpunk
2077 ~ Witcher 3 ~ Gwent - UK EARE LR Witcher 3 2R ; 32 A 5IHY
TR~ FEF - Bah - B AE - REAFEGEREERE —GET

CD PROJEKT RED #EZ BRI KRN - NP EKHBAERLERESE
% WHELSKIEZBEUNNTARE  MEZATHUAZTRERREZEENE
B AZNEZEERTOMELE - B9 ZATRTENIETST= - BAILE
ERBHEERSENER -

CD PROJEKT RED EHAIERMIEX - R 7 BIEZATBENHIZE
ZBIEABIRIN - AL YR EEB FTHRMEHRETEX -

CD PROJEKT RED thi5tt - #RZ A S BRI ZNEIEREE R E
HhRATE  BZATEREIRETUREFEARBEREE -
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BELHEEE BleepingComputer DATHREIEL - & CD PROJEKT

RED WEEH  2H—EHES "HelloKitty y WE2EEREMS ; SERKEER
FRNEREHENES " HelloKitty

EZME Emisoft 15 - HelloKitty 322 E 221 2020 & 11 AFHEERE
2 BFANEBEAREEE , RIS ANREREREFBEEFERZAERRN CEMIG

o FRINR :
1. CDPROJEKT RED (TWITTER)

2. CD PROJEKT RED gaming studio hit by ransomware attack

3. HelloKitty ransomware behind CD Projekt Red cyberattack, data theft


https://twitter.com/CDPROJEKTRED/status/1359048125403590660
https://www.bleepingcomputer.com/news/security/cd-projekt-red-gaming-studio-hit-by-ransomware-attack/
https://www.bleepingcomputer.com/news/security/hellokitty-ransomware-behind-cd-projekt-red-cyberattack-data-theft/
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3.7 ~ IERSmIA &R

3.7.1 ~ VMware 1€ vCenter ERE - JEMZEZFHNITESIERT

VWware {81884 1E vCenter Y&
VMware {18 vCenter B& - e & " = —
ERA > TENEEER BiRE - ZzmHofeENZIRERE
HITEERERXE
PUIRAMNITHIR - EEEIRMITE
TWCERT/CC

2RI -

VWware HEISERELZBR - EmzATBE—ERLET vCenter
Server WEERE - %A 0 e ERZEERBURANTHER - E2ERHN
TESEE -

Z 8RR CVE #R5%% CVE-2021-21972 - B4 RLIES] VMware
vSphere EZEIRIER vCenter Server SN 2T ; B IR & D32 E R FEY
IR 443 - TET vCenter Server NERNZR A CRFTMAITER - WHMIT
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S EREN CVSS BRiEEMN T SEFE WD 10 7 9.8 1 -
VMware 8HHNELBHPBENRE - BR 7 LI CVE-2021-21972
BREREZIN - E1E CVE-2021-21973 ~ CVE-2021-21974 EEMRE ;
SR EWER - BR 7 _L#R vCenter Server RFIEmIN - EEHE VWware

ESXi £2 VMware Cloud Foundation & -

VMware Bt L 7 &1 ¥ B L RPN E #1752 ( workaround ) -
KEELEERNEBE  EBUBERESLERSER  UERT VWware #HEHI1ET
R BmEEE -

® CVE #3% : CVE-2021-21972

o S EEM/IRA : VMware vCenter 6.5 * 6.7 ~ 7.0 * CouldFoundation 3.x
4x ~ESXi65-6.7~70"

o MRFZE . EF VMware IREMWERERASE -

o ERINR:
1. VMSA-2021-0002

2. Critical VMware vCenter Server Flaw Can Expose Organizations to Remote
Attacks

3. More than 6,700 VMware servers exposed online and vulnerable to major new bug


https://www.vmware.com/security/advisories/VMSA-2021-0002.html
https://www.securityweek.com/critical-vmware-vcenter-server-flaw-can-expose-organizations-remote-attacks
https://www.securityweek.com/critical-vmware-vcenter-server-flaw-can-expose-organizations-remote-attacks
https://www.zdnet.com/article/more-than-6700-vmware-servers-exposed-online-and-vulnerable-to-major-new-bug/
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WordPress 4b #f 2 I NextGen

Gallery B IRMEIZERiRAE - (£

800,000 B WordPress {7 A EEZ

WordPress M IERBREEZ N o
B SRR GERE RERNZSENE  BEENFRAE

Hil PR AY E B

WordPress 9MNEET NextGen Gallery i IRMEEZRiE - DJEEES
41 800,000 f& WordPress It ZEERZREZHZENE  EXHNEARRKT
HIERNELRE R -

NetxGen Gallery 20 Z 27 WordPress F/RZ2 1L 5E a0IE 78 BN
23 - olEAIEREEARE LEMRREIHE WordPress #if - WHETER

MWERPWER -

B2 Wordfence JE MR AE - HEIEIR NextGen Gallery 78
MEEZRE ; EMEEL R O ERREXE "1BILFKIARE . ( cross-
site request forgery, CSRF ) WZ - 52{2 & o] ¥ A 35 M (&) E EU1S Ak 122
o E—THEMPILRESERE  AINESHEEQZRESR - JEAL
AR - ETHRIES -

BRIEETRBBEESH - CVSS HESIE 9.6 7 CVE-2020-35942
i - HREE AR NextGen Gallery FIZRIRESEREWZNHER ; B
REMUZFMALEEEHBRTEES  HREBLRHEREKR  EBLUFE
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S—EEREER "5.1 F4 - CVSS D&% 8.8 7Y CVE-2020-
35943 J®)E - BIRERIZEETE NextGen Gallery FEEIE AJAX BUBERE RIZHE
o RIEEREFERLEEE FE—(ARAREEINHN—REFE - A
oA REEER - EMEEE W E -

ZEmE TR E7ER NextGen Gallery 3.5.0 fRAN 2 A7 - BIEEEHLERY 3.5.0
b - BT HEMERBEBETHR ;| BL % NextGen Gallery #J WordPress
AL - HERERUVAEME&MMRA - DIREERKRENER

® CVE #R5% : CVE-2020-35942 « CVE-2020-35943
o S EEM/MZK : NextGen Gallery 3.5.0 FCAI A
o FRE : 15 NextGen Gallery A4k ZE 3.5.0 St B &R A

o ERIIR :
1. Severe Vulnerabilities Patched in NextGen Gallery Affect over 800,000 WordPress
Sites

2. Critical WordPress Plugin Flaw Allows Site Takeover

3. WordPress Gallery Plugin — NextGEN Gallery


https://www.wordfence.com/blog/2021/02/severe-vulnerabilities-patched-in-nextgen-gallery-affect-over-800000-wordpress-sites
https://www.wordfence.com/blog/2021/02/severe-vulnerabilities-patched-in-nextgen-gallery-affect-over-800000-wordpress-sites
https://threatpost.com/critical-wordpress-plugin-flaw-site-takeover/163734/
https://wordpress.org/plugins/nextgen-gallery/
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3.7.3 ~ SonicWall SMA 100 %35 0-day i@idl - B ERIREBARIEER

SonicWall £ZEH#Y SMA 100 Z%54E7E
Em - AZ—E 0-day i - ZE
EREERRERDISEENINE -

BEZME NCC Group JENHWELZEZXHAIIED - B SonicWall £E/H
SMA 100 25483EEm - AZW—IE 0-day @l - BREERRE XAEA
BENWE -

NCC Groups B/t Twitter EE8RERHE - EHZ AT SR EF]
FA SonicWall SMA 100 %51 0-day /BB ARELETE - FERFTREZ 0-
day /@B DTSR M4 SonicWall -

LR TEECEENELHERKITLEF ( Cybersecurty and
Infrastructure Security Agency ) tHEREEEHELIRE - IHHAEEEEME
BB - CISA TR B EERYIEAERBNAEEE -

SRUWEBSHRE®RN 1B 22 H - SonicWall 9N ARZ AT BRI
£ 2ot - ERERBRIBEERZ A TS EREEmAY 0-day
R MERNE ; FREI—RENEKE - RoJFEME SMA 100 25 - 8%
SMA 200 - SMA 210  SMA 400  SMA 410 ~ SAM 500V -

ZIH NCC Group E#EXFEH - Z28%&R 7 0-day SREKFE -
VIREEIRAREREITE - BIARATMAZHE ; Fa12 SonicWall EfEE
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R - APRETE L SMA 100 AR 10.x RUERSHNE i E m A =2 B E1E 0-day
VENE

SonicWall 15t + &2 A S IEfEfRMBEE &R hkENES - TRETE _H BN alE
t; RPOERERERDR SMA 100 23H#E - EHE MR EEEMREKRE
9.x hR - EIFFIREBAMNGERTEEA A IP 2R - WRAEERRE - BiF
SMA 100 ERBEXIEA - I HEAA— ¥ INELR - MBE RS ARE - 1
FEXIEIRLA -

o SZEEM/MRA : SonicWall SMA 100 %51 - B3E SMA 200 * SMA 210
SMA 400 * SMA 410 * SAM 500V -

o MRAE : BIFMEIRE 9.x - 15 Sonicwall LI REFNEEEBITHK - B
BEEBEYE A IP ERRF -

o ERIR :
1. Urgent Patch Available For SMA 100 Series 10.X Firmware Zero-Day
Vulnerability [Updated Feb. 3, 2 P.

2. Per the @SonicWall advisory

3. Zero-Day Vulnerability in SonicWall SMA 100 Series Version 10.x Products


https://www.sonicwall.com/support/product-notification/urgent-security-notice-sonicwall-confirms-sma-100-series-10-x-zero-day-vulnerability-feb-1-2-p-m-cst/210122173415410/
https://www.sonicwall.com/support/product-notification/urgent-security-notice-sonicwall-confirms-sma-100-series-10-x-zero-day-vulnerability-feb-1-2-p-m-cst/210122173415410/
https://twitter.com/NCCGroupInfosec/status/1355850304596680705
https://us-cert.cisa.gov/ncas/current-activity/2021/02/02/zero-day-vulnerability-sonicwall-sma-100-series-version-10x
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3.7.4 ~ Cyberpunk 2077 {2{E0] BEER A LZH ERNE R RE

P38 Cyberpunk 2077 EBB1E
—E o ERZRERIRNITEEERS

MEBREERRAE - MXEULRE

s HiZwEEDN -

PR T EEURE 2077, ( Cyberpunk 2077 ) B CD Projekt
Red - TIHEE—EAUZEZREERATEEEABHNEEELRE ;| B
TRyt x - IR ZETHIEEE -

SEREREENRE=-ARENBRERETESR  DURAREEER
ANBHMERBEENHSERNSS - —UEREREBNER
CyberpunkSaveEditor 5854 % PixelRick - B/ Github 853K 7 A9
21N, DA RSN ENIESR - 22 Cyberpunk 2077 = —{ERFE K
HECIEFERCE ( ASLR, Address space layout randomization ) #IRY DLL 18
(xinput1_3.dlIl ) A EEAENER - RMNGSERNTESEGAE
bR -

—BREREMINEGER - siolllER2F L 2EKEFSRBEHEE - BEE
—THREHEEE -

Cyberpunk 2077 Fi 3 S £ %€ PixelRick RUZE# & - RREHRIEL

TIEMEMED hotfix 1.12 - B ( ogE 5| &R iem U fE-2A09F ASLR
DLL #€% - & Windows 10 WERY input1_4.dIl - S8 dIl 2
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ASLR %l - AM{Z1E 7 ol sEfg it s RS R I s5 AR -
TR 2%E 18 Steam BLE) Cyberpunk 2077 &) - 32 FEEE AR

RENTEMNIRER - #EIEER Steam FHZEK hotfix 1.12 E#iE - Z{E
LR EFB PR R B AR —o ER O] 5 -

S ZEfm/RZ : Cyberpunk 2077 hotfix 1.12 Z BTARZA
o MRRJTZE : P18 Steam ZEE hotifx 1.12 EFBEIET

o TR :
1. CDPROJEKT RED CS TWITTER

2. A quick summary about the vulnerability | found in the game

3. Cyberpunk 2077 bug fixed that let malicious mods take over PCs


https://twitter.com/CDPRED_Support/status/1356604047671898112
https://github.com/PixelRick/CyberpunkSaveEditor/blob/e597f8ea353625afceb942c78d60d89ddcd3742c/README.md
https://www.bleepingcomputer.com/news/security/cyberpunk-2077-bug-fixed-that-let-malicious-mods-take-over-pcs/
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fMER R H AUt 2021 £ A {3 Patch

TWCERT/CC Tuesday EXBEEEE] - IRAMEEm

AR Patch Tuesday SR €1 -
L B . EEEE AR E R IR

BERSHER -

Microsoft HAT# L 2021 &£ H1) Patch Tuesday EXF2 B El - H¥T)E
NZREREEmN 56 BA2MEZRBE 1 @ 0-day WENVETEMEILE ; &
FAWESERNERBE - BN ERBARENTLRELERELEGEN -

EERIEMPSEEH 0-day J&id - H CVE #5574 CVE-2021-
1732 - B Windows Win32K RYIEIRIEFRIE ; B212& o FIAERIRRE - 1%
BEENRTERRAZIAKEEESE - EERLA CVSS nHSE 7.8

HiSREMmNERRE - 250h

® CVE-2021-1721 : 8845 .NET Core £ Visual Studio - o] 385 AL 55 E) DoS
WE ,;

® CVE-2021-1727 : B4/ Windows Installer - S ERBZEEIRA B S HITE
PR ;

® CVE-2021-1733 : 41 Sysinternals PsExec - I EHBZEEIRABEHIT
PR ;

® CVE-2021-24098 : 241 Windows Console Driver - oJZE22 FH LI &) DoS
WE ;

® CVE-2021-24106 : 4/ Windows DirectX - O3B EEREFFEEY ;
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® CVE-2021-26701 : B4 58 .NET Core - O/ EBRIHHITEREZN -
BN - MEE ¥ ER Azure Artifactory B9 CVE-2021-24105 Jmia#1T
B BREECURAAEERD  EEFEABETHRENREBIEARERE
I - RENBUEEIE -

® CVE#5E :
o FTEEMIMNAK : MEZIRA Windows 24t ( E115 £ HEAREE Server iR )
o BAFE . BRAMEMNINGE  FTHZESMEMUNE

o FRIKIR :
1. Windows Win32k Elevation of Privilege Vulnerability

2. Package Managers Configurations Remote Code Execution Vulnerability

3. Microsoft February 2021 Patch Tuesday fixes 56 flaws, 1 zero-day


https://msrc.microsoft.com/update-guide/en-US/vulnerability/CVE-2021-1732
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-24105
https://www.bleepingcomputer.com/news/security/microsoft-february-2021-patch-tuesday-fixes-56-flaws-1-zero-day/
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F4E - BERMEEREE

mEEE | WREER 110F2A5HER)E3A 11 H@M)LE

E . HB4ER L 3/17-3/21
RE VFEIRIS 4124
SEEN4ENE | https://gics.tw/#

. e

—3 fjl? E%t# E b

EEN MRS

EHEEM . RFE - THEREEmBAE - HED
SEENERY :
2021 GICSE 1 ESHEZXER , DEZELBEATTFAW  #UEFK

EENEEE
YEEHELZIPREZETF  BEZE MR - B MRABELZRIRE
17 -
REBL "TEZMKRE ) B TRIRREE ZEERDE TEZMX

B LR LABRE RS ASMERBY AR EEEEL - "AIR%E
B, AZERHELEEEMZZMBANERERE BRI EIIELE
REIRBIREERSRRE - BEKEE - BoA "SHBE, kK "TKE
Rz, - RBBMBRTEMRZHESPRAAERREMERLEE
NWEZAFIBRSNEETELE - HEBZBZRCAOSERET - ZBIBES
B HEaEFESFRBIEERAET] - WIRRE LA REE -
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BEERN | EXRBHEE Z e BNEE
JHENRER) | 2021-03-18(PH) 13:45 ~ 16:30

e, | aZalthPILERIIEE 61-1 3%

SEENAANL | https://www.accupass.com/event/2101190342356142804670
BEBEEA
v QS "FE

AEAE

REEREN

R At | RRITEARE
Q 110438188 pm 13:45-16:30

FWEN : BEREAEREKRNARAT

EETAR
2021 FEINEBHERE  FFEEREE - hE - FRFH0ERE - BIE
BBEEMNE - =EWAM ¢ XN ARERIRE -

EENE

i - REWE - SRR - RBHESERRL N - = COVID-1989
ML ABERELIR - J6Z 2020 LF FEBRXREE 880 R COVID-19
HENEZEE - MEXRRPRRERENE HFIIREEEM 50%

BEZHBRIRHABER  MEREBSING?

BEHR . A BELZREBARREBI—F FH#IOA
HWEEH : 400 7T/
B4 & O : 02-2509-5819 7% 905 w7/)\H ( B#48ESHE : B—21BH AM 9:00

~PM 5:00 ) Bi2R1E 2 erin.peng@wea4risk.com
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3/19 ZE TN FH &R

BN

2021-03-19 13:30 ~ 16:30

R ENIhRE

pEB SRR (E1EmPILEPLLIEEE =R 22 3R)

EE RGN

https://www.cisanet.org.tw/News/activity more?id=MjYwMA==

E BN

FMWEM . PERBEMNHEGS

ER . &

Bi#& & : 0225533988 1% 358 JREE  alisa.wen@cisanet.org.tw
WEE L 2021-03-17

RIENA
o ELEFXIRN - BTEMNE

3/19% =R NRAE VKR
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FERE R

SR ZHREZEIEA



https://www.cisanet.org.tw/News/activity_more?id=MjYwMA==
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3RAIE_AlI ZREE

SEENRFRE | 2021/3/25(M) - R4 2:00 ~ 5:00
REHFEEABMRPOITHHABEKRIZ S 1B 507 U=
WIS 1E R —ER 3 5% (PRI RANNHIL )
SEENMADE | https://www.caa.org.tw/coursedetail-3505.html

GA b HER BT AT

E BN RS

Computer Audit Association

TWEM . PERBEEEIEXIFE « ISACA Taiwan Chapter
HZMEME: 2021-02-18 ~ 03-24

SEEAAR -
1EBEE
2 BB LB
3ESM A HBEE

EL LS 4. BB ERZEAE

5 EUDFTRUEES

EEmhD  RIEE MBRIXBRAE EmiBHE R

BEHR ABEZEE  ERAE - ElZEZAE - IT - MIS EFIE# UL
HEEE A ElE

WRER . AZETE(FEEEENTE()RE - IFEE 500 7T
WEBEE  PRRR A0 - BmA Ll - FFEREmA )
SINASEEN DS 3/)\FF CISA ~ CISM ~ CGEIT - CRISC * CIA & BT &

i)



https://www.caa.org.tw/coursedetail-3505.html
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SEENISRY | 2021-03-26 13:30 ~ 16:30

EENMES | BEBS AP O(EIEmPILE P ILIEEE =R 22 3k)

EENAAUE | https://lwww.cisanet.org.tw/News/activity more?id=MjU50A==

3/26%%ﬂ$’£§%1§¢2

FWEM  PERBEENREHGS

R &
EE LS

Bi#& & : 0225533988 1% 358 JREE  alisa.wen@cisanet.org.tw
]AFLE : 2021-03-10

FIEANA
— - SSDLC 2 fHEEZ %
— - B RSB EINEE RFP ELEK



https://www.cisanet.org.tw/News/activity_more?id=MjU5OA==
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SEENISRY | 2021-04-08 18:30 ~ 21:30

EENMES | BEBS AP O(EIEmPILE P ILIEEE =R 22 3k)

SEENETL | https://www.cisanet.org.tw/News/activity more?id=MjYwMqg==

TR L R
7

Q%/A h E ¥ I &
p/ |

A
EMEEA  PERBENREGE
ERH &

B45 850 - 0225533988 1% 358 SREES  alisa.wen@cisanet.org.tw
WAELE © 2021-04-07

I LEE=S

B YEPAN: il

® ERIRRNAA
BZRHAIANTEZSUERRNERZES
e R 58 FE R R MRV RSB SE
EnBENELZBE
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https://www.cisanet.org.tw/News/activity_more?id=MjYwMg==
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55— JE ICANN APAC-TWNIC Engagement Forum
EENERE | 2021 F 4B 158 16 H

EENthEs | BIEEAERIEM N _IEEER

SEENMANE | https://forum.twnic.tw/2021/

Taipei April 15-16, 2021 (thu. - Fri)

FHEEI : ICANN ~ TWNIC

ICANN & TWNIC HEZBHESFRAAIE (ICANN APNIC-TWNIC
Engagement Forum) - 25 7 488 AHRA R SR8 % A AR AR REAR LA - 813
BEEE | g paiRERERSTE  ETEAZERN  BERAENHRE
EAERRAREAHENHREREREENRERS -

FE3BETWNICIP R E REEERA SR ENERAREREXZESBEZE
2E2% EUHSRAEARENME  EEXREEBEBRRINTS  RE=HE

e ISP & 2 T RIZHARR IP BER K EEEH -

ICANN K& TWNIC Z21#IBYFa - #EiRAN 2 BIEAEEAZMEHRA - oIS
HafFRRmERERAEENBERRER - RIXARBESARERD S
HFEREHRARERRS -



https://forum.twnic.tw/2021/
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APLBHEBELAEN - B - ERFRFHAEWNEREBE - LNASHE
METEUIR - DRIAYHIINELXBESEHERABRERBES ZHERETE -

PEHEBRABERAIPOLMBEEZERZBENZP - HHERBEMEH
BZRZELER - B 1R ?EBEAHERRSEPOREENELZBER=
D FTRNBHEBZEER . ME 2 A7 -

1 PEMEFRETE
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B1TEA - SEERAEEHEEEZ 7RO
(Taiwan Computer Emergency Response Team / Coordination Center)

HHIEE 2021 £ 38 10 H

#Rm¥E : TWCERT/CC EIfX

AR#5EE5E - 0800-885-066

& H 4 : tweert@cert.org.tw

B4 : https://twcert.org.tw/

EEFB ¢ http://tweert.pixnet.net/blog

Facebook f#4ZE & : https://www.facebook.com/twcertcc/
Instagram : https://www.instagram.com/twcertcc/

Twitter : @ TWCERTCC




