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S1E - THHEMNE

1]

EEE LB U B TUE Exchange RERFERER

EXETEELEHENM - BAsHHMER

ERBLEMHY Exchange BYZ%{El &z & 0-day fmiR2EHE
ME Exchange

BERAZEHES SERMT - BRBFIATPREEN -
Efan <

BN Et ¥ H A A A E (F A ER

Exchange 2 iETTE LB -

ZETEETEFNRRLEBERREELES ( Cybersecurity &
Infrastructure Security Agency, CISA ) - HEIET#f Microsoft Exchange 3T HA
BHEANERE 0-day mERHESBEDS -

CISA 5 7n#%5% 4 Emergency Directive 21-02 I E&=m < - B2RBITE
IR E N - BNt B EEHABMNEIER Microsoft Exchange 24t #EITEZ
[E¥H - 5tBI CISA L Bt ¥ 5 ERAE M ELEI - FTREL 0-day J7E
DEREENREER -

£ CISA BHmpVBdBmPiat - —HAIUE 0-day JmiE 2% Microsoft 12
e R REBER - 2AIZ

1~ CVE-2021-26855 : 7/} Exchange Control Panel - 52{8& 0] & 845
HWERRIREREK - EEFHBUHEEBEENAS -

2 ~ CVE-2021-26857 ~ CVE-2021-26858 - CVE-2021-27065 : 3= —{&
0-day Rl &S0l R E B InWITESREZUMR -
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ELRHEHEFE=FEZME Volexity 2IRH - Volexity B 7 5 AR L
RIREURERANKNEF RN THRIREECEBREL IP HHRE -

CISA Han S BRERBFBUGZEN - MARES - BB EMNAIER
) Exchange Server ETHIERIRE - Wik < PRIERLREMENEE ; 1R
BB NBETRBELEMA4 - BB FIA Microsoft Exchange
Server BSMNIAREBEAR - WAKIE/RIE) CISA 1RHHE -

® CVE #®m3% : CVE-2021-26855 + CVE-2021-26857  CVE-2021-26858 * CVE-
2021-27065
o S ZEEM/MRZK : Microsoft Exchange Server 2010, 2013, 2016, 2019

o MERAE:
+ fix CISA Emergercy Directive 21-02 IERFIEIRE R4 -

2« ZEMBIRHAEIRA Exchange Server EHEE -

o ERIIR :
1. Mitigate Microsoft Exchange On-Premises Product Vulnerabilities
2. Mitigate Microsoft Exchange Server Vulnerabilities

3. Released: March 2021 Exchange Server Security Updates

4. Operation Exchange Marauder: Active Exploitation of Multiple Zero-Day

Microsoft Exchange Vulnerabili


https://cyber.dhs.gov/ed/21-02/
https://us-cert.cisa.gov/ncas/alerts/aa21-062a
https://techcommunity.microsoft.com/t5/exchange-team-blog/released-march-2021-exchange-server-security-updates/ba-p/2175901
https://www.volexity.com/blog/2021/03/02/active-exploitation-of-microsoft-exchange-zero-day-vulnerabilities/
https://www.volexity.com/blog/2021/03/02/active-exploitation-of-microsoft-exchange-zero-day-vulnerabilities/
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el
St bl EQN mrpEnERAESEY - BEE

e REE R BT
RECHRLZEFE - aUHERR

EX MIIE 1§E9€£1%:§ jj °

EZME SlashNext HREIZXRMRHSEL - RRERECEREZEA
BIFFE - ol DA% e PEER R 8 ( Two-Factor Authentication, 2FA ) - FH
KRERBHWIRERE

WEEL - _ERREEBE-—ENRKASEARNEEREZEABENED
B - OB ERSERENSEAEMNRZEHETE ; RMPAENED
EFAAUEREEN  REERECKERNZEIE_(ERBERERS
MANFE

1 P AKE ( Man-in-the-Middle Attacks ) : FFZ ABITHRAFE L
ETFHREMNAER P L EZEIIMNMIEANBEREYS - BUEAEED -
BIMIEANIBEREGHEARLETR - BUEBHELER - AABLEIHNME
RAMEBEAEHAREESESREINE  IUERLAERSEEPHSHAESN -
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StashNext ZE8 & gt - AT RIRA D E MRS RUBRFTE P
MRERMNER | BETEN

RRIIERBLAEREE ST BERERERE

AR A /1L
ATEYPRSEZLHAUE  BRHZBREREINE - ETEEAEN

BERmE - BEEAIININEEETEEHIEMReS - BloS _BEBENSSE
BRERKR -

2  FEERIISZ#8 ( Techncal Support Scams ) : FEELEED . =
EFEBAREIMISERHTE  BXKRE

Z %= TeamViewer 3 LogMeln Z 4
MEZESARE  EENUUEREEERTIEPIBEAZIARBRNE  EX
AR E R IR -

-

3 _MEERERERFIRGE  REEUEBE I ENFERE _ERREER
- MEREZBAN_MERBERNAPHNEAEN  EEUEREAKX
MEE  OAFPRNEZEASNEEFAFIHESEEN

o FRIKIR :
1. Phishing Attacks that Defeat 2FA Every Time

2. The State of Phishing 2021


https://www.slashnext.com/blog/phishing-attacks-that-defeat-2fa-every-time/
https://www.slashnext.com/the-state-of-phishing-2021/
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2.1.2 ~ 2020 FEZAE : $PENBENAREKIFIEM

BEXZBEEER 202 FiH

‘ Windows &AM EIKESEREEZIR
2020 FEEAIE
Y Windows B &
e WEREER  BHEERF—EF
— &MU L

— HiE - —HERBSEE 1.11 M

TWCERT/CC

RREH -

B2 Malwarebytes £2 VPN fR7% ™ Atlas VPN - HET S ER—7
MEHE ; WEPFEESHT 2020 FEt# Windows 2K EIKBEEIR
( Malware ) 2R EBFETHER - WiIsHEEF—EFHRE - Malwarebytes
HERBEE 1.1 BRENERSYE -

WEPH - EREEERFADP - Windows EERFEXEEEMERBEARE
¥R - PREIEM RS Windows 2FWERSE -

WEEL - & 2020 F—2FPERZIRY Windows BEEIEAKE
b BRE 9230 ERWE - ZEEHHEE SR Windows ELE X WE -
HEEE 1.1 ERUESHRIMGIESE 83% ; Mt ¥ {EZEAH Windows KER
BEERBAKES 1670 BR - 154854 15% - HEF 2% NREBHELR
AR -

BES/SEIENZ - &FE 2020 F&H % Windows WEREEEEE AKERE
MRESE 1.11 8 - 1B 2019 MHLL - EREIZIFAZ FERY ; 2019 F[F
BB RESE 1.25 B8R - 2020 FLE5 2019 FRETZE 12% -
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HEOHE M Windows KRS - ARKRBHE MNE L 1% - Met¥EE
Fd Windows REMNERNE - FRIBESE 24% -

HWEMDIT Y SEARBRERB BN REEGEL - L 2020 FHMAET
RE  BEERENHEBERERS - 11 3600 BX - #F MNRIKEZEHEFAKR
£ (a3000 BR) - RRITEHRE (L1845 8BR ) - aELREREEE
(Riskware ) (#1411 BR ) - BEREGE (288 BR ) F -

o ERIIR :
1. Over 100 million malware infections detected on Windows in 2020

2. Over 100 Million Malware Infections Detected On Windows In 2020 Says Atlas
VPN


https://atlasvpn.com/blog/over-100-million-malware-infections-detected-on-windows-in-2020
https://itnerd.blog/2021/03/09/guest-post-over-100-million-malware-infections-detected-on-windows-in-2020-says-atlas-vpn/
https://itnerd.blog/2021/03/09/guest-post-over-100-million-malware-infections-detected-on-windows-in-2020-says-atlas-vpn/
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2.2~ TEERER

2.2.1 * QNAP NAS EXlimEERIZERUBEZIE

-l Il 2zmEEmnEEmEERE ONAP

o | NAS =REMNME S MERERE - KR
QONAP NASE X

5)%5@%%21%%% *‘"‘ ‘E 4= ©5 =x {vv G 8 .
SETEEEBIENE - ONAP
UNBEZHE 2RI ° Q = &

NAS RFEUBIARIFERMERTR

WHOERAR - LSS BTN -

B2 360 AR MRPa AR RMRRE - IERZATNARAE
Bl 24 - 7R 2021 £ 3 B 2 H BIRZEEFHE QNAP B HEEARR
( Network Storage System, NAS ) =REMMECHERERE - KRIEET

BRIZBELE -

360 B L EMARFERKEMBAR UnityMiner - BN T EZFAZ
AFH QNAP NAS a2 # B E F % £ mid CVE-2020-2506 1 CVE-
2020-2507 - ' A XMRig ZIRB RS - A NAS 2R EIRIZIEMIZEE

( Monero ) -

1 QNAP EFARESF (2020 F) 10 HEERMNELBRT - t5HEME
RERER QTS 1FEZR#TRY Helpdesk FEFHE T - CVE-2020-2506 #1
PRIZEFIRVEERR - BB E IS QNAP NAS EERZEHIERR - ™ CVE-
2020-2507 RIZ4E< A RAE - OIEREEERATESEINS | EMETR
a1 &R = 5 L A9 AR Helpdesk 3.0.3 E#5TH
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360 AR LZEMAREMRBSPIEL - BK UnityMiner RE S - B2
ZXHT QNAP NAS rIEEREYE - RIZEREEENNITE  UREEEW

CPU # RAM E FERNEMRREIER - AP EEE QNAP 2tEET
BhBIZBRUELEEF - EMBLEIRAFRNETEF -

MR|BELARIEHEMERZEE R R ARKUEBEEH - BRBEAR
27 ZM QNAP NAS IP HESE 95 8 - REZFRERZNEXR - 1K
FAEE - B - FAF RE - BRI - BA - =2 RN -

Of
)<I

EZMERSHMIIL AR EIZERNZ QNAP NAS B5; - REE
WiESE 102 & ; EHAARRIFNRERHIERE 2020 F 8 HZA - Ml
BERREIEMERDEZEKNERNER - QNAP FE NAS FFEIEIF 4K
FRZAMERTENEARED DB RBRNHALKE -

2020 £ 10 A7 H - QNAP B B8 HEZ 2/ ~5 QSA-20-08[1] - 1ifs
B2 7E Helpdesk 3.0.3 M1E S RAF R [ 5L B

o ERIKER :
1. QNAPNAS EH mEESMH 2

2. Multiple Vulnerabilities in Helpdesk


https://www.qnap.com/zh-tw/security-advisory/QSA-20-08
https://blog.netlab.360.com/in-the-wild-qnap-nas-attacks-2/
https://www.qnap.com/zh-tw/security-advisory/QSA-20-08
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222 - BREHHERFAZRREAZIESERE - )

R E N R
N S R R P R A

g > BERRMRER
ETIZRER

ZIEBEHMIENNESEH - EIIRE
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Hi#& - RN KSRFEFWE -

BEZME Aqua THERMIERS - FHZAERREREEHHER
FRREEARESRRIENNESH  EEREREREEIINHAE -
RN I AR BEWE -

Aqua f5lt - ZATIE MY TERERER L ( Nautilus ) EZEKX - R EH
AF (2020 ) NWEERIRERWESH - ZISE I Github & Docker
Hub ERUBEEMERBRRIEREEAMBEINE  EHRBRETEAZRERE
EASIZRPI RS -

Aqua 5l - EEZ AT ERZIRER/UWETHE - UAIBHNRIBEL
BHREEN - HENKNEEESZHEBEIN 7 —BEE ;| ARZATBE
BE2 BB EE B ERBER - MaBHAMEE 7 92 & Docker Hub
s1fE2 92 & Bitbucket BT E - MHELERETERIZREE -

Aqua EIREFFL FREERANKEFE - 5 tREESF ARG
FETREAN R BEE T EHHARH inbox.ru B 1 ZEWEA Email 1R - T
A S L Email MRSEFE Bitbucket #3148 5 28 FHARVIRSREAIRIE - W H
NA—ERKIT - BHREFTSEREA/ERE NI EXHRIUIEEFHZR -
VI i E g -
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BiIREEER s Docker Hub BRS% - BIARAY - I ERIRAE

BN EXHRIUINMARZRIFRBEFER - REUFBEAITZEREN

ffmpeg ~ gcc FBAREL - BEER LR ARERETIZRIESE -

Aqua f5lt - SALIEEBINERRBERER - BR TREEZRNE

RZEBIE L A5 - 7 2020 Fi5 Bitbucket 1 E A LIS IZIEE - B

—RERSZERNELZIELLRSS - THEZEE

RIS EE B IR SRS
EESA R

o ERIR :
1. Threat Alert: Monero Miners Target Cloud Native Dev Environments

2. Monero Mining Malware Secretly Installed On Bitbucket By Scammers


https://blog.aquasec.com/monero-miners-target-bitbucket-dockerhub
https://www.dcforecasts.com/monero-news/monero-mining-malware-secretly-installed-on-bitbucket-by-scammers/
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91 = MEEBESNERAFTERZZER
L3 _EEEHRA% A

Excl}aq €l R~ FtER Exchange Server HEIHT3EIR

B9 ProxyLogon AN E - B &

FEEFREN -

MREENEKZA - HErE2BZIR & X FBMER Exchange Server HA]
FEEIRM ProxyLogon @I E - SN ER SEEFE -

MBEEEENELEREL - BRI CH B ERRERNESHRHH
& BEEAMBEERIRIBHRELIBREE  EEBEIBLIERCERR
EZRI ; BEREEE R RZBE SN AKEEE L EMNREBRAEARS
% -

B2 EE AU E B = A Microsoft Exchange Server ProxyLogon J&
M- BLEMERTE (2021 %) 3 A 2 HESEHEmERTWILERSERE - &
7R Exchange Control Panel - O[:ZEZRE EBRHEN B RSB IHERE
K- IS EFHHHEEEERNER CVE-2021-26855 « 0 ZBRE EIHH
TEEZEINEN CVE-2021-26857 - CVE-2021-26858 + CVE-2021-27065
— &R -

BN ERERD  ZBERBLTEBEMRNEZEE ( Cybersecurity

& Infrastructure Security Agency, CISA ) BEEZREHMBEZ BT - BK
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EBHE S ENRIERLE Microsoft EHAMERIEL | MRTEBEERER
BH - R OEEARIRE R Hafnium A AERURE - #H#=B AT B A%
BRENE -

A DIBEEENZENESHREG - BADRAEEREEL
Hafnium BEXES4RIEEEY ; ELME ESET thisd - B 7 Hafnium 2
Ah - ARSI EIER R H At B2 R EA2 40 Tick ~ LuckyMouse A Calypso % -
£ Microsoft 2 RIEM®MIEZIL 2R - FLFEFIA ProxyLogon ) 2 E B4 F X

o FRIKIR :
1. Norway parliament data stolen in Microsoft Exchange attack

2. New nation-state cyberattacks

3. Norwegian government falls victim to Microsoft attacks


https://www.bleepingcomputer.com/news/security/norway-parliament-data-stolen-in-microsoft-exchange-attack/
https://blogs.microsoft.com/on-the-issues/2021/03/02/new-nation-state-cyberattacks/
https://www.computerweekly.com/news/252497656/Norwegian-government-falls-victim-to-Microsoft-attacks
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2.3.2  KEHFHREIGER - BUBHAERSSHRAR

BB
AL B RS S RS

{8 2 BE EX AT BE R RV AR DS - IRBE AT

FRERNE  AUBMKBAENEHS

TWCERT/CC

snAn e o
ZISAlIVv /e

A E BT EAENABLE - 51R2021 &£ 3 B 17 HERIZK R ARBHEZE
WE  BEENBEMERILAM M AENEHN TRAER  CERERREERE
&l °

BEEZEAER  FEBEFXREFEESESENEELNESHEL - WBEZE
EZERAE B REAENZTFSRMINEERER - BEEBARIERE
R TS B MR HTINE Y - R ORBIREA -

AREMEBRFRILEREEZ AR EREN TRAERNR - —EL

EIREHEARMBESHENEE - H Twitter IRSE T EIFER - BERBER
BmEENEAER -

BREBMEREREBIEAREEMOUEEER " K&, IAE - Eif

K EZ &= BB Stanislaw Zaryn EERERRGREL - E2HKN
2 BEASKEEAREMASBEEZBNKRE - 8—&01t
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Zaryn fi - 2020 FRFREBBLUNEASRANKNE - ERZEERNMD
NABHEAS - BIe8ERN 1980 FRBEES HrBIRNAEHEIEHZ
AEEMIEORERSY  ERNEFYVENRRNEIKEIRERN  BELFEE -

o ERIKIR :
1. Polish state websites hacked and used to spread false info

2. Polish state websites hacked, spreading false report of radioactive threat

3. Polish State Websites Hacked and Used to Spread False Info


https://www.washingtonpost.com/world/europe/polish-state-websites-hacked-and-used-to-spread-false-info/2021/03/17/0d03cd10-873e-11eb-be4a-24b89f616f2c_story.html
https://newseu.cgtn.com/news/2021-03-19/Hacked-Polish-state-websites-spread-false-info-of-radioactive-threat-YJBHWLeKJy/share_amp.html
https://www.securityweek.com/polish-state-websites-hacked-and-used-spread-false-info
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241 HX LINE A RREPEHRGREXASFHNRFEZEAKBEASR
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~ﬁ; % /\E =
SN e EAMAE LINE HARSRERS
AEEBAE EERNENS

EEXESEH  c HPEHEGEIEMN
BSAE - H 2018 FLIRZARE
B LINE HXAHFEZIEEZEMEEE

EHAX - 2BRmLEEERAERFPENEEE LINE - EBEXAT
BEREEZXEEREEMN - ZRTINEBREETERUNFASFEAE - B
2018 FLIRZREREAFPRENFEL N - AEFH LINE HARFZIEE
BEEHFEAR -

BHARRISHRE - LINE G EERRMAE MR AE - B 2018
FREREHFPRENFES - FEZAHZK LINE @R37FEHZA LINE A
BPRIEEMRE - #3232 R L -

BHERL  KAEFINWHEXK LINE BFREE - 2V eEERE
% ~ Email st ER F R BRGNS - E2EBHENSS -

WERL - LINE 238E/A5 Z Holdings ( ZHD ) ZFEUR LBHEEE
R RAT - HEMEARSIEMEBIA LSS ; JLIEES
HZA LINE HPRIREZERLE 43 -
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HARLINE AEE _REIREHELSEHE - R FEUBPEIFZASR
ERFEER - EE BRI RNBANEANBHRREZESRLRS
THERSE=-FBARNURAETEZES - WELESHETHE  WMEiSn
=
LINE 51 - BRIRVRAEER I AR EEER AZER ; £ LINE HAE
EABRIRESRBPHARRE - APNEECRESRERS —BIETE
3 . BRI ES R EEMHERX -

IG5 - BARMEABRFREE (HERSENEAERRES ) B - #
RMEHAEFEFRFPEABENBEGHABENEE REER - BHLBH
FRR - BEEBBRIINEHEE - IFNEHFER -

HARBABRFREZZERL - BRI EEER] PROFARE A IFHRIRE
% BIBSEABHRER ZEIINEER - WIRSIFER BB ZERVIR ;
HAREZTRER 2022 £ 6 BRBEM -

o ERIKIR:
1. TLINE, BEABENIMNAREZ  EBEZTOTELELS. EHARELE
TR
2. LINEQORBEARBHR  SELIASBEETEDIRE 2018 EFE8 AN

3. Line silently exposed Japan user data to China affiliate


https://news.yahoo.co.jp/articles/71035ac1e1cdbd1590211e18478bbaa8eae0cb50
https://news.yahoo.co.jp/articles/71035ac1e1cdbd1590211e18478bbaa8eae0cb50
https://news.yahoo.co.jp/articles/efa780a77f27c9c16b958f52feeacfaf6bb51672
https://news.yahoo.co.jp/articles/efa780a77f27c9c16b958f52feeacfaf6bb51672
https://asia.nikkei.com/Business/Companies/Line-silently-exposed-Japan-user-data-to-China-affiliate
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242 LINE HEHFEZENREH - REFESAREMUEFER

EEEENHTRHFEESGR

EERZHEAZIHRMFEMENLS
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% - EMEFER LINE -

SREWAMEGE LINE - HRIREEB AT MBNTHEBERZHIREELR
FRHARAFPREESAE  £HAMES|RSEEE , ESEFRZHAE
RBUFENETAVERS - EMEFEM LINE -

SHRER - HRLINE 2R FESTHERBRNE =S R IERERE
Sh - 2R IEREPEVFERFE ; BZAstREZIREHE ELEBNE R
MERSEZRERMEFREEREANERSE - EREMAERR -

HZ LINE A3]RR 2021 & 3 H 23 HEr HERINREIRIMATFRIRE - &
FIRCE S MU | ZasiEd - R AHAXZS - gfRaZNEMHERAF
FENERMEEEER - BEHREEURNEBRIRANRGMR:S -

LINE thi5t - ARZEERER - R EHAHELNZETRE "LINE
DOCTOR ; - i5HRARER - AIMNERERIRE - WiE - 22ErRRAL - BBEThE

BN EREXT - EESFERMHEERERERNS - TN ERRE GRS
th o

LINE &% - EEERERTFRABENE - IFKAFH - ABILARERLHR
AR IEAIR ; LINE iR EEBB AT AHFZERP ONAT MENE
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BER - WERAZE L RENFHERBEGRRESRESERN -
KB LINE BB EPHEE @ SEEETRFERBARKSTHNE
K BEIHANIRANERSS - tRIELSEE LB -
HR LINE BRATEEFRERDRE - 5FZHARNRAER LINE BRFE
NATLAEN - HiMH R AR EFEER ; ENFANEASIRBUGERER
BRE  #B#8 EBE5HsE  REF - KRh - EETH - KEHKR - T
- SIS AETFEASRAXRBRERE - HAREE - BHARMZE -

I~

&

_m
<M
it

=

1l
o

R

S

\
/!

M
H
Y

o ERIKIR :

1. LINEDQT—%2FRE - BEBINI? LINEEEHNSRE TEHAB
2. bPLYRXA4- O LINERE->=U—ERXREFIE

3. LINE - HEMEARREX )FEN S DTET 7 & X


https://www.itmedia.co.jp/news/articles/2103/24/news124.html
https://www.itmedia.co.jp/news/articles/2103/24/news124.html
https://news.yahoo.co.jp/articles/82321895fa9a9f717421edf775a58e1fb517fd60
https://news.yahoo.co.jp/articles/f7819e4d35e84c2342c090a9051e7473df9d365e
https://news.yahoo.co.jp/articles/f7819e4d35e84c2342c090a9051e7473df9d365e

SEEREREHREEERRE DL

Taiwan Computer Emergency Response Team / Coordination Center

2.4.3 ~ EEI1LE# 404 Gab BR: - ZEAFKNEN KA

EESHAEA LRSI EFAN
Gab HEIEZIRZRBENE - EMS

TWCERT/CC - o ’ = :
SR BN Gal JEX ERFERKBE  eERPER

278 RS
BUEAAR -

EEBESKRIRABBAXN S EEERPRERE T EHIL Gab - HA
B —EAPREENKRE - BHSIE 70GB WILANEREHE ; REELF
SHERNESA—EES " DT EPREE , ( Distributed Denial of
Secrets ) - ZABZEEHEL WikiLeaks HIRIBEIFEF REE LS -

BEMELE Wired WIREFL - 435 70GB (WERIS - 2V EFENTE

RHRPIX - AR 8EE Gab LNEEARMXMAFEIIER (BAEE

FER Gab WMBARMER ) - WEEMBAFTHEARNNAST - BARSHF
BN HEARIAR  EEEERFE Gab LEHANEAZBER -

Wired f6 - S — BT E R B SmE S IR 2L Parler - &
H IR EBNEANIESHH - B2 Google * Apple * Amazon E#5H - B
Parler f)51EREF#E - [RAT Parler LNEEARKAF - BAERERFEH
RAMZRAIIHH Gab -

Distributed Denial of Secrets R [EEI#¥ A Emma Best & Wired BJ5h
BPaR - BHRR1E Gab EVSHE RGBSR - KU Distributed Denial of
Secrets I AEEFEARIEBHEER ; Distributed Denial of Secrets & & EE %
ELESOERGETERECE (88X  HEMEE - D/BREEHEPH
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AR SWABMNITAE -
Gab CEO Andrew Torba BITEEMEFFF T AR - 2 ASIEEERIZIE

BHNERNGE ;, Z 0 HIERZESH  RELEERPRR 7 —

WEE .
REZER  JFLAPEBEBNRET - ERAATFANTERRENE

o ERIIR :
1. Alleged Data Breach — 26 February 2021

2. GablLeaks

3. Far-Right Platform Gab Has Been Hacked—Including Private Data


https://news.gab.com/2021/02/26/alleged-data-breach-26-february-2021/
https://ddosecrets.com/wiki/GabLeaks
https://www.wired.com/story/gab-hack-data-breach-ddosecrets/
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2.5 TIREELHE

2.5.1 ~ {RE Android kR Clubhouse app - KEBIFAEF#BEFNEAZR

BE Android ki
Clubhouse app > KEZ75E

PR FREFNEARR EXEZFXTHPRER—BHEER

== )

Android kX Clubhouse WER{TENE

audio chat
Alpha Exploration Co T m *i :—EC , g ;"ﬁ Hy % E $ *% W 1%-% T; E,\J
- 6 M

458 BB RFHIZEAEN -

4.9 17+ 1

BZWME ESET E NWELERIIPREMARS - EHZEMBIR—
{E{RE % Android ik Clubhouse WEETENIEAER ;| EXH app EFEIA
EF#ARTEN 458 BERAKRIENE AL

wmEfEL - EERE Android app REBRIEREW - hAEHES - B
ZH i0S lRATTENERTETUAY Clubhouse - 71§ Clubhouse B 48 _ERIE A
SNERBIZETE app F - (ERE—ETE 7S "BlackRock » AR KERERR
= -

BAE—BEXRZIE 7 EEBER Android app - AMEFEEW i0S IRE A
app —ETHEIIK - EE2H BlackRock £ F 18 E|Z2E 458 &G4
RN E ARIREREE ; SRBINE AEMNRIE B Twitter »

Facebook * WhatsApp * Amazon - Netflix ~ Outlook * eBay * Coinbase *
Plus500 * Cash App * BBVA - Lloyds Bank % -

BEZEZRIEY  —REENESRIL  NMRZFRFTHTHERRER -
BEEEEEEE Google Play 3t Apple App Store EEHERREXEIS - (B



Q BB PREREBERED Y
m Taiwan Computer Emergency Response Team / Coordination Center
124 R R E Clubhouse Android ik app B9ZH%] - FFFEEZ T " Get it on
Google Play ; #Z#ft#& - WAES#E @2 Google Play &5 - M2 EE N
apk ERERZEEL -
BE—HEIRECREHWEmEELREAERNEE  MeE®E NEZE
EN - MEUEIRSES  LELEZENT -

o ERIIIR :
1. Beware Android trojan posing as Clubhouse app

2. Bogus Android Clubhouse App Drops Credential-Swiping Malware

3. Fraudsters jump on Clubhouse hype to push malicious Android app


https://blog.eset.ie/2021/03/19/beware-android-trojan-posing-as-clubhouse-app/
https://threatpost.com/android-clubhouse-app-malware/164915/
https://www.zdnet.com/article/fraudsters-jump-on-clubhouse-hype-to-push-malicious-android-app/
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2.5.2 ~ Samsung H#Eth 2021 F=RHEHE - E1EZ{E Android REEZRmIE

BRETENIRE KM Samsung FTH
Samsung ?Etﬂ 2021 EEE
PERE i O 2021 FEAMENE - BESE
71 Android ITEIFE AP NE

Zi®miME - Samsung TENEERFE

UBIEMERE -

P2l fTEIFEE KM Samsung AT H#EL 2021 F=B0EHME - BEZE
Z1R Android ITEIMEFRE A AT HNELRE - B8 —ERERIAZES
EbmiE ; Samsung ITEIRERFREBIUBIERERE -

ELESEMVRIHMERNITRE FEARSHEBEAG T - B
A 11 {& ; Samsung 27 Google ¥t 2021 F=H 4 Android 1FEE £ 4%
FHE BEREHLZnMESTEHEEERNEZENARE -

BEZEEE BleepingComputer 51 -+ 52 T353R 884> Samsung Galaxy
2B EE 3 A5 HHEREEETEE SN -

BERNENPEENRREENTE - BHEIS CVE-2021-0397 #Y
BRESHRE - EEREFEN Android fFEE AR INET ERIEETLESI)
Bt REREUDZASHENETERNEHEBEE —EZEZ (null pointer ) £
o RERTEERRESE -

HinE ERFREENNERZ RN -

ik

[n]
O
ik
=
g
Al
It

® CVE-2021-0395 : M EM MK ER B IBIZER -
RITITHER ;
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® CVE-2017-14491 : ENEEL BT T RAER - IEREERIKNT
TERIE ;
® CVE-2021-0393 : LiteralBuffer #£72 - O] EMEZEERKRNTERRZERE ;
® CVE-2021-0396 : S FTEIE—I552 (off-by-one ) - OIEHRZEBERIR
MITERRTNE -
Samsung EREEWELZRBEHE - BT BH LLAEZDRRN - hit
HZA S BTHRENZETEIERAEZENMRETINE ; Samsung Galaxy %3
TERE (FH - R ) WEF - BEUIEH &K  DUEEREEFAL
ORI BB EE -

o ERIKIR :
1. Galaxy S10 5G (SM-G977B)

2. Android ZE&A5-2021 £ 3 A

3. Samsung fixes critical Android bugs in March 2021 updates


https://doc.samsungmobile.com/SM-G977B/EVR/doc.html
https://source.android.com/security/bulletin/2021-03-01#mitigations
https://source.android.com/security/bulletin/2021-03-01#mitigations
https://www.bleepingcomputer.com/news/security/samsung-fixes-critical-android-bugs-in-march-2021-updates/
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BEZEXIEL - £ Google Play

Apple App Store B - ZAEHEE "5&

204 {§ 105, Androld BREEE ., - ZENFRAEMGSE

178 TEREZERAS) - SFER
THEEE 4 EET

e
4{83=TT -
AN 0 O . e

EZME Avast IE FHWELZER - dfHERMAMSIEL - £ Android
B Google Play 1 i0S B9 Apple App Store & - FESZ 204 EAEH " §R
EEEE | (fleeceware ) - BRENFERAEMESE4BE=TT -

PRBR) fleeceware BREZENES - BiE—REZERPAMBRIER T - BB
DAFWESEERNEZEREE ;| B8 fleeceware BEZ LR BRI
- BEAPNEZEEECHFH L - R[BAHEZEAHFPABE Google
Play #1 App Store fIF#EHIRISSR - BEMA PR S EH ARG RERE

=4
A °

Phiu|
Quﬁ

ERRERRIENREDRPREERE  BEEE=X AFET
KA TESHNERNRER - HEANKGESESOAPUE 4 2 12
ETHNER  —FHER 208 =77 624 =7t ; BN RAEZERADARFI
BV 66 =70 - —F MRSE 3432 =% -

546 - BRIEFBF %I Google Play 3 App Store B #1T:RE] F4& - A 4E8N
FRPEFH IRIR VSRR - (DA EEERHMN -
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1 Avast WK SR
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BB TS SE fleeceware - TEIEEIIESTE

RFERHEE  GERLRERZHRAR App - BEFERESR - HRKGERLT
B . jpiRIRiR - EEEa - QR Code 7z - PDF BHERES - BREELHR

BEEEH B LSRN0 - BARERS
LB EE thEE

Store 1 Google Play FEXEEFERR =
Pt - AP MNEE App K95

E.—Zi
JE

AREH

BHMAHEREER

EHE GBS - MHEABRIRIEE App

SERNERERE - KUIKR5IH
HIERNEEEREE

Ao WEEBASERERETEH -
o FRIKIR :
1. How fleeceware apps have earned over $400 million on Android and iOS

2.

million

Hundreds of fleeceware apps earn dubious iOS, Android developers over $400


https://blog.avast.com/fleeceware-apps-on-mobile-app-stores-avast
https://www.zdnet.com/article/fleeceware-apps-earn-dodgy-ios-google-play-developers-over-400-million/
https://www.zdnet.com/article/fleeceware-apps-earn-dodgy-ios-google-play-developers-over-400-million/
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2.5.4 ~ #iE&IR XcodeSpy ABIRIFB RIS - EE¥ iOS MBS BHENE

TWCERT/CC

BELZEF AR —REZE S/ Xcode

#31R XcodeSpy IR

HRERE > BEHE OS % - % 3 4 B oy o
Fﬁﬁ%%@]{#%ﬁél&% §R%T$ jﬁﬁﬁgi%ﬂ’.]% E'I:IJ#

i

FEEETER - EFEY i0S ASH

1P - SSENHEHEINE -

EZ M SentineOne e FHBEZMAAE - THAIRMRS
" XcodeSpy . —{EIZRE Xcode HRETEER ; EEFTEXEFIETE i0S &
REFEE T oEREEAMNES IOS IEAEZEIM Mac ST L 4EER -
BEHERGE -

MEABRIEE L ERIBEB W EMAMN Xcode FMEETE
fTabBarlnteraction ; - BES D RAHE AT XcodeSpy BEZINE ;| B%IE
Z 1 TabBarlnteraction IEERZIVEE 25N - BIMIA T HRIATEEREN
—E& Run Script 23055 -

EENHABABEESS Run Script WHEETE XM - Xcode EEHEIH
7 Run Script - WH 2% A S BN E R —E ol = inEsIRVER - I
HiE FrZREMENZTEDMR:: - HAEILS cralev.me -

MEAEREYL  ERESHER tmp BHREPEIF—(EEER tag HIEE
18 HPEE 7 :mdbemd 5% - DUEE FREREHENEGIGEK:S - #8X
ERENE -
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A3 SentineOne T3~ - Ef5353R XcodeSpy WEER - 12V HEIE

[ERVIZERE AR e AR ER - BRI AEREREZEAEEER - &
HOEALNNELE -

BITFRAEEY - XcodeSpy FARIRIEFIME & EggShell &P - oJDIER
FELEBEYTNHER - BERWTRERES  EEBENAFEE#RE - £xE
PR IRERNEEN SR -

o ERIIR :
1. New macOS malware XcodeSpy Targets Xcode Developers with EggShell
Backdoor

2. New XcodeSpy malware targets iOS devs in supply-chain attack

3. New XcodeSpy Mac Malware Targets Software Developers


https://labs.sentinelone.com/new-macos-malware-xcodespy-targets-xcode-developers-with-eggshell-backdoor/
https://labs.sentinelone.com/new-macos-malware-xcodespy-targets-xcode-developers-with-eggshell-backdoor/
https://www.bleepingcomputer.com/news/security/new-xcodespy-malware-targets-ios-devs-in-supply-chain-attack/
https://www.securityweek.com/new-xcodespy-mac-malware-targets-software-developers
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26.1-

SEHEBRTREXRE ONAP HAT%
ERER  FHERIKRESHEHE

e R LEMRENBASRBNE ; BEER
QNAPEZRNASHE
RBR N R

BB EERE ( Network Storage System, NAS ) KB QNAP HEl
BHEZER  IBEHZASEA SHHEHEKENENETALRK
L AFPRUBRESEE  WETUENZZRTE - RAMEREN - LUER
HEBINNERIEX -

i
A
et
>|_
e

QNAP B HEMEZERNEL - 2T REINZZHEPRE  BHEE
EEFABRZEERINENBEAMNZRKE - QNAP i - MRAFEECH
NAS CHERFEERIRTEZNS - S ERARBREABE "password ;-
"12345 ) ZERBASGHBEPHNEE  MRESEEHENEIRFNEZA -

QNAP ZZFTEEmhE NAS KEAF - A0HE - AwmEERAA/T -
PRI AIEREUA NTE) - 27T NAS IRERE L ERE

o 7% NAS AMAIBEEIINIABE I FIWEENR - BLIBLKAEMLIRER - &
R BE N EREINERIR ;

o —LERAMMAKIREEL - 1 http~https~FTP*sFTP~TeInet~SSH~
SMTP ~ POP3 * IMAP - SAMBA - AFP 5EEIB - [ER B FEFRTERE -
Y FBE TR ;



BEERARGCHEIEERRA DL
m Taiwan Computer Emergency Response Team / Coordination Center

FHER - LEEBHRESNE AR ;

o] 57858 B ARIBRAVE ANRSR U admin 8 %45 =/ (disable) - LB B
FINEIEERT  ReERNEATZRNEE ;

YR A FE U F@ANHE (http ~ https ~ FTP ~ sFTP ~ Telnet ~ SSH +
SMTP * POP3 * IMAP - SAMBA - AFP ) SRVEEIBIRS: - RIEEIESIE
MBS T System s - " Security 5 - " IP Access Portection ; BE&EFEIEFRE - &
—1@& 1P FE— 8 ANHBIE 5 RERKUAVRE - BAF ZIIAKATBBERD
REBED -

BEESEEARNEEFREBRR BB - URBEIHEMAR
EHAE D NAS NHEZEER -

BERIZGR
1. Take Action to Protect Your QNAP Devices From Brute-Force Attacks

2. What to do if there are constant unauthorized attempts to access the NAS using the

“admin” user, wit

3. QNAP warns of ongoing brute-force attacks against NAS devices


https://www.qnap.com/en/security-news/2021/take-action-to-protect-your-qnap-devices-from-brute-force-attacks
https://www.qnap.com/en/how-to/faq/article/what-to-do-if-there-are-constant-unauthorized-attempts-to-access-the-nas-using-the-admin-user-with-warning-failed-to-log-in-via-user-account-admin
https://www.qnap.com/en/how-to/faq/article/what-to-do-if-there-are-constant-unauthorized-attempts-to-access-the-nas-using-the-admin-user-with-warning-failed-to-log-in-via-user-account-admin
https://www.bleepingcomputer.com/news/security/qnap-warns-of-ongoing-brute-force-attacks-against-nas-devices/
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InERIRIZER - B - Bk - B5 - AETHRESBR AR

—EREEFEBRERTEEIERE
MBS HGEESXEFRW

BREEGAREREREENSIA

SR B - B A
e maione BRARESIRALE Cloudflare - BB -
pCERT/ce REZRITHEHES -

—ZXRB% Verkada - REEFERERTEELEEBOHBIAT - HhE
EZREFPNBREERRSHEREENRLLR , XEZCRBHERR
Tesla - ElmfRT5R#tE Cloudflare ~ EHit - UAZRESE - I(RITNER -

LF -~ Bk - 2% -

ERREBAFRNWEED - oJLUEREE Tesla & Cloudflare ¥ AZE AR
1% - WIMEARTBH Verkada AFEEIELERIERZA - BRI -
RS |RITDITES -

ZRREREP—RAEEYN TREOME - HAIE Twitter L38R—%5
ZERNENERBEE ; ZEREMEAIFI Verkada FIALRRBREEH
B BERENIRITER - BRFTE Twitter LR5H—35RIETEE Verdaka B8
4L Linux root TREEEARE R - HPoJLIFRAE R MAC adress © #%
MAC address BIEHS Verkada i 3B R EE MR EFTA -

!
¢
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2B RERTERM - 88 Verkada ZEHEBRBER - SERENHAEN
FEUERAGEMAE  BEBRIES  REZEIRARNRE -

Verkada £ EHZ AT ARERFEHNER - IV fREHFENIR

RERZAFETASKEEZEIER Jenkins ARER - 2021 F3H7H
39 HEEIAZEF - REEISRIRREAREIR - BRENRBZATNE
IR S - B _PEERERGE

Bzt ERE PSR - B REERIUARBNAPIRREZEERS -
Verkada ASNEMHEEM M EEB AR TARERRERE ;| 2R RIS
WER - AERSBoERPNEEERNEEPnAAEEAESNER « Email
it ~ Verkada X —LHEFNSE -

m

o ERIIR :
1. Latest Security Update

2. Hackers access surveillance cameras at Tesla, Cloudflare, banks, more

3. Hackers Breach Thousands of Security Cameras, Exposing Tesla, Jails, Hospitals


https://www.verkada.com/security-update/
https://www.bleepingcomputer.com/news/security/hackers-access-surveillance-cameras-at-tesla-cloudflare-banks-more/
https://www.bloomberg.com/news/articles/2021-03-09/hackers-expose-tesla-jails-in-breach-of-150-000-security-cams
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E B ARINEHER Molson Coors B Al
3£ B K BY N8R H R SR 1 N . n s .
SEEEL(2I0EE 5 T SRUEREEINE  EHREEE

EEXM

e PSE R REAIEREF -

EE ABEH R Molson Coors HEIRR BRI ARRRIZE IS B RVENEBEI
2 BNREBALEERETZERAEBEILEEE  GRFELS  GENEES
ZRPRY T/EER = 2| PH #8¢ -

‘-u'l'}

Molson Coors 27 2021 £ 3 A 11 HERRZEKE - BERIQEREEE

& ( Securities and Exchange Commision, SEC ) & 8K E R EBIR X

; XHhiEHZAE "TERELSHMBERANIZ, | ZATIEKERE
INTEZMEETSHRAE - AMLABERAESPISOEBEE -

&R Molson Coors T RKIBEZ AT ERM—EELNZEHE  BER
EXRBIEMRH - RoESHBEHNEMY ; ELME Nozomi
Networks 15l - WEBEHRAEEZEMNFNBE+22E - K5IZ% Moslson
Coors EREKIBAM 2 BHATER  ROKENAHBEBRENHZ -

H—HREZME Red Canary RIfgH - #HBEWBEMIERIERX - HE
EXERENSEFERE , —HHARZRIGIEFNSEER  ERER
EELEENSERELCSE—ERK  SHEERSENLENABENRE
T8 DIBETEATENE
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MERISHEFTE AR EIE R REFNE TR EEEESEEF K
AUEE ; = H¥)/ABE Groupe Beneteau S MERINEE  EREEFEE
HZX - ME_BRBE3E KM WestRock thBRIBZREHE - EXZ AT IT
AT ETIB AR EEEE -

\

Molson Coors & EZ1& #5iH an h& BB FZ TUEUR] - 8335 Coors Light »

Miller Lite ~ Molson Canadian * Carling * Coors Banquet - Blue Moon 55 -

o ERIKR:
1. UNITED STATES SECURITIES AND EXCHANGE COMMISSION MOLSON
COORS BEVERAGE COMPANY

2. Molson Coors Cracks Open a Cyberattack Investigation

3. Cyberattack Forces Brewery Shutdown at Molson Coors


https://www.sec.gov/Archives/edgar/data/0000024545/000110465921034789/tm219417d1_8k.htm
https://www.sec.gov/Archives/edgar/data/0000024545/000110465921034789/tm219417d1_8k.htm
https://threatpost.com/molson-coors-cyberattack-investigation/164722/
https://www.securityweek.com/cyberattack-forces-brewery-shutdown-molson-coors

26.4

SEEREREHREEERRE DL

Taiwan Computer Emergency Response Team / Coordination Center

HEAR 0T A RIS Sierra Wireless & 8 iEIN 22

FIREA 10T EERIE KM Sierra

Wireless - HRISEEREZEIR - I8

| 0T RENEH . . . L
Sierra Wireless B 2/ SEZEABARIENEZIZEEIN
BHERE

. ENMAEEEMMI RIS
AR5 EIAIEE -

MAEINIMNINEXR ST EN T IKELR loT EEHIE KM Sierra Wireless -
R 2021 £ 3 H 23 HERELEWR - IELZATTE 2021 &£ 3 H 20 HEZ!
APRFENRZEEHBRE  SUMBEEEMMAB SR EEE -

EZ LTI MPNELBRPR - Z o0 EERINEBNE RG] - et

SEANBNARETESRE  THEFFE=-"HEZEXRHLERFESTHIE

K ERRNESZARKEIEDEE -

Sierra Wireless 7% - BRIKBERFIBEEEMEEREZLEE
ZNAEINEBEHREILFES D A E AR SRSE  (BERE T RGBS
NEEERENAA  AEASEEMARIEHEMASIRE KX -

Sierra Wireless WEZRBH - KB HHERNBEBRERMENRRHRED
Bt SEMERRSEE HERNYPETER  MEESRER BXNES
S8 - URZABREXNERERR - 928 RMH7 , 2ot 2EhES
EL RS EREN AR -

9\94} :lu}

 Sierra Wireless e RRIEZBH P IEL - HRNZERREN - &2 T
WZRHIEIE 2021 & 2 B 23 HUOARMAY 2021 FE—FEHRERS -
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MARABZES XN BN EBRAMSHREEZFENEAREME - 65F=

B NS 255 K i Molson Coors B2 Bl 3£ BE BRI WestRock - SEENME L
HEENEBMENEESBREIEFNERE -

o ERIKIR :
1. Sierra Wireless Announces Ransomware Attack

2.  Ransomware attack shuts down Sierra Wireless 1oT maker

3. Sierra Wireless Says Ransomware Disrupted Production at Manufacturing Facilities


https://www.businesswire.com/news/home/20210323005460/en/Sierra-Wireless-Announces-Ransomware-Attack
https://www.bleepingcomputer.com/news/security/ransomware-attack-shuts-down-sierra-wireless-iot-maker/
https://www.securityweek.com/sierra-wireless-says-ransomware-disrupted-production-manufacturing-facilities
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2.7 ~ RIBRCSRIA &R

2.7.1 ~ Google Chrome f81€&E 0-day B&imE - B FIIBNE#h

Google IS HAEI#H Chrome EE
Google Chrome

E18 B E 0-day EEZESEREE . H
= S ; B - EEZEERRR  HP 8
—EmERE - EEENZREERR
MITEESREXTE - AREUEIEHRE

ExAThR A -

Google iR HRIH#E L Chrome BIE 22 EF#TARZ< 89.0.4389.72 - {E1EZ(E
EZimn  HPEE—ERERLD - JEERRFERHATESREIE -
P EIRIEM 2 &K -

E{E4Am5E 4~ CVE-2021-21166 WEZ®IE - 7R Chrome RE AT
2T ZEREASERESIVANENBHEFEER - REEEKH
FPEOARFENME - BIoERItES - SREEEFRAVENER: - 380
EIRAITERREINS -

&R E CVSS v3 BB N EiE 8.8 10 - GREENHAERRE
( critical ) E4k - FAEEREH Google Chrome BEEEFEZK
( Windows, Mac, Linux ) 89.0.4389.71 ZBIRIZ{E Chrome 89 R4 -

1# Google #FRNELBEWMIEL - Z LT SE2EL—REEINRARIE
EHAMNIBE ; Google BERNEZBIMEFRNVEN - L FHTAR Chrome
89.0.4389.72 A - (B EI—&ERA ; HPRBIEIEHAISIARA - LUk
REZRENAIDRE RS NE -
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BRUCRE 2 45h - #iiELAY Chrome 89.0.4389.72 fR7AN - EIRTIZE T 5

5h 46 ERERERENELZRED  HhEREES

1. CVE-2021-21159

2. CVE-2021-21160 :

3. CVE-2021-21161

4. CVE-2021-21162 :

5. CVE-2021-21163

6. CVE-2021-21164

® CVE#R3E :

. TabStrip 2B Heap &

: TabStrip 2B Heap &

SRR SRR
fraoisieafUiEsR ;
WebAudio B8] Heap B F B e M IR
fraoisieafUiEsz ;

WebRTC & L EEERVEERR ;

 RREEAPEREREAE ;

L I0S IRAERIEREAE -

CVE-2021-21166

o S ZEEM/IRA : Google Chrome 89.0.4389.71 Z BIRYZ{E Chrome 89

Windows * Mac
o HRFER:

o ERIKIR:

~ Linux pRZA
F+#R ZE Chrome 89.0.4389.72

1. Stable Channel Update for Desktop

2. #VU51166 Improper control of a resource through its lifetime

3. New Chrome 0-day Bug Under Active Attacks — Update Your Browser ASAP!


https://chromereleases.googleblog.com/2021/03/stable-channel-update-for-desktop.html
https://www.cybersecurity-help.cz/vulnerabilities/51166/
https://thehackernews.com/2021/03/new-chrome-0-day-bug-under-active.html
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2.7.2 ~ iPhone W E2 B 5218 H D] WA R 2 FFR A iPhone HEIERVFTRLIRERES

TWCERT/CC

iPhone TREZEBSFI A FEAT Apple &

iPhonefi f#

EltdeplN HmAEZERNRER  SREEWH
BRAR%T

(I oo T8 - % T m AR A
EE
B9 iPhone -

—{& iPhone & 52 HBIN TR Apple BB L EHARE - 3%
REEHMIBRMIE ; 2B TEEFERRAEHEN iPhone

=18+ % The UncOver team # iPhone IR EX - £ _AEEBELEZHH
iPhone HA T B - oIIEBIAP 48 i0S 2B EEIREZEHRE - BT
ZHARI App Store & PR B MM EAEES - SIZ2EBRANELR
&l - ¥1T Apple ERZEIER (HIMEL - BIVHME - BILGRE  BENR
%) REFMWINEE -

The UncOver team &7~ - #HY iPhone #5t T B o] #E i0S 11 % iOS
14.3 ZBIRIFF i0S MRA E#1T - TEME AT REFATE o E/ERN
&3 iPhone F#3) iPad 1l -

The UncOver team EEE X TIEY - ZBEBEZEBTHENEZAF
%+ A CVE-2021-1782 EEFH iOS fFEEAHZ O P HTRE - 5L ER
iOS FUHREPRPEI - :EA L IRIEEVS A H S RV ITHR -

The UncOver team EE & &5 T EFI AR CVE-2021-1782 J&iE -
LI Apple RZHVBRNEZBRPKIL ; TEZEIRT Apple IEEZ A
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SIE2ELRDSBINANREERNEE -

CVE-2021-1782 =1&f%)AE - th 27 Apple THB#E RV i0S 14.4 B {E
1€ - EIE The UncOver team #LEAMHRI TEH -  FE2FHE i0S 144 19
iPhone gf iPad OS 14.4 Y iPad ¥t - 28 )EZ# 1780 -

RAIRELZZERAETE - 113 iPhone # iPad HFEARBERER
CHEE EERBRM T ERRBERERAIRS] - EARZEAREETS App Store
o EIRME=EAREI  AAEREAKNRESKEEIZTEREUEN
Fkg ; mA&THLEENESEREZBRENNREIRARPES - AFRTUE®E
EERMBMBENBUEREN - LIERRENZZY -

® CVE#R3% : CVE-2021-1782

o S EEM/MRA :i0S -~ iPad OS 11 £ 14.3 - iPhone 6s Z&PTBARZA - iPad
Air 2 ZHEBRZ « iPad mini 4 Z#&FTAZ ~ iPod Touch 5 7 1€

o MRIFE  EMZEI0S - iPad OS 14.4 ZERA

o ERIKE:
1.  @Pwn20wnd (TWITTER)

2. About the security content of iOS 14.4 and iPadOS 14.4

3. Hackers release a new jailbreak tool for almost every iPhone


https://twitter.com/Pwn20wnd/status/1365833293069975557
https://support.apple.com/en-us/HT212146
https://techcrunch.com/2021/03/01/hackers-unc0ver-jailbreak-iphone
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2.7.3 ~ Facebook B WordPress &7 E & 1£18 i (B & E im i

BEL M EEIR Facebook E A LAY

TWCERT/CC

FacebookBEEH Facebook for WordPress I8 EH -

WordPressiE 7 EHF N ‘ _
(EERERERR FEMEOEREEZRRNTERS

EABNRERRD - ERZEHN

FRFEEIBNE -

FI WordPress EZ BRI EZME Wordfence - HRISERMFERSTE
! - Facebook B 75 # H# Facebook for WordPress AR EH - A MIED
ERRERRATESRENENRERG ; SWEREE SEHhk Facebook
for WordPress tP1E1E - ERZBEREGNREF - BIAIEHR EEMRR -

Facebook for WordPress :2F Facebook B757# 1) WordPress &7
E - ol WordPress ZRIEEEE T H WordPress Bi5E18 P& Facebook
Pixel BHtE = - ALUEBHIGIEEMIL CRBERAZE - R 7 oiEHEREER
ERRBILAETIREIN - tHEERE Facebook (ELUEAIEHEES - IBM5T - 818
50 &1& WordPress #dli5 - &% % 1 Facebook for WordPress iR EH -

& Wordfence W &1sH - EMENRE - B—EZRFA POP Chain 18
A PHP %80 mE - B22& oI A FHEERE - TEHF WordPress fI% %
FEHEPFIE—ESATEREREANBHER - WoRHNIT -

—{ER B/ CVSS EIRRRERI 7 EE 9.0 77 - BREE ( Critital ) &
# ; BRIE#E CVE MRk °
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F_ERBRIZEBNREILEREKAE ( cross-site request forgery,

CSRF) ; %EEUZHBERFER - BEBENEREKR  NESEENHRTE
B BSEEZIEHN Facebook for WordPress B ZEBM B R X B33 I E
Eln - BREBEHIVSZE WordPress LN RERTEN | MEEEZESE

#—LE AFER JavaScript - ElRFITEEEE -
EERE CVSS BRREENTSE 8.8 7 - BIRNSEMR (High) &
4R ;. BRIE#E CVE 4RaR -
7= M B R E S #E AT HA 3 £ AU Facebook for WordPress 3.0.4 {Z1E ;

BLZERIEREFRFE - 9RUBIENZ 3.0.4 DLEARAE - DIRERIEHR
BBV E R -

o ERIKIR:
1. Two Vulnerabilities Patched in Facebook for WordPress Plugin

2. Severe vulnerabilities patched in Facebook for WordPress Plugin


https://www.wordfence.com/blog/2021/03/two-vulnerabilities-patched-in-facebook-for-wordpress-plugin/
https://www.zdnet.com/article/severe-vulnerabilities-patched-in-facebook-for-wordpress-plugin/
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Adobe iR 2021 E3 A9 HER 7L E K
i FEr . B1E7FHY Adobe Creative Cloud

Desktop * Connect 1 Framemaker BYE

Rdobe Connect/:Framemaker

LI -

Adobe 1€ 1 & Adobe Framemaker 2inFITERZXIERE - 3 1@
Adobe Creative Cloud Desktop E&E)f)E - LK 4 & Adobe Connect WE %X
i - HBE Y 8 ERE - KE 2 REREDFERATESEINN - BT
RERESH -

Hh Adobe Creative Cloud Desktop 118 7 = @& - B2 M@=z
mATERENBE RN —EFERARD - Bl TEEEXNBE2ERER
BRERRE - ZEEBEHIT Windows inS - WEXHEBRHEY 2EERE
==
==K

i

A

Adobe B ERL FAHER Y AERREHERIRA - LIHLEER
AR R R BRI -

o XEEM/IMK :

1.  Creative Cloud Desktop Application 5.3 X & F 7Bl Z iR -

2. Adobe Connect 11.0.5 XE R 7B ZhR 7N -
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3.  Adobe Framemaker 2019.0.8 & Z BIHIRRZ -

H

o FRNE KU LEMEMEEMIRAR

o ERIKIR :
1. Adobe fixes critical Creative Cloud, Adobe Connect vulnerabilities

2. Security update available for Adobe Creative Cloud Desktop Application | APSB21-
18

3. Security updates available for Adobe Connect | APSB21-19

4.  Security Updates Available for Adobe Framemaker | APSB21-14


https://www.bleepingcomputer.com/news/security/adobe-fixes-critical-creative-cloud-adobe-connect-vulnerabilities/
https://helpx.adobe.com/security/products/creative-cloud/apsb21-18.html
https://helpx.adobe.com/security/products/creative-cloud/apsb21-18.html
https://helpx.adobe.com/security/products/connect/apsb21-19.html
https://helpx.adobe.com/security/products/framemaker/apsb21-14.html
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2.7.5 - HI8ERIBRIE F5 &R P4 BIG-IP B BIG-1Q EmBVERERE

F5 Networks BIG-IP £ BIG-1Q Emm
FEZEELRE - AFREEERR
HITEEEDRN  BEtHEEREBR

EMECEBERE -

AN A LR ERE F5 Networks 2 Y LM ERH - £ 7 E@RE -
Z£ZE BIG-IP M BIG-IQ hi A - Hp BN ERENERNTESEIE
(Remote Code Execution, RCE)J&E °

PU{E & & RCE i — @ ¥a 1% 1 RCE J&id(CVE-2021-22986) - It
REERES 7D BRERERZIRE O UER AR BIG-IP & & _ LHATERR
B - CVSS#72 987 °

HEp—ERERBDAS

1. REEEFBFEHE(Traffic Management User Interface, TMUNER AN EMHE
b EEEBS SRR RCERIE(CVE-2021-22987) - CVSS:F 0 &2 9.
2. mEEEBMAZL (Traffic Management Microkernel, TMM)TZ#E £ & & /& ARG

(CVE-2021-22991) - CVSS 314 9.0 %

3. Advanced WAF/ASM B # &&= RE(CVE-2021-22992) - CVSS 7

AN
7]
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2021 %£3 B 10 A - F5 X &% 7 B4 3 8 RCE BANZ 2 AE (2 1@
S AR CVE-2021-22988 - CVE-2021-22989 + 1 {8 E A CVE-2021-
22990 - E CVSS SIHDFI5 8.8 8.0 6.6) - A CBRENEERES
WITEEZRAWS - BIG-IP B RCE A EENTHMNAAAR - 8215
HEUEHIRERARENREORE T NIBHELE -

42 F5 NEH - & 7 EREELL T BIG-IP AP E2FRNEE :
16.0.1.1 ~ 15.1.2.1 ~ 14.1.4 ~ 13.1.3.6 ~ 12.1.5.3 1 11.6.5.3 - £Z BIG-IQ
A FE#EE RCE @I (CVE-2021-22986) 77 8.0.0 ~ 7.1.0.3 1 7.0.0.2 AR A
HEEE

F5 7 BIG-IP Frikiarasf Ml 4h F 2RI R - WIFEBHEERARF
= RETIRDE/EBER -

® CVE #®%% : CVE-2021-22986 * CVE-2021-22987 ~ CVE-2021-22988 * CVE-
2021-22989 + CVE-2021-22990 * CVE-2021-22991 * CVE-2021-22992

o FEEM/INRAK : BIG-IP £ BIG-1Q FIZZ{E hr A

o MRAAE . MBFEARBZAMRER RIFEEMEMECBENR
zl_( o

o ERIKIR:
1. KB84205182: BIG-IP update and upgrade guide | Chapter 1: Guide contents

2. KO03009991: iControl REST unauthenticated remote command execution
vulnerability CVE-2021-22986

3. K18132488:. Appliance mode TMUI authenticated remote command execution
vulnerability CVE-2021-22987

4. K56715231: TMM buffer-overflow vulnerability CVE-2021-22991

5. K52510511: Advanced WAF/ASM buffer-overflow vulnerability CVE-2021-
22992


https://support.f5.com/csp/article/K84205182
https://support.f5.com/csp/article/K84205182
https://support.f5.com/csp/article/K84205182
https://support.f5.com/csp/article/K03009991
https://support.f5.com/csp/article/K03009991
https://support.f5.com/csp/article/K18132488
https://support.f5.com/csp/article/K18132488
https://support.f5.com/csp/article/K56715231
https://support.f5.com/csp/article/K52510511
https://support.f5.com/csp/article/K52510511

6. F5urges customers to patch critical BIG-1P pre-auth RCE bug

7. F5Networks Z BIG-IP Zm BIG-1IQ EmEFEELZZERT



https://www.bleepingcomputer.com/news/security/f5-urges-customers-to-patch-critical-big-ip-pre-auth-rce-bug/
https://www.nccst.nat.gov.tw/VulnerabilityDetail?seq=1147
https://www.nccst.nat.gov.tw/VulnerabilityDetail?seq=1147
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2 __J& ICANN APAC-TWNIC Engagement Forum
EENERE | 2021 F 4B 158 16 H

EENthEs | BIEEAERIEM N _IEEER

SEENMANE | https://forum.twnic.tw/2021/

Taipei April 15-16, 2021 (Thu. - Fri)

FH#¥EE{ : ICANN ~ TWNIC

ICANN & TWNIC HEI 2SR R#IE (ICANN APNIC-TWNIC
Engagement Forum) - ££5 7 A5 B AR S &G A B BIEAHR AL R - &%
HE - P EEREZEEEE  ETFAZBRRY S8 EEERA
BINZEEGAXEEHEN A RKEREENRERS -

I LEE=S

FE3BETWNICIP R E REEERFAE R ERERAREREXZESBEZ
g RUERFREAHARENME  EXZERBBEIMNTE  2EEE

e ISP & 2 ERIRHARR IP BER K EEHA -

ICANN & TWNIC BB a - EiRR 2 IR A ZMEHRA - oIS
HEERAWEREIEREENBERRECK - MRABFSARER TR
HHEBEEARERRS -



https://forum.twnic.tw/2021/
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EE RGN

https://www.cisanet.org.tw/News/activity more?id=MjYwMQ==

EENHEE

P EREBRERZSRR

EWEM : FERBENRERS

H4sE 0 © 0225533988 714 358 JREE  alisa.wen@cisanet.org.tw
WAFLE © 2021-04-12

RRIZ A -
o HNEXRELZEERES

o EBELUWEBARRHMH

o ERXRA1: HEEBHMSELPBHRREE
o ERXEA2  HEBFKEEREARSE

°
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EENMEE MERBECE

SEENEDE | https://cyber.ithome.com.tw/

CYBERSEC 2021 | ;- Tk - "
liniiwgt | iThome 0 VR ‘ TRUST:
= =~y redefined

Eue— B anEe

5552775%%&&%‘

MAY 4 - 6 EI6EEEE

FHEEI : iThome

2020 F 8 HEFHEEZELZAE - HMIRE /F LERHAZERERTESHAN
rERKE . —HEHEESREERE  EEEFEELZRSHZE NEWIL
ZR, THRARNE T - EEEZEF—F-ENRARE MERLBWRES
T8 ERAEEZE LN —DORBERR  EEEEZAERNATFEZINE
CIERERNELE R

SE - BATIVEBRARELE - RMEE L MIBFENEES - HEMRE
BRAZIK M EEEREEARETPRATEBEEF LERSHHE
QN - 2021 F 5 HEEBRUINBEREEELAE  FXNEBEREEN
I -

mE - SERAENZE - EREANELZZCKEAREBREMEVEER
# - [EIt 2021 FEEELZAZHHAUBERAEIKE—EANBERENNELS
o Pl BREEBEZAEEE  RI—EZEEZKNELDE -

EENE

\

A

B4 & 51 : CYBERSEC 2021 £ &% KE MR /)\AH cybersec@ithome.tw
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B1TEA - SE2ERAEEHEEEZ 7RO
(Taiwan Computer Emergency Response Team / Coordination Center)

HHIEE 2021 4R 10 H

#Rm¥E : TWCERT/CC EIfX

ARF5EE5E : 0800-885-066

& H 4 : tweert@cert.org.tw

B4 : https://twcert.org.tw/

EEFB ¢ http://tweert.pixnet.net/blog

Facebook f#4 = & : https://www.facebook.com/twcertcc/
Instagram : https://www.instagram.com/twcertcc/

Twitter : @ TWCERTCC




