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o ERIKIR:
1. DSA-2021-088: Dell Client Platform Security Update for an Insufficient Access
Control Vulnerability

2. CVE-2021-21551- Hundreds Of Millions Of Dell Computers At Risk Due to
Multiple BIOS Driver Privilege

3. Hundreds of Millions of Dell Users at Risk from Kernel-Privilege Bugs


https://www.dell.com/support/kbdoc/en-sg/000186019/dsa-2021-088-dell-client-platform-security-update-for-dell-driver-insufficient-access-control-vulnerability
https://www.dell.com/support/kbdoc/en-sg/000186019/dsa-2021-088-dell-client-platform-security-update-for-dell-driver-insufficient-access-control-vulnerability
https://labs.sentinelone.com/cve-2021-21551-hundreds-of-millions-of-dell-computers-at-risk-due-to-multiple-bios-driver-privilege-escalation-flaws/
https://labs.sentinelone.com/cve-2021-21551-hundreds-of-millions-of-dell-computers-at-risk-due-to-multiple-bios-driver-privilege-escalation-flaws/
https://threatpost.com/dell-kernel-privilege-bugs/165843/
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o RESTH=EAFSNSFTEMPAAR FTEUEEEAE
]

o FERIUR :
1. Small Business Guide: Cyber Security

2. 'Cyber Action Plan' to help increasingly digital small businesses stay secure from

rising threats



https://www.ncsc.gov.uk/collection/small-business-guide
https://www.ncsc.gov.uk/news/cyber-aware-action-plan
https://www.ncsc.gov.uk/news/cyber-aware-action-plan
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o ERIR :
1.  The UNC2529 Triple Double: A Trifecta Phishing Campaign

2. Worldwide phishing attacks deliver three new malware strains


https://www.fireeye.com/blog/threat-research/2021/05/unc2529-triple-double-trifecta-phishing-campaign.html
https://www.bleepingcomputer.com/news/security/worldwide-phishing-attacks-deliver-three-new-malware-strains/
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(REvil) ~ Ragnar_Locker * Suncrypt * DarkSide * CLOP - Avaddon *
LockBit ~ Mount Locker  Egregor * Ranzy Locker * Pay2Key * Cuba *
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#F 1 (double-extortion ) B3 - BIFENNZH
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o FRIKIR :
1. DarkTracer : DarkWeb Criminal Intelligence(@darktracer_int)

2. Ransomware gangs have leaked the stolen data of 2,100 companies so far


https://twitter.com/darktracer_int/with_replies
https://www.bleepingcomputer.com/news/security/ransomware-gangs-have-leaked-the-stolen-data-of-2-100-companies-so-far/
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ERERBINTFERE 24 FZ2AR Wi-Fi E#RimiE Frag Attacks

e~ LEAMRERZREXRZR— R

V] Wi-Fi SRR BN E %

Il
g

Fi 125 TR TRARREYEANS

BElE - TE9RE  HPFEL

R FERE 24 FZX -

[EFIR B ZE X Mathy Vanhoef HAEIZE R + f5 L35I8 — %5 Wi-Fi
AR ERTE 802.11 WREELZRE ; BLERE o ARESYBERS
BBk - TERE  MEEERSHINEERHEN WPA3 th—1XBX -
HphBEERAFERE 24 22X -

E— %5 Wi-Fi 802.11 WEZ RmE#HE A " Frag Attacks ;- FERER
WEGZEE "MRBESKE ) (Fragmentation and Aggregation Attacks ) &
EETT  WBERBEUEANW WIi-Fi BHEEEN - BDEREREHNEF A
NSEN  A2EZERELNTERENE , RAEERREBHAHE R

E—2IELZRBEE 128 - 2R =184k : Wi-Fi RERET LT
HBE =@ - 75l% CVE-2020-24588 - CVE-2020-24587 - CVE-2020-
24586 - E—HRRARANIRE Wi-Fi ERIZELFRORRE - RIEEZER
ARZEXE Wi-Fi BRNEE
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EREMMEBL - 7R Wi-Fi BERNEF FBEINERE - 2517% CVE-
2020-26451 -~ CVE-2020-26144 - CVE-2020-26140 - CVE-2020-26143 ; 75

REMEFEENRBRAIBERME - 754 CVE-2020-26139 ~ CVE-2020-
26146 - CVE-2020-26147 -~ CVE-2020-26142 E2 CVE-2020-26141 -

Vanhoef 15t - BRERBEL T A Wi-Fi REHFER ) —@E Lt
i - SHERRRKEFEAEZERE ; #2% Vanhoef £ & RAT/LE R R
L EIRIR IR AR HIET 802.11 2EER Wi-Fi Alliance - B E m AR ER -
Cisco » HPE/Aruba - Sieaa Wireless &t &1 ¥ FEIERRERBELEZE
MLE  BERXE WI-FiNEmHENEEET KEA - BItRETERE
BAZEENERELRE -

Vanhoef {REE—ft P - MREZERECEANERSEEB R LUR
A EEENBERTE - MEEREM https ZEMBELR - BEIJ T

o ERIR :
1. INTRODUCTION

2. All Wi-Fi devices impacted by new FragAttacks vulnerabilities


https://www.fragattacks.com/
https://www.bleepingcomputer.com/news/security/all-wi-fi-devices-impacted-by-new-fragattacks-vulnerabilities/
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RIRIREID
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 BIB—EEFRNBEEBEEEENE ; SEBEHEMES "Panda
Stealer, - HREIEHEZBHEFR LR Discord KIRER L - HEZE
BEXEARESNZESE -

BEMNEHNIWEEL - 5@ Panda Stealer EZDIRTERE Excel B
A ERNNREGE ; EHSHRESHEBRENBESFRY  REE—
BB Excel fii1E - BE LT —E FHEX - FEHERWIEERZ Panda
Stealer WFET -

o UBERERY - 2EAERNAA P ER PowerShell 1§ -
BPHfTREE L—EXFENZERE - FIR—ENZHwHEE PowerShell 5%
RS - REM TEER ) RSEGCINE & -

WEEL - —BRAF%LE T Panda Stealer - ZEXAMBWESEEME L
BB MNBEEZEIHEEN - #iE 8 Dash - ByteCoin - Litecoin -
Ethereum %5 ; Panda Stealer BIIS T E NS EIFNEEERBUEAE
# - BI¥0 NordVPN - Telegram - Discord * Steam & - W ZHAEINERE

[X]
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e

o FRIKIR :
1. New Panda Stealer Targets Cryptocurrency Wallets

2. New Crypto-Stealer ‘Panda’ Spread via Discord

3. Panda Stealer dropped in Excel files, spreads through Discord to steal user

cryptocurrency


https://www.trendmicro.com/en_us/research/21/e/new-panda-stealer-targets-cryptocurrency-wallets-.html
https://threatpost.com/panda-stealer-crypto-wallets-discord/165898/
https://www.zdnet.com/article/panda-stealer-dropped-in-discord-to-steal-user-cryptocurrency/
https://www.zdnet.com/article/panda-stealer-dropped-in-discord-to-steal-user-cryptocurrency/
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App - BILGERFPUZERENAT - BINBERREGFEE App 1ElR ; AF
OJF|HEZEINEERT - IBE - BANBWZENBEHEE NFT -

PP RZ#5 E MetaMask F1 Trust Wallet i - &B5 LA E 20
MmiEEEAEE - EmE App & S E £ BE T B A IR RiE R
W ; BRI ESHEHERTERERS - IEARFPHNERES - WA
MEDPHINEEE -

BleepingComputer 5t - RAITE M E B FIRE 2= 2TE Twitter S21THY
FFREE) ; B/OATTE Twitter £18 5= MetaMask #1 Trust Wallet BF3$3R7E
Twitter FRAREARERE - B EBWBNEMBRBNR - KRB BIKERS
EAENBREBBHAFREHR - TEMN E—ERNSEL - RER
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o ERIIR :
1. Trust Wallet, MetaMask crypto wallets targeted by new support scam

2. MetaMask phishing steals cryptocurrency wallets via Google ads


https://www.bleepingcomputer.com/news/security/trust-wallet-metamask-crypto-wallets-targeted-by-new-support-scam/
https://www.bleepingcomputer.com/news/security/metamask-phishing-steals-cryptocurrency-wallets-via-google-ads/
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MERIE T Azure Eln IRFEME LT FEEPX Section 52 - HAIEEIRZE 25
{& loT(Internetof Things ) #£ &1 OT ( Operational Technology ) &M%

- FEREREAEER  BREEFMABEGESZSEEZERNER - &

BRI~ - BLREHEA 25 BN CVE &5 - 885
"BadAlloc s ; ZIRECILINMELRNE - 5% loT &2 OT KE LF %5
EIREEER BUEELERE FERIITESRETS -

S BB EERIEMM RCE ELRE - BZEERSERRIEER
# ( Real-Time Operating System, RTOS ) * R AN EENHEREEH
(SDK ) ¥ C FESHIIZERTE (Libc) 5 -

UESh - Bt EE —ISEREEREBE + %250 (DHS ) BREERE
i - DHS E M ELZF EWEARR L S BER T L Z FE(Cybersecirity and
Infrastructure Security Agency, CISAVT B3t EL R - JILFIBERBEM
BacAlloc J@ B HE SR EY - HPE1E Google Cloud loT Device
SDK - Tl SimpleLink ~ ARM ~ —Z Tizen RT RTOS ~ Amazon
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FreeRTOS * NXP MQX * Media Tek Linklt SDK * Windriver & 4315 & m #1532

2518 -

HERIEL - FARELE loT B2 OT RENEHSEMARET - RISHERM
ZRZ AU EEEMLYERLD  BEFUNSENZERAR @ &
VENEMEEMRA - URREES OATANEMmEMHEPEE -

o FEEIHRIEZRLEN
HESN E B MBS AR R EREAREMITHNRESH - BEAER

EMRBEEAREREES  MREZREEEmAPYL

1. BREARBRLCASZEMMRIESR  uBETERH -

2. EEREFEMEmM UERERNNE WHRDVEHEREEBEET Internet
ERRE  WHEBAEREE DR - 8% ki SRS EAREmAE

E - IRFEERFINELEE MO AERZZER -

o ERIKIR:
1. ICS Advisory (ICSA-21-119-04) Multiple RTOS (Update A)

2.  “BadAlloc” — Memory allocation vulnerabilities could affect wide range of 10T and
OT devices in indu

3. Microsoft Discovers 25 Critical Vulnerabilities in 10T Security Affecting Google,
Amazon, Samsung, a


https://us-cert.cisa.gov/ics/advisories/icsa-21-119-04
https://msrc-blog.microsoft.com/2021/04/29/badalloc-memory-allocation-vulnerabilities-could-affect-wide-range-of-iot-and-ot-devices-in-industrial-medical-and-enterprise-networks/
https://msrc-blog.microsoft.com/2021/04/29/badalloc-memory-allocation-vulnerabilities-could-affect-wide-range-of-iot-and-ot-devices-in-industrial-medical-and-enterprise-networks/
https://www.cpomagazine.com/cyber-security/microsoft-discovers-25-critical-vulnerabilities-in-iot-security-affecting-google-amazon-samsung-and-other-devices-sdks-and-libraries/
https://www.cpomagazine.com/cyber-security/microsoft-discovers-25-critical-vulnerabilities-in-iot-security-affecting-google-amazon-samsung-and-other-devices-sdks-and-libraries/
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3.3 - BIFREUATAHEBE R &R

3.3.1 * LEFIRFZZ{E A B P98 B KR4 DDoS W E

TWCERT/C®

EE 1 B 22 (B A

FIE B R AR B 4 BET ARS8t BRI PE B 1
DDoS IXEE |

EERIBS Z B ABRFIEEML - S 2021 £F 5

B RHNBEUGEEE - ZE1T

| 2P . WEMEE -

EERIRSZ B ABRFIEEAL - 1% 2021 £ 5 B 4 HE R ARRE 2 BTV ARTSE
5728 ( Distributed Denial of Service, DDoS ) - W EBMENEEFNZ
ZETHEFT - ABHESE -

WEBEHTEWEE - SRR AEFIERN Belnet 24t - SEBIE R
BA—XREEARSROAEIS IR R AR - EHIEN KRR B EA B A
BRITHENMERA -

BRI EBIE A HEA 200 fELL L1 Belnet 2 BN EIFE - HAET
AR A AMNR TS RIS R A9 SR - H o B A LC A UG AR LAV 55 EF 47
#9104 -~ COVID-19 sk E ] sEMER AL - LURBFKREHN IT 25755 -

LEFIREEREETNZIES R - CAAMEBERFER - FAETRM
DR - AMBEBECHE -

Belnet &7~ « AAB—BRWIRIEBERIER - RRSEKELZEF ; %
EBURES AL - 82 Belnet EEZ EHNREMHECE - BE5 H 4 HE=E
#Y DDoS W - AMERBEREA - WEBHERESRWET I - TEMHEE
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B -
AR BUSR BRAIIEIRNEZEN OIgES 7 - BERESEL - 30

BORBEERIRE - ERNBTEIERER - Jee2Z2MELHNRINZEE

ZEM—IHIREE - Belnet RIRR - BRI ANEERREF M °

o ERIIR :
1. Update: Belnet-netwerk opnieuw beschikbaar, onze teams blijven waakzaam

2. Belgian public-sector network suffers cyberattack, affecting parliament


https://www.belnet.be/nl/nieuws-evenementen/nieuws/update-belnet-netwerk-opnieuw-beschikbaar-onze-teams-blijven-waakzaam
https://www.computing.co.uk/news/4030799/belgian-belnet-cyberattack-parliament
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3.3.2 - =BT Avaddon EHfEINEE &

ERHFEMAvaddon
BEREERE: = G 6

ZEIEBM BT H R T E LT -
IR — B A Avaddon RYENIEINEE

178) - EEZIXSEEE - REER

. TWCRT}CC S %*E?i’% °

SEEBENBRNEZEEWER - HRmELEN - sl —EES
Avaddon F#IENEETTE) - IEEZIKZEERE  FERKSBITE -

]]II}Lrl

ZEBFBFEER ( Federal Investigation Bereau, FBI ) BN E Z )

( Australian Cyber Security Centre, ACSC ) - EX BB T HNENPIEL -
BEEN - B - B - £k - E5 - BE - fAF - WE - g55 - [

BEESAAR - =6 - tERIF - NZEA - SHETARM - A 8 - EfE ~ K98 »
KA AT - HEEZERRZEEEZTEPHNEEESE - #Z Avaddon
IEE RS E R E -

BRAIETENEBNERITE  FEAERK - MZE 28 B =
-~ Rl BfREER - THUEE - BE - B 305 BWE 178 -
CEE - ERREESSE

%31

IR

FBI s &Pt - %EEESFHREL  SEREREEERELRR
E#ERTS ( Ransomware-as-a-service ) B9 Avaddon #/fEEf2 - J12KHE
EFEBRIKZMPOFATE  OFEREE  BEEELHNE -
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FBI &% - Avaddon CJREE I E %48 M PowerShell - WMIC.exe
Svchost.exe - Taskhost.exe E R MAIFRRETAREERMEEE ; 7 FBI
M TLP:GREEN @#i 9 - 541047 ¥ Avaddon TJBERIIIEF )% ; ACSC
BFRM TLPWHITE B - 1IN EZ oA BRI NBWEREERE - WH

EROEERENYR  BEEMRENSEEZRE - MRNREHED
EEEREDESE -

o ERIRIR :
1. Indicators Associated with Avaddon Ransomware
2. 2020-003: Ongoing campaign using Avaddon Ransomware

3. US and Australia warn of escalating Avaddon ransomware attacks


https://agileblue.com/wp-content/uploads/2021/05/flash_avaddon_ransomware.pdf
https://www.cyber.gov.au/sites/default/files/2021-05/2021-003%20Ongoing%20campaign%20using%20Avaddon%20Ransomware%20-%2020210508.pdf
https://www.bleepingcomputer.com/news/security/us-and-australia-warn-of-escalating-avaddon-ransomware-attacks/
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333 XHBE+ZEZAABEHLER - HEHENESFHRHEMERER

giﬁgéf £HE+ R MAMIEEREEEN
e

Hﬂ%}% 2 ﬁ‘i‘ [—1-1 = == == 1ay
;‘gﬁgwg REBZWHERESN  EXRFAE

NG
Nl RRARERNEEE  ERRHER

SR S - ERAA T BB E R -

ZEE T Z 2% ( Department of Homeland Security, DHS ) AR5 LEF
REFHPIHRIE M BREBER Colonial Pipeline $1/lBEE# - HAIEH
MY ZMTBERMAFRBRAERANEAETHEEE  —BIIRER
FEBEENELSW - BAENEE EEWE - 778 DHS IE THRRB LS E
HIRR <2 £ ( Cybersecirity and Infrastructure Security Agency,

CISA) -
2 ERERRE
TEIRFETTIRET DU

MEEEN - BN AR HARNELZ RS
& ,
Z ERBNZ A58 -

Hl HHOENEZEREAHSEEZBENAE

ML UERZHBAEULRREELZHRAAL - WA E FEINE
B REAMUELZER  ELXLEZENETESELZEER - MWEAE 30 XEA
ZE

GRS ESEREL TS
CISA #Z# -

Ay

E1#F ( Transportation Security Administration, TSA ) E4

EEE T Z 25K Alejandro N. Mayorkas 15 - " EZEHNE(EBH
BE SANEHHBZEZRTONEBHNEFESERE . - "OHITEAH
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HmBWHEMRBENSENE  BrERARYRNEBERZETNEZEY
DHS S/ EHERKBRPISIF - FANXHEIERENF - UIEAHRERREERR
MR EZ BT - |
TSA t13R7K - HAEIEEREE ARG - ISR IZERES
MEZERE - BRMNBRATAEPF ZEHNELRNRRE -

o ERIIIR :
1. DHS Announces New Cybersecurity Requirements for Critical Pipeline Owners and

Operators
2. Homeland Security@DHSgov

3. US announces new security directive after critical pipeline hack


https://www.dhs.gov/news/2021/05/27/dhs-announces-new-cybersecurity-requirements-critical-pipeline-owners-and-operators
https://www.dhs.gov/news/2021/05/27/dhs-announces-new-cybersecurity-requirements-critical-pipeline-owners-and-operators
https://twitter.com/DHSgov/status/1397863830890373126?
https://www.bleepingcomputer.com/news/security/us-announces-new-security-directive-after-critical-pipeline-hack/
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- B RR U2 AB 4836 O 4R B2 IC 5E 8300 BB ETTAAFRTS

- b N
TWCERT/CC
T

3300,%;,5 - M+EZREMSENEXEREIE

A AR FAUTEID - —StREEIE 8300 &

ETILER FAERST -

B PR FIZE 4848 ( International Criminal Police Organization,
INTERPOL ) E—i5a @B NER @ N+EEEEM2EN T KERKIL
SEEMTEIP - —HIFEES 8300 EXTWILFES FAEE -

BEREPTENAIES HAECHI- 178 - FEERE2EEU+Z
- S DX E H S IE AR IESE S BETTH 8 -

]
T

HAECHI-l {TEIRB/TEARS - B 2020 F9 BEE 2021 £ 3 B« #tHHfE
AEBEEMNAERICSEEHNEESR - BIEIRERER  BFER - BIEEE
REIEAENEIELE AERUEHEBUAEBENES -

% INTERPOL £ 5 &HET] - S HHERILFENVSRERE - I
&S E 8300 B RNEME -

INTERPOL fE#11T HAECHI-| T8I - #H ¥ Kithi& #8418 1,400 #3830
FEBUREM  ERGToMAMENBEREEREE - PR - HE -8
CEBRE - SERE - WK - ZRE - R ; HP R INEMK 892 EIESERH -
EERSMEMAICTFERFEAZE 585 A - R 7818 1,600 {EzE L HIE
S0 FIEHIRVERTTIRSE | EMAYB Ar{DESSEB S -
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I

[ BRI AR A RV AR i B2 FRER JUSE AR B llana de Wild 5 - " #8ESRFER S

SANRFEEEREFNGT  HEEMBEENRES - WK ANAFSEIRE

tt ; HAECHI-I RUTTEI AR BENAR L ERIREARE IR - RAZBTENE

4

AN

&

E

S1F - TREE NHNELEILFEE - |

ERAR
1.

Asia: USD 83 million intercepted in INTERPOL operation against online financial
crime

INTERPOL @INTERPOL_HQ

Interpol intercepts $83 million fighting financial cyber crime


https://www.interpol.int/News-and-Events/News/2021/Asia-USD-83-million-intercepted-in-INTERPOL-operation-against-online-financial-crime
https://www.interpol.int/News-and-Events/News/2021/Asia-USD-83-million-intercepted-in-INTERPOL-operation-against-online-financial-crime
https://twitter.com/INTERPOL_HQ/status/1397839534952488962
https://www.bleepingcomputer.com/news/security/interpol-intercepts-83-million-fighting-financial-cyber-crime/
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3.4~ HEHRBEEERINRN

AFBRE EAL A IRRE ERRE Elon Musk FH B AL - FFARFSSE 8000 &

SESRETEM BN
LBEMNZAL , _ e
WU BTEHRT & XEKAESEZERRHHEERE

EERFGEE |
s i R EE BN EERE

ANB AN LEERARISEBIAERE M -

E=EFE S EZEE ( Federal Trade Commission, FTC ) HREISE I HE
EFEHN - IBLFFREEBHEEREREN B A LFMREMAENEND - S62
{RE Elon Musk #1THFESR)SE) - B 2020 &£ 10 BES - L 2—FKE - ®
FXINEREN 1 =3 8000 BT -

EMWESIAHFTC RE—XKZMWZ— WS - 5L B8 2020 FFENF
£ 2021 FHE—FZE - BB 7,000 RMBEBEFRBNOESR - 82
T—FAINTEMU L - FOSEFROEBREE - 5% 1,900 =TT

WEPMIELEEER : 20 2 49 mVFERE - £ ELEXRMPZEFR
LERIESR—%F - HERFRALEAIZEMFiRERNAFEI L - ™H 20 2 30
AZENFRE - $EFRNERTES -

A BEFRIREMAD - A3 3500 EoRERERININEZ R - 5FiR
ERBETHRDABA - EAFRE CENINESEIBAES (AIU0E 0.1
LERHEEEIEERE - oS 0.2 NS ESREEER ) @ SE2EMMNEREZE

oRg) - BUFEREZERIFRENEES -
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EEMEENRER - 2BRIDAINRBANEY  ERXRBIEFLES
ZRNEREAGEN  BFENTASENRERS  ZEREZERIIEER

m i

FTC B EAT  ELEAUELUSEINNTEEEE  RiHLES
MHEEERATESH NS - ML "review, (& ) © "scam. ( FEBR ) SFEAHE
FCHERIBBEASIE  KBEFENHE - TERSEE Tt ED
FEBR

o FRIKIR :
1. FTC Data Shows Huge Spike in Cryptocurrency Investment Scams

2. Spotting cryptocurrency investment scams


https://www.ftc.gov/news-events/press-releases/2021/05/ftc-data-shows-huge-spike-cryptocurrency-investment-scams
https://www.consumer.ftc.gov/blog/2021/05/spotting-cryptocurrency-investment-scams
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35 TEIREEZHAR

3.5.1 * ¥ Android E=#52 TeaBot - $HEEUMNSZ KIRITEEENHNEE

2 ¥ Android

= = KB TeaBot )

SHHEUINE A BELZME3EIR—EZH89 Android
IR TEE BN EE

TWCERT/CC

| RS TeaBot - ERMAMZIE
®=H App - BBV EFHEAPRIER
NERIRTEABNEABAAS -

BEZME .Cleafy HRI B RMAEMSIEL - ZATEFNHNELHEAE -
SE—HIEIR—EEHA Android 2852 - T84 TeaBot - TeaBot &
B ZEER App - BN EFHAFPMNEBUNZHEBETEAEZENEGBFHRA

b

=

fl]]ﬂ

Cleafy EESF—HAEZR—ERBHIRBHNENRFERAETEBEER
72 . ZBREEE TeaTV * VLC MediaPlayer * DHL #1 UPS F9E75 Android
App - BRFEN G 2 A ZEBINERELD IHERININEE - BNERIER

EZERBMNSHATSRIRITOR ESRRERERNEAZR - W
—DHIHE -

& .Cleafy 3REIEDL - TeaBot EBELI T INEE :

o TEHFPHERIRTHRHBEAR BARNEMEZEEHRE - LIBIHFPH
ARNBAESR ;

o HEMPWINGMAE - A2EEXRE - REEH ;

o MFMEEAPBANAR
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® 75HY Google Authenticator AYERFEHRS ;
o TEHITEERI Android FH# -

Cleafy 5t - Ex R #ERIZ2HEANRANZZEREHE  SF
=—AEXREHZ TeaBot S HFEAFNZRIRITTHRENE - AABERTE
FAILEREAER ; RIBDTHNER - TeaBot —HIEHEBE /N THXEUNERN
HERTT - BESENINEE -

54 Clealy tHRIEATER - 275 TeaBot IS MEEME -
HARXEARRMESRS " HERE, ; Andoid AFEREEE - B
HEIIFEABEBINALEZRRIE - FEZREMOI%E App -

o ERIIR :
1. TeaBot: a new Android malware emerged in Italy, targets banks in Europe

2. TeaBot Android banking Trojan targets banks in Europe

3. TeaBot Trojan Targets Banks via Hijacked Android Handsets


https://www.cleafy.com/documents/teabot
https://securityaffairs.co/wordpress/117812/malware/teabot-android-banking-trojan.html
https://threatpost.com/teabot-trojan-targets-banks-android/166075/
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3.5.2 ~ #fE Android FHAHFEEERRREASZENEIRARES

, & {8Android
R RZMERL - A 23 3 Android FEF

MR =R
B8 TWCERT/CC *iﬂgﬁgﬁﬁ‘ﬁ%% E mﬁ%lg{E:ég

REARMLESE—RBARL -

EZME Check Point HEIZ R RMEIEDL - B 23 2 Android [EFFTE
o FEERERREARZEEELE  SEARMETSE—EBALL -

Check Point WEZE XTSI - ZBE2H7EEIRE 23 < Android
TEIERER  ARNEERENEHNRERR  ERBE—ESHAPHNE
BERN A ERKRE 7 -

WER - E 23 XARNEREN - HbhE 13 X FHBEE -SRI
—TERZE  BREANFLEGZERR  LEEEZD  IE  BERRF =
SElERIEETES

HOREAEEIR R CAESHE RS - B8 email thilk - BIRSE
NS - e ER - BAEM - BFEMTNHEARES  BEEMOREALR
BALTZF  molllARETIERE - e6FEHE - 5FfF - aXXI1E - BE
57  ERERBRBSESESERERNEFE -

Check Point 15 - E££ Android App 2T EEEIREERAFLEE -
FTERAZEHRZEEEHAZIBERFALZER - FhIZEEREIRER &R
& HIERGEERECSERTRAREE  tELRTEHENEERT
RERRREAFPEENGEEEBERETVERTE  SYREHER @ £7F
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RAPRZIEEEEFHK TBEERE - 2ATIAEENRERNR - adEFH
PREY -

Check Point 5 — R ARV IR S P ——5I 224 53R B App = fE
HNERE ; £%FRERIMSA - Check Point TNE ——E4 % App [ %E
SHERE - BEBED App RREE EEERRE

o ERIIIR :
1. Misconfiguration of third party cloud services exposed data of over 100 million

USers

2. Mobile app developers’ misconfiguration of third party services leave personal data

of over 100 mill

3. 100M Android Users Hit By Rampant Cloud Leaks


https://blog.checkpoint.com/2021/05/20/misconfiguration-of-third-party-cloud-services-exposed-data-of-over-100-million-users/
https://blog.checkpoint.com/2021/05/20/misconfiguration-of-third-party-cloud-services-exposed-data-of-over-100-million-users/
https://research.checkpoint.com/2021/mobile-app-developers-misconfiguration-of-third-party-services-leave-personal-data-of-over-100-million-exposed/
https://research.checkpoint.com/2021/mobile-app-developers-misconfiguration-of-third-party-services-leave-personal-data-of-over-100-million-exposed/
https://threatpost.com/100m-android-users-cloud-leaks/166372/
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3.5.3 * Apple AirTag E IR AR E@mEEER

BEXZEXREIR Apple ¥ LAY

BRYMENIEE AirTag EE

Apple AirTag &3
A ARBHIEER S Find My - TTREER

TWCERT/CC

B2 Positive Security JE FHIEZEE X Fabian Braunlein HBI3§3%

IEERE - 23R Apple #T EHRVEKR Y MEHIEE AirTag BIEHS YK
Find My - OJ:#)R B L Internet WER - BREINHREES AR ( Bluetooth

Low Energy, BLE ) B#@ERER -

E#EH - Fabian Braunlein 15t - o] DUE KR LIRESE Internet of
Things ( loT ) FZ&9H Wi-Fi BEINRES HRIEH ESP32 - it 57 Mac
Tha CATHORRERAREL - BIo/E2A Internet BERFWIER T - BB
Apple Find My #8E% - 1 SEEMIIH Apple EmPAESHIE - RERE
BHERARKEHR  #52 - dLIAEERLAERRE Internet BARRT -

R Find My #8385 £ - 0:E AirTag ERERBCHEE - REF
MR Apple & - BMEBBOUESAPEL EE@T] AirTag WEEEER
B AIERET LA ZREERNEIFS - Fabian Braunlein A HEE4S
t - 18 ESP32 R #EM —1E AirTag 2GETTEE - HEBRANENARBTEREA
AirTag WEZETHES - BRIREREAEN Mac Bid £ - BLUSEER
BIEERS - BlolZE[RZ1B ESP32 EHEMER -
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HREEHZNEFAEH#E  ELEXRB/UEABREMARIRE
FH - BE—LEREEEEMIINENSS  REAENRERELT - T2
Internet :EARRVIRIE T - NAABEEIMBET I E

§\<‘4}

$

o FERIKIR :
1. Send My: Arbitrary data transmission via Apple's Find My network

2. Apple AirTag hacked again — free internet with no mobile data plan!


https://positive.security/blog/send-my
https://nakedsecurity.sophos.com/2021/05/14/apple-airtags-hacked-again-free-internet-with-no-mobile-data-plan/
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3.6.1 » EEIG KA HEMER - BHBNEMFILEF

EBIRNEANGHERERES

B 51X 2 &h FE g S W B A M 5 LS

TWCERT/CC

m AR -

ZRIENZEANAHBRELRFEZE Colonial Pipeline - HETE E#)iEEX
FEWEBEME LEZEHMAIEEET -

Colonial Pipeline 18 5 H 8 HEHhELREH - IEL% A A8IR5 B 7 HE

FABRFRHIZERE - BEEREEN  SREMNHMERHFRES

fe -
B IHIERKBEEREAN - 2B FLR2EEREH R FAR D E
TAREREESHNRA

ZMNEE  UEEINBRUELZ AT HEEEEN
BIRIB R -
BELZHEZFIEY - &R Colonial Pipeline BRIWKE - (Rojpc2FEH—&

# 4 "DarkSide s B9ZNFBENFE#ETT - DarkSide &xFE LIRS 2020 &£ 8 H
g BENEBEZHXAETEER DarkSide WK E -

DarkSide W EHF I - MEMEBEHENL—# . BLEBNRAESER
ANBAZSR  FIR—ZBNSERNBXEEAFGIHEAEN ; — B
5AB0 Windows Active Directory FHEPR - BB RUEFTBRNMREEE - BEIA
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AP RUIE =T H T INE
Colonial Pipeline @ X BZ=Mel&E % 250 BB RIFEHEmFIERER
EMN - EPEEMZERAERN ARzt HEmEFINAEERE - B
E B IBSEACHmBERE MNE - HILERSHRBAASHERAHMME
BENEE -
M#FFIRIREIE L - Colonial Pipeline IE#B:RABZ AT 2EZENE
& - 2 AERAR R ol A IE fHom -

A& Colonial Pipeline BURE 24t - B 1960 FUEERRARERF
DEHTHEE  tRILRSHEZRR -

o ERIIR :
1. Media Statement Update: Colonial Pipeline System Disruption

2. Largest U.S. pipeline shuts down operations after ransomware attack


https://www.colpipe.com/news/press-releases/media-statement-colonial-pipeline-system-disruption
https://www.bleepingcomputer.com/news/security/largest-us-pipeline-shuts-down-operations-after-ransomware-attack/

3.6.2 - MRAHREBEZZEE - —RIBE 55 BEZIRE - LUK 3 {& 0-day &l

MER#EE 2021 £ 5 H
MRAAEREEE

— RIB1EE = 22 M Patch Tuesday ., EZEEE -
DA R 30-DAY R A
1218 55 EELRRE - HPZAE

3 {& 0-day imilEl - MEXZIEERES

TWCERT/CC

RAP - BUBERER -

WMERR HAT#EE 2021 £ 5 B "Patch Tuesday ;s EZEEE® - —OKE
€55 HELRE  HbB 4 AABRESHRRE  EZSEHB 50 @ - 1 EF
£k ; 275 3 {E 0-day B - MEMBENREAFRAE - BUIEER
B -

4 3 f& 0-day i@ AU | -

® CVE-2021-31204 : 758 .NET £ Visual Studio - B] FARIZ A FITHER ;

® CVE-2021-31207 : 7/ Microsoft Exchange Server - SI LAk B B LR ERR
FF

® CVE-2021-31200 : =58 Common Utilities - Ol=ImEFfTERIZTNE -
S5 - EEMAES 2021 & 5 B Patch Tuesday EERE M 50 ZEEZL

m - WARBRESHRR 4 ERE - 2R

® CVE-2021-31166 : 7758 HTTP Protocol &R - JRALIRIRAITERR
A

® CVE-2021-26419 : 7=4% Scripting Engine - Sl 8L IE2AR 8 ;

® CVE-2021-28476 : i Hyper-V - Sl A ERIGEHTERER ;

® CVE-2021-31194 : 775X OLE Automation F& 44 - o AMEREHITEER
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Q woertoe SEERARAREEERAD D
i T T e ot T e T
= -
BWMEERR - Eiii 3 @ 0-day J&miE - BRNRBER AR EEHIVIBR
HIR ; BERERAKBRRAZZIEE @ SHEHMEARBITHELBRHEZENET
wElE  PUBRRENABEALR  UAUKNEBHAERENTNEKAS ;
E L Microsoft SEEMBBAAEmMNAFERAFHEIEE - BUBMKEBER
FHNEZHNEREH - MIBEELEXREE RIS EN ERN EE -

—

=

o FRIKIR :
1. May 2021 Security Updates

2. Microsoft May 2021 Patch Tuesday fixes 55 flaws, 3 zero-days

3. Microsoft Patch Tuesday: 55 Vulnerabilities, 4 Critical, 3 Publicly Known


https://msrc.microsoft.com/update-guide/releaseNote/2021-May
https://www.bleepingcomputer.com/news/microsoft/microsoft-may-2021-patch-tuesday-fixes-55-flaws-3-zero-days/
https://www.securityweek.com/microsoft-patch-tuesday-55-vulnerabilities-4-critical-3-publicly-known
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Q‘:i BEEBRMEETERE (NAS) RE
B QNAP - IsHHERIE—EER

%

QNAP#AREFETZER B
Bi#eChOraix d
4 eChOraix BYENIBERBEIEE 22N K

£ PSR A T T ‘?
*

TE a ¢“
9’
OO nExE . AEERSLE

TWCERT/CC

FESFETFEEE ( Network Attached Storage, NAS ) 23E
Z3 - B BHEIE— (@ % eChOraix FUENBERFS -

EMBRIEES

B QNAP - JTHRZE

FERFAREHBELNE - HRER
= 1ETE A eChOraix FUENEEE - EE 2 E Roon Server EX4 A —

{& 0-day J®ia ; AP MREB S NAS EZ %7 Roon Server B4 2021-

=2
=57
=l

02-01 ZRIARZA - FR OJBEZE R eChOraix £)fEENAS N EE
eChOraix EEW AR EHMEIRMNEEEIE - F&E 2019 F£7 B - 8%
R EE R L EL B - 185 eChOraix WFEERKRBE ;| FBERAEZ

FH X IEFIFE Roon Server EX - MEZBEAEMENH R EZERIRBH

WERT  ERTESTHRAERPELE THETEH -
QNAP REZ B PIEL - R eChOraix FZ X E Roon Server EfF

iy TRE - BItEZEAEEIEIE B S NAS 24t FZERE{E LE Roon

Server 1T - ARGk MAIZENE QNAP NAS NZ =14 :

o WRINFFEM Admin 1RSE - BIZBIE L EREE SR ;
o HIRoIBIAEA Admin 1Rk - EICIEEE it E AR ZERIIRIR S

admin #£IR - SAEMERSFR Admin 1R ;
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o T IPERLZEMURA  WEBENEBEAKRMRIAIR IP - BEEISIAR
BE  DEBRDAZREALE ;
o EHLFNUIERIE 8080 B 443 - HMN B EMPBEIEREIE -

o ERIIR :
1. eChOraix Ransomware

2. Vulnerability in Roon Server
3. EPFIKE QNAP HIEf#FRER eChOraix #1 RmE

4.  QNAP warns of eChOraix ransomware attacks, Roon Server zero-day


https://www.qnap.com/en/security-advisory/QSA-21-18
https://www.qnap.com/en/security-advisory/QSA-21-17
https://blog.trendmicro.com.tw/?p=61210
https://www.bleepingcomputer.com/news/security/qnap-warns-of-ech0raix-ransomware-attacks-roon-server-zero-day/
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3.7.1 ~ QNAP T#&&% Qlocker #fEERES 1A FI A HBS EFIIRIEA R

o o7 ¥R E L BB IEAY Qlocker -

ONAP S3REMBERBIR - HWRXEE

TWCERT/CC

SO O 1781571771 5L NAS FEFBIAE HBS 3

FAHBSE&PIIRIE AR T

ANZWEZRE CVE-2021-28799 -
S ERIEREIRENE KB Qlocker - QNAP BRI EL B - 1E

2B A AERE NAS FEA#Z HBS 3 NEMELRE C

2021-28799 -

£ QNAP R 5 B 21 HEBEERMWEMELZBER QSA-21-12 F - 5 &
2021 £ 4 H 19 HE A%ttt ¥ QNAP NAS E1T#1B X EM Qlocker - 14
A A CVE-2021-28799 miaETIHE |

=B 4RSE & CVE-2021-28799 WJR)E - RIBE wHEHAE
BleepingComputer HiZE15H - ERBZEENREREREAENNE RS
(hard-code ) - f#%5 Qlocker A AEEREAEEE AZRM% - HRAFEHE
QNAP NAS RItEZE - B 7zip AREXBELN EZH - WHEEBAF
EITENRE -

QNAP T HEZAZ MW ELZRR T - WARREKEAENELXHFETE—F
BZATHREERFE - NRHE NAS EEHNH QTS # HBS 3 & NAIRA ZATH
ERRA - EIBIEM EHMARA - LI%EE Qlocker HZE -
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QTS 4.5.2: HBS 3 v16.0.0415
QTS 4.3.6: HBS 3v3.0.210412

QTS 4.3.3 and 4.3.4: HBS 3v3.0.210411
QuTS hero h4.5.1: HBS 3 v16.0.0419

QuTScloud c4.5.1~c4.5.4: HBS 3v16.0.0419 -

CVE #m5lt : CVE-2021-28799
s EEm/hRZN : QTS 1 HBS 3 & Nl Z BRI EE AR AR

1~

QTS 4.5.2: HBS 3 v16.0.0415

2~ QTS 4.3.6: HBS 3v3.0.210412

3 QTS 4.3.3and 4.3.4: HBS 3v3.0.210411

4 -~

5~ QuTScloud c4.5.1~c4.5.4: HBS 3 v16.0.0419

QuTS hero h4.5.1: HBS 3 v16.0.0419

BRI %R | B E EAR AR BB RR A

ERIR

1. QNAP confirms Qlocker ransomware used HBS backdoor account

2. Qlocker Ransomware

3. Improper Authorization Vulnerability in HBS 3 (Hybrid Backup Sync)
4.  QNAP removes backdoor account in NAS backup, disaster recovery app


https://www.bleepingcomputer.com/news/security/qnap-confirms-qlocker-ransomware-used-hbs-backdoor-account/
https://www.qnap.com/en/security-advisory/QSA-21-12
https://www.qnap.com/en/security-advisory/QSA-21-13
https://www.bleepingcomputer.com/news/security/qnap-removes-backdoor-account-in-nas-backup-disaster-recovery-app/
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3.7.2 ~ Apple i2{EMEZEZ AR IER 0-day fmiE

TWCERT/CC

ApplefZ EMEREE
R SRR ENDE O A\pple 7 H BT RS i0S 1451 -

macOS Big Sur EEERHAKEH - 2

EmEclgEERREEERAITEERE

NSV EE 0-day @i -

Apple R HBTE &3 H i0S 14.5.1 ~ macOS Blg Sur 11.3.1 * watchOS
741 B BEMEUREERZEEERNTESEBNEE 0-day FE ;
HREMERERoIgEEERZFEERRKE - FIEFE iOS » Mac -~ Apple
Watch KB P B ENETRFAER -

EMIE 0-day Jmlo &R & £ A48 B2 B21%/ 0 WebKit F1 - 1R1Z Apple
BERMNELZEMBHIEL - CVE-2021-30665 BB EMEEEE#HR - Of
BEEHECEAZARE - 1M CVE-2021-30663 RIZ2# AR 3 4552 - 0JgEE R
BERIsARR -

[m]

ZIRECUFEREZNEAERHME - F5 i WebKit 555
% - BlofAIAEMERRE - ERNTESEIE - EMESHUEES -

FH WebKit [E7%3 Mac ERSHN i0S TEIRENETRRAEBERZ/0 5]
Z  HIEWEEHNEERBEMHENZ ; LLiOS KEHKE - BlE1E iPhone
s B 7 BPAHRE - | iPad Pro %5l - iPad Air 2 B2 7 &P A1 - iPad
% 5 NEZ BB HE - iPad mini 4 B2 7 8FE1#% - iPod touch 55 7 14
% . BAEREYE iMac ~ Mac Pro ~ Macbook * Macbook Air + Macbook Pro

%1& Mac Efis - EZE 1 E1#5 Apple Watch Series 3 BFiA#E - Bz2& U

by

LIJH



QA LEBIAREREREHED
m Taiwan Computer Emergency Response Team / Coordination Center
REEBAUAHEME 0-day J&E - R oJAEHBEFRZHI i0S » macOS &
Apple Watch BF SR ERERE - -

® CVE #R5% : CVE-2021-30665 * CVE-2021-30663

o SEEMm/MRZ : iPhone 6s B2 7 BFRAEHTE ~ iPad Pro 2 %5l - iPad Air 2 E2
ZEFRAWE - iPad 5 5 NEAZEFTEWE - iPad mini 4 B Z BT A
& ~ iPod touch 25 7 f{, = iMac * Mac Pro * Machook + Machook Air *
Machook Pro & %% Mac & - Apple Watch Series 3 BFTE1#47E -

o MERFASE  EHZEi0S14.5.1i0S12.5.3 » macOS 11.3.1 * watchOS 7.4.1

o ERIKIR:

1.

2.

3.

About the security content of iOS 14.5.1 and iPadOS 14.5.1
About the security content of macOS Big Sur 11.3.1

About the security content of watchOS 7.4.1

About the security content of i0S 12.5.3

Apple fixes 2 iOS zero-day vulnerabilities actively used in attacks


https://support.apple.com/zh-tw/HT212336
https://support.apple.com/zh-tw/HT212335
https://support.apple.com/zh-tw/HT212339
https://support.apple.com/zh-tw/HT212341
https://www.bleepingcomputer.com/news/apple/apple-fixes-2-ios-zero-day-vulnerabilities-actively-used-in-attacks/
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Apple £+t tvOS 81 macOS BEHELE
¥ BE=ETEEREEERNITE

ApplefBEEEZIEEK == —a a
;ﬁffg;%mggz{@fggwos SRR BENAPEEEMNN - -day
B macOS o-dayiFH

e - FAP B BNE MR %R ER -

Apple £t¥] tvOS B2 macOS HmEZEHM - —HIEE 7 —Eo]gEERRIR
EFERATESEIE - LB PEEER 0-day J&iE ; Mac EREHN
Apple TV WA FREIIEIEM A EEE - MUREEREENAELREZEHK
B2roRk -

£55 = 1@ 0-day J@laT - BEmMEEEETE Apple TV 4K F Apple TV HD B9
WebKit 5|ZR - ZEEUDANBFHEABEANS - FE RS EER - EM
RigHTERES -

=M {E 0-day JmlERY CVE #RmsE B4 CVE-2021-30663 &1 CVE-2021-
30665 ; & Apple WEFERAAEEEL - Apple EEEEME 0-day J&iER
O ERIRERREER -

5 — @£ macOS #J 0-day J&)E - H3RFE macOS Big Sur i TCC 22
BHERRIRE - TCC RIBHWINEERECLERERAEAN N EINAPFES
B EROME BN ; 5518 0-day R ol IERZEEN ARENEARED - b
TCC WFHIE - EEBIAPIHEER
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41 0-day J®IEM CVE #R5%E4 CVE-2021-30713 ; #& Apple FIE TRt
FHEEEL - Apple ©FEEH S5 L EE 0-day fmER ol SEEE8%IRE AR

*\/JII:I.

BEZME Jamf 15 - 2B ZIRAENM XCSSET WESEEE - IE2
A CVE-2021-30713 - &% Mac BN ENE ; ZEREIEsEHERE AL
HABFEL T  BISTEMNMEGTIER - £T25 R EE - e
BEMERNFEER -

AR E=1E 0-day JREAEREM - Mac EINEE Apple TV AFE - BER

FBIBRREBEIINEE - BFE macOS Big Sur 11.4 B2 tvOS 14.6 - LU R EZ|
B2 IRENAEL 0- day TR BN EE -

® CVE #®5% : CVE-2021-30663 -~ CVE-2021-30665 * CVE-2021-30713

o ERIIR :
1.  About the security content of tvOS 14.6
2. About the security content of macOS Big Sur 11.4

3. Zero-Day TCC bypass discovered in XCSSET malware

4.  Apple fixes three zero-days, one abused by XCSSET macOS malware


https://support.apple.com/en-us/HT212532
https://support.apple.com/en-us/HT212529
https://www.jamf.com/blog/zero-day-tcc-bypass-discovered-in-xcsset-malware/
https://www.bleepingcomputer.com/news/security/apple-fixes-three-zero-days-one-abused-by-xcsset-macos-malware/
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374 EXMFERREE - MICERARRELME

BEEZ I Mercedes-Benz FEFEWN

NERMRERE - AShEEXRE -

HpEBERUERREEERATE

BEITHMFELES 7 7
BIEEARHKEL | TWCERT/CC |
ik

BEEABNRERE

Mercedes-Benz BI42/ASIE W E) ( Daimler ) iR 2020 & 12 B g Z
EREEEZ ( Tencent Security Keen Lab ) & TREERHX
Mercedes-Benz SE AE AR E IR EE % 4 Mercedes-Benz User Experience

(MBUX ) FERMRE - MBAANELZLE -

MRAERALAEELZRE - HPUEBRUZEZEEERANTESR
BN BRERE -

hiE&E %R CVE 4wk CVE-2021-23906 + CVE-2021-23907 -
CVE-2021-23908 - CVE-2021-23909  CVE-2021-23910 - o] LIFEIMNEREZ IR
BEEHENBREAS CERNTEREIS - BEEN ARENERIEE
YRS BRI E R AT -

BELEELREFN Mercedes-Benz B 2018 FiEFIIATEE IS A-Class B

- IRE A& PA Mercedes-Benz SR E 2B AR AR HRY MBUX E&l 1%
BAKZIA -

MEHSEL  BEREFENTR - 2E% MBUX KA Linux 24
ZODRABREE - BEARREREF L ; MEETREEE MBUX EAKN
2| E 28 Javascript 51Z - WiFi &R [RAMBERGRIE - EESF RIS - USB &

i



QA LEBIAREREREHED
m Taiwan Computer Emergency Response Team / Coordination Center
MINEENE =R RHAENEHI - RYEBEELRA -
MRAABEHRSPRRL - ERINARELEREDE - HRAEMRINEIL—
B o358 ITHY web shell - #7A root #PR - olIBERISERPRE R ~ EA
FEHTHNEP - Wol TSI ARERRE - BEESE - (BEAZEHIEH
FUAT BT RE -

7 2020 F 11 B ETHRUERER - ©KX 2021 F1 HEMELEH -

® CVE #R%: : CVE-2021-23906 * CVE-2021-23907  CVE-2021-23908  CVE-
2021-23909 ~ CVE-2021-23910

o S EEM/IRA : Mercedes-Benz £EFHEA

® fRRFTZE : Mercedes-Benz B8 2021 FF 1 BREHELEMRA

o ERIIR :
1. Mercedes-Benz MBUX Security Research Report

2. Collaboration of Mercedes-Benz and Tencent Security Keen Lab to strengthen car

IT security
3. Researchers Find Exploitable Bugs in Mercedes-Benz Cars

4. Tencent Security Keen Lab: Experimental Security Assessment of Mercedes-Benz

Cars


https://keenlab.tencent.com/en/whitepapers/Mercedes_Benz_Security_Research_Report_Final.pdf
https://media.daimler.com/marsMediaSite/ko/en/49946866
https://media.daimler.com/marsMediaSite/ko/en/49946866
https://www.securityweek.com/researchers-find-exploitable-bugs-mercedes-benz-cars
https://keenlab.tencent.com/en/2021/05/12/Tencent-Security-Keen-Lab-Experimental-Security-Assessment-on-Mercedes-Benz-Cars/#more
https://keenlab.tencent.com/en/2021/05/12/Tencent-Security-Keen-Lab-Experimental-Security-Assessment-on-Mercedes-Benz-Cars/#more
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F45 - BEXHFASTREE

EENSE 2021 6 H 24 H (M) 14:00-16:00
N — KIZRERMR LMK - FHIETER - RESHAREGEME
,z“=nt °
SEENAENLE | https://www.twsig.tw/20210624/
FEWEEAI : TWNIC - NIl ~ TWIGF
EEE=
tHR&ERIE ( World Economic Forum ) 870 2021 £ ( 2 EKEPGIRES ) P
EEEIE 123 HEMRARTNA T EEZERGEHE - NETBAATS -

W BARNRK 2 FRISEEHNEPERZ— -

SEQERIEEM DO ERMAY 2020 SERBRS - S2RMEFRBHORE
ERRBEEEN - ERENREERBERALLKBRMAZERE - SOLBR
MBI AFEBE ? (EXKERKRS) PR - IBNENATEEESE -
REABEENAF  IRZ A - BUIRFIIIEEESER - EMAKRR
SREAREBUAR BRI AT E-BE -

REFEERRENESRE - ABRNBUNEEEZEAEREA - BUSEHEER
RZ - ACUENMBEUATSEEE  TELHSAZRET)  REKXE
FIRRRIR EERNHUAFE/[E -



https://www.twsig.tw/20210624/
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BN

2021 £ 06 H 29 H (Z) 13:30 ~ 16:30

R EN I RE

FE5TLL Microsoft Teams ER2iETT

EE RGN

https://docs.google.com/forms/d/e/IFAIpQL STFRwL0DmMhtbHg29UKhtI3ybQZL R 108LekmVX 8gxzu8c02Q/viewform

EENE

[ER{RIZACRAFE] 06/29 4R _FonE5ERE -
EESANEERE

EMEEMI - SP-ISAC

AT : 2021/06/08 (—) H4F 12 : 00 - 06/25 (1) T4 17 : 00

RIE AR

ClREAE  RELDELE BXSHEHASE  EXFWEEZINES 25
BIBFEAEMR ? BEREZERESEEAN® ?

ARBUEHEEBL B RERELZITE 1SO27001 EAE @ BIINERE

KUK EBEBLZEZERZAR(ISMS)NEBH - BREELSANES

AN LZHE
1 BREARELZSHIR

2. WERZEEHABRRNEREE
3. B BLEEBAMISMI)BERNELEE
SMER&EE :

LiEXELHBEESHEEAS
2HENZEHEBE -



https://docs.google.com/forms/d/e/1FAIpQLSfRwL0DmhtbHg29UKhtI3ybQZL_R_lQ8LekmVX_8gxzu8c02Q/viewform
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[(BEZ20] BERETGAAETR
SEBNRSA | 2021-07-02 09:00 ~ 17:00

hEREENREGE JRNE (SIHRBE TR 2395618 )

iR ENIth RS
EENAEIE | https://www.cisanet.org.tw/News/activity more?id=MjYwOQ==
: B
i == BY 7 = 7z
‘ dt !t? |
LY
<‘JIII .
B EEREETS
EENEE

EWEM : FERBENRERS

.\ﬂ

Bi#& & : 0225533988 1% 388 BEIXRZEE  maureen.liao@cisanet.org.tw

FIEAR
18 F R 7 A m AT
2. 8 T ERIE

2

3EBBAMERER



https://www.cisanet.org.tw/News/activity_more?id=MjYwOQ==
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£S5 2021 F 5 ANERIFE

7 EW

APLBHEBELAEN - B - ERFRFHAEWNEREBE - LNASHE
METEUE - DRIRHINERBFENEHERIERELZEED ZHURE -

PEHEBRABERAIPOLMBEEZERZBENZP - HHERBEMEH
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B1TEA - SEERAEEHEEEZ 7RO
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HHIEE 2021 6 A 10 H

#Rm¥E : TWCERT/CC EIfX

AR#5EE5E - 0800-885-066

& H 4 : tweert@cert.org.tw

B4 : https://twcert.org.tw/

EEFB ¢ http://tweert.pixnet.net/blog

Facebook f#4ZE & : https://www.facebook.com/twcertcc/
Instagram : https://www.instagram.com/twcertcc/

Twitter : @ TWCERTCC




