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o ERIKIR:

1. JBS global meat processing operations paralysed by cyber attack
2.

Cyber attack shuts down global meat processing giant JBS
3.

Food giant JBS Foods shuts down production after cyberattack


https://www.beefcentral.com/news/jbs-global-meat-processing-operations-paralysed-by-cyber-attack/
https://www.abc.net.au/news/2021-05-31/cyber-attack-shuts-down-global-meat-processing-giant-jbs/100178310
https://www.bleepingcomputer.com/news/security/food-giant-jbs-foods-shuts-down-production-after-cyberattack/
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BEEHFHIOR CodeEER
%%%ﬂmﬁ SBIERERY

EEEHR - BEPOLEMEBEMRER =K - BRRINBIAKGIFE
ETBEREIER - AILTEGET DN ST  EReEEE - RFEFHE
QR Code W AR ZE 1922 - BI0JCEk 2N -

JEZR RN IESNNEHER T QR Code - BEAMNATHREEBRRER
BEENEE  ERAEGENREBNEZAGNISBIERS - DIERIVE
B EY -

ZHETR 165 T RIPRMAIEEEL NIESIE
1. BHLIESRAERIEIMY QR Code BALDALTER - BEERBUEAERET
WE - DR EAARY BN

2. BRERNIFZZERME - 1 QR Code BERIFIASTWATERNRE -

3. EREGBZEEMRUHIR BMBREERS 11922, BEE
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5H30H BH T4512

SARCES : 2716 5561 6544 728

AR ENEBREE R B R(ER °

165 ERMER T RERA IUMAREZHLANEERE T LINE 1R -
EREFRMINEUMESES S 1922 G BB HIN QR Code - HiF#ME LI
ABRAU S ER LT, - B BAIERIER QR Code IEFEVEITH AZERS
L DeFREBEEARRRE  NEGIVREEREGRFENES -

o ERIKIR :

1.

REVENS BEEXE T line IRSFAVIREINBEC AN "By B ERS QR
Code

EZH8 QR Code SRATIEPISH - BAKEMRS - MHEFSALER
EREHHIAIEE - SFREERR QR Code FR BB BHNBBE

B ERTERE "R QR Code 5FiR 1 | EHENE : FBE —CEERED 1 &

i

ABALEIRERT QR Code R ERENEI SR ERE
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4.1.1 ~ #ET AT 2020 Fiz¥K CVE A EHZAY 20 K1E%E - EmAimEHEE

—ERABEAA TSR IRKREmRE

TWCERT/CC

TR SRR pMEDs - ATEE (2020) 12

| RZM20KREE
Y EmBRREE

WRABNERZAVAT 20 KEHE - Em

B -

£ SR BN 4 52 R A BREE SRR IS 5B B RO 4BDS stack watch - ATEE
fF (2020 ) $BHHBAE CVE SHEHERSIA 20 AR - ESSRTE

#

MAE @R - BHTIE SRR 10 B - UIKEEBRREEE - 2515 :
1.  Microsoft Windows 10 (802)

2. Microsoft Windows Server 2016 (790)

3. Microsoft Windows Server 2019 (743)

4. Google Android (696)

5. Debian Linux (510)

6. Microsoft Windows Server 2012 (443)

7. Microsoft Windows 8.1 (435)

8.  Microsoft Windows RT 8.1 (429)

9. Fedora Project Fedora (398)
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10. Microsoft Windows 7 (386)

PR R ZEER - BETIEPRIAT 10 &2 - UIRERFREEE - 2575 -

1. Microsoft (1188)

2. Google (950)

3. Oracle (822)

4. Debain (510)

5. Red Hat (403)

6. Fedora Project (398)

7.  OpenSuse (389)

8. Apple (381)

9. IBM(338)

10. Cisco (307)

UGS - sZAR IS B IR RB AR R 7 HET1E - EREHREE A G

1. XSS (1938, 11.4%)

2. HEREEAE (1073, 6.3%)

3. WMAFEEREAS (989, 5.8%)
4, EFEE (977, 5.7%)

5. ECIEASERE (811, 4.8%)

6. HFEEN (566, 3.3%)

7. #EEEHN (530, 3.1%)

8. Shell XA (424, 2.5%)

S

9. SQL EZIEA (413, 2.4%)
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HER 11 £ 20 BEm - MERERDHEE - oJEZIGREF RS PR
R

o HRIKIR :
1. New Windows 10 Security Shock As 1,000 Vulnerabilities Revealed

2. 2020 Security Vulnerability Report


https://www.forbes.com/sites/daveywinder/2021/06/19/new-windows-10-security-shock-as-1000-vulnerabilities-revealed/?sh=1c3b478336b9
https://stack.watch/stats/2020/
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412 - $NEEERBEMERE

ARAZRRYERLE - BRHIEM
RIREBBEMPIRABZNYDZEAK

xR BETE—TRIHBERE - Bk

EZ /A Proofpoint [E FHIEZER KR - NRERRRDZZIFZIER
e BREEDNEMZEER  BEWMARAHZNULTRERR - BF
VISBE—DHNNERE - BRER—EREERER

KOl e

i Proofpoint HRIBRAMFHEIEL - BERFEEZEN "EHE
G CRERN—ENEEER "EXRERR, ; —ER/NRENRZE
Z - CHHRELEREZFRIRRFUE , HtEEREEEBOHEEE "&H
B, E—DREFBAREIE -

Proofpoint 5% - H BT == A A E 8 1S 5 8 X Z =/ Colonial Pipeline
HERIRSEN  BIRFERER " LM REENRSKETH -

Proofpoint 3=/~ - A= HRIZIREDA 10 @EZRERR - 5 RETFIRE
W TRIEIRENE ;B 10 BREERAUNBESESEFE  ARREH
T BREIRREARZERUR  REEFEML - £FRDPSHESLE
BFOAEREERE -

0

REZEERRE NMREITANREL "EimE ) NERIRE - B4
BENEEHANMEE T RRZENE  MAFTERETRREREENELR
VENE
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Proofpoint & - 2021 &£ E¥F 2 /DA 20% #HH TRIEZEITHIERT
PENE  ZEWAERE "EEHEDT ) WAIURET -
Proofpoint 77 45 th 544 T TA800 « TA577 - TA569 « TA551 -
TA570 - TA547 ~ TA544 - TA571 « TA574 « TA575 % 10 {EE3EFIR0AT 156X
REE  MEEEANZEFE BZEIR  DREBEN "BF, SHE

o ERIR :
1. The First Step: Initial Access Leads to Ransomware

2. Researchers: Booming Cyber-Underground Market for Initial-Access Brokers


https://www.proofpoint.com/us/blog/threat-insight/first-step-initial-access-leads-ransomware
https://threatpost.com/booming-cyber-underground-market-initial-access-brokers/166965/
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42 MEBREHER

421 - EZWBEREL 2021 FMBEBSMBZIEFE

EL LI LIIE
mMERERHEETE

& MEEBWREARFRA -

EXMEOEAEL 2021 F&RET
ETRRBENMEERNZETF

TWCERT/CC B?#—;EIJ? %ﬁg—

BEZ M B Digital Shadows & 8 Photon Research Team T E X -
MEARIRZEE LM E LERNOMX - 15 2021 FRIRETUREEH
FZRBHNEBEBHNZIEF A ; MBEEHNREASFTEA - BREARSE

I_I_l

gz o

Digital Shadows {5t - MERMBEEE+ T - HBHECSKSE
JE 7000 8370 ; FEREARBIENESHARIRA - BRUNSELMYE
BAENER  SEISNBEENEFRE  URIBESRNELZERZFE
2 - EHEERBREZNE —RBEN S NENTTEZR -

WEEE 2021 FRIEEUERERUNEBNEZEEBNFE - HAN
g, 5 EEEBNRONIEGR:S (reverse proxy ) 2REE X BEM - WWH
R PEER B A RS | ERPMIENBRETHRELSR - reverse proxy falf

Z-E2RZLUREAENEARR - FHPEHARSWINE P& RS
3K - % reverse proxy BB ENEARBAN _PEERREBHBRELEIENEA
fElfRes - BNOTESIRSEE AR - WHRBE—FTHWHNE  BHAPGFER

BERNMBEE -
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HR  BREECIZEBEAZBERERENS - EHPAMAERIE

KT RAREENHEERIRREELRENZEY - AMPIREN

Zcash EMEEZMRSNEEY  E2EUAFPNEEBRERR - ~ME
MEEANIR - HrSmttZEERE -
A - BIRET O ENAXEEEMERBREERNEBREEIE - £I1E

ERFEARARSUUETERE - RERESOESZEEREMUE ;
ERaREEZERE N

Hrsfn

7|

B

S REBAEMERTE - BXHAPTE—Z
BMEVEABNERES 2R ROERETFE -

o ERIIR :
1. Cryptocurrency Attacks To Be Aware Of In 2021

2. Bitcoin And Alternative Cryptos In The Cybercriminal Underground


https://www.digitalshadows.com/blog-and-research/cryptocurrency-attacks-to-be-aware-of-2021/
https://www.digitalshadows.com/blog-and-research/bitcoin-and-alternative-cryptos-in-the-cybercriminal-underground/
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422~ MERBRIRAEZIREEEAS - 8 Kubernetes EEREETINE

MEr NS EFIRETRERE . 54
TR SN AT ERRRARES -

S e O g o -
e W ATIRR—EEHREEE - HER
BERTRE ‘

% Kubernetes EEFREBAZERE

IWWACERI/EE

823 (pod) ' IEEREELE -

MEASIHAIBERARRS - BHZATEIR—ESHHNETS - &%
TS 1T Kubeflow instance Y Kubernetes ZEE&#EBASEIEREEERET
580 TensorFlow B2 (pod ) ;| EHKEFRHIETEAZEE  ZKEEERE
BRIRESZE -

Kubeflow 2 — &R MURIBAEAPIEZR - Z HLITE Kubernetes o #1171

2BETE - M TensorFlow Bl 2 —f&In ¥ In R EBE TS -

MERTE 6 B 8 HERMMARBESIR - 2 2ol EZEXBE ABERE
AR TensorFlow B2 KEMER Kubernetes EENSIE ;| EEHEGEN
Kes - BIIPRE Docker Hub 1RIEMVIEE AR - BFAMMERESIFEBNE
RIZHFLAKEE ( Ethereum ) EAPZE®L ( Monero ) SR EEE -

MRELHREENR  SLERRA/FAENE  BAHIEERILEER
HE  BIEFMAGTAELEREROMN Kubernetes IBEEHER - TR AEY
.

MEGR - BIRWEFRES +HBLUEESBELBNERL  SHTERE
EINERTEERN KubeFlow « FEBEE N EIZIEFIEE -
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MENMREABTERSPHADHT FWEBRE - WHEZRPMANT
Kubernetes EEREMNZAEERAE - BRZUNRELERTE  BEESAE
EEPRITEHER - WEFDLSEBEEIMMPEARTET  IRZEER
EWAREING - SN BERIEEAL RS -

o ERIIR :
1. New large-scale campaign targets Kubeflow

2. Misconfigured Kubeflow workloads are a security risk

3. Microsoft: Big Cryptomining Attacks Hit Kubeflow


https://techcommunity.microsoft.com/t5/azure-security-center/new-large-scale-campaign-targets-kubeflow/ba-p/2425750
https://www.microsoft.com/security/blog/2020/06/10/misconfigured-kubeflow-workloads-are-a-security-risk/
https://threatpost.com/microsoft-cryptomining-kubeflow/166777/
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B PYyPI ENER - BZEBAEHEAEBAZESZBEZREREENENE
% WUHBEBBREUE —SREHNRFMR ; AENHZERNRES
T - MERNEBZRUZENZESEE -

& Ax Sharma HEIMASRImEEL - BL# &2 PyPI ( Python
Package Index ) P 2B EZBEBEENENEY - 251U :

maratlib
maratlibl
matplatlib-plus
mllearnlib
mplatlib
Iearninglib

BLERREHNEHE  WEROPZRNERBAEN matplotib - TEES
RIRUEAERRE FEZE  HRBNRATELEEGARNEIS - g h
T @M " Ubgminer ; FIZIEREEEE - M AR REERNEEER
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T-Rex RFIRIZIRERES - A AR REER EWEFEES (GPU ) KR
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MREL - CAELERRZREY - Z2HE—ERSE "nedog123, £
ESTZEMR MERE - B 300 ZRANT 2,400 RASE -

wmEMEL  SHREERNERRRZ TEMESNHEENERRRE
8 OFRRPHEBZIENMNBE  SEEBR FRZELRSI
BERRENGHELRNEIEEnm  TUESEBSENS  EAEANE

= - AREFE NILESERRRZIBAENRE  BREARSES -
o ERIKIR:

1. Sonatype Catches New PyPI Cryptomining Malware

2. Malicious PyPI packages hijack dev devices to mine cryptocurrency


https://blog.sonatype.com/sonatype-catches-new-pypi-cryptomining-malware-via-automated-detection
https://www.bleepingcomputer.com/news/security/malicious-pypi-packages-hijack-dev-devices-to-mine-cryptocurrency/
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EIRRERENERNZEEEE - 208 Ledger AL
"Ledger Nano X, ; BZREBBEIEFEREN Ledger iERREEIATE

& EANEXSEMSNENGE - BE "THREZER - BFEZHMINE
BEEEER ,  EXRFPERRIAENEIRERFERERREE PRI

BEMT) THBE, P -

REENSHNSEERE 22X B ARZEES Ledger ATIENER -
T 2020 FF 12 HEARMREREHERIE ; REP—H5 272,853 &
Ledger 2 BIRNAHFPER -

£ Reddit I8 £ - BUEIRE Ledger i BNARF - BEIEIMIER
e - WEEIFR Ledger R EPASBIEMH ALY - ol LIBIRERS
mBEERERNTHEE AR , BE2ERSTZRHREL - ZBRERER

- PVEBEEIRE - IF B —(EZRISTE Ledger LAY USB BESHx - DIaEALIE
RFPE LEARSREIU -
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EHPWRIN "ERiER . P EBKAPMAEYIRENEIR M ;
BHFRERA  ELEREHEZAZWES
FANPRENEE -

FiakiRE - BIoRMBEAF

Ledger AEIFER » B

nmL

ZEILEZEHERNIFH ;

>.

ZAoolTEAPRS
L8 £ TER NMIARSZERREEATOA - SZ2EABREE TR
BELER R -

o ERIIR :
1.  Ongoing phishing campaigns
2. Package from Ledger. Is this legit?
3.

Criminals are mailing altered Ledger devices to steal cryptocurrency


https://www.ledger.com/phishing-campaigns-status#phishing-campaigns
https://www.reddit.com/r/ledgerwallet/comments/o154gz/package_from_ledger_is_this_legit/
https://www.bleepingcomputer.com/news/cryptocurrency/criminals-are-mailing-hacked-ledger-devices-to-steal-cryptocurrency/
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B BRIREENESE 200 BETT -

BEZME Avast HRIEERFHNEERE - RAMREIR—ERZSH
Crackonosh IZTE R B EES - A WIE LR RBERKT - BAEREE
BN - IZENNBEE "PIZEEE L (Monero, XMR ) ; BRIRNEERESE
200 &3 -

12 Avast BRBSEL - BRPREEAHRE MERERE - H
ZREMNTE Windows S2E PR Avast HEEESEIZMIER - H Windows
IRIERAR -

Avast KA FRZERLIE - 3IR—(EE % Crackonosh HIZIEEEEES -
EELZRRERFEABRIZEREZERNE - WL XMRig UZHEPIZETE ; BA]
=40 Crackonosh ©ALEIR#E3E 222,000 &S - —IZH 9,000 948
B hESZE 200 =TT -

Avast IR EF 1L - Crackonosh WIEEMHE RIE - B 2020 &F 12
BRtaEEE  BRBETZEBRXWESRREBIINE  SERBEENEIE
#E - 15 18,448 £ BEMRERIRE  HREEM (16,584 ) -~ ENE
(13,779 ) ~ K& (12,727 ) ~ = (11,856 ) E255E] (8.946) -
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BR 7 #ZH& 25 - Crackonosh 2BERE - MEEF LR Windows
2 LRAZENSESEMZEEE - E 2 Windows NEZRIP 5= M 52 %Sl

Windows Defender t#;%{E% ; Avast WA A BIEE - 2 Crackonosh
BRFERWEIRM AL - t1ES Crackonosh i LA#ERI L RR -

Avast WERE R - BRT Avast 82 Windows Defender 9 - €2§&
Adaware - Bitdefender * Escan - F-secure * Kaspersky * Mcafee ( {178
I18E ) ~ Norton ~ Panda EZ 28 RM=EMZLE - #E# Crackonosh F
Rt il BR -

o ERIKIR :
1. Crackonosh: A New Malware Distributed in Cracked Software

2. Hackers Crack Pirated Games with Cryptojacking Malware


https://decoded.avast.io/danielbenes/crackonosh-a-new-malware-distributed-in-cracked-software/
https://threatpost.com/hackers-crack-pirated-games-malware/167263/
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THeeRT/cc BELZMERIR—E APT B2ZEES . &
APTEX {2 MRS 312

R SRR . _ o
soeremas | (] HREEEERHECREHEMARE

RIE=%F
WE - BIIERHEN  KRARE

=FMUE-
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BRBRENENRE  HFRAERKE  BINIEREERN  BERE=
FUL -

#& Check Point Research 2FxRMMEMESIEL - % APT BZIRERE - &f

HZEIREZBAUZRBBELRANNE - REZBEDUSEMEN - FEAE

BRI - DUEEZBISNMIEME R Windows PC S8 A —TERIFT KR
RREPIEGE -

Check Point Research &% - WEEENF AW RTF B X - BERIERE
BE2IEEMNAX - EAER Remote template P ERBREGE - FFIBE &KL
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B baidu.com BISRVELR - TEASHEZBERLE APT BREEEANE

A= B

Check Point Research 5% - ARNZEZEEERFERANME TE  KEWR

BEGE - HiEHlEAMRsE S5 B 1 BHE 5 A 5 HZzBERIESFELEF -
It s EiRzZEE LS E APT BE2HERE -

o HRIKIR :
1. Chinese APT group targets Southeast Asian government with previously unknown

backdoor

2. An Overhead View of the Royal Road


https://blog.checkpoint.com/2021/06/03/chinese-apt-group-targets-southeast-asian-government-with-previously-unknown-backdoor/
https://blog.checkpoint.com/2021/06/03/chinese-apt-group-targets-southeast-asian-government-with-previously-unknown-backdoor/
https://nao-sec.org/2020/01/an-overhead-view-of-the-royal-road.html
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ETHHIE - INTERPOL SRS EIBREREERBEEAEEPEIL A D
NWER  GRUFASARIEnBEELEEYHNRY - BEREEZ D
Hop—ExA] - £— S FHREIRFMES 2,800 fIiH5 LREE -

HH

INTERPOL #& & Jirgen Stock f&it - FEMKZIER P AR
EEHEBER L FEFILERN FrERSEHEREE | AZHREEEA
BRI & - BEEEHRE  AMERKFMESS -

o ERIR :
1. Thousands of fake online pharmacies shut down in INTERPOL operation

2. Interpol shuts down thousands of fake online pharmacies


https://www.interpol.int/News-and-Events/News/2021/Thousands-of-fake-online-pharmacies-shut-down-in-INTERPOL-operation
http://bleepingcomputer.com/news/security/interpol-shuts-down-thousands-of-fake-online-pharmacies/
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o - BEREENREELNNST N - B3 —ELNSLEFE Grindr
FAREBEAFRMNEBARESR , EERENERZFHREAER—HZBNRK
MRS 22 - W2 BRI REERE4S

BB AU FNEEEMNIIREFRANS - (EFERA PRIELES
=R BUREFFEE BRI MR H _ EASEE - RREJURES
AEMEERIKRENG - HEPREZE VR SEERMISABRNERE

BA
oo o
AN

o ERIIR :
1. Spam, Bans...and Our Plans

2. Tinder spam campaign hides "handwritten” links in profile images


https://blog.grindr.com/blog/spam-banning-support-and-moderation-update
https://www.bleepingcomputer.com/news/technology/tinder-spam-campaign-hides-handwritten-links-in-profile-images/
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WizCase 177 - £t 883R 2R 2 RER Elasticsearch EIARESE - £

—5 & 22 Battle for the Galaxy B9z EL B s e AMT Bi4% ;| B 2 HASIRE
iF - AMT RIZHEIE - BEE&KEEAREIRER Elasticsearch ElfRzs -

o ERIKIR :
1. Data Breach: Millions of Users’ Messages, Account IDs, and I[P Addresses Exposed
in Mobile Game Datab

2. ‘Battle for the Galaxy’ Mobile Game Leaks 6M Gamer Profiles


https://www.wizcase.com/blog/amt-games-leak/
https://www.wizcase.com/blog/amt-games-leak/
https://threatpost.com/battle-for-the-galaxy-leaks/166659/
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RITHITHEIR ; 1B Google 'R B RERYHERE -

S RETE Android B2 HMAVEZE@MITART - Google tIEE /¥ ZEIE
Z O HRBANITHERNME - 8135347 Android Runtime &hAJ CVE-
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AR Android AFHNEREEHETDEKR  LEE="TMBHENF
W VWERIMBIRBIEEIEERAER - BIAEEMA Google #% - FILAF
BEARSES  BRIIEERMEBZENENMNR  UEJETRARENRIL
BI# 1T - AEEREBEREEREERENE R

o ERIR :

1. Android Z& A& -2021 F£6 H

2. Google Patches Critical Android RCE Bug


https://source.android.com/security/bulletin/2021-06-01
https://source.android.com/security/bulletin/2021-06-01
https://threatpost.com/android-critical-rce-bug/166723/
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Gitlab £2 SVN R2zU/RMGHE 2B XM - BE1TEM - SERBR - TIERE

BEBNEEREZIRNBHCRIERRFREMAEMAR - EZRF
S8 DRAM #54H ~ NAND RESFCIEF ~ SSD FERESEm - HEAAL
=S8N - 178 - T8 - BRERASEIXZARLRS

o ERIR :
1. Computer memory maker ADATA hit by Ragnar Locker ransomware

2. Computer Memory Maker ADATA Hit By Ragnar Locker Ransomware


https://www.bleepingcomputer.com/news/security/computer-memory-maker-adata-hit-by-ragnar-locker-ransomware/
https://news-block.com/computer-memory-maker-adata-hit-by-ragnar-locker-ransomware/
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ERRBERE - .
IESh - RE _MERCEBERER D ZRFEE MEGA T2fIER - B2

EZER S MEGA FaR>t—FME ; M%E Ragnar Locker Bz 2B LENE
ME—HERBE R (4975 250MB ) - BRIMIACIH ME -

o HRIKIR :
1. ADATA suffers 700 GB data leak in Ragnar Locker ransomware attack

2. Ragnar Locker ransomware leaked data stolen from ADATA chipmaker


https://www.bleepingcomputer.com/news/security/adata-suffers-700-gb-data-leak-in-ragnar-locker-ransomware-attack/
https://securityaffairs.co/wordpress/119196/cyber-crime/ragnar-locker-ransomware-adata.html
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#HZEHBHRI AL - Google EI&1E Chrome %#Z 6 {& 0-day J&id - AR
Google Chrome RBRI RSN RAELE:S  FRAZES - @3EE
Google Chrome AF—EZRGEE - KB E Chrome R A EE /&N

R - LU B8R B2REFIA 0-day s E -

o HRIKIR :
1. Stable Channel Update for Desktop

2. Google fixes sixth Chrome zero-day exploited in the wild this year

3. Google releases urgent Chrome update to address zero-day bug under active attack


https://chromereleases.googleblog.com/2021/06/stable-channel-update-for-desktop.html
https://www.bleepingcomputer.com/news/security/google-fixes-sixth-chrome-zero-day-exploited-in-the-wild-this-year/
https://www.computing.co.uk/news/4032682/google-releases-urgent-chrome-update-address-zero-day-bug-active-attack
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HinEN - RRTIAIRESZHHRE -

S8R5 2021 £ 6 3 2 BEESAE L EEWARHEED - 5t
ZATIHOESARED - R 2021 € 6 B 1 BIRRBIRBEI S 8 MR K
2. AT ENARSRENSEEINEF  TRTNSYE
KRB S -

ZADFERETRGNRSHNIE - SYEHERBERE - FAL
SRE MR HEMNBEANE - EOTERLREEE4EETENSE
HERBERM - ETRAEEASATNESENLER  BEZADEN

RZPBEUWEZE - 81 Email 2R EFE AR

EZME Advanced Intel T Vitali Kremez [ E LB X ER2
BleepingComputer 7R - RiIBZ A BB EREER - Fujifilm ROJgE2 =2
—T&E % Qbot HWENEEASINE - M Qbot ERIRBEBE - MZTRAEE
FRZESHBEBRENZIZELE REVI BRANEZIETEH -
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Kremez 5 - Z A TMRAIZ 43438 Qbot olFEE1E 2021 &£ 5 B 21

Hit  BROETEHANEI A A EENE - Kremez 57 - —B#E% Qbot
R ZEENBREIERRRITEEIFTZREWE -

o EFRRIWELZB(LEN

CBREBELZSHR  BERPERBRER  BXREARZRRCRRVEND
THREREE  ERERAATE—PHORETR  UBREMERENEKR
RRE -

EP

/

2 - WERRECREE -~ FHERIEAT - WEIRRMHEEEMETEZER -
TWCERT/CC M2 EEREELSHRBRIBE 2 E1 -

o EHITR :
1. B —N—~DOARET7IERIZTDODWNT
2. Website Notice - June 4, 2021
3. AT (XIRTT BRRENREEGIR BREMIEOREICE SRE

4.  FUJIFILM shuts down network after suspected ransomware attack

5. PHRWEABZE


https://www.fujifilm.com/jp/ja/news/list/6642
https://www.fujifilm.com/us/en/news/ransomware-notice
https://www3.nhk.or.jp/news/html/20210603/k10013064981000.html
https://www.bleepingcomputer.com/news/security/fujifilm-shuts-down-network-after-suspected-ransomware-attack/
https://www.youtube.com/watch?v=w4swdGk0bY0
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4.6.5 ~ 2 WD My Book NAS 3£ BB INE - fiAMEE N9 R IR MR

‘AC
®
<

ZIXWD My Book NAS .
wmwne i  Western Digital My Book NAS M%) 23k

EEH RS IR
MR ETE  AERETREER L

TWCERT/CC

MRERE - REEANERNEERBER -

iH & =18 % AH#Y Western Digital mai# My Book NAS s fHEFRE - H
AIEER KN RERETE A EREGHREERLMRIRTE - FIERE
EANER - TEHIRIHBER -

ZEREE—MEERIENZRAE - BARRKEERE  UERERE—
KE—1 ; BERIRHEAY WD My Book Live app TI L #%E B BT fal it 75 7B
177 NAS NIIEZR - #Eim NAS REZE A2 BKHEELA -

AR REZHEFSS WD My Book NAS FAE I - RAAFEZE B app 3
BIERTHNAS ANER ; AFZ2EAEREANEEERAEE - gRLIR

TS EEER 0 MIERFISN ; MPIBTETE NAS AR E R EREZIMIER -

BRI F# L WD My Book NAS B RCERIE - 38381 2021 £ 6 H 23
HRNF=I5F - ZERBRFIT—IE7S " My BookLive factoryRestore.sh |
MIESER - BEESHEBEBHANITHREIN - BIE# WD My Book NAS
[ElERMEELMERPAEERITR -

Hok

EFfIENZE  BERUEBTHESREXEARPEIRNEIISERE ; &
RNKBENBNAREABIR - MIFFEUEKEX -
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$UiEM Western Digital FEEI S5 REPR R - 2 S EERERZESH ;
ZAElF el ER WD My Book NAS REEBZIREHNBERE  BEREZ
NENERERFERIKE -
ZNEIEZEMMAEARERNERN WD My Book NAS FIF - E1IBIRRHEE
ERAR  BHRBIE—TRE  BEHRAIEEBCEHEEEE 8 —RF)
RREMBEREE 2015 F - NItBEESHEEESET - Bl ASmHl - -

o ERIR :
1. Help! All data in mybook live gone and owner password unknown

2. WD My Book NAS devices are being remotely wiped clean worldwide


https://community.wd.com/t/help-all-data-in-mybook-live-gone-and-owner-password-unknown/268111/54
https://www.bleepingcomputer.com/news/security/wd-my-book-nas-devices-are-being-remotely-wiped-clean-worldwide/
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4.6.6 ~ B2{=E B2 Nobelium AMREFINMEREFZETR

EZ{ZEfENobelium A2
TERMSRERZIEITA

TWCERT/CC MERRNEZABRREERZETR

R e

™
a ‘

FAREERAREN SN ERASE

MR ATIHAIEBEHENERP RN - Rz R REEPRETE -
3 —{E7 & Nobelium HEZIREREAREFN ; B8 ERAEEKANER
A BEMMEBRIFEEY -

MARE FRTIREMERIFE -

EMRESEE X PIEL - ZRTNEZBBFHRDL - EERHEE
EEHRRERK - MUAREEREEANKIEREATFE -

PN iR - R ABIBRIRREEER T REEE ) BENEALRER
% ABARBERERRE  BAZSEWEEKRENI) - BRERE=8
fsE2 %8 Nobelium BZIREEMINAR - TEBREZFEARERERE - MU
EENERPNEFEN -

MEIEH - Nobelium R olREFIHBBSHNEFEN - HELRFREE
TRSRKE - MM EEBHAERLR IR ENER -

54 - R Nobelium ( X% Cozy Bear ) S USRS EF#IREN
SolarWinds KRR RIAREBRNENE S - FLMRTBEEEBOETEENE
WEERIBERBERREHETENSH -
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BWMEERR  RUBRREFNNER - TE2HMEBIBIRARE
B - K915 45% ; EBRRTEEZPHPMBER 2 BIAEE (10% ) ~ fREE
R (/MiE) ; BEIENEZXA 36 &

]

EMRAHAERKETER - BEMSRER—RIFE - faHZEWE —
HEMRSEITEEPNEGE |, BEANSEDL " A EEMERMER
NOBELLIUM - EBER NEXFRBARRFEELRE - &RIOFN /M MERER
xETH WHEEMNEEFRMEARTER] EAEEEE

\

o FRIKIR :
1.  New Nobelium activity

2. Microsoft says new breach discovered in probe of suspected SolarWinds hackers

3. Nobelium hackers accessed Microsoft customer support tools


https://msrc-blog.microsoft.com/2021/06/25/new-nobelium-activity/
https://www.reuters.com/technology/microsoft-says-new-breach-discovered-probe-suspected-solarwinds-hackers-2021-06-25/
https://www.bleepingcomputer.com/news/microsoft/nobelium-hackers-accessed-microsoft-customer-support-tools/
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4.7 ~ BRIERERIEE R

471 MERANHEZEMHE - B# 50 BEXRRE - HP S 6 @& 0-day i&iE

fMEREETHRAY 2021 TF 6 HEZREWHE -
HEEMRSHEEMPZES BER

i - A 6 & 0-day imiE - WEX

AFEEMBERE -

MERTE 6 B 8 B AITTHEAY " Patch Tuesday 1 ERHEELZ B HIE
e HYHENSRER  —HIEBEZESBEELRME - HPEZH 6 &
O-day Jmid ; MEREPRUEI NERTERMEN - UREERKRENAEL
R BB N RS -

735 50 [EFABEENREY - BES "TERE, SHARODEAS5E B
B 45 BB DKI9E TEE, -

MEMEFFIEER 6 & 0-day &l - BEHBHEBIRERENHRK
LRENRVRCER - H CVE MRt SRR T

® CVE-2021-31955 : 845 Windows #Z/O BB EMEER
® CVE-2021-31956 : 245 Windows NTFS 122 %4t - o] ALURFH# T4

bR ;

® CVE-2021-33739 : 884/ Windows DWN #Z/OFETE - O] BLURF# T
PR ;

® CVE-2021-33742 : 4/ Windows MSHTML (&5 - ol BLURIRH
TERRER ;

® CVE-2021-31199 : 45 Microsoft Enhanced Cryptographic Provider - o] F
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PURFAHITHEIR ;

® CVE-2021-31201 : 341 Microsoft Enhanced Cryptographic Provider - B F
PURFHITHERR -
BELMBFEMENMRESEL - CVE-2021-31955 1 CVE-2021-

31956 =mifE 0-day JmiE - B&—{E& % PuzzleMaker W% IR B B2 AR I EE
SEE S

MRS EEMAFPEAGEEE  BUBRRMECGEhHRERERE - 17
EIERAANEZERE  UREAKEREEZWNENER -

® CVE#R5% : CVE-2021-31955 ~ CVE-2021-31956 ~ CVE-2021-33739 ~ CVE-
2021-33742 ~ CVE-2021-31199 ~ CVE-2021-31201 %
o BRME  MBMKME BN EMIGMETEMER

o ERIIR :
1. Security Update Guide
2. PuzzleMaker attacks with Chrome zero-day exploit chain
3. Microsoft June 2021 Patch Tuesday fixes 6 exploited zero-days, 50 flaws

4. Microsoft June 2021 Patch Tuesday: 50 vulnerabilities patched, six zero-days

exploited in the wild


https://msrc.microsoft.com/update-guide/en-us
https://securelist.com/puzzlemaker-chrome-zero-day-exploit-chain/102771/
https://www.bleepingcomputer.com/news/microsoft/microsoft-june-2021-patch-tuesday-fixes-6-exploited-zero-days-50-flaws/
https://www.zdnet.com/article/microsoft-june-2021-patch-tuesday-50-vulnerabilities-patched-including-six-zero-days-exploited-in-the-wild/
https://www.zdnet.com/article/microsoft-june-2021-patch-tuesday-50-vulnerabilities-patched-including-six-zero-days-exploited-in-the-wild/
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BELMEIE WordPress EFISMEIER

Fancy Product Designer FHE OIERIZEE

et o es . IMHATEERENER 0-day RERHE -

EZBE WordFence HREISFRIAFAIRE - ez A 5)383R WordPress
— #F99MEFIE T Fancy Product Designer - 75 — B 0] ;&2 1= & 2 In 1T
ERENEN 0-day BERE - BRICEAZIAREERZREETHRES
# - WordPress BZEZIMNINAF - BERIESES

Fancy Product Designer 2—1{&E WordPress * WooCommerce &4
Shopify HEUAE AR EmEERAELRENIMNIMETR - BLsTAESE
17,000 @415 E3Z #E 7 Fancy Product Designer -

W 32IRAY 0-day Jmid - H CVE #Ri%%s CVE-2021-24370 - CVSS EERR
EFNSEI8 D (WAm 107 )  BRESHNERESER ; ZmEERN
Fancy Product Designer £ &I2 F{& PDF Sl R IEERNLEFHEENAL

- REREUUESAZEZMEREE - TH HEEEN php BNEREIE
A Fancy Product Designer 4815 - AMEOIDIITESRZENNE - FaEERIR
ZE IR ILRIESIE -

WordFence &% - Z% 7 Fancy Product Designer #J WordPress #

WooCommerce - EX%5EE 0-day AN E - BLEUIMNI
Shopify f8lf - SN EBRBREHNE TS - XU K -
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WordFence B 5 A 16 HEEE AR K EFFAZREETHNRESH - 1
EE— BB Fancy Product Designer B58 & - (BEHRREERBER 0-
day J®ia - E L B s #EFHTARAY Fancy Product Designer Tl N & ; IRPBEER
MEREEST - mEBUEZER Fancy Product Designer - B 2|&E Z1E % ik
RELBIE -

® CVE #R3% : CVE-2021-24370
o S ZEEM/MRK : Fancy Product Designer 4.6.8 & 2 BiIFi A R ZS
® MRAE  HEMMRAELR - ERUEBER Fancy Product Designer

o ERIIR :
1. Critical 0-day in Fancy Product Designer Under Active Attack

2. CVE-2021-24370

3. Critical WordPress plugin zero-day under active exploitation


https://www.wordfence.com/blog/2021/06/critical-0-day-in-fancy-product-designer-under-active-attack/
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-24370
https://www.bleepingcomputer.com/news/security/critical-wordpress-plugin-zero-day-under-active-exploitation/
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VMware {E{87F S Carbon Black App

ga“fgz)an'g‘:’fk\ ~ Control FHEZIFRE - ZimiEoE

App Control
RS D8RS

s S B BUEENASSRBRE  HEE
TWCERT/CC . -

ENfal Ak =% -

EHERR 3 2R M VMware 1 HIEEFRE Carbon Black App Control
TH—EBREELZRD ; ZRHUERZEERBENREREREF  BEETH
EIRES -

Carbon Black App Control @ VMware T ERELZ @ ELEEE - O]

VITRER MR AL REREB - FRIZRBREESD 0-day JRidE AT %
e 204

I

nIII'

QS
122 VMware R EZRE - H CVE 4wk~ CVE-2021-21198 - &
7 Black Carbon App Control #J 8.1 ~ 8.1 ~ 8.5.8 ZAIRW 8.5 ik - 8.6.2 Z
AIAY 8.6 hR - B213E& RESEVIS Black Carbon App Control @ iR 28 R7Z BN #E
PR - BITIRIAHEERE - E—TISRAEIEER - MAFTEBRBEDEE
B -

F/ Black Carbon App Control 2 F#(EZMhEAANV—IR - BEIt—B
ZFE N BILRIEES Black Carbon App Control @ARzZSHIIEHIE - MBS
St RN R EE—PHWIIRNE - 81 POS 4t - TFEH
EEHAMES  #MOIZBENRELRZ -
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EEREN CVSS BEENNSE L 7 - BREESIRAERSER

B "EE , ( Critial ) 4% ; ¥ VMware Black Carbon App Control B %%t
BB S EBNRETE -

1B VMware $t¥IILRESRRMNWELZB#HIGL - BRI RS I RE # L
TREREHINER - MERERRARREIEEEMARZ : 8.0 5L 8.1 i
KRIEF 4K hotfix RS - 8.5 BFH#RE 8.5.8 - 8.6 [BTT#R=E 8.6.2

e CVE#®5% : CVE-2021-21198

o S EEM/MRA : VMware Black Carbon App Control 9 8.1 ~ 8.1 ~ 8.5.8 Z il
8.5 AR ~ 8.6.2 ZAIHY 8.6 bR -

o MR 8.0 8.1 RAFEFARE! hotfix A - 8.5 FEF AR ZE 8.5.8 - 8.6 &
FHRZE 8.6.2 -

o ERIKR:
1. CVE-2021-21998

2. Advisory ID: VMSA-2021-0012

3. VMware fixes authentication bypass in Carbon Black App Control


https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-21998
https://www.vmware.com/security/advisories/VMSA-2021-0012.html
https://www.bleepingcomputer.com/news/security/vmware-fixes-authentication-bypass-in-carbon-black-app-control/
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SEENISRS | 2021/7/14 ~ 2021/7/15

EENMhEL | AR BT E

sEENMANL | https://www.digitimes.com.tw/seminar/DWebinar 20210714/

) Webinar

WFH
ZTH -

Eg Sty | RO 7/14.15
n\|_.| Eﬁié o i

FHEEI : DIGITIMES
HAETEEENRZEN  BEREEAL -

EENE
ERMEMERE TEMLARNE

COVID-19FEE A 3REM
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https://www.digitimes.com.tw/seminar/DWebinar_20210714/
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B ERER TR - SEWER ?
SEENISR | 2021 € 7 A 14 B ( =) 14:00-16:00

mENhE, | AR LR ERE

SEENAANLE | https://www.twsig.tw/20210714/

FHEEE{I : TWNIC ~ NIl » TWIGF
HAEESEERBRE ST - B2EREALL -

EEER

fit 2020 F 2 ARY (ZBERUMBINIZRZR) ( Shaping Europe’ s Digital Future )
RS - 2 2021 & 3 BAYEIIZERRETE= ( Digital Compass ) - BIERIR L V248
SEENE | AREMITEBERSEER  fIBRARZEHEE T EBIER  ERRE
s 3 HE IR /D Y SE R AN P B RO M HE -

PRI RIE fE 2000 /Y (PEI G BN ) AREDPRE - PEIREAR G B
BRPETESESE ; 2015 FNRELMAXNZPERBREH ' EEHE
T, WABERISSHRERBEERER - & (2020 ) F 8 HEBIRITEAR
I ENIEXRERB A "FEMAETE L ( Clean Network Program ) - fEBUEE
IRERSE - HBENFL - RS ESEEARNEAIERE -

EEMAKERTEZBECHNENEE  THEKFEFEREESH
FREEHRENGE "EAIERE, 3 T RREE ) IAEAERE - SR
BEMEEE - AEEREFEERNREEEHEGEESEREGR Uk
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Hack The Box Business CTF 2021

& BN

Friday, July 23rd, 12:00 UTC - Sunday, July 25th, 18:00 UTC

EEN MRS

EENE

eI

EENEE

https://www.hackthebox.eu/htb-business-ctf-2021

BH 1 ;ESS

C.. Lle 2.0 a4l

Annual Cybersecurity Arena for Companies

FHEE (I : Hack The Box
RS ENRBREST - BEERENELL -

Companies Around The World, Assemble!

The first Hack The Box Business CTF competition is coming: latest vulnerabilities,
state-of-the-art attack techniques, challenges for every skill level based on real-
world attack scenarios! Ready, Set, PWN!

54 Hours Of Hacking Training

Friday, July 23rd, 12:00 UTC - Sunday, July 25th, 18:00 UTC

22 JULY 2021

Pre-Event Talks Agenda

Watch live on our Youtube channel.
All talks are at UTC time. Make sure to set up a reminder for the event.



https://www.hackthebox.eu/htb-business-ctf-2021
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SEENRERT | 7/24 - 7/25 (OX) ~ (H)F 14 /0B

mENhEE | TR AERE 1 EEFAMMBEU FRBHRE) KRB EERL

ST B 48 1 https://college.itri.org.tw/course/all-events/92ABA661-D427-4076-BDIF-
/=i 480ED04D69C4.html
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EENEE

EAEPNi
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o ERIRHZEM  WEDREREFRRMTANA Windows &8 T
B LS “‘$E’J%%‘E‘E7§21ﬁ¢%&ﬂ£°

o BEEIMTHIN  BEHRLRBRRRENZE  EDTHEREENE
TaBLH  EERREITHNRIrSR(BERREEZ BRI
MRZER)  WETBEERNBRARTEE -

o ERZEMNMA: RBEREIV BREUZEMZEME VPN £
FIBEBUFERETEE  ARBURHHBERTIREERERZE
FIERC B BIETTRERR -

o ERFRAFING : ERBIIIHMSEBHRFSE  BUTHREA
REBERPMTELSHREVRR  RHBEETRE -

W



https://college.itri.org.tw/course/all-events/92ABA661-D427-4076-BD9F-480ED04D69C4.html
https://college.itri.org.tw/course/all-events/92ABA661-D427-4076-BD9F-480ED04D69C4.html
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[BMURD ] HEZ XA

SEENASRY | 2021-08-07
TN ENRE 1 BBEFTTTHERENER _E 321 5% - st 5 RRB1EA)

B8 BUAR _ERTE

https://college.itri.org.tw/course/all-events/E8B394A7-160C-4CB2-A408-
4BAEGO9CSEB7.html

R ENIhRE

EENARDL

[BIRL ] REZZFERABRNR

EMEM . THRERESRR
AHARREEMARBL T - FERRERL -

Ps& & &1 - R ARME/03-5743864
wHEEFIEH ; 2021-08-03

EENEE
RRIZ /T

o (MEILEAREIERIIER

o HEELERIMEILIEIUN

o REIUHRERNEBENRILERS
o ZDEFRWATERESMEIENEZEY

1% RIS F T 4R

2L RABIRSER
3.SSL/TLS 7148

4. B RBIEA SRR TE



https://college.itri.org.tw/course/all-events/E8B394A7-160C-4CB2-A408-4BAE609C8EB7.html
https://college.itri.org.tw/course/all-events/E8B394A7-160C-4CB2-A408-4BAE609C8EB7.html
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B1TEA - SEERAEEHEEEZ 7RO
(Taiwan Computer Emergency Response Team / Coordination Center)

HFIEHE 2021 7B 9H

#Rm¥E : TWCERT/CC EIfX

AR#5EE5E - 0800-885-066

& H 4 : tweert@cert.org.tw

B4 : https://twcert.org.tw/

EEFB ¢ http://tweert.pixnet.net/blog

Facebook f#4ZE & : https://www.facebook.com/twcertcc/
Instagram : https://www.instagram.com/twcertcc/

Twitter : @ TWCERTCC




