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1. ID Ransomware
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ID Ransomware F #: https://id-ransomware.malwarehunterteam.com/index.php
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Upload Files

B Ransom Note @ @ Sample Encrypted File ©
The file that displays the ransom and payment A file which has been encrypted, and cannot be opened.
information. ’:éi I
RTINS
Upload
Lz X Addresses

Optionally, you may enter any email addresses or
hyperlinks the ransomware gives you for contact (if there
is no ransom note).
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a |ID Ransomware

ID Ransomware

_'_ Upload a ransom note and/or sample encrypted file to

identify the ransomware that has encrypted your data.

Knowing is half the battle!
Gl Joe —

1 Result

TeslaCrypt 2.x

+ This ransomware is decryptable!
dentified by:

e sample_extension: .ccc

Click here for more information aboutfTeslaCrypt 2.x
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No More Ransom F #: https://www.nomoreransom.org/crypto-
sheriff.php?lang=zht Hant
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TESLACRYPT V.4

You have been infected byl Teslacrypt v.4.]| We can help you! Good news!
Step 1: READ FIRST and DOWNLOAD

mportant! Before downl

DOWNLOAD

Step 2: Report a crime
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No More Ransom F #: https://www.nomoreransom.org/zht Hant/decryption-
tools.html
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Quick Search

All Ransom (alphabetical order):

> 777 Ransom

> AES_NI Ransom

> Agent.iih Ransom

> Alcatraz Ransom

> Alpha Ransom
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All Ransom (alphabetical order):

> 777 Ransom

> AES_NI Ransom

v Agent.iih Ransom

BEZE AU TS EAEE

> Alcatraz Ransom

BESEHAgentiih$I REREEFAMNZHNIEE -

T EH Kaspersky Lab &1E

> Alpha Ransom

> Amnesia Ransom

> Amnesia2 Ransom
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2. Trend Micro Ransomware File Decryptor
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Trend Micro F % : https://success.trendmicro.com/solution/1114221-downloading-
and-using-the-trend-micro-ransomware-file-decryptor

[ 7 ~ Trend Micro Ransomware File Decryptor = §* &2 :ip | 6

@II?EEE Business Success

Technical Support = Threat Help & Research Renewals & Registration Contact Support

Obtaining and Executing the Tool(s)

1. Click the Download button below to obtain the latest version of the Trend Micro Ransomware File Decryptor tool.
ncluded RansomwareFileDecryptor exe file.

If

Download RansomwareFileDecryptor

2. Upon launch, users will be required to accept the End User License Agreement (EULA) to proceed.

3. After accepting the EULA, the tool will proceed to the main user interface (Ul). From here, users will be presented
with a step-by-step guide to perform the file decryption.

4 1meve | Ransomware File Decryptor - X

M Anti-Ransomware
]

Trend Micro experts help you decrypt your encrypted files

6 Select the ransomware name \

Select

Select the encrypted file or folder to start decrypting it

k Select & Decrypt )
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Shade Decryptor

R BShadeff Z 21 @ 30 Apr 204D

Rakhni Decryptor S HERakhni, Agentiih, Aura, Autoit, Pletor, Rotor, Lamer,
Cryptokluchen, Lorok, Democry, Bitman, TeslaCrypt (V3T
Vd) ., Chimera, Crysis (V2FIV3) SiERIZ. SB5EH. #E
Cryakl, Fonix mEDE
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AVG F %: https://www.avg.com/zh-tw/ransomware-decryption-tools
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« Apocalypse
+ BadBlock
« Bart

« Crypt888

+ Legion

+ SZFLocker
« TeslaCrypt
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S/FLocker

SZFLocker 2—E$ZefE » SRUER 2016 £ 5 5 - TR 2ROEE
EESEEE SZFLocker EE2EEBEEREN L .s2f - (5140 - Thesis.doc €4l Thesis.doc.szf)
BEAR: ETHERENEERE - SZFLocker BT FHIRE (EEX) :
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Plik zaszyfrowany. Usluga odzyfrowania dostepna pod adresem
deszyfracor.deszyfriyandex.ru
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5. EMSI SOFT Free Ransomware Decryption Tools
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EMISI SOFT F #: https://www.emsisoft.com/ransomware-decryption-tools/free-
download

11 ~ EMISI SOFT Free Ransomware Decryption Tool ##%% T 513 H H

Free Ransomware Decryption Tools

Unlock your files without paying the ransom

Dun, 11, 2021] - Version: 2.1.0.0

DOWNLOAD
Emsisoft Decryptor for Avaddon 24342 downloads

The Avaddon ransomware encrypts victim's files using AES-256 and RSA-
2048, and appends a random extension.

Please note the decryptor may take up to a minute on the first encrypted
file in order to determine the correct key for your files. All other files

nﬂ.f oL ﬁ oo Lol HM '
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6. McAfee Ransomware Recover (Mr?)
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McAfee F .,‘Rﬁ: https://www.mcafee.com/enterprise/zh-tw/downloads/free-
tools/ransomware-decryption.html
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4) #% & ‘MfeDecrypt -run stampado -ver 1.0.0 —args “-e
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Bl 12 -~ McAfee Ransomware Recover (Mr2) = ;“ o

McAfee Ransomware Recover

(Mr?)

McAfee Ransomware Recover (Mr<) will be regularly updated as the keys and decryption logic required to decrypt files held for ransom become

available. This tool can unlock user files, applications, databases, applets, and other objects encrypted by ransomware.

We intend for this framework to be freely available to all. This allows anyone in the security community who may have decryption keys and decryption
logic to avoid the burden of developing a decryption framework.

Download McAfee Ransomware Recover (Mr2) for 32-bit systems >

Download McAfee Ransomware Recover (Mr2) for 64-bit systems >

How to use McAfee Ransomware Recover (Mr2)
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All your files have been encrypted.

All your files have been encrypted

All your documents (databases_ texis
that 1S now on our servers

mages, wdeos, musics etc ) were encrypted. The encryption was done using a secret key

To decrypt your files you will need to buy the secret key from us. We are the only on the world who can prowde this for you

Note that every 6 hours, a random file is permanently deleted The faster you are, the less files you will lose

Also, in 96 hours, the key will be permanently deleted and there will be no way of recovering your files

What can | do?

Contact us by email telling your ID (below) and wait for us to send the instructions

Contact us b*l FileUnlocker64@mail2tor com I

As a proof

Next Russion Roulette file deletion

5 hours, 59 minutes and 47 seconds

Your 1D

F10669DF
Cooy to cioboard

you can send one encrypted file, so we will send it back decrypted. Use it as a guarantee that we can decrypt your files

Time urtd total loss

3 days, 23 hours, 59 minutes and 47 seconds

Got the cox

Get back my fles
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U McAfee Ransomware Decryption Tool

C:\Program Files\McAfee)

Ransomware decryption tool by McAfee (C) 2017 McAfee LLC

Version marked with (**) are already present on this machine

shade

wildfire
[ 1.0.0 ]
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U McAfee Ransomware Decryption Tool
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Selected oper:
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L) McAfee Ransomware Decryption Tool

~2 A EA A TWCERT/CC ¢ B R M R TR Y < ¥7F o 357 fubr o



7. Avast Free Ransomware Decryption Tools
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Avast F 4 : https://www.avast.com/ransomware-decryption-tools
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Free Ransomware Decryption Tools

Hit by ransomware? Don’t pay the ransom!

B 20~ 2% Zp ~ B2 L8 me™ a8 (rLR)

AES_NI

AES_Nlis a

file extensions

vith RSA-2048

Filename changes: anso
aes_ni
aes256
aes_ni_Oday

Ransom message:

=,

DOWNLOAD AES_NI FIX
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8. Quick Heal Free Decryption Tool
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Quick Heal F % : https://www.quickheal.com/free-ransomware-decryption-tool/
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Home Users Support Company Cart (0) Global |Support| DO O OO & O
Security Simplified

Home » Free Ransomware Decryption Tool

DOWNLOAD TOOL

Free Ransomware Decryption Tool

Ransomware is a malware that locks your computer or encrypts your files and demands a ransom (money) in exchange. There's no guarantee that you'll get your
data back even after you pay the ransom.

Quick Heal has developed a tool that can help decrypt files encrypted by the following types of ransomware. The tool is free and can be used without any hassle.
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777 Ransom

AES_NI Ransom

Agent.iih Ransom

[ Decrypt 777 d’;}
-

Decrypt AES_NI Gf]
(.

~

Decrypt Agent.iih @fj
(.

(
Alcatraz Ransom Decrypt Alcatraz épj
\_
(
Amnesia Ransom Decrypt Amnesia GfJ
o
-
Amnesia2 Ransom Decrypt Amnesia2 JJ
\_
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