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£~ BB EHEEERF 0 (Taiwan Computer Emergency Response Team/
1 coordination Center, TWCERT/CC) B4R TR R B LB ERIEEE » 2HBR
SHHERE > THEERBEERENT BERBENE  BEXSHEFEWE - BAS
BLe1FM ) URBLZEFZ2HEKREREE » HEEAKEERE R EE 2 H
DOERHEER R R 2R IRIECER °

HR > BEERIREREML > BEEREELE T EANNE » THEENEMZENT
EERERERE > SFE2EFURIELE THENENNBENBESLTHE - Bk A
BB AR IO BLE - ESAE TAN T2 ERREEEREE - Tk - HErSEER
PR RN HEE - BETFTERER  HEEFIRE  URETIBESNELRE
B ZHNREECFEMZENEERRRC— o [RT ZEMA - SFZEEBELHIER
LRIk 40288  HEREASREXEEMA > SEEXNELRKEREEEE
—BERN—REEBRBERNE S 0 JENBEAREEREEREERERE - B
EHERELZEMHRL > RTIEERERALREMENGIERES » HERZEERSE
12 YEZREINEREUMRE LD CER AR » ETRARE » BREERPESER
B Z2HEE  LUBMERAESRERLIEE - TX 4.0 BRFFZREZZH NS ERH
MR RIERE - EEEINEEEMENER » AJReRANELAZ2EZ BHENZZE 5
BN BEAGTUESBHBRNREEETRE - At » REEBNFERES > nEESEES
BREXDE  HHREXCEENLE  fIE—RIIEE - EEEEIRBHIEI R
T EREENEREENRNER » DEFRE AN 2 - HENBEERTERNMAE
BRZRE o




EFER > EERRERE > A EREHERERN - MBI REENER Y
BHEREEES - B REREL 7RSS B H—RERE « EERAMEADERER
—ENTE - LTHEEZEARE IP &K > IPv6 WERBENT > BREBPEAEAR IPv4 >
IPv6 EZEBRET @ SFIZELZBEZ PR > EEEEAZETREBRNSMA o FIt -
BER IPv6 EHNREL R > IPV6 Ready Logo #1¥ IPv6 SEMEITR M RA » &E
FESEMNLT2REIRINET REREIES - URESIEHTT 2 IPv6 RIS
BESERERE LR EMABUOHETT IPv6 B E o I > SRS SR ER 2 ETIT
RLITEE > BANE COVID-19 ZIRRIEEE » SR ZEMNEZERBTRERE > B
Eﬁii@’l%ﬁ@@ﬁﬁ%ﬁﬁ%%@%ﬁﬁ@@% o BFR T HRABURIBHSENERS - EREXSH

ERERREE W ATEARENEFREENT  SUSHERER - LHERES
B8 > FrEICIREEMAE COVID-19 MR IR ERREMEECBRERE - &%& ° BRT IP
MR REEIE > MERAERREHIEEBRE 2B » T2 DDoS WEAY IR MR -
WEBAERREXNE LI > BB BEAERIE o BEE DDoS WEMMRZBERE » WK
HMZPIEE R - SEHERNHRRES NHIBE L DDoS WEEITERMINE » EEH
RUZREBRDARE BN » HEXRDERNEEMRE > Ki@RE DDoS WEH
ENBBRE  RELERBETIEBER -

REEHE > TWCERT/CCFHHEENTELRREBRENZ » D ER 150 BELZE
ZIRETHBENL > BERBEE » REHHERA P UIBETHREERRER ; UREK
BER > REHEANEMBUIER P AETHREERAVER o 15 > TWCERT/CC
WEEANELEBETRENE » ERMTERETRERNANE » BAMREERRD
ZEK o A > TWCERT/CC BBIEMRTRERBEE » BUKEAL ZBEERERA
Fa#t — Virus Check » 5B BB ERARIVABSED RS > 2HURAERPERERR
iR EMENRENRTREEEERKREZERN - TH » RIEAAKRKEZIERNG
LEERE » URIWBIFISEERE » feRBURAIEFEZ ERENEIE » TWCERT/CC R EE
ETERMEE RS > SBRERZMAIA Virus Check IR7 > B RN R TIRBEEERMR
B R o

Mt ERERRKIE > TWCERT/CC 2 HEERIFEFHERM MITRE 2 CVEETE » ##
ETEBE CVERFEEE  aERK  EREKEHRERKRE CVERT: > BEKREE
MAERE B RBEBETS (Taiwan Vulnerability Note, TVN) » 5258 2 B4 7 R LT
ERERERLE c TWCERT/CC G F IS M A& MABRIMER « B> WREECHE
BERER > HBIHELRAETESNE BBl EENEENBRETIHRERE
RABRANEZ RBEFEZEE o 7 2020 1R > TWCERT/CC #2514 20 THE R »
i 50 iR A ERBR > 1HEEELRFEZERNERNME > 12020 FESEBEZRS
L& BLEE (National Vulnerability Database, NVD) #7238 AR A EF 9 R 8 (Common
Vulnerability Scoring System, CVSS) £ 3.1 fx » EVS EELE (Contributor) Fif 2 %

£8 o

- TWGCGERT/CC




BTRIUEARELRER > TWCERT/CCRSFEEEH - WA RLIFEELRES > 5
BEYENEEENE  ENFE—TNELZEENN - TAFEHRE » BiEAELH
PRERFERN G » AP OEMAERRELFSR > BEEASAEREEATETHEN
N BEKENHZHEB v HE  ENEARBEEELRNEPEEECER
TWCERT/CC MR L E LR « AHE REEEMERIER 578 CERT/CSIRT B8, >
T ERREM ARG ZAMBIR > R T BB RE RrNELHMBESZEEN > 1
FERISERECENRRED > HILEMBEFRARBRCELRBEEE © L9 > BiRA
HAE R REIRYASM » TWCERT/CC R L EERSZNES > HERBCELZRNR » UK
ETHBZ 2 PhER > EEEEEBEEEHNNOMES » ol LURABERER @RS R R
FEH=E

TEEMHEEBLZE2EH S E » TWCERT/CC 18 2020 FHAEFHEZ AR AN HEE 25
B BESEG REEN URERAELZMS SR ESHEAR L AEHFRELE TR
BMIEAARNE LA FILGE - BEEHR A CELHE » BT AFOE A > 75
B] ¢ TWCERT/CC Facebook #3 #% & ~ Instagram K Twitter RIS AR E N > IR EE
ZEBEFUNEZHENZHERE B KEERHIDEH MRS o

ERAERE - £ENENHECHNIRA  ERAEMNENER > E2NERE
ZPE MR o Fit » TWCERT/CC H#EFZBELBE DT~ BENE » ELEHERFH
W ~ BIRASTERR » URBLZEE » RAKBEELHIGERE » HEHESENERHE
R R o
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g?%ﬂﬁﬁé%éﬂ—ﬂ%&%iiéi%ﬁ%& » DR BEIR& BN E ZRREER 7 AR
T TERENEZERNDEREEAEREMHREBED > TWCERT/CCEAER
B BZHER - BRSTHEERBESZE  WEERN/IMERERZEM » EHREILER
HREENE » DUSERRNRREEB BB LT NHEERR

£~ PEERCETREHEGE
—  RIETFERREHEE
1 RETEFERHE
EENRER FLEERBRVBEIRNBREEMABES R » MAHAZEAAE > 5
BIRBE I EETFoaH EEEE’\%E%%%%%% M4 fiti 2% (Coronavirus Disease 20109,
COVID-19) Zls &L > RARR LM ERBMERE TRBTE » R EEAERR R R
BIBFET - 12 2019 FFHAR B 40% ZEAEFTEN B XA EABBEERBITRET/E
mA 31% THEFMECESBITRETECHARA o 1€ 2005 FLK » 2ERTERHE
NHTEEHERMT 159% @ BRETEERB TEANNEEEBE o
PEE R ITELLAIRERE BENETZEIEAE SR ITETEHEL
o MmEETETBEHHAERET(EFEKATEEEMAR
A. 5TE=EIE (Project Management) : FEFtEHEEE Tl SR EBITEE - ZE/K
TEE A EES MFE o
B. ENRHER © IREEREBN AR EE  EITELTEMNBRAGE -
C. BEIB&x&1E (Collaboration) : I HEEBEEERETIERAE R EE » EREEUE
MBS EREHITIEERIEE o
D. EII% &1 (Team Monitoring & Management) : {2 E & ENRHRTR S5 B AVEE A
SR EREEEERBUMNRENIEREE o
E. 5ZEE7ZEY (Remote Access) : IeHEN B Z 2NEFEEREREEFNERBEIR » LUE
FMFERM TIE L2 FTss o
Hit > fEEREELRETERNEXR  RRERcEETFLAFENRER
TEMEEER > MEMELEGLUERZETIECATE ©

_I_

o

anl

1 Buffer. “State Of Remote Work”. Retrieved March 30, 2020, from the World Wide Web: https://buffer.com/state-of-
remote-work-2019

2 MerchantSavvy. “Global Remote Working Data & Statistics”. Retrieved March 30, 2020, from the World Wide Web:
https://www.merchantsavvy.co.uk/remote-working-statistics/

3 Splashtop. “Top 5 Software Tools for Remote Working from Home in 2020”. Retrieved March 30, 2020, from the
World Wide Web: https://www.splashtop.com/top-5-software-tools-remote-working-from-home

13



P
EETFPEREEETIRNT -

A. EEFLAMEER (Virtual Private Network, VPN) | BREFEAEERR I DO RBIENLE >
PESET VPN HET=ET(ERER °

B. @M : TEMERIEET  FBEEAMBRETERRER > ALETREA
TCERNRIGETSERBRGE » XRIERELEEREHLERERE

C. RAMEE (Home Network) '8 B TAGE A (b XAMHEEFIRE ZE AT ERREEHER -
HiItETEE2EABEEENTEEMNNEE BB RABHEE Wi-Fi &6
R T BRTEREE TERIESE -

P
I TFREE FEREAINT !
A.=EEE % (Video Conference) : RFERETRERBERMER © B > LURMEFE
TEGEE > CXRFRURBEERTIAMNE T REETFREM -
B. ZinfrlNEXER  BREREIEN  EXREHEE RERBERNERASETHE
W HAHZ NRENER » EXRSREERFIEGIRRT » #ETE =BT FREE
N
PATD > BEEREETIRELLAIEI > ETEAMMER - EENHEF TR > EERETU
ReD > ERRERETFMEENEZRBENRERSE - WX EBETFERMNIA S ©
meEE RN LEER  AEELEEREE R » £XMETITHH/IVOHE o
(1). ZEITFEBIAEZHE

A. ERFAAMEER (VPN) @ BRESBREFMEBUKEEFRENAL > #rliRHENCZ
£1% o PAM > HRSHEEE VPN RETEEAREINERE » FIREELE RN ERRF - HrJpeE
THWERBERZRBUT !
| B BRI | EAEEMER VPN E{THERITREN > VPN EHHERE S 0ETR

e EERES D RF SIRMHEAERRE - BB L VPN ZFERE2MERF » WARHE
EREERAEMRERCEN > SEREE B RPEES N REBRRE » WAER
REESRRE  ETENBRERESHE -

Il MEZRFBI : B VPN RJRME » RREBUEEREER VPN NEXERENR
HERBRNNE  BEGERAENINERNHEREETINE » IUEMEREMNE
B=ERBRIUGHPRIEE ° 24 » VPN RS B8 BE REETME
Rt - EWEEZBZES VIS VPN BIIIE £iRE - B R REr IS EAERR
EfER  UeRAR T EBSEPRIREERN > B VPN WERBEEEREE

4 Cisco. “Cisco Adaptive Security Appliance Software SSL VPN Denial of Service Vulnerability”. Retrieved April 28,
2020, from the World Wide Web: https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-
20191002-asa-ssl-vpn-dos
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lIl. VOracle % : HFEF% VPN RRER BB REETNER > S8 E—EIEHEEE
PHHEETRBERBITNE  UERGEFEEEARBDETHRE MEBRETE °
A BEFHEELAES - BERHT e BRRE > WEEZBEENASEH
N BERAEEARBEE I B X AEERHE (HyperText Transfer Protocol,
HTTP) L » 3 B EFREEREANS » FUENF TEREE VPN [EARSEHE
TEERNE L EER > MIEE L EZEGI HTTP it EE VPN R EBEERD
KN BEREER AT TEEIE VPN ISR A EZEE » B AR
BN gi) » WBEEDBELUSENEENS N » IHEUSHEER
EE0EH & BEREETHRTREINERES o

ERE — A
1 FIERVPNERIE B AN -
H
_|
<
\ =
>
A% 43
\ dl

RN
BOAEE R4 HTTP WebApp
[ 2-1 : VOracle W&~ EE ERRR © TWCERT/CC 212

B. XM : AP REWMBRREBERZELFEERENNE T » BEERNEERE
Z— > —ERBARERREEDIWE H%E@E’Jaﬂ%ﬁﬁ%%%%&%ﬁ%:ﬁ  EEBEEL
RAERRENRIFZHEENNERIR - HreEENEREZRABUT ¢

|. 53338 (Weak Passwords) © 2% R AR LB IEE & (608 BB T - M
AERERREF AU EEDS > MEFEERERBBIERERTE > AREE
SREREES 0 SRWEBE B EESZRBRRBIENR NRES N ERERK
FRESRE RS > WIEESHERRETERETR °

5 VPNCompare. “NordVPN encryption key leak causes panic”. Retrieved April 28, 2020, from the World Wide Web:
https://www.vpncompare.co.uk/nordvpn-encryption-server-security/

6 Nafeez. “Compression Oracle Attacks on VPN Networks”. Retrieved April 28, 2020, from the World Wide Web:
https://i.blackhat.com/us-18/Wed-August-8/us-18-Nafeez-Compression-Oracle-Attacks-On-Vpn-Networks.pdf

7 Comparitech. “How to secure your home wireless network (Updated 2020)”. Retrieved April 13, 2020, from the
World Wide Web: https://www.comparitech.com/blog/information-security/secure-home-wireless-network/
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. REAMRHERBANA | BERERERERENEE > XEMERRETERREN
FRAREBEEN  BAXRRENKEZ—ZHER - BB RNESEREE D&
BEBRBEER > EMINGEESERE  ETERBINHKETS - MERAER
B EMBAITOTREEE > ASTFHERAEHTE > H#UTE—FEETR
TENGE > SR—BRAWNEE > AR ERERENNNEE’ ©

. A E (Man-In-The Middle Attack, MITM) @ 4c35 58 L IR 1 € (Address
Resolution Protocol, ARP) HrBR 3815 2 #34# (Domain Name System, DNS) Hig
F o BERAERERNTSEEEREEREREITRH > MIBENLE B &
TH > BIHEAEN - AT ZHERRETETHERERR » S ENEETNE
BELEMBHFESHIME (Wired Equivalent Privacy, WEP) 2 Wi-Fi fZZEX{R5& (Wi-Fi
Protected Access, WPA) ZFINE 1S » BIWBE BT L2 IREHT > EMEFERE
58 WEP 3¢ WPA » B EAMRENHI AR ©

(2). ZETF LEERERHE

A ERIEEEE | ITENREERE  HATRABEERPZEETR - ERERMERMER
STRPIREREAATE ERETERERETNAEAGET > IISEZTNER
Eifl e HAReEENBERBEZRBUT !

)

|. FE&IE®E (Meeting Bombing) : SFZEEEH I U ZEMA A TVEFEMA SR
IEEQEJEE%%%;%?&F_ EEWEETEEEATSE B ENERERRSE
AgEZET > THETTERBIEZESTR

| \

8 ThreatPost. “Cisco Patches 13 High-Severity Router and Switch Bugs”. Retrieved April 28, 2020, from the World
Wide Web: https://threatpost.com/cisco-high-severity-bugs-2/148706/

9 Allot. “Home Router Vulnerability”. Retrieved April 28, 2020, from the World Wide Web: https://www.allot.com/
resources/TB_Threat_Bulletin_Home_Router.pdf

10 Paloalto. “Best Practices for Video Conferencing Security”. Retrieved April 13, 2020, from the World Wide Web:
® https://blog.paloaltonetworks.com/2020/04/network-video-conferencing-security/
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. BENERAEEZEAZN . AP EFZ Windows = £ & B 2% {7 Ak 28 511 B [& 38 (Server
Message Block, SMB) %€ > AU ZEIEHEEE EAUESR ~ IREICEHFER o
SR P TEREEE P > S EEPTEL_ EAVENL » FF 2 EER B L #E S B A3k (Uniform
Resource Locator, URL) 3% 7 77 BV [& 180 4 B& B R B9 38 F p 2 #7 80 28 1€ (Universal
Naming Convention Path, UNC Path) » EEHER/JVOEE UNC B » WL SMB
HEREERE » R8RS Windows BIIRSE RIS FER =18 E (it 2 [FARES »
EYFERENBAEMINR

. BRHITERIES | FLEEESERESER  SERESRYRA=SZEH
X HEBEERITTH o AT WEEEAHZESRNETEHFH THER BT
HEBTEERERRKPHFE > LEFERRESHREEXNERLHES » W1E
FABEEH TEHE > BB UNC BEFXRITEEER » UMHEREEREXRETH

—_

EITRY o

B. BinFIERFER [ RiEFIRNIME  ARES > RiERinr T 2@ EHMERINE -
BEHANBELRYE  SRETEERNIRELZHE - AAEEENE RERUEN
—FB :

|. PHERRR#SIE (Denial-of-Service, DoS) : HIFSRIH7F I TR 5 Bl B E B TE AR
MR - A — BRmFREREERREEAENHEN > SHAERETEER
MAPETARTS - #5 & B PAE B & BEAIEN AR IR 7 B R o

. BB ERIEHHE LR (Transmission Control Protocol Desynchronization,
TCP Desynchronization) : HSEETERE » @HHEHERIIERS > MEEHE
H—BRBIFHARERENTE » EEREEE - Bt > WEEESBXES
BR—ERFHRNNEEERAERMARSR > HEMNEEANEIRE  EERNESE
AEREEEENEEFRFHE > ERMmA BRI EENSERHE o

1. 3= 5% 5 H 17 3% 1 R A & (Remote Desktop Protocol Man-In-The-Middle, RDP
MITM) @ 572 ATEEITRIGF I > &85 ERERN R H 7R EA BN
ERERSET  FBER AN EEFETIRIE o« AT > B RDP NERAEH ST
HEMBEANERSSETE 2 RE > it > WEEEBNMERINASEEES
HEAENREEAREEHEFTEREAMRSS > MENEBEIRRERED
BIRVBEF » BUSHEHFRVREE o

EERETFREER  FEZERUARERIZEENLZENNE  THESERTL
BrZ2HERETBEENLEERNE @ AR REMEXAEETEMELIEX < REH
FRET » B 31% MEERTHPSRETFH - BEREREEANTTEME R RBINIRIE -

11 Tom’s Guide. “Zoom flaw could steal passwords and install malware: What to do now”. Retrieved April 28, 2020,
from the World Wide Web: https://www.tomsguide.com/news/zoom-password-malware-flaw

12 The Hacker News. “New Zoom Hack Lets Hackers Compromise Windows and Its Login Password”. Retrieved April
28,2020, from the World Wide Web: https://thehackernews.com/2020/04/zoom-windows-password.html

13 ESET. “[KB2907] Types of remote attacks”. Retrieved May 5, 2020, from the World Wide Web: https://support.eset.
com/en/kb2907-types-of-remote-attacks °
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N

OE—4HEERTOHERETER  ETEANIA - RERENREETEZS
Mm’ﬁﬁﬁw BRBEVRIEAR o

2. B2ETEERE
HEREBEERETEFERIANERHE  TheERE LAN tEERAFEHEBRHA
R LIRALEENEZSE °
(1). ZEEIT(EER TEERMEEH
A. EETLAMEE (VPN):
| FAEEARETZERR | EEZREZERE < VPN X268 fli—XEREE
REMHHEL BB SRBNERMERZ 2" o
Il. EHAE#T VPN Rk A : AEERS VPN B - BN EHRGRA > 5
BEE S — KRR B RNBE L ME " ©
. FEEZELEAMER VPN 2% - FRERSSEEE EHRBAMEN VPN BE » F&C
R RIFEERENEEC R - BB R RERERIEEANR o
V. FEEZREHEH WA VPN 2% | FRBEEZEEESW\EHTIEEN VPN R4k
SRINWEINRRFEEILENEEE > MIFLERFARA K ERNERERTEEES
581 o
V. EEESEFERABXEAEREZ 2% E (HyberText Transfer Protocol Secure,
HTTPS) #gu4 : @%%HT@%WW THREBTEN > BNEFEREEETIEN

HTTPS 488 » B RBETESMME ﬂ%WW$ﬁﬁﬁ%§ﬂEﬁW%’WE
7RIS EE R -

14 Apricorn. “Security on the Go”. Retrieved March 31, 2020, from the World Wide Web: https://apricorn.com/blog/
security-on-the-go-17a9¢7/

15 Stronger. “Authentication Methods For VPNs”. Retrieved April 28, 2020, from the World Wide Web: https://
stronger.tech/authentication-methods-for-vpns/

16 Norton. “What is VPN?”. Retrieved April 28, 2020, from the World Wide Web: https://us.norton.com/
internetsecurity-privacy-what-is-a-vpn.html

17 SANS. “OUCH! Newsletter: Virtual Private Networks (VPNs)”. Retrieved April 13, 2020, from the World Wide Web:
https://www.sans.org/security-awareness-training/resources/virtual-private-networks-vpns

18 OpenVPN. “Revoking Certificates”. Retrieved April 27, 2020, from the World Wide Web: https://openvpn.net/
community-resources/revoking-certificates/

19 SAP. “VPN Losing It's Security Over a New Threat VORACLE”. Retrieved April 28, 2020, from the World Wide Web:
https://blogs.sap.com/2019/04/17 /vpn-losing-its-security-over-a-new-threat-voracle/
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B. SR AL

| ERRAMEBREERREN | ERERTERAEBRRERIHETERRRE * 7
NAERBEEZRNAM » RXKNE ~ BFRGHRFEREY > BRBRERE
D12 EFTTUE - WEHEREE » LUREBHBIRERZE' -

Il. EHEFRAEBRRERTRA : EREERCRERE  ESEILER > LGB
5% B NIRRT RO o

. REMEEEREREHTZHNMBERE | SREFEEECARAREMEEERN
&M o PINEETRERY WPA2 & WPA3 BWME S » UREEMERFHLE"
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20 Wired. “How to Secure Your Wi-Fi Router and Protect Your Home Network”. Retrieved April 29, 2020, from the
World Wide Web: https://www.wired.com/story/secure-your-wi-fi-router/

21 Norton. “Router security: How to setup Wi-Fi router securely”. Retrieved April 29, 2020, from the World Wide Web:
https://us.norton.com/internetsecurity-how-to-how-to-securely-set-up-your-home-wi-fi-router.html

22 NordVPN. “How to disable SSID broadcast to hide your Wi-Fi”. Retrieved April 29, 2020, from the World Wide Web:
https://nordvpn.com/blog/how-to-disable-ssid-broadcast/

23 Professional Security. “VPN can prevent a man-in-the-middle attack”. Retrieved April 29, 2020, from the World
Wide Web: https://www.professionalsecurity.co.uk/news/press-releases/vpn-can-prevent-a-man-in-the-middle-
attack/

24 TechRepublic. “How to prevent Zoom bombing: 5 simple tips”. Retrieved April 29, 2020, from the World Wide
Web: https://www.techrepublic.com/article/how-to-prevent-zoom-bombing-5-simple-tips/

25 McAfee. “How Secure Is Video Conferencing?”. Retrieved April 29, 2020, from the World Wide Web: https://www.
mcafee.com/blogs/consumer/consumer-threat-notices/how-secure-is-video-conferencing/
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26 Tom’s Guide. “Zoom flaw could steal passwords and install malware: What to do now”. Retrieved April 29, 2020,
from the World Wide Web: https://www.tomsguide.com/news/zoom-password-malware-flaw

27 UCToday. “Video Conferencing Security: Four Key Considerations”. Retrieved April 29, 2020, from the World
Wide Web: https://www.uctoday.com/collaboration/video-conferencing/video-conferencing-security-four-key-
considerations/

28 Kaspersky. “10 tips for Zoom security and privacy”. Retrieved April 29, 2020, from the World Wide Web: https://
www.kaspersky.com/blog/zoom-security-ten-tips/34729/

29 Rao, U. H., & Nayak, U. (2014). Intrusion detection and prevention systems. In The InfoSec Handbook (pp. 225-
243). Apress, Berkeley, CA.

30 HLN. “Encrypting Data at Rest on Servers: What does it get you?”. Retrieved May 5, 2020, from the World Wide
Web: https://www.hln.com/encrypting-data-at-rest-on-servers-what-does-it-get-you/index.html

31 BeyondTrust. “Privileged Remote Access Security”. Retrieved May 5, 2020, from the World Wide Web: https://
° www.beyondtrust.com/remote-access/security
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32 One Comodo. “Remote Access Attacks: Securing Your PC From Malware”. Retrieved May 5, 2020, from the World
Wide Web: https://one.comodo.com/remote-access-attacks.php

15R&RH| . “HIEREEENSZRINCHIT” ¢ https://ndltd.ncl.edu.tw/cgi-bin/gs32/gsweb.cgi?o=dnclcdr&s=id=%2
2088NSYS5396022%22.&searchmode=basic (BB HEA : 2020 £ 11 522 H)
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4 Bloomberg Businessweek. “The Big Hack: How China Used a Tiny Chip to Infiltrate U.S. Companies”. Retrieved
November 26, 2020, from the World Wide Web: https://www.bloomberg.com/news/features/2018-10-04/the-big-
hack-how-china-used-a-tiny-chip-to-infiltrate-america-s-top-companies

5 Malcolm Owen. “Bloomberg's iCloud spy chip attack allegations technically impossible”. Retrieved November 26,
2020, from the World Wide Web: https://appleinsider.com/articles/18/10/23/bloombergs-icloud-spy-chip-attack-
allegations-technically-impossible ®
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6 BXH . “BREBEFAERELZMSHBRLESEWESE” | https://s.itho.me/ events/2020/accs/1.%2011I-CSTI_Dr.%20
Chang.pdf (BIEHHAR 1 202011 26 H)

THREETER . “ITEIER App EAELZE TRAHESNSEE” | https://www.mas.org.tw/spaw2/uploads/files/03_1.
pdf (BB : 2020 11 B 27 B

SHERBABEZES ‘SEAFRIARANETRERLE2 WA RMARE" | https:// www.ncc.gov.tw/chinese/
files/17030/566_37087_170303_2.pdf (BIEEHEA : 2020 F 11 B 27 H)

OEMTER . “FEREEAHELZERFRE | http://www.tssia.org.tw/archive/file/ R EBEIZRRIKE TIZAEH
SARED - S50 _ —ARESK pdf (BIEHE 1 2020 11 B 27 H)

I0REBESTER . ‘EEELEBHARRKRNERIZZE & AIERE” | https://www.taics.org.tw/ LatestAssForm.
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11 2EFARERE  EBRR2B AR TME]” | https://law.moj.gov.tw/LawClass/LawAll.aspx?pcode=A0030303 ( 2
® BEHER 1 2020F 11 B 28H)
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B2EAED > BREZSIEERHNEFNRR > R JRMBETEBNKO » —B8E
BELZEM > RECSE—KERIESE - At ) REEHERKENZE > B—0XEE
BEAMSEELEL » W AGEHEEDAEEERILEE - 8 > HEEBE—XRY
HEETREENERRE > BE—EF  T2RHEREERE -

= S ERERTREFNRRER L
L+ ERERTRIZFRRCERRE
(win]

EREERTF 2013 FiRHU SERE) BEmEBEMcTE405E > HEb o TxEE
HIZM (Industrial Control System, ICS » B TIERG ) BFEEEXBENZD » &R
MEEHRNRSREPEEREENL IR » ETETREBNABRREHNER °

FELEEEENEFT  BEARREHEEEFPEENEBRERETON » #H
FEBRRINE EREMNEEE - A ELEEEBEEENSEETIR > HKREZ2M
BRRZ2HBE+oRE —BEWNEEEALEANS  ARERFEE 5 BREHT7TEBEUEN
#$7 (Information Technology, IT) F1<&&E Rl (Operation Technology, OT) R EITE
BRI E - FHiIt > A TEEFRRL2EHNEL > EXHHE2IKEIENEE o

(1). EXEREE

NEXHER  ALEEVNEBAMCHNEEEZE T  BEX—ENELEEERZERD
R o BEE T 40 B ANIZRER » BEET ITE OT MERMNEZ2IE » BEEETHE
BERF BRI BERIE 20 E 30 5 0 LRI IR (Long-Term Support) BWAEERE - 1%
TEEVIREEBIEEM T RRBEFNELHEE  WTEMY (Integrity) ~ B2 5
(Authenticity) % 2%k > W2 ERHIKERTEN T RIRETERNEE > EXFZE
ZEENESE' ©

2016 F > B T3 72 6 R e % 2 FE 2/ V#E (Industrial Control Systems Cyber
Emergency Response Team, ICS-CERT) A T 6 KB T EZEHIRM ICS 2L 24 RRE
EENFKR2-27

ICS Z&EfE ICS Z& %@ ICS Z& 1t EER

TERGETHEREFTNERE | AREUERE ST B B
Z2EHE HAE » WBECRMNAELSER - | FRUCGKHRIIX EEMERA » WHE
#ICS EITARICIRERFE REEBEREES o
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2 Industrial Control Systems Cyber Emergency Response Team. “ICS-CERT Annual Assessment Report FY 2016”.
Retrieved March 6, 2020, from the World Wide Web: https://www.us-cert.gov/sites/default/files/Annual_Reports/
FY2016_Industrial_Control_Systems_Assessment_Summary_Report_S508C.pdf s
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4 IBM. “Security attacks on industrial control systems. How technology advances create risks for industrial
organizations”. Retrieved January 6, 2020, from the World Wide Web: https://www-01.ibm.com/marketing/iwm/dre/
signup?source=mrs-form-4573&S_PKG=0v39538&_ga=2.34200801.1303401921.1580475869-875586014.1580475869
5 Tenanble. “Multiple Advantech WebAccess Vulnerabilities”. Retrieved March 19, 2020, from the World Wide Web:
https://zh-tw.tenable.com/security/research/tra-2019-28?tns_redirect=true

6 InfoSec. “Destructive Security Flaws in Industrial Control Systems”. Retrieved April 9, 2020, from the World Wide
Web: https://resources.infosecinstitute.com/destructive-security-flaws-industrial-control-systems/#gref

7 Kaspersky Lab ICS CERT. “Spear phishing attack hits industrial companies”. Retrieved April 9, 2020, from the World
Wide Web: https://ics-cert.kaspersky.com/alerts/2016/12/16/spear-phishing-attack-hits-industrial-companies/

8 CVE-2015-1008. “SQL injection vulnerability in Emerson AMS Device Manager before 13”. Retrieved March 19, 2020,
from the World Wide Web: https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-1008
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9 McAfee. “In the Crossfire. Critical Infrastructure in the Age of Cyber War”. Retrieved January 24, 2020, from the
World Wide Web: https://img.en25.com/Web/McAfee/NA_CIP_RPT_REG_2840.pdf

10 NSFocus. “ICS Information Security Assurance Framework 19”. Retrieved April 9, 2020, from the World Wide Web:
https://nsfocusglobal.com/ics-information-security-assurance-framework-19/
11 NCCIC. “ICS-CERT Monitor Jan - April 2014”. Retrieved January 26, 2020, from the World Wide Web: https://www.
us-cert.gov/sites/default/files/Monitors/ICS-CERT_Monitor_Jan-April2014.pdf

12 CISA. “Alert (TA13-175A) Risks of Default Passwords on the Internet”. Retrieved April 9, 2020, from the World Wide
Web: https://www.us-cert.gov/ncas/alerts/TA13-175A
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HRERME @ BEFCKRN | ZFEEZEREMEEEN
Bl 0 KZHLCETHNEN | HEREE - 47ENERH
- B WOSHETENE | B4HRZES 068 _—
ch:’;:\; RAURETRARET N 0 | &IPS > B $§§;§2
Monitor) ﬁ’f%ﬁ%ﬁ‘ﬁ%%ﬂ%%ﬁ CER | EHIREDOT  EINREE .
FRIBSVERES - MEEN | & o 1t > FrRIESEHRE
F > EECIRRENELSEM | VHEBEIETR » LiRER
HEBEERK ° BEMETRERE o
& 2-4 1 SEMI 58X TZB'E SNARF F2ER &R EXHUR : TWCERT/CC B3
13 SEMI. “SEMI International Standards - Standards New Activity Report Form (SNARF)”. Retrieved January 27, 2020,
from the World Wide Web: http://downloads.semi.org/web/wstdsbal.nsf/b8865fa87d9e7b57882579fb005c3cd7/749
b1380634ba023882583dc0051a2b4!0OpenDocument ®
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£ 2020 £ 3 A » 878 SEMI fBf B SNARF 6506 A XEE G ERK > BEGXIZE
ESR/IANERRE > EENEENFEREXNERIREC— ZEEEFEREXH
RILZHBT » HEREERMMEFTEEMECERRE » IREELEE @ BRIAELHN

BN =1

i<BEEE °

ETE - MRS 2 B R LA
— ~ IPv6 BAR 2R E
1.IPv6 BER B
(1).IPv6 43

IP (Internet Protocol) @ AN ECIEFTEEM T » B— S ENES » EFEME
MNE—ERIEATEMEE < BREEE R ER - RYPERERAREZNREEERGE
B BB HE FE AR (Internet Protocol version 4, IPv4) » B £ SRS
BAEK - THES > EEESYHEEBEHEHREM > B IPv4 HEEETT 2011
FR AW E SEIGAE - MR EEMEEHERETERE (Regional Internet Registry, RIR)
&4 IPv4 LR D IR » B iR HABRRIBEFIFETE » =EWK 2-5 ¢

i HE YN HRRAHETE
* 3 %_' % o
EGElS ezl IPv4 it B E &5

R RRE AR AR S

SHTHE R E= -~ NEKX
. . . IPv4 fzdk » LUK FA LU SE
(American Registry | RALAKFEFEE | 20159F 9 8 24 H IPVG S5 |Pya fi bt ERSE o
for Internet H[=

- —IREPFEEESFHFMAZ

Numbers, ARIN) *
) |Pv4 TR ©

PV DE &R o
- WIS IER B ESE (103 /8) 10
IPv4 fAEEREE » BB

EE AN I‘é iég‘l’ \\ N A L
ﬁﬂigi¢“ 5B B REEREE IPva i
% o FBSNEREE 2 A 0 R
PacificN k KHh & 7 _
acific etwor K[ 201978 2H BEE ¥ IPyd (T HHEE
Information

TFTRE °

- B ARBLERY IPv4 A4 - &R
RrEIRfREERSE (103 /8) » &
REEE IPv4 iU B HES ©

Centre, APNIC) *

1 ARIN. “IPv4 Addressing Options”. Retrieved January 30, 2020, from the World Wide Web: https://www.arin.net/
resources/guide/ipv4/

2 APNIC. “IPv4 exhaustion”. Retrieved January 30, 2021, from the World Wide Web: https://www.apnic.net/manage-
ip/ipv4-exhaustion/
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B (I b RENE 1ERAE T
BUMAERE EER D

- IPVA EE SRS o

- FEREEESTMALZ IPV4

2019 11 B 25 H it o

- FEEZEHE IPv4 (IR ER
S S o

(Réseaux IP
Européens BRAR ~ RER R
Network ERith]E
Coordination
Centre, RIPE NCC)*

- /8 B9 IPv4 7tk » B FHZE R
EMERERRD BhEALe
(African Network \ - B EBEEVIERY IPV4 (7t » &
Information FEM D [= 2000 F 1 A 13 H j:l?Eﬂ%lJ_%? 122 5 BING J24 o
Centre, AFRINIC) - REEBEL IPv4 BREM
’ REH 0% > FEEBNEVEE
% |Pv4 fifdlt o

LT MM RS
SMEEREE
(Latin American KT ZEMNE
and Caribbean | #hLLBZFEM[E

Internet Addresses

- IPv4 EEHFHEE

- R SRR ERREREN
2000 8 B 19 H |Pv4 {izdk o

- —IREREEEESHMA IPV4

T HHE o
Registry, LACNIC) ° iR
£ 2-5 1 {UE IPv4 RAEEERIEmERE SR © (11, 120, [31, [4], [5]

Hit - SRERREURBEE IPFK > HEHER TEERE (Internet Engineering
Task Force, IETF) 7£ 1998 828R @ F 17 E 2275 AR (Internet Protocol version 6,
IPV6) o IPV6 £ 128 (i e MAE& 7 4E > PRIEFTANEE IP 2SN - HIREEERSS IPv4 HIEHE
REZS
A. EREEH : IPv6 B IPv4 L HERAZ > BN ENEE RS E » B IPve thEF

AP PR AR TS FERS (Internet Service Provider, ISP) B EZE BB (Prefix) BBE& R E
—IER > W BRI RTRE 545 IPv6 FUEIE RSB o

B. B EHEREIE | IPv6 S HEHHBIIREE (Header) EITEIME » EI BIERIERIGMN o

3 RIPE NCC. “The RIPE NCC has run out of IPv4 Addresses”. Retrieved January 3, 2020, from the World Wide Web:
https://www.ripe.net/publications/news/about-ripe-ncc-and-ripe/the-ripe-ncc-has-run-out-of-ipv4-addresses

4 AFRINIC. “AFRINIC enters IPv4 Exhaustion Phase 2”. Retrieved January 30, 2021, from the World Wide Web: https://
afrinic.net/20200113-afrinic-enters-ipv4-exhaustion-phase-2

5 LACNIC. “IPv4 Depletion Phases”. Retrieved January 30, 2020, from the World Wide Web: https://www.lacnic.
net/1039/1/lacnic/ipv4-depletion-phasest#tabs-1

6 NetworkComputing. “Six Benefits Of IPv6”. Retrieved January 4, 2020, from the World Wide Web: https://www.
networkcomputing.com/networking/six-benefits-ipv6
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C. EAELLAR | IPv6 AIZIREHE (Multicast) > RIS BRI AAREAEZERTEEE » &
BERL(ERE (Unicast) BR L BEERRTE » WBEHRE (Broadcast) AVEMETEIEE o

D. MR EB : IPv6 NEBEIiFEkETl (StateLess Address AutoConfiguration,
SLAAC) > BRI EEEEEPERETIRE » WEFHREEES Host ID & FH
FIRREEAI0E Host ID » BRI BE < IP Al o

E. TIREZRT | S BBHREERAIFEL (Network Address Translation, NAT) » IPv6 B8]
MEREIENmT M (End-to-End) ZEHR » KMZIEFE LB BENHERBERS o

FE2M PO EFHAERE 7 HEBEEZZ2%E (Internet Protocol Security,

IPsec) » AL FEGRERIFERIEE M (Confidentiality) ~ SEEM (Integrity) k& 5 #& 7

(Authentication) » I@5R&H¥ IP A UERZ 2 o

(2).IPv6 EREEEZE ST

HRAFET > 2020 FF 12 B » 2K IPv6 Fe TR AR 28.18% > A RIR [&4573 » H LA
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Mk 2-6° -

& IPv6 Lt

23 28.18%

ARIN 34.73%

APNIC 32.20%

LACNIC 25.23%

RIPE NCC 22.99%

AFRINIC 0.96%

F2-6:2020 FF 12 BEBkE#E IPve & Ll

BERHR (8]

MmEEERIR IPv6 fE1T B #RET 50.68% » I 7S APNIC Frfiat 2+ 244 {EE R
HFRE 7 EMMEE 3 SEHlERIIR 2-7 -

2EREEE ccTLD B bl IPv6 E & bl
1 IN FIE GV 72.98%
2 BE L BUM 63.05%
3 YT ENRS FEM 62.95%

THEEANGERBRER RO . IPV6 BEOZRNE !

https://blog.twnic.net.tw/2019/02/27/2746/ (/€ H £5 :

202128 1H)
8 APNIC. “IPv6 Capable Rate by country (%)”. Retrieved February 1, 2021, from the World Wide Web: https://stats.
labs.apnic.net/ipv6
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EIkHEE ccTLD BIZR il IPv6 & L.l
4 BL EEEK F=M 57.33%
5 MY FE2RPE R EE) 54.86%
6 UN 5 EM 52.82%
7 TW =5 EEP) 50.68%
8 GR s BOM 50.57%
9 DE = B 50.49%
10 CH Imt B 46.73%
11 VN W EE) 45.70%
12 JP HA& R 44.37%

41 CN h R\ 20.62%
61 KR E R\ 11.25%
96 HK BB EEW 1.46%

& 2-7:2020 FF 12 A& IPve BELLAIFES BERARR © [8]




MEE RS IPv4 > IPv6 BT ~ iAEBHEERIE » RE# AR REE IPv6 IR
2HRSTEEM o A 0 BA IPve FFOEMBEERZER] o Itk > HETZ BT R B L BR
IPv6 R > EELBEZNELZBENZRREMBAETSERES - MEENEA
ZBTZEB RN D BT
A. HKINE (Flood Attack) :
| MBFE  BERENHEERREREFE SR EEB RN REEERES > 8
ﬁ%rmﬁgﬂﬁ%qjﬁﬁ °
I IPv4 IE /I © 1T IPv4 o IKEFEANKEFES IP Null Attack » WEEEHE

AVIZBRER R F I Null » BRSEF 2 A S AR E R ERER AN BN EEH
B TLERHEA » EREABVEERENERHE °

ti6— Q >

- BRI 3|3 B AE I
- OB M :
_ AR EFREERBE EEHY

%TJE,E e --------------------- »

\
e l—N el i} \i
Y ERIBE © Null s EESEEE ’.

2-6 @ IPv4 HAKBBFEREE BERIR | TWCERT/CC %12

Il IPv6 R | IPV6 HEFERRKIZREE BN > HEHEMEZBAR TR
PR R BRIE » [RT Al NER R ERRAVERIERE S - AR IP Null Attack o

IV.IPv6 IWE H I : IPv6o B HEZME > EEANEFEBEUIEFTIEHE (Extension
Header) 1Z7R o AT » EHERHEEF T A/NEMN » %@%iﬂ%ﬂﬁﬂ&ﬁﬁﬁ%z
WE o

IPV6ET £

IPv6E &1

P61 V

IPV6iE —ﬁxIPv6¥]‘@ v

IPv6Ei AR

ETIZE

IPv6ET €] \/

7 ITR \/

IPv6ESE iﬂjjuj% 7@5@

}Eﬁj@?ﬁ Z|PV6:‘:]L@ E ;FETE—IH&%%
2-7  IPV6 KB F AR EE ZRIGE - TWCERT/CC I8

9 Cisco. “IPv6 Extension Headers Review and Considerations”. Retrieved January 5, 2020, from the World Wide Web:
® https://www.cisco.com/en/US/technologies/tk648/tk872/technologies_white_paper0900aecd8054d37d.html
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B. 2 H LR ETARTSHE (DDOS) :

| WEFE  WBREGHBERSTEEEN IP A » TEBAENEENR > F2EF
BARFS T o

I IPv4 IE AR © IPv4 TIREREINEE » AU Ping BRI EHERNEE S EIE
Fi% o AERHBERERESE IPEHKE Ping 55K » BRBIH B E[LIERH
PR IEEIFAE R E (Internet Control Message Protocol, ICMP) B9 Echo FLE » &
BREBRAETEBE NGRS FE

BESETH 15352 ABPIngEK

3 2.[BlfE K& ICMP EchosflR

2-8 . IPv4 DDoS B F AR EE BEIFSER © TWCERT/CC 18

1. IPV6 R A, © IPv6 RN IREIRINAE o

IV. IPv6 WE AT © IPv6 BT IREREINEE - BEEEINGEHE ZE > WBESLB
EXEE P& > HIAEEENEBETERE  BEBREEEREYOE
ICMPv6 Reply 5B » EIHEEBEFEREERZRUE R KEN B MPETRT ©

REXEXH LE A RLEEREERE

i 2.[0]& K2 ICMPv6 ReplyEil &

2-9 : IPv6 DDoS B F AR EE BRI TWCERT/CC %18 °
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C. R#EERE B E RIEEE (Rogue Devices) :

| WBFE  WBEEGREXSTIHOBERNMAARES » BUERE T HPMER 28R
WARHBERE ZBEER

LIPVAIREF N KRBEFREHEEKE T % E (Dynamic Host Configuration
Protocol, DHCP) fAIAREs » R EMERMHEREE » BEERAEEABNE 7
BB BE  EEMREIREAESERZ -

RR=
{BEDHCP A= /BEDHCP = BEDHCP  EEM@iL
AP B PR R

N L[]

& NS,
\:‘; /
7 Jam ) \
E N
LA s 1.%1}* s e
o 2x

RE] S BRI
|PAzE / 3}

fREDNS

7k
2.8EE
e - # = - ErEiE == 2EEEE
E T T Tk Tk DNSZ=H
2-10 ! IPV4 B EEBWBRFEATREER BRIEGE - TWCERT/CC 18

. IPv6 2R A © IPv6e A B IRE B S AL HHIE R 1T (SLAAC) IHEE » A —FEE
DHCP FEEERIS IP i3k o

V. IPve B AR WEBETEBESRA > WEMK -2 E IPve BB/ (Router
Advertisement, RA) » EEEAE TR WRIZEFEFTE IPV6 Route » EEEZ T
gy E— A EEEMBEECEERE -

TEEH

>

3. RAFAYPrefix Al
BE&)ESRIHost ID
HHEENEIPVeNItE

> 5RFERREA
BRI - MIEE SRS

2-11: IPv6 B EREEHRBRF L REE BRIAR - TWCERT/CC #1#
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D. &8 NAT % IPv4 £2 |Pv6 B 55 RS R FRIAE :

| EFE B IPvA B IPve MBHEBICHEFE » TEZEEE IPv4 H IPvo
B5HY22 AP Ay, ©

[l. IPv4 £ |Pv6 L 2 /5 = : NAT-PT(Network Address Translation-Port Translation)
B—71E IPv4 B IPv6 BRIl » FR 7 S HE B8 NE I, > H8 SLAAC B E » 114
IPv4 B3 5 IPv6 By » HyTHE /96 & 22K B EZRMEE Prefix » B IPv4 Bk
NS /96 fIHtRYEEE - EDRBEHRERY IPV6 7tk o

A EHEHRHREWEEZII—SEHY NAT-PT 5 H2s 0 BEFERE

EARIRIERE A IPv6 > R ERIREGR IPvd o L > —BEHAEFZHRIED
DNS EHEK » BEEHHIRFEWE] DNS EREEIER » FHLUB 2B Prefix il
FBEuhaY 1Pv4 {7tk > s BAEEFER IPve IR HIGERE 5 o

== A«
= E B

DNS

X]

IPv6 : 2001:0db8:608:e13: Pl e )
2001:0db8:608:e13::1
Losnlasalasnlase IPVA( ¥4} 1 192.168.96.12 IPv4: 192.168.76.88
DNS : 2001:0db8:608:acd: .
0a8:4C58 NAT-PT Prefix :

2001:0db8:608:acd::/96

\

1.DNS Query : www.example.com
Src:2001:0db8:608:213:1234:1234:1234:1234
Dst : 2001:0db8:608:acd:c0a8:4c58 2.NAT-PT &#a

DNS Query : www.example.com
Src 1 192.168.96.12

Dst © 192.168.76.88

\

A

3.DNS Reply
- DNS Reply : www.example.com =

209.92.30.99

4NAT-PT S92 Src © 192.168.76.88

DNS Reply : www.example.com = Dst © 192.168.96.12

2001:0db8:608:acd:d15c:1e63

Src : 2001:0db8:608:acd:c0a8:4c58

Dst:2001:0db8:608:€13:1234:1234:1234:1234

2-12 : IPv6 FEIAKEREIE ERZR | TWCERT/CC 12 °
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gt —2k > WA IPve BYEH(E BARMEILERY IPv6 il - EESRERELERRZ
MEULE R 0 B3I IPv6 NI RR B B = AAREEHY NAT-PT FTE » 15 EHLR
i’ B ERG R R AARESETT NAT-PT 85 IPv4 (it - FAE)EF] 2 B ARG ETT
BR > BERXEEARSFENEMEERER" -

2.IPv6 BRPHEH T
(1).IPv6 BRI E[hE

ERS IPv4 ENS FREE » B8R fEFE IPv6 ERE R R IRNIAREBEY - BHENT IPv6 IR
BREZEEE > MR EURIRETENELREBEERE - At X BAHEBENEINER
ROREETTRRIE » 103K 2- 8 » LURF IPv6 22 -

PhEEIEH IPv4 [53€ IPv6 BrzE

- BHAABEITH B EREKPRTE o

- #E 353015 (Neighbor Discovery,
P GEER EEITERIIE o | NDP) ERI#%) - 1S EA0EIEEHY IPV6
fidk ~ Port ~ Mac it S &EAME
MBREE EIR o

SHokHr g2
(Flood Attack) **

- ST IEPIE  [HIER R UK RER

A\ N 4y WE v Z@EE\ ’ E“% g = o -
ARtENRERE | pAmmEmzEwe |0 R R

12 ﬁ/_i\ﬁ \*%\ ';%‘o
(DDOS) k_'f—_r:tj E,E/]#ﬁﬂﬂk)iﬁﬂ? %EEZ DDoS I&%% o
_ . RA THAE » W FBNRE IP
L ?jﬁ’gm oﬂﬁb FERTEEMZ
o ImET SR | wAmBEaeERERLE

(Rogue Devices) * - (RSN 1T RA Guide THEE » iBIE

TESER Y EE o )
= RASRE o

- %38 NDP B BRsE AR IERENE ©

RREAE - 338 RA Guide #HIERE TLEFZ RA BEIURM o
(MITM) - 5538 IPsec #H] > SHEMEERAIFEETT Layer 3(HERE ) NERME

BN ©

R 2-8:IPv4 H IPve B2 MBHEEER ERER - [11],[12], [13]

10 ISC. “IPv6 MITM via fake router advertisements”. Retrieved January 10, 2020, from the World Wide Web: https://
isc.sans.edu/forums/diary/IPv6+MITM+via+fake+router+advertisements/10660/

11 TP-Link. “Configuring IPv6 IMPB”. Retrieved January 10, 2020, from the World Wide Web: https://www.tp-link.
com/us/configuration-guides/configuring_ipv6_impb/?configurationld=18225#_idTextAnchor001

12 SonicWall. “ICMP Tab”. Retrieved January 14, 2020, from the World Wide Web: http://help.sonicwall.com/help/
sw/eng/6960/26/2/1/content/Firewall_Settings_Flood_Protection.066.5.html

13 NetworkLessons. “IPv6 RA Guard”. Retrieved January 14, 2020, from the World Wide Web: https://networklessons.
° com/cisco/ccie-routing-switching-written/ipv6-ra-guard
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(2).IPv6 BRI ERAZEHEE

FRENEEZEZE S (National Communications Commission, NCC) BB HE =+
A IPv6 RUABMAN (B2 - REBEEEARE I RBECFHEFM > WEH IPve B 1R
HBETRASERANEERERFBIEE » UEFRREN IPVv6 BZmE" °

MEREIREHE IPve WEEREZ 2 MR HERERETE > 25 TR LR
BEWIERIZAE 2 SRFRIZER IPV6 Ready Logo  RIEHET » 722003 = 2011 SRR
7 E—PEER IR B RS 2 IRAEETIE R 480 18 IPv6 RS » ERAIEE 75 18 IPv6 R #E
EARA > BEREEE= o ML 2005 FERZSNE_BEReBIEE > #iEEr » 25
F 2,198 1@ IPv6 1ERAR FE@EEEA > BIPRIE 328 8 IPv6 R @@ o

B IPV6NZEE > BB EEEFF /O (Taiwan Network Information Center,
TWNIC) 81T IPv6 51 > D RIE TFKE IPv6e BBEESHE ] UE TH—RBERRIGE
BIBHEFREETE o IEHAE IPve BEARMUR CENEBEREARRE - MXFE
WEERGER IPv6 LLAIZE B ISHEIREEINN > Tl R R RE NS R E R
RE - MR T NANEEN ERE T > BE5EDRENRAMPERESE > ZREM
T2 RIEEREREE o

T EBRERERCEE - BB HEE
1. 5% B COVID-19

B2 (Domain Name » B#81E5 ) » FBUGAEREEER R ERESEATHE o 215
BEEE > HHEMNERE T ESHRRE > REZGRZ U AFEMERESEM > wAX
FERETREEFTURERRE » BRI SFMEBEE—ERERERE o
AT > ARTEETIE R MMEr » |AMEEENERAR » WH#H U EZME » &
WA ZREEZFEFMEEEINE B RETERTE WESHRERERTERASRY
B WEE M3 &R (Domain Name Abuse)] ° St Z &R > a9 B FUEE
G5V
- #BER2VAR (Phishing) : #HE R ERERIECH » HEZ3MAEFEREAE mEEM
\EEE > CEHEESREANETRETFEFES » HEABEMILE » METER
BEVEE ~ BE 0 EERERTYIEL -

- BERER (Malware) : i ZEEEENEREERENCH » HiGR R FEE BN
SIMEAENEE » EEAZNEILE  EREEREAWE -

14 BRBAEHEEZEE . W) IPv4/IPv6 EMEITHE" :
https://www.ncc.gov.tw/chinese/files/19123/5138_42448_191231_8.pdf (BIEEHEA : 2020 1 B 15 H)

15 IPv6Ready. “IPv6 Ready Logo Program”. Retrieved January 30, 2021, from the World Wide Web: https://www.
ipvbready.org/index.html

1 TWNIC. “I{ B A" http://www.twnic.org.tw/dnservice_announce_announce.php (BIZHHE: 202056 5 3 H)
2 ICANN. “Frequently Asked Questions: ICANN’s Domain Abuse Activity Reporting (DAAR) Project”. Retrieved June 3,
2020, from the World Wide Web: https://www.icann.org/octo-ssr/daar-fags ®
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- EREREPHEIE (Bothnet Command-and-Control, Botnet C&C) : #1552 FE i
uh ik > M B RS R A R B R R TR B B » 31T DDoS HFIWE -

- HIRENF (Spam) | iR ERISENIRE M 2 B RHATA » IWESREEeERE
SIR5|ERAENFE > TEREFIKNECERERENEFEL T o

fEE SRR E - SR ERANEEREETE - LHETHREE COVID-19 & I15RYEE
B SFEWBEUEEFAEEM  ETFFRAEBNAITRE » AR 2 ERRIEE =
1o FEERAK o JWit - EMEMBEFZHEMNERERANEENGERE » BHIKHZH
BB ERSEMEE > ZHARERFHN —AE LA -

(1). EIFE COVID-19 %% 511

£ 2020 FF COVID-19 ZI5RIa R BRI LUK » RERBIFERIE LT o 287 » 5T 2 W
BEAGREEDRERE - BEREMEE - SHRERNERE( - SVEIIERRRTIRE
IR EEERERT RIBENETERE 212020 F 1 BE 2 BEHRAE » 2IEHEEEM® 4,000
ZE5E COVID-19 HHREARVFT L &8 » W BEEEMET > B 3% ERERREER
BEIEE > 58 5% WSS R &E% 0 B COVID-19 HEIHEE S8R AN R EME 7]
BEIE B P ELMAEIE 50% © PAT » & 3 A - BESHaE M COVID-19 HREHEE - BIKE
@ 16,000 FAVHTHEE > EA =B > EEM#ERNEEER TR 10E > LEEN
0.8% FESR R ERANEREE » LURERT 19% BRI EEEE " o

SR COVID-19 MRS B B E PRGN > HREZ0 EEBR (World Intellectual
Property Organization, WIPO) FTi1TRIM —I8 2 M REER (Uniform Domain Name
Dispute Resolution Policy, UDRP) » tBEE K EBRAE B FMFHREH  HI70 2020 4 3
B 13 HEE M2 coronagileadsciences.com 5% » 7 3 A 31 AE#EIRRENT Gilead
RHPEFD > BEEFMEBBGlead BAZR > UFEHEBE > RERTERM &
BARBEZIHBEHBRRHFN - Z—EEREGHEL 2020 F4 8 1 HEHFEIMZ
facebookcovidl9.com 3% > £ 4 B 10 B » Facebook &% &F5E MR » 52/ Facebook
FIiRERRE 0 BERIREFE U RS EFEAEECER - EEERFEMETMAERK HHE
B WAHBRBEZAREERE > B85 2,000 % > KtWRBEEEEAMTE - &
& ML E RE BB IIGIRERE Facebook [RIE » W BEIS BB EESE
Facebook FH" o

3 Check Point. “COVID-19 Impact: As Retailers Close their Doors, Hackers Open for Business”. Retrieved June 5, 2020,
from the World Wide Web: https://blog.checkpoint.com/2020/03/19/covid-19-impact-as-retailers-close-their-doors-
hackers-open-for-business/

4 Check Point. “Update: Coronavirus-themed domains 50% more likely to be malicious than other domains”.
Retrieved June 5, 2020, from the World Wide Web: https://blog.checkpoint.com/2020/03/05/update-coronavirus-
themed-domains-50-more-likely-to-be-malicious-than-other-domains/

5 WIPO. “WIPO Cybersquatting Case Filing Surges During COVID-19 Crisis”. Retrieved June 8, 2020, from the World
Wide Web: https://www.wipo.int/amc/en/news/2020/cybersquatting_covid19.html

6 WIPO. “WIPO Arbitration and Mediation Center Case No. D2020-0776”. Retrieved June 9, 2020, from the World Wide
Web: https://www.wipo.int/amc/en/domains/search/text.jsp?case=D2020-0776

TWIPO. “WIPO Arbitration and Mediation Center Case No. D2020-0885”. Retrieved June 9, 2020, from the World Wide
® Web: https://www.wipo.int/amc/en/domains/search/text.jsp?case=D2020-0885
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(2). EIP9 COVID-19 54 511

BE= COVID-19 ZIHERYMNE > 2EKEEMEL COVID-19 BRI BB HEXNIE > MBRA
EH R A tw BB A o IRIRE e EMER B /OKEET > B COVID ~ CORONA &
VIRUS =#B=F & » ¥ tw $TaEE & ET o4 0 1€ 2020 £ 1 £ 2 BERHIAE » TGS
R ERK 5 18 B1E 3 Afts > EEREEBEMIRELA > 24 BEBH 2048 > &
F2020F 6 A 1H > BRLHSE 30 BHEREHES o

FEATEEAY COVID ~ CORONA K VIRUS Fix » S fE R LR R HITME
fTEREE M > ALt DT R ZERE R 7 0 ERAKZHRE coronavirus F > 198
26.67% 2 ER » 8 virus FERIVEREE R » 9 23.33% 2B EH » ZEKF
£ COVID19 ~ COVID-19 & COVID =#k » FF#EE 2-13° !

<

2-13 1 COVID-19 BRI =& BEZRIR ¢ [8], TWNIC

CORONAVIRUS,26.67%
VIRUS,23.33%
COVID19,23.33%
COVID-19,20.00%

COVID,6.67%

5% > FEFTE LR COVID-19 fHRARYIZ R 1 » #5538 TWNIC HidEny B B 6 B 1520l fE
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9 Trend Micro. “Developing Story: COVID-19 Used in Malicious Campaigns”. Retrieved June 11, 2020, from the World
Wide Web: https://www.trendmicro.com/vinfo/us/security/news/cybercrime-and-digital-threats/coronavirus-used-
in-spam-malware-file-names-and-malicious-domains

10 Computer Service Centre. “A new wave of phishing during COVID-19”. Retrieved June 15, 2020, from the World
Wide Web: https://www.computerservicecentre.com/news/article/a-new-wave-of-phishing-during-covid-19

11 Reason Security. “COVID-19, Info Stealer & the Map of Threats — Threat Analysis Report”. Retrieved June 16, 2020,
from the World Wide Web: https://blog.reasonsecurity.com/2020/03/09/covid-19-info-stealer-the-map-of-threats-
threat-analysis-report/

12 DomainTools. “CovidLock Update: Deeper Analysis of Coronavirus Android Ransomware”. Retrieved June 16,
2020, from the World Wide Web: https://www.domaintools.com/resources/blog/covidlock-update-coronavirus-

°® ransomware
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13 Telefonica. “Vendetta Group and the COVID-19 Phishing Emails”. Retrieved June 20, 2020, from the World Wide
Web: https://business.blogthinkbig.com/vendetta-group-covid-19-phishing-emails/

14 DomainTools. “Free COVID-19 Threat List - Domain Risk Assessments for Coronavirus Threats”. Retrieved June 19,
2020, from the World Wide Web: https://www.domaintools.com/resources/blog/free-covid-19-threat-list-domain-
risk-assessments-for-coronavirus-threats

15 Trustwave. “COVID-19 and Your Cybersecurity: We're Here to Help”. Retrieved June 20, 2020, from the World Wide
Web: https://www.trustwave.com/en-us/covid-19/ ®
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1 Gaia.“DDoSHERME ? FI&EF R DDoS WEFAHFEIER" https://www.gaia.net/tc/gaia-trend/ddos-ddos (4]
BHAR 202011 B20H)

2 CloudFlare. “f+EE2 DDoS ¥ ?” . https://www.cloudflare.com/zh-tw/learning/ddos/what-is-a-ddos-attack/ ( |
BHER 202011 B20H)

3 US-CERT. “UDP-Based Amplification Attacks”. Retrieved November 26, 2020, from the World Wide Web: https://us-
cert.cisa.gov/ncas/alerts/TA14-017A



Information Security Annual Report 2020

WBEGHAEEHFEAZELHEEREERETE Memcached AIfREH » WREMR
EEHENIREFEK » MABAREEFH Memcached Ak B E#E L EREIRIG
REEH - RENBEHERENZETREAIBN WD —RERENESFRILEIE -

WEE BEIP 1 201.93.25.3 1BAKBER

}

~ 3

\4

o 2LUREIPREES
IP:201.93.25.3

Memcached
X |
RETH 4 EFEERE 3EEAREERAIP: 201.93.25.3
2-15 : Memcached LI R~EE BEREIHJR  TWCERT/CC #18

LB EE R MRENS 10,000 2 51,000 > BATHE DDoS MAKEREREFHE o

« NTP AR E : fBEREBHE (Network Time Protocol, NTP) B— @ sF T 5
BEBAREETRGREED <R BE o T NTPHBEFR » BE—E monlist 155 » &
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Information Security Annual Report 2020

WEE 1BEREEHNIP

e

—RERE

2-18 : SYN Flood W&~ E=E BRIZHR © TWCERT/CC ¥#312

(GIIET
2 3R HSYNEHRFH 3. ECRI EEER

¥§

4. SYN-ACKil B & 15[l &

5. %R E[O]fE o] s

Y/,

6. —fiz e FAE YRR AN E R BB R IR I KSR

- FEF/E DDoS K. . FERBRIRMFERETENARY & AR LIEFERFTETIENIE -
TRHEMEREEL Kt EEREELER > flINEHE —ERENREFIGEXK
AR ABIETERENSE « AR E (Application Programming
Interface, API) NFAS) » FEEERME » EEAEEREHKIGNES » HITEEE
NEREFRKIHZ HFFE o

WEEF BT > LWBRMBRASERERBCHREERTEMARS » B8
AR REE AR o

- ERSBIEIE (Low and Slow Attack) : tEHBEFEZFEBEETENGERER > 14
B EARSCRBER @ AIRRBER > A FRFERERTEERER > FE8%E6
IREEH—RERABRMERE - BRREHNEMECHEER/) » BHEMUE—RRERR
7 B ARERE DDoS WE » WEHBAARZHER > AlNEERTEERES
IRFwIEE > EEREHEREFE < ME o

!@ A s

» 4
Cw\ar o .
. g iy
W ey A P "o " U
— : it |
- .~ "o

-
> ."_:'

.

D0 ID . B EORNTBET aTe TTeN I ENeATS b =N

wl




48

ZEANEE  TEEE  EEVHHEEENHEREER  WEBBEETMBARERERN
BRERMRBEREREEN » HAURUSHARSFHEHAEEEEARE DR
R BNARBBERBREEZNAESE > At DDoS WEB e ELRHMHEBME o
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6iThome. “EEF FE—NSEELEE DDoS WEHEREM" https://www.ithome.com.tw/news/111875 (BIEEHEHA
202011 823 H)
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8iThome. “ [BEZEWRE 47 H] REERLCE > EERE 2K DDoS WEBER” | https://www.ithome.com.tw/
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9 iTWire. “DDoS attack on Dyn costly for company: claim”. Retrieved November 23, 2020, from the World Wide Web:
https://www.itwire.com/security/76717-ddos-attack-on-dyn-costly-for-company-claim.html

10 Kaspersky. “DDoS attack on the Russian banks: what the traffic data showed”. Retrieved November 23, 2020,
from the World Wide Web: https://securelist.com/ddos-attack-on-the-russian-banks-what-the-traffic-data-
showed/76728/

11 BBC News. “Russian banks hit by cyber-attack”. Retrieved November 23, 2020, from the World Wide Web: https://
www.bbc.com/news/technology-37941216
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Information Security Annual Report 2020

&
i

#
DDoS
by
g

TH BT EaEM FHEEEE
R R
7E ~ Port & IP fiZ -
o EEHG
IHFE + SYN Flood %
B\ (Firewall) . FEFRJB DDoS %
J#BU%W%HE%ML%%E
AEBIANILEE  WEHHEREERE
ﬁﬁ@hﬁrg
REPRHI AR ZEY ?"”%Jﬁﬂ’: ELEryin
7ol ' ) JEET .
el (ACL) B ETTAERERR (RSB
25402 Qi . . * SYN Flood %28
a2 (Switch) Traﬁl%sgjapmg 4 644 G AT 5B . FEFAE DDOS 188
Delay Binding . s
T hEEREEEFHK
R PR I LK 7B ?’bﬁ% AR AEIARES 2 71
2ol (ACL) B! » ETTHEREPR S

E&F 28 (Router) « SYN Flood %
ALLBIE (Ingress | HEBZ IR IP (it
Filtering) i TR RIFNETE
AZHER
% (Intrusion- %%%%ﬁg‘u&%ﬁ « SYN Flood %%
. SRS I BERE A T2 DDOS
Prevention Ry - FEFE DDoS W%
WEHE TR E
Systems, IPS)
T I pap—, HIRHEIRBECBE | AZEBIRMREF %< | - SYN Flood B
(&Mgiﬁg) P2 REFME | B HosHER | - FEAS DDoS K&
& IR DDoS WESE(THHE | - (EEiBIByE

% 2-10 : M7 DDoS WERHETH ~ HHHEFEEX

H7° DDoS ¥ » Bk

BREOR | [12]

EENELREMNNER > RR—BEXRRBTEH > &

FDEERGRANEEZESMHE > HItHE % DDoS WEMTRNEETE » EEZ D

FFAER 2 BAR ©

512 B 2 BT R B FRAE R BB AR TS 52 2 B i 6 AR RA D SRR 5%

1 BEERELGEBE 2 E1F > KIERE DDoS WEMTHERCEE » fEMiZ A B HEEREM
B RE e

51



P

1" EH 9 F 5L 15 52 1%




Information Security Annual Report 2020

R BRBERTE > BRHLEERSEHRERGHEREERR » TWCERT/CC EZE
/E\%E%#FE%E  BENEERIEEIEESZEFRT  URECEZIELEHNESE ;
FERORAT EERTRHBERE [ HEEUR R EA P o 15 > TWCERT/CC #BIEI R B 7S
HEEMET R BEXRBEELEREZREER @ WiHER - (EMmM3EH CVE iRaE
st BB RBRENERR  BRAoEERLEMN -

E—E ~ TWCERT/CC EZRBENZE

£2020%F 1 BEE 12 BHARI » TWCERT/CC 5T EiR 150 BEE v E L 5E FHEHE
B> GEREEE  SEHEA IPAUETHERERNBER > URKBERN > &
BT A E At B AT SRR P (i ET R R E RABIR - TWCERT/CC D EZIRERIR
FESBHEBRERMEM - BRNEZEREBER > URSBEIBHESFEE/)\E (Computer
Emergency Response Team, CERT) #EiSHE R REE o

FWRELZBFHRE > TWCERT/CC 8EBRP < HRETHEENZ - KEIANER
&5 BROZEHRFIECIEBNTEN « HEEEE - SREN - 2MEA - 58REH
HITCON &R > URBEZERNELE ; A EZHRERB @RISR CERT/CSIRT
B REFETER - I BRABEETRDENE » TWCERT/CC BERAHF LR
BLREADZEDHHL (National Information Sharing and Analysis Center, N-ISAC) ~
EFEEMCELTHBIFERLEZETE (Automated Indicator Sharing, AIS) ~ & #98 TE/\iE
(Anti-Phishing Working Group, APWG) ZFEIRNANEZ /N % » EHLEIRFHBET B E

HiBIOM » RITIRE D ZEE °

fwoertoc

ZHE®R/BENZE ZEHER/FEDE B R /1 B2
[lﬁll‘%iﬁi‘z%ﬁ%ﬁ ( D% / 88

3-1: TWCERT/CC ERBEEIRIEEN = BEPRR © TWCERT/CC I8

53




BEXIRADZEF > RTFERLCREBERREY  EREMEENEBETIEER
METE o Witk » 78 TWCERT/CC TBiB¥EE T » AFEEHIEN T AEBERES S 1E > LUR
HIBEDZEZE -MERES » FERFEERELRENDZEDHTHLO N-ISACEFS »
HERNSABLZENDZEITHD (ISAC) BILFRITMERE R EEERERIEE »
MUK R FE ER R AT LN ERE » BN ZEE B B EN - TFEU
BT E « BEAVETREEH > UEEERELZREHR Bt HEEEBHERLS o

£ TWCERT/CC FTR BN ETHZENREF » UEKBERBEERDPZERNIERHE
MIZHERAR - MEKEANEE » FEANFRFELENDZEHNNBEHEF > U
RREEEREFEE? REZNBBMRILE - Bl ~ o mehtttE cER > ERE B
M~ R~ REEME CER 0 S=BIBERALT M~ B M# e 2 BR 0 EEFML
FladE 3-2 -

5.76%

B~ AT
8.65%
HIT 29
BB HE

2.16%

56.69%
12 A -
WAL IBE

26.73%

BUM ~ 158 ~ fpEz

3-2 ! TWCERT/CC EIFBLZ EHIRE =LA ERIZRIE | TWCERT/CC 18

ARZENR > FEERBENESRENEZEGHEENERSERERER
(Bot) » FEBXEFHRAREREERER > BIWEENRE  (FRERERENETEER
178 c LA EBERRNRGFERY > TEBHEBRANCRBRAN > #ERTFEAUERS
WEREKN T Ay B AR EBASEEBZHE > HILTLUBHRLURE ZEL
Z o E-RRMRBEHNNE > TEBRIRAUERKEBZAR  ECEENREER
WEERM » BNETHRETES » AL FLOBHR > R ABRSHBENCSEREN &
R IRER A B BN R IE - REEHIRANE 5B RE ERFH LG
3-3:

54



Informat'on Security Annual Report 2020

« Hfth 0.10%
o WEIEFHHE 0.09%
o HIREH(Spam) 0.30%
o RRESHEHSIE 0.90%

83.13%

Y8 ke B hk(Bot)

15.48%

AR IETE e,
3-3: TWCERT/CC BRIEE N ZEREER LA BEAR | TWCERT/CC %Ig
PRETEIEREIT D E/EE > TWCERT/CC MEWENBERE H ZHBEPREAL o AE

Er o R aREEFEREBNE R EHRE IR ERRANRFESLN  TEREH
R (R EEARRECRTT - WH IR FERFRRNBENE T REE M » BMNbx
HRRMR B AR - LIRS ESRRRBESNLE » TEREFREEER R
B ERRRWEE R  SHEHEHNAHNFEBRETHETR - E=RLREM (Spam) »
TERBFEHHREREERD  WAFTENEFFCUIREH - FFEHIRNDFLZ
IBERBER L AIUE 3-4

HAth 0.08% ~ PI&EEHR0.25%

1.75%

HREE

83.65%
1.78% AR
HIRES# (Spam) PR
12.49%
SRELHEH SN IR
[l 3-4 | TWCERT/CC SAEE D ZREERILLA) ZHIFR | TWCERT/CC #32
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S H ~ Virus Check EEEEDHT

EEOFAMRTIRERNBHREK  NEBESEINERBREREACEN  FESF
HIBRPERET - BBMRTEST  AHREREBVARBHNREILEEE » THER
EE LMILEFRREBEARRETEETRZEN - B8R TREWNESEM Z/HEE
R > TWCERT/CC EEABRIBE M &1F » BUBIANA LTz BEEEBARM — Virus Check »
BEohhasR e cBERARIEDREE I ITHEE » BEURERIVREHRHEEK L
BEREI ) BREREIRBREPRARNMERZIBENTR @ UEHURAERTESE
REEEN  EMEREMRRIEEREERNE AR -

BREEZERAIBRFS M Virus Check ARFS - 12 2019 & 7 AP A EIRFIT RRER -
ZEEE019F 12 A HEHZE 25l EXRAME - MAFEREARTRZZBM
REREWEFEE » URETERNSEREML SR RIGRE » ETNEBEIESR B
BAMTEERSTE 7 BIETURMHART

MeiL® @BRRELE BIEFEN &ETE ERREREEMEE EREN gA

m MNotice Upload File Progress Intreduction Manual & FAQ Torms of Use Login

BEMERARE @
Virus Check ©

Integrate static and dynamic cybersecurity analyzing skills;
Detect hidden malware in a comprehensive manner E

é;} % i File Upload

EEEE SREETRR

EPAREE - AL OMLT ST MRS - 00 T -

B E W Unzip password
[REER 10 BLARE TP ERNT

E-mail

&% (P8 200 fB57T) Note (Max. 200 characters)

[E % [EFE4R8 | agree to the Terms & Conditions

M WERH

3-5 : BEMEEMAIARFS Virus Check
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REE TR EZARBHRARM T EESR > EREEK 104% <@ AERS
BRERES 19 9.2% AR ERESR - Rk 80.4% WAERBERRES > 2020
FEACRAERMEERARLLANE 3-6 -

= EER = PER = FERK

18 2B 3R 4H 58 6B TR 8H 9FH 108 11R 12R

3-6 12020 % 1 %E 12 B Virus Check i liE =B ARILA BRIZIR | TWCERT/CC #1E

Hrr > & Virus Check ZifiR B R R E 5 B 82 > TWCERT/CC &A=
MBHRSERAETRE CRAGER > st ERA s DS E LR E
Al B EERER » S REGEMSEEMETRERR > UERZERTE
BEEFEINCERRT © £ 2020 43R » TWCERT/CC H5HEIR 49 B3 AR IERA
BYERRE > B RFERFTIEACEERER °

miHhERMERCIEEEE - 2020 F 1 = 12 BHIR » & 400 EEZES - HE
REBBHITIE exe BE > NLESFHEEFBNUE DLLER » =258 Word doc
TEZ o FEMELLAIME 3-7 -

©® dll 5.02%
® doc 3.59%
® xls 1.91% 79.90%
® bat 1.67% exe
® vds 1.67%
® Hftt 6.22%
3-7 : Virus Check S AIEZE S AR R IEE A ZRIFE | TWCERT/CC 212
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Rtz RRARRGEZRACEZESURBEEREEAREZERAR
TWCERT/CC RAFEETM N B R EERARB < HELE) 0 ZBRRZMFA Virus
Check BRTS ° BB—ROaENRS 2020 & 9 A HIRIE1T » BB B R K google B FEST
HEEE  FRAIER 2020 F 10 BT kKBS —REBER2 0 iHHETE
B TERBRAL ~ TVirus Checky MUk TR EREHEE SFAETE—F 2B
WEEHERRRZERERTHRILIBENERRTS  Br7T 2020 FEIEBIMECEE) » KK
MELEREERHRE LS > BURESHRERENNESEZEES ZEME » UK
EEHERRRERE - EREURASZERENTD > BV AR IREEREERMZE
IR o

E=E - BRRAHE
— ~ B2IRE 2 E iR

EEPEBRZE2IEESHERB MITRE » 72 1999 F 3 7738 AR H B EEHZE (Common
Vulnerabilities and Exposures, CVE) » FE2HBNRBHF] » ERXRDEPEELHBENE
TR > SHESEE T RERE CVE &5 » R R —3E - BF 2020F 12 8 »
BEHEEIZR CERT #H#% ~ E CERT #8#% ~ MBS 25 B ~ 148 @B
£ CVE fR5REIEE (CVE Numbering Authority, CNA) » BIE1TE R EX K CVE REE
B MR RRER M5 o ™ TWCERT/CC 1£ 2018 £ B 81& CNA B 8 > 1#B1E
RHER R PEEREEBEREREZ R Rz CVE R

£ 2020 FHAR - 2EKHEETEEAR TRk 1.8 BE CVE fRHE o kiR CVE RIEAE » 3=
B £ %258 (Department of Homeland Security, DHS) /& 2 Bl 2 & i /5 (Science
and Technology Directorate, S&T) & 12 A & B MITRE & & 2 38 B R[5 5 &= (Common
Weakness Enumeration, CWE) /58 > @2 4mEL CVE AR KR ET R CERER » HE
ERREELRTR  RTBII—BEBENCBERESI > EnER R B - 2K TEh
HEZE o

bR 7 CWE 4} » SE[E B 3% 42 48 B 7 1 7 38 BT (National Institite of Standers and
Technology, NIST) BIEI R 55 2 & ¥ EE (National Vulnerability Database, NVD) 7~ & &%
SECVERBETEENHLEREREMRKETF 2R (Common Vulnerability
Scoring System, CVSS) &8 o CVSS &% CVE R A AR ETZERNTE » R THES
Z CVSS AR D4 mEIE KRB E [ 2 (Attack Vector, AV) ~ B EHE (Attack
Complexity, AC) ~ {68 F§ #& # ¥E (User Interaction, Ul) ~ F7 22 # BR (Privileges Required,
PR) ~ 22285 [& (Scope, S) ~ EE MR ZE (Confidentiality Impact, C) ~ EE 42 (Integrity
Impact, I) » UK AT AMEEZE (Availability Impact, A) &F/\EER' > FFEEFOK 3-1:

1 FIRST. “Common Vulnerability Scoring System v3.1: User Guide”. Retrieved January 20, 2021, from the World Wide
Web: https://www.first.org/cvss/v3.1/user-guide
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) mAaT ) HE

- High(H) : A& @R B ETHE

- Adjacent(A) | AIEBEZ RV EITHE » NS NESTS
- Local(l) : EHE AR MIGFETHE

- Physical(P) : {&:&58 8 f25HHE 5 TUETHE

WERE (AV)

* Low(L) : IREEE R TERERTFEHIETT I EE

WEEHE (AC

S - High(H) : WBEEmEEELEFINESE » FEEETHR
. mE 1T BEEITINE

(EEEISIE (U] None(N) : FRENTRETEEiEETHE

* Required(R) : BEAEFNTRETRFREETHE

* None(N) : RICERANEERETIRE
FrEEHEIR (PR) - Low(L) : BEUS—MREAERIR - FREEITHE
- High(H) : FEVGEEERIR » FRETHE

* Changed(C) : BRI X ERFERFENITHNNEMITH

BB (S
RS Unchanged(U) : BRREREEEERANTAAS

- High(H) : FiERER S —LEERBH ARG EE
HEMRE (C) - Low(l) : MEETLUEFTHER » BEEESERNERNEEE
- None(N) : EBERRTR

- High(H) : WEBEETERMBEER o —LEHEHER
TR () - Low(l) : WEEAERIHDER » B EAZHENERNMEREE
- None(N) : EBERIEN

- High(H) : SR ENERT2EAER & SBRRE / RisfEREE

B ERETARTS
R RMERE (A) - Low(l) : RRENERIIFREEIRTS / Ri% - EIHELERENEES T E
ARFS R RE

- None(N) : Er] AL

£3-1:CVSSN\EAEFHIEH BERIR ¢ [1] .
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BTHEARRTBEERANEE KBS > MITRE By CWE ER » #iB& CWE :55
7S NVD FRRVEE SRR » LIRS CWE A2 75 CVSS 08 LUEETE H CWE &R
Fik o AREAIT -

1L EtE NVD REEHIEE CWE A E » THIHWSBAEETHELIFHEHR
SARAE o

Freqg={count(CWE'" & NVD) for each CWE'" x in NVD}

count( CWE y& NVD)-min(Freq)

Fr(CWE ;)=
' max(Freq)-min(Freq)

2. BB EE CWE 1 CVSS 0¥ > 51ESHE CWE BRZEREFR °

(average CVSS for CWE x )-min(CVSS)
So( CWE x )=

max(CVSS)-min(CVSS)

3. Zi@EE CWE wIERELREEFR  STEHSE CWE NEREE -

Score( CWE v ) = Fr( CWE y ) X So( CWE ) X 100

B8 AT AILGTEHES—E C(WE SRR EFENELMELNCRER - 2
fERiEE T IFEMERLIERBNTEREETHE - MER T REFHME CVE HIRX
g2 2N ZRFREMERNTERELTEUX > HEREE#RFT S > (it
ARRETEEENERREE T RESN - FETEHS CWE BANKREREE D& -
MITRE #Y CWE B LULETFERRBEREES T » TLUIERAR O AR B
ek S SR

B LAz > CWE BBRAH T 2020 FEBREERSIINT 25 % CWE BEURR °
210N RAT > CHBREESE RS E S CWE-79 | BigiLis S5 (Cross-site
Scripting, XSS) ~ 2 && B CWE-787 : #F B A (Out-of-bounds Write) ~ 88 =5 CWE-
20 1 N EEBRAEE (Improper Input Validation) o # % » ENEE+ZKFE B CWE-
125 B 5 3EEY (Out-of-bounds Read) ~ CWE-119 : SR BEREE AN A & BV 1R 1E R &
(Improper Restriction of Operations within the Bounds of a Memory Buffer) ~ CWE-89 :
SQL &85 (SQL Injection) ~ CWE-200 : RIRARL B B & B E B EF (Exposure of

2 CWE. “2020 CWE Top 25 Most Dangerous Software Weaknesses”. Retrieved January 19, 2021, from the World Wide
° Web: https://cwe.mitre.org/top25/archive/2020/2020_cwe_top25.html
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Sensitive Information to an Unauthorized Actor) ~ CWE-416 : E BB MEC1EEE (Use-
After-Free, UAF) ~ CWE-352 : B5 I 135 55 3K (Cross-site Request Forgery, CSRF) » LUK
CWE-78 : OS fa7E A (OS Command Injection) * o

£ CVE R BERA » BRTY £tz CVSS FHif ~ 28 CWE RBEEN » BiRAS
BRBEREHZERE > NIST NVD 2178 B+ 554 (Common Platform Enumeration,
CPE) 1224080 » AU K RBRERNEE « AT aRRAFEN - CPEEHAE
BAm = AKMEH  FEARED (Application,a’) ~f#88 (Hardware,"h") RIEZEZRH (Operating
Systems, “07) e WHEE D FEEE > REEIME 2 (Vendor) ~ EMBZ# (Product) ~
FEmARA (Version) » URBHEHFPNEREF (Update) ~ EmArZX (Edition) » MFES
(Language) SFEFHHESM ©

Rtk > &% 2020 F£EFE CVE #FF< CPE E > AJRIRIEERM (o) NEERS >
{L#2ES CPE 88URAY 43.07% ; HRXBEAREI (a) > (51288 CPE H1A) 36.86% ; &1&H|
SRR (h) » (LHAEES CPE 22819 20.07% o M HESERER CPE 8 » iF5 CVSS ik »
Bl 7E CPE Ff CVSS EFikw B tL > FFHAEAWE 3-8 -

Critical,4.63%

Critical,15.78%

Critical,44.04%

High,58.35%

High,39.87%

High,30.10%

Medium,38.93%

Medium,35.02%

Medium,25.83%

Low,5.43% Low,0.03% Low,2.00%
FERE=(a) BEEg(h) (GEE()

3-8 12020 FHAM CVE #R5%2 % CPE IRy CVSS Fik Al BERPRR - TWCERT/CC I8

1B 3-8 FIAl > HiEAFE CPERENSEMER—BERERE > 85 EENLT 2N
CVSS FiRtB A EAER - Hr > AR » BBEealnn CVSS FRLAIH » HERY
HEIEERRBEBRER Critical LLAIRE > ARHABEERGEUNBERBEELENRER
£ MERRELEERBRENTENRAE » B/
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BRIL ) 2 53558 2020 AR » & CPE EmiE CWE SRR BURETRIX LS » T3
=7 CPE EmtiIRA CWE RIFBRETHTRELA - Bk HHHEARET () LR
ARRELETHIET » P EEE 3-9 ¢

gL eSS 15.91%
® REAFSEA 5.89%
O NEEMABRE 5.65%
@ RIS IEREAE ZBEREE 5.10%
© EREERE 4.75%
O FZEEEHRFHI3.84%
@ SQLIEHS 3.35%

BEREA 2.88%
O IEERERATEAIRIERS 2.76%

® BEREFE2.72%
H1th 47.14%

3-9 12020 FREAREL (a) BE Sz ER A LLA BFPRR © TWCERT/CC 22

WE 3-9 7R » EARENERF » H CWEEAREZE > BESERFELLAIE
EEE > TEEAEHHFERARRPREETHE  HEREZREEEERBEE

1R e

b4} > FERREIUAT 10 BRI AAZLEIERE 2020 FEBREERE N 25 & CWER
AR > MEEPERE TR CWE-917(FREXFEE FA , Expression Language Injection)
AEHEF > RTHERABRXNE=RE CPE BERGER S » FEREREEMAN » HFE
FHRRAE —ECEERE > HEEAR 25 BRAERIRAEES -

Hit > AEARINRFEEEES R  EERLARSHRFELE  HAES
EREBCH - BN HERAENEENENRIETHES » akIGETEREHEZM
&5 o

25000 admob i
android W
android_api
20000 ndroid_api M
android_browser [}
android_debug_bridge W
15000 android_sdk_platform_tools i
android_tv |
10000 apl_c-l'-+_cllent B
api_search i
- |IIIIIIIII
. I|||||||||IIIIIIIIIIIIII||||||||||||
P EE RS sET 80880 eea DS T8 sESSFELFEREES 20T
222GED C8cns3F5E688E E322°0Nas e~ 5808 ° 5223358 EERSS
g © 5053552 <°6L “8Es ETEPZ ©882 ©e£38ESE@E %
T OE ERE g8 "8 3 § R 3% 5 ¢
3 3 <
g -
2 £
3-10 : &3k CPE BB R EmD BEPZRR 0 NVD
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FrEl 3- 10 B2 3K CPE #ketnME » WA R » CPEBEHRRET AENERE »
MELEMBRIT CPENERER - FREFERR=BEL - Hd - HAFZRER
BERERREN > Balt e BHBETHNEERN  EEER > EERE - LHFFZX
BIPERIER s (FERGIEREAREEE > FHEBHEFR CHRR B S
BEEPNERAEANFERMBLERFE > MEEUENEETHNEERMBERESE
T2 o D& 3- 10 B9 Google B4l » 7 CVE-2008-7298 7 » H android_browser &2 %&
¥t Cookie (BEBUETTHEERH] » BRIEARETL android_browser KB4 » HBITHIEERK
android B RARE > KEEEEZEXHERNER

% > CPE FRRVYESERME (o) AT ERVRIFARALEITHIET > SFEEAIE 3- 11 ¢

H1th 20.02%

REREETRE 25.78%

NEE®RALRE 22.71%
SIREBREENTERIRIERS] 7.19%
MAREEENEREZRBRBER 6.73%
BARBEA 4.33%

R RETE 28 3.66%

ERERBHREIEE 3.57%
REGNERBFE 2.07%

AR E 1.99%

B SR EEEY 1.95%

3-11 1 2020 =AM (o) BEPzELFERE LA BERIZIR ¢ TWCERT/CC 1%

RE3- 11 AR FEERREE R FEEEERT - BEERERFEUEHEEES
LHEHBEZE—R CWE-269 : #EREERE (Improper Privilege Management) & Ei8i#
REENND 2 —  BENMEERRRERSEESFEN R BT ETTERERER
TEEEEUA o JI - EERBERENKPELY  BEEREEERRERT > BEETHEN
HREER -

4 EEERRERT I0NREF > AE2LEZE 2020 FEBREERS L
g 25 % CWE R RER A EEMERFERELABEREP > 81 CWE-436 | EEEFEZE
(Interpretation Conflict) §1 CWE-362 : #E &% (Race Condition) » & M1ERRA AL >R
EEBERNGREES LE > BERHEEEXERRNBEENS > TERLNEREE
BHENHER— o
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M5 —LL CPEM CWE ETTLE BT EA » SURGESEREMEENRTEN
CWE RBZBEMILH - Heh » [ERREIIERD - #EAH CWE FBEEKS - HIt - HEEE
B AHRERRENCER  ETE2HNARBERRMGE » Bt EAf—EBRERXE
EmZE2RHEAESHEBINERIRE o MERMIERARFED < CWE BREALSHE
RORNEFRRERRRE > Z2ERBGEHRVETEIER  HEAETHEEEERHN
LR ERYRREL  EITIRIERHE o BHEERNIERRN - LI JFEMEt AL
= RETKRFETHEENN » MEIEEMARELE ZRE > B > ARBEGLEHEES
WRFEEBRER > EXAZREREENRERR > At » BExE2tEEE R EMT
KEE  EFETE—TERENE  LIEIREENERLEECERE -

~ RERAEmREER

TWCERT/CC 2 HEERIEEF4EMH MITRE & CVE 512 » £4L5 26 ERER 156 {@4H
A CVE fRIEEIEE (CNA) 1> EEEEE CNA» B5ER - EXEEHTELRIE CVE
wmet o MR RPENAEREERBBESTS (Taiwan Vulnerability Note, TVN) » 5%
BB T BRI ETE— T NERRIEE °

EIEFEEE CNAWAET > TWCERT/CC RETERBLRRAMER « &% E8
BREHENEENGRAECHN  BRUETHESEZLERE R RBREAVER - B0
WHRRECERERNSEH > UiHhEHNZERCERRETEENZ  #REIER
BEANBETHE  WEZEERHETEGTER  EELNFHERFHEMLREE
1o EREELERRBEENE  KBRABRNBEZRENECEES °




Information Security Annual Report 2020

[ ]
1F 2020 £FEHARS » TWCERT/CC $85H2EX) 20 IHE S » B8 50 ER A E L ER -
H CVE E R EiRssatsE 3-2 ¢
EmiEs g= CVE #&5%
CVE-2020-10513 ~ CVE-2020-10514 ~ CVE-2020-3920
o E B i 7 CVE-2020-3921 ~ CVE-2020-3923 » CVE-2020-3924
CVE-2020-3936
‘_’%E ) CVE-2020-3928 ~ CVE-2020-3929 » CVE-2020-3930
i RETE 4
CVE-2020-3931
CVE-2020-12773 ~ CVE-2020-12774 ~ CVE-2020-24552
S EhZ SR 4
AR CVE-2020-3932
CVE-2020-10511 ~ CVE-2020-10512 ~ CVE-2020-12782
CVE-2020-17384 ~ CVE-2020-17385 ~ CVE-2020-17386
EFHM 15 CVE-2020-25848 ~ CVE-2020-25849 ~ CVE-2020-25850
CVE-2020-35740 ~ CVE-2020-35741 » CVE-2020-35742 ~
CVE-2020-35743 ~ CVE-2020-35851 * CVE-2020-3922
%
i CVE-2020-10505 ~ CVE-2020-10506 ~ CVE-2020-10507
CVE-2020-10508 ~ CVE-2020-10509 ~ CVE-2020-10510
EEE 14 CVE-2020-12777 ~ CVE-2020-12778 ~ CVE-2020-12779
CVE-2020-12780 ~ CVE-2020-12781 ~ CVE-2020-3933
CVE-2020-3934 * CVE-2020-3935
B 1 CVE-2020-25847
SBBEH 3 CVE-2020-3937 ~ CVE-2020-3938 * CVE-2020-3939
f PREE 1 CVE-2020-24551
[ |
EFEM 1 CVE-2020-12776
fE CVE-2020-25842 ~ CVE-2020-25843 ~ CVE-2020-25844
;E e 8 CVE-2020-25845 ~ CVE-2020-25846 ~ CVE-2020-3925
s CVE-2020-3926 ~ CVE-2020-3927
HEZ CVEEE . 58 @
2 3-2 : TWCERT/CC E#875~ CVE fERIRIEHE & ZHEIZRIE | TWCERT/CC 238
[ ]
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FEEPA > BrT TWCERT/CC 4} > QNAP Systems, Inc. £2 Synology Inc. INBHEE 2
CNA > St HE MM REMTR  &H5t > o8B =M CNA R 2020 FHRE PR M2
CVE /o » #851 103 1@ » WX ILETREINE iRz #ist 24T

HEEANAFEEZE M A CVERR > SERFASEE A CWE 238 > Jit
M CVE MRIRIER EHSEITHIET » HIRARBRZER CWE-7T9( BuLE T ) » (GHRE
HE21% - ET5EE CWE-89(SQL [ ) » (HHRAZEK 10% - E=5HE 3 CWE-
77( 843X A, Command Injection) ~ CWE-78(0S #v4553E A ) & CWE-200( RIS IZHERY
THRESERBER ) OEREHEC 6% °

tbot > B CVE IEBRHESEITHIET » T CVSS n#EEEE B S CWE-T4(ZATR
T8 )~ CWE-120( (2B & /817 ) ~ CWE-434( R BERHI BB NIEZ =& | Unrestricted
Upload of File with Dangerous Type) ~ CWE-522( /&8 [H:& & , Insufficiently Protected
Credentials) MUK CWE-7T87( R B A ) ERTERFEL » S8EA 2T CVSS &1
598 BEBREFHREZRSM Critical Fiy > AXREBANERT > —B LR HEZEE > Fg
HHEEMEREERERE  EEEHFESRAEE -

A > BREESE CWEEENEREE » U ERBERANZEERANEZERE
MESRHMEEEFEER > —BIRFEEHRAHZ > URETHRBENTERER > F
ERADBZRARAEEHEESCRE -

Hitt - FEE PR 2020 FFTEE 2 CVE BEfl 0 UUF CVE RIAZREL ~ CVSS D8I
BB TEREAFEGCREERSCH 10 % CWE RFER » FHlENR 3-3 ¢

BE® | CWE #&@5% p Pk b
1 CWE-79 ESiAnE e HS (Cross-site Scripting, XSS)
2 CWE-T7 < EA (Command Injection)
3 CWE-78 OS g4 EA (OS Command Injection)
4 CWE-89 SQL B&HS (SQL Injection)
5 CWE-74 EARE (Injection)
6 CWE-863 TRIERERIHZHE (Incorrect Authorization)

RERRE A ENEEEA

! CWE-T98 (Use of Hard-coded Credentials)

8 CWE-120 &&= 21 (Classic Buffer Overflow)

9 CWE-522 BEEHERE (Insufficiently Protected Credentials)
10 CWE-22 H##:&EE (Path traversal)

& 3-3 1 FLE 2020 FeRiEE&REN 10 & CWE FIFERERER BERICR - TWCERT/CC 238



RIER 3-3 AURE > EEREELABMNEERBAFE (VSS SUHEER -
PEHSERBRNSRENRE  SRABRERBNEREE « AT > #RTTATR
5 ERER (VE RRELERRES  REREERER > £+ SRS
BB RRARRBEME 25 82— > TR RIUELENE AR EH LB
ARRBNETR > BREENRAELGAMER © $HELUBEHEA=H CNA
Frasth L IR EBRERRR  ENRERRERUIRERERERYENRESEHA
MR EE o

£ REANERRALRANS  BRUERRALESNRAY BNERES
59 > ik CPEELL > AGHIED BIERR (a) - TEEE (h) RIFEFRSE (o) o IRIBHERT -
UERSERBERREL () EHSHEERUEN SLT6% ; F-BEBIEERY ()
B0 34.96% ; BEAER () (802 13.28% ° It A T BARE 1 CPE BA -
SERSHPBORAAIRE - AL CVSS ETAME > BHEEMNE 3- 12

Critical,18.85%

Critical,40.31%

High,30.37% Critical,61.22%

High,23.26%

High,22.45%

Low,5.24% Low,4.08% Low,1.55%
FEFRZET(a) g (h) TEEZR K (o)
3-12 : 2020 FHAMEFEI X CPE 38889 CVSS Fik b ERIZR © TWCERT/CC #1#

8 3- 12 FTAN > AR BN EIFR %R CVE JRA > B CPEEE  HRSEE
% 2% CVSS FRBAEMEE - EEBRNER CVE BVFRETH > FREEEE - EERFD
CVSS Fitk > BABLL Critical 1Lt &S » AL - B AIAERE B FE R AR i+ 5 1 S R 1T,
IB[AEE > B Em L RARER » SERRAMELERETE -
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RIS > TREt BN R CPE BEAME CWE BEETAIX LY » 23RS CPE
PEAE R CWE RE - Bk > HHERRE (a) » BHME 3-13 !

SQLPEEHS 10.00%
OSEamEA7.37%

BEEPIEAIE 5.26%

HERE 4.74%
BEERASERNENRE 4.74%
FAREEEREREZBEREERN 4.21%
R R BN EREE A 3.68%
EREETE2.11%

TERRFERE 1.58%

HAth 16.84%

S UG TE TS 39.47%

3-13: 2020 3B CVE FERER (o) |EAPEZRABELLA BEHRIR © TWCERT/CC #iIE

~

WE 3- 13 AR > FERRNEEAF » H CWE EERZHAE » EEHZE—m CWE-
79 BBHEIATE S (A2 BREE T 40%  BAERERRRIFER S  HHE R HIHEETK o
MERRERZERT » BEATESE R PREEETERRENNE > EAEIURRE R
THRA (b XA BT E P A FIRERY R AR ELETTRI S - EEEEERMBE S REETHIE
ERTAAEEE » FTRRANIRBEREENFRARARERREINZHRE -

7ERT 10 BRRAEIL R > 80% REIKBFE Rz CWE BE » EHBFZE /A CWE-
209 [ BB RS EHNEFEE (Generation of Error Message Containing Sensitive
Information) E255+89 CWE-295 | ‘RERV/RFEEREE (Improper Certificate Validation) » {8
AE MIEN KA AR CWE HER2 9 RENERERNBER 2T HERENEERRE
EENLLAFREAS » HitEGREZEERABEEDERSHEN o B3l > WwIFERIERE
EmBHEHEREARATZNGE  EEFZRAR T BERTEEREA SN FRE
TETERRFERN  SEEBRIFEATNLLAEEE > Bt > HEERMR T A
HYHEARENZMPEN  ERHHEEEFNERRFERT—HETRR R E - B
FREAEANASINRE > HEmIFEERGNEREZ 2 UREBAERNBEEL R

ERE

N /
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FREEXEAENREERRIZE

OSa o EA 16.33%

NIEFERIFZ 12 16.33%

REERR 12.24%

mEsRE A2 10.20%

RERFE R T BRI ERE A 10.20%
ARSI E A R EKBES 4.08%
SQLERHE 2.04%

NERER S M ERE 2.04%
Loglh® B HEER 2.04%
HA16.12%

F AR 18.37%

3-14 12020 £3E CVE 1888 (h) SEilrh v B RAEELE  BRAJR © TWCERT/CC #1E
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WE 3- 14707 FEEIFRCORFELEFR > Hy+EHLFEEBEERRIEEND
94% - HEFEAEIMERERANERE » BRSO INRENIEEREAEH - HMAEE T
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J8 ~ CWE-863 : NIERERI#HE (Incorrect Authorization) ~ CWE-120 :© #&@& &R0 ~ CWE-
326 : INEEREAFRE (Inadequate Encryption Strength) MK CWE-295 : FEREEEE ;
IVE 40% RIEE R B S EBRRREHTES » 85 CWE-326 : tI&E=RE A E ~ CWE-200 :
AREEENEREREEEEN - CWE-287 | FIEREMSMDERSE » LUK CWE-295 : R
EHRFERE c ERNEZBCPEHEAEF » BREVNGLEETS > HIbEIE 2
CPEEEMHEHAEBRANER - BEREEZERK  H=BEBRETIERMEEDN
AN BERRFEEFER BEEHEEEEDWELUEABREKEARZHTHAY CWE
A EENEREREITEEREN > aEETHENERRERE -

BEIEERHLENZT IR ENRABRENED BEME > B HEHHELERFEAE
ENF) > BERPBRMEESMEREFCXEENHEIER - HERR R BEE DT ETH
0 EEEEEERIEE  HERSERARERE » At REETEANE » &8
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H13.18%
HEERE2.33%
REREE VI B ERB A 3.88%
NERERE 3.88%
SQLE=HE 3.88%

& B &R 4.65%
AN 5.43%

T IERERYIEE 6.20%
OSHTEA 6.98%
i mEA 20.16%
SR8 TS 29.46%

3-15: 2020 F3RE CVE fEX 5% (o) ER P ERRFEIL LA

- R

el 3- 15 AR - fRRAFIRE S » HEAERS > #ENm2 R PEE (A E&E
¥ 50% 0 REIRFRAMEEENENFFEE - BREMS @ EEMERFRENY
HVEREMELRETE Bt (FERAREN Rz BREFFREDNZ - MEN+2FE
BAEA S F—FNEETRESEEIN 25 BRCRFFERES > 85 CWE-T7 : 05
FEA ~ CWE-863 : NIEHERIHHE ~ CWE-74 : JF AJRA ~ CWE-120 : #2F & /&1 K& CWE-
326 : IEBERE ° BANE 90% LIPEA CVE RiEMRAEEF » {28 CWE-326 : 1
BHREANE  AEFHEP IR R T » AR CVEIRE - EEERFL > IR
CRHRABNBERE @ AREFEHES » R EENF S HEEAFHTERAER

ot ERERRREESERZEFY kT LARSHMMERREN » HBNVF
AR B ENRE FFE B RETIFRRMAINED - FSE RS B AR R (e SR AR A R S Y P
BREERFAEEETYE  EEEEERMEE S RATHEAREINURLEERE
B2 TREAMNREEEENERREIARIKE

TWCERT/CC BaERE 2z CNABE > SR ERNERNEMETER IR
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= ~ TWCERT/CC %z CVE EZXiRFmE > #XE NIST NVD 4% Contributor

TWCERT/CC 7£ 2018 FFEV{E MITRE £ 5 CNA B E > 3B BINAE R & (BT
K251 CVE #RaE o B 2019 &£ 2021 £ 2 B » TWCERT/CC EERIL 27 84 ([AE MK
Bz CVE#RTE > ERAERKEBEANDVR ER - HERE  BERE  HaEREHEmeE
ARFE AR ©

¥ 275 2 CVE A > NIST NVD & k% CNA FTi@ R~ CWE R EEE K CVSS R
BRI B R AR T AR 0 UHER CVE R E S IEMEMN R —3U% - NVD B 2 &t
CNA 12 #£HY CWE £2 CVSS &5 NVD & #% /Y CWE £ CVSS B ET LB MFTE 2 » 1
LEZEDREZESE CNA RE DR ZEE (Reference) ~ EELE (Contributor) RI2 (&
(Provider) =@k o HH > Provider Sk 7BE NVD BERZAERZH] 95% LML _ERIPLARR »
m Contributor 4R B WA ZBZEH] 70% A £ PLERE » Bt & Provider & Contributor
EiRA CNA BV BEE BB E MK E S B LERE o

TWCERT/CC & MITRE ##2 CNA » IO REBIE miFFw CVE EREER > £%
FRMBE T > 72 2020 FEFER NVD 51 CVSS 3.1 B ERAE (Contributor) ik
ZIREE | ILEREEPR T B E TWCERT/CC WERYY » BEEBEERNCENEER R EERES
EAEES 5 &8 TWCERT/CC HEBANMmERIEESRE - BRTERREERRRER > U
HREFENAERRAENEREERCERES:  WRARBERCEZLERT] o

M~ EFREZEHF R EIREZRA
1.UPnP BRIHEZ EL 555,

TWCERT/CC #ERZIEEEH > UPNP Subscribe THEEF T B L5 5 » R ERNFR
RE—ER > RB UPNP B ECREXRIREAEREZE - EIEEEFE UPnP &in
fE o SETTUU T .

(1) IEE T H) B EREN 2 UPnP 32 » RETR T TCP DDoS W% -

(2) ;BEE T FE UPnP Subscribe BITHEE » 6 UPNP SR &R HEECRIRER
EEREREREANT

(1) BRI UPnP Z£B &1 Internet £ ©

(2) B5#E UPNP #8289 DDOS R ©

TWCERT/CC FERRE MBIt R B RE B EZE S AR B HE A2 > SHHEHETHE
RARIE » WRTE o
2.Thunderbolt 3 ;&

TWCERT/CC #BERKIEERH » BEZRERSEEMNELEE “ﬁ’]‘%ﬁ%?ﬁ?ﬁ
Thunderbolt 3 ZEBREMNERZ2RE > NHRBEXZMPEHERN » WHEEKZE
MELRBEEREER o

TWCERT/CC #¥E8RrER% » FBENEEAFREERMEME » #MRPEMGSHERD
& o EEEF B EMKIE Microsoft AIERAR » [EMEESE Thunderbolt 3 E’JI?WFZ DMA T%E% )
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I NMEENEEREEREE - W HTE Thunderbolt 3NEBEZXANIBET » 7ZEEHH
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3.F5BIG-IP i

TWCERT/CC & RIFRE %] » F5 BIG-IP ADC EmE S AR © F5 Networks BI%1%&
S R 2 BIG IP FERRR2H25 (Application Delivery Controller » ADC) 771 —1&
BARREWA (CVE-2020-5902) » AIEFEFEEIEIHREZERITIES » TEIERKTE
S > SEBERCERENERRE - RBREEIZZEN IPEE > 2l BNZEE
B9 228 f& IP E&fi7 » HRIERERAE °
4.Fortinet SSL VPN JRAIEE

12 B%) TWCERT/CC EBNE LK B L ERIBE > B/ Fortinet SSL VPN 2018

B i8EE R CVE-2018-13379 » 2IK1EL 5 BE IP KERAEH » DBEEBLER -

TWCERT/CC iRIBEZMRAEBRBEZTFEC IP B BE0EHEESEERENNEL
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I BRNEREHEREREES
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TWCERT/CC IHERRBEER R | FEABRBEECHEERRFBELTRE > WE
BRI LUBBTERRE » FAZEF BREZED netlog TIEE » BUSKRENERITEEIES »
FEEZREESIRBTE - TWCERT/CC HEsRiRIA%E » 1 BB BEMERIICERE
ZRREETHEERRARBESHECEELINEE - BRKREEEMER > LR 6
B8 HARECVE-

2. MEREIERE (NAS) XM EH

TWCERT/CC &85 » E5 B 23 HES5 B 29 HZ [ » #9384 20 1 NAS $3RME -
FEAT % BIWGERBENGE 2010 F 11 BRENYEREEHEBR—BLREM
B FREASETYREFIIHETE - ItEBREB X IRERBEMEREN > 55
TWCERT/CC /THBEZREEREM > HREMT » tXEBEUNRERIE » I BERRER
KREFLHRETHE o

3. EMFRIRERFEA

TWCERT/CC BEMfEIERETEER - HTEBHERREEmHEIARE > BEE
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4. (AT BRI R BB

TWCERT/CC BB ER B8 » B—REHATER (%855 COVID-19 HERHE)
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I — HBEHIEET AN » TR ANE IR ERT S AN % SES MEE ki
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5. R AT ERE R

TWCERT/CC BB ERRERKEINAHIE > (BRI PR ERE BRI
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S BRI o
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AN RAARZBZEHHEE L SRR ERR » TWCERT/CCHABREEXELZEMHE
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B—E  EHED
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ARFGH > BRIBENEEEZANELEZEATRDZENRELTHRBZE ©
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0 AEERIERESESE
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O BEHRBE 27% =
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O S5 11% e 0
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O SRR EZE % ® 1 1o
I 0
® BEXE A%
b i £ 24%
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EKmEBEERE > BE 9% WRRRZIRE , 2B2REGR T EZNHEME
By ; EA 99.4% WEABREE  BRB2M N RNESEE -

TEREEWEE rERELEMER? ELRE/FZMm?

® 7 12.99%
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REDES CERT/CSIRTMIEXBUEREEMBEEE s EBEANERIBEIR M
FH TWCERT/CC ¥ & B 2% & B& = 4 B2 32 A0 (Taiwan National Computer Emergency
Response Team, TWNCERT) s BI R BB R Z E 2 & bl & % & I & .0 (National
Communications Commission Computer Emergency Response Team, C-CERT) ~ & /&
MBS f 4 B2 22 FR 0y (TANet Computer Emergency Response Team, TACERT) ~ #&7
ik KEEESFEA > EEEN 5 CERT/CSIRT #8E. > THEHERIFE -
SWMBE LM aH AR FIIIR 0 MR ERERR > BNREEZEMIOREER
Wi ©

£ 2020 FHAME > 578 CERT/CSIRT BB 3718 75 @B & > #RFTE5E 100 @
TEEN - GEENEOFEERRNR  AABNU - HEARHS - UR—REXBUF > #A
LRI GRERALFANE L ERE °

AEEHEHMADE CERT/CSIRT R ®% > S—XHHEE=HT 7 A 16 Bifadt
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EERAETER S "EERNBETRABERESN > RANEHNERNERREMERE
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T EFE o BIEE 0 HREMIE OWASP API Security top10 18RRI 52 B0 22 HE R Ik
o R R E R A EREFELL T APl B LB - IWWETTERIGHREREFSE - &% >
TWCERT/CC Mz RER T RMEARNBAFENTIFER » URBMNEZBRNE
ZRFBAR > BEBBEKENNDZERN » EGRTEANEERELERECRE °

578 CERT/CSIRT B{ BB EE — REHBA G2 7E 12 B 3 HRNBIb A8y » 5+ 37 EE
I~ 51 ERERE - AXNEZEHIHTEELZEEHNMIEIELE » RIEXHERRA
DEHR 2021 ELBRNER > ROTAENHETBEMEREGAN » IMUIBRAER
MW EEWENE R RES > B EBFMURINLEEAUNSFT » 7RI EE—SIEM
HEEBNERE - HE > AHBERESHREERNERE » #H¥% PSIRT ZEiI ~
BENEREHRERE  HEERERE > RUENEHEEBEINLEREEREAR
EREREEINELM TR ERELTEBMNEEN - £=15 > BURBERD ZWAERE
FREBEIDETRERNBRRERHENEEES BB T HELE EFEmHEEREN
AR R REDN » ERERUTBE AR RELEHERE - &% > B TWCERT/
CC EPENFEIRAN » ERAF 110 FEMTET TFIEE AR K& TWCERT/CC FTiR 2 ER AR »
FEFENEFLPEMMEE TWCERT/CC HEIET » AHEERELZ 2 CHRKRIESES o

BT EHIR M B2 ES 0 B8 CERT/CSIRT BN EHMIBEERH Bl - &
& CERT/CSIRT BtE2nt 8 A 6 BAEE B @R GZH OB M EZ B IR - AXFIREE
5 THERAER » 25 23 [EE 52 ARERHE - FEANBEESFIMN Kali Linux
2020 > UK EAMNKNERETE > 11 Nmap, Metasploit, Burp Suite £ o & E5EBARE
Bk > HERARERERIEREEECERES o
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— ~ APNIC 50 #& L3818

B AR E S H 0 (Asia-Pacific Network Information Centre » APNIC) = i 2
APNIC 5718 > BEE2HAMBER - IFAR » EXEEE - URBEZZEEHE
IS ETE TERHRERHEDE o

APNIC 50 5®3871S 2020 £ 9 A 9 HEH » SERZIBRELLUR LB 5 TUETT
TWCERT/CC 28 AZx APNIC 50 538 > W H2 Security 2 0 RS 2 ERE IHE & 2 ik &
EITIRET RN E o RENABIEREEBEZHRRIEE e ~ a7 0IEET
LRANERTERE  fEHEEESHNEE SEEERESE > WETHFERR
HiERE » EERBENRRIEARSITENRIE - HHoZAFERERSBNERR
B> HEEDE » FEEEZEFENNDZE > BRABBENER - BEREENTEFE
FHEHRSEE o

A% APNIC 50 5RiB#R _E &5 > TWCERT/CC #7 5/8E82 COVID-19 fHRAE R
EHEMENE N Z5T5 0 B1S APNIC SREERMFE > BISMERFIERE ™ o o] RIIR
REEENELZEZEEEEREREN » hae#E) TWCERT/CC RARBIBFMZE o
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"
“r

Case Study of
Covid-19-themed cyber threat in Taiwan

TWCERT/CC
Chih-Hung Lin
Henry Chu
]

4-6 : TWCERT/CC MEBHBRAM t&R TR LD =8N BRI - TWCERT/CC I8

1 APNIC. “How COVID-19 changed the cyber threat landscape in Taiwan”. Retrieved January 15,2021, from the World
Wide Web: https://blog.apnic.net/2020/09/16/how-covid-19-changed-the-cyber-threat-landscape-in-taiwan/

2 Theergister. “Fake Zoom alerts and dodgy medical freebies among COVID-cracks detected by Taiwan's CERT”.
Retrieved January 15, 2021, from the World Wide Web: https://www.theregister.com/2020/09/17 /taiwans_cert_
analsyes_covid_hacks/
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AR EMERRSEZEE/E (Asia Pacific Computer Emergency Response
Team, APCERT) B THIE#H— 2814 <« F & APCERT Annual Conference » ZE2 KM
E=ABRE LM CERT BRI RN ERRE - BENERHBRGFEL—EZE
F253 B A SERVHEERIRIR o A E APCERT Annual Conference 72020 £ 9 B 29 HE4 -
RNERHTEB -~ CERT i » WRRZIFRR > SUEE Webex ﬁﬁﬁ 55 Eﬁiﬁé m o HER
NAEER APCERT BFETE/NEREFS R ~ BERE > UERRDESR
BLRRE °

) XU Yuan-CNCERT §

@QMQ_HERT Annual General Meeting, 29t September 2020

B 4-7 : APCERT F2HEEEFE LA BEAR | TWCERT/CC I

APCERT #Bfi » BT #E—EzF - T2 BulEEMRZER > ML 7T#EZREE
w2 T1R/E (Working Group) » B8 ERHEEREE ~ 2EllE « FEHD E MMM E
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BT/ R > B2 E TR 22 2 B P ERRAY Drill Working Group o

APCERT R T ESEEEEMHvEL > Drill TR VEL e EFEEERE L BRE
R o REFEEBEMN 3 B 11 HE17 » B AFIEE AusCERT E#F » 2B 2RE APCERT &2
AICHES « FEESEEBENERR2EEERIE/)E (OIC-CERT) » UK IEME SRS
RS EBRIE/NH (Africa CERT) » #2851 33 EEMRZRE o k2 &Rk > TWCERT/CCE =%
AL E 7 BIHESE Player LUK Observer 2 At o

AEFMHEES Banker doubles down on Miner] » BikiEEEGFENELREH

ETRERBRCEE - tEBP > 2EERFIHS—EEE > RERSERRMERE
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XX IBEURBERNELZEMN o Bk \(EFEE » m2HEE/VEHERERA - BIFRAER
s SR = FE B BRI/ \iH (CSIRTS/CERTs) » UK ZRENHKE - ERELTSHHRELE R
i EEENEREUREREAECLERZRENRSG - HITEEREIE » LIRS
W iRER B 0 HEEEHUHMAREE o &8 WAXEEHE o ERKRIEF K
BEARTERFTEESR > TWCERT/CCEIREFz— -

25 APCERT Cyber Drill #88% 22 h78%R » BRERLEE TWCERT/CC ERNER
WERAEER > W2 ERREATERAIREE « X > BIEEE TWCERT/CC BB L S @R
WEE Az ° EMET BEHERIZR mBE MR © [ TWCERT/CC BHFFRKEF RS
EBNEERNTEZER  —EETHBNERER  BERBECRNEREHERETS
RABRBRRIRHNEZRE o

Af‘_ﬁ&f,ﬂ— APCERT Drill "Banker doubles down on Miner” (2020 03 11)

4-8 . TWCERT/CC 1® APCERT Cyber Drill AEhA R BERIR | TWCERT/CC BIE
y

= ~FIRST 2020 F&

Bl E 22 E 1 FES \VEERTE (The Forum of Incident Response and Security Teams,
FIRST) 2 2020 2 > WREIELEEUE/NAMNERSE > U0 2020 F 11 B 16 HE
18 HEHR Lg% -

FIRST BEIFIFEFHER » O EERREEN L 2R/ MRS EHERZABZ
B STEERMON « R ZBEOEERIR « T LA « BRESRERESE - £FE
ZEBEAND > OSEBERERENETaKREE 26 A BABEZHE HEER
HEEZE - UkEEHEERESER MR ZHL2 IR FRE

3 AusCERT. “AusCERT and the APCERT CYBER DRILL 2020”. Retrieved January 20, 2021, from the World Wide Web:
https://www.auscert.org.au/blog/2020-03-12-auscert-and-apcert-cyber-drill-2020
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ARGHREIER T FRST B EBcELZHREZ R > B3 REITEER
FEBPTIRE C BUERIENE ~ EEEKHERER - RRBREF o EMEMeRhE - &4
TWCERT/CC Z ZF5RIE - B2 ML S ZIR TR 8 TWCERT/CC BB DR
FRIEREE o

.h‘h‘l'll I,uygmqgv; 82020

JJ ]r'r‘r l“\

UALD 1.).!.]1!)“0 1.1113..13 DEFE DER’S SHARE

! Gear Up Regional CSIRT
Community for More Rob
Global Collaboration

Moderator: Yukako Uchida (JPCERT/CC)

Panelists: Jean-Robert Hountomey (AfricaC
Mohd Shamir Hashim (OIC-CERT)
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