
＇叩玄近 2020

資通安全年報
Information Security Annual Report 

一

一
｀

 





CONTENTS



3

 

 

 

8 

12 

13 

13 

21 

25

30

30

39

52

53

56 

58

58

64

71

71

72

74

75

75

77



79 

79 

80 

81 

82 

82

84

86

90

4



Information Security Annual Report 2020

5



6

 



7

Information Security Annual Report 2020





Information Security Annual Report 2020

9



10



Information Security Annual Report 2020

11





13

Information Security Annual Report 2020



14

 



15

Information Security Annual Report 2020



16



17

B.

Information Security Annual Report 2020



18



19

B.

Information Security Annual Report 2020



20

B.



21

Information Security Annual Report 2020



22



23

Information Security Annual Report 2020



24



25

Information Security Annual Report 2020



26



27

Information Security Annual Report 2020



28



29

Information Security Annual Report 2020



30



31

Information Security Annual Report 2020



32



Information Security Annual Report 2020

33



34



35

B.

Information Security Annual Report 2020



36



37

 
 

Information Security Annual Report 2020



38



39

Information Security Annual Report 2020



40



41

Information Security Annual Report 2020



42



43

Information Security Annual Report 2020



44



45

Information Security Annual Report 2020



46



?

Information Security Annual Report 2020

47



48



49

Information Security Annual Report 2020Information Security Annual Report 2020



50



51

Information Security Annual Report 2020





53

Information Security Annual Report 2020



54



55

Information Security Annual Report 2020



56



57

Information Security Annual Report 2020



58



59

Information Security Annual Report 2020



60

Freq={count(CWE'  
X  NVD) for each CWE'  

X   in NVD}

Fr( CWE  
X )= 

max(Freq)-min(Freq) 

count( CWE  
X  NVD)-min(Freq)

Sv( CWE  
X )= 

Score( CWE  
X  ) = Fr( CWE  

X )  Sv( CWE  
X )  100

max(CVSS)-min(CVSS) 

( average CVSS for CWE  
X )-min(CVSS)
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TWCERT/CC  Systems, Inc Synology Inc.
2020

CVE 103

CVE CWE
CVE CWE-79( )

21% L ) 10% CWE-
77( , Command S CWE-200(

CVE CVSS CWE-74(
( ( , Unrestricted 

Credentials) CWE-787( ) CVSS
9.8 Critical

CWE

2020 CVE CVE S
1 CWE

CWE

1 CWE-79 (Cross-site Scripting, XSS) 1

2 CWE-77 (Command Injection) -

3 CWE-78 S 10

4 CWE-89 L 6

5 CWE-74 (Injection) -

6 CWE-863 -

7 CWE-798
(Use of Hard-coded Credentials)

20

8 CWE-120 -

9 CWE-522 18

10 CWE-22 12

2020 1 CWE TWCERT/CC
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