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o ERIIR :
1. Freshly disclosed vulnerability CVE-2021-20090 exploited in the wild

2. Actively exploited bug bypasses authentication on millions of routers


https://blogs.juniper.net/en-us/security/freshly-disclosed-vulnerability-cve-2021-20090-exploited-in-the-wild
https://www.bleepingcomputer.com/news/security/actively-exploited-bug-bypasses-authentication-on-millions-of-routers/
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o FRIKIR :
1. Cloudflare thwarts 17.2M rps DDoS attack — the largest ever reported

2. HTTP DDosS attacks reach unprecedented 17 million requests per second


https://blog.cloudflare.com/cloudflare-thwarts-17-2m-rps-ddos-attack-the-largest-ever-reported/
https://www.bleepingcomputer.com/news/security/http-ddos-attacks-reach-unprecedented-17-million-requests-per-second/
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o ERIR :
1. 43% of all cloud identities are abandoned

2. 2021 SaaS Risk Report Reveals 44% of Cloud Privileges are Misconfigured

3. 44% of cloud privileges are misconfigured, warns Varonis Featured


https://info.varonis.com/saasrisk
https://www.varonis.com/blog/saas-risk-report/
https://itwire.com/security/44-of-cloud-privileges-are-misconfigured,-warns-varonis.html
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o ERIR :
1. You're Doing lIoT RNG

2. Aug 9, 2021 FUNDAMENTAL FLAW IN RNGS AFFECTS MANY 10T
DEVICES By Dennis Fisher

3. A Critical Random Number Generator Flaw Affects Billions of 10T Devices


https://labs.bishopfox.com/tech-blog/youre-doing-iot-rng
https://duo.com/decipher/fundamental-flaw-in-rngs-affects-many-iot-devices
https://duo.com/decipher/fundamental-flaw-in-rngs-affects-many-iot-devices
https://thehackernews.com/2021/08/a-critical-random-number-generator-flaw.html
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o ERIKIR:

1.

Please Update the SDK Version to Minimize the Risk of Sensitive Information

Being Accessed by Unauth
ICS Advisory (ICSA-21-229-01) ThroughTek Kalay P2P SDK

Critical bug impacting millions of 10T devices lets hackers spy on you


https://www.throughtek.com/please-update-the-sdk-version-to-minimize-the-risk-of-sensitive-information-being-accessed-by-unauthorized-third-party/
https://www.throughtek.com/please-update-the-sdk-version-to-minimize-the-risk-of-sensitive-information-being-accessed-by-unauthorized-third-party/
https://us-cert.cisa.gov/ics/advisories/icsa-21-229-01
https://www.bleepingcomputer.com/news/security/critical-bug-impacting-millions-of-iot-devices-lets-hackers-spy-on-you/
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o ERIIR :
1. Atleast $611 million stolen in massive cross-chain hack

2. Over $600 million reportedly stolen in cryptocurrency hack


https://www.theblockcrypto.com/post/114045/at-least-611-million-stolen-in-massive-cross-chain-hack
https://www.bleepingcomputer.com/news/security/over-600-million-reportedly-stolen-in-cryptocurrency-hack/
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Liquid ERZEWEBEHZE%E - BEIEE A Twitter IRIREH NS -
WHAEEIBIARRERS ; ZA AU REBNNEEBEEERE
RZETWLEFET  EAREEMENEEBHEERS - eENBEEENESR
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o ERIIR :
1. Liquid Global Official @Liquid_Global

2. Liquid cryptocurency exchange loses over $90 million following hack


https://twitter.com/Liquid_Global/status/1428176357515612165
https://www.bleepingcomputer.com/news/security/liquid-cryptocurency-exchange-loses-over-90-million-following-hack/

2.25 ~ BE{RE OpenSea XZFMERAE - BBEKBIAPMZEE NFT ULHE
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ERAE  #HBEXKDRFPERES"

WAYINZ S NFT UL -

N

NFT 225 Ffr OpenSea 31 HE Bz 1R &£+t 8+ & Dischord LIREBEZEAR

AE - BRBEKDAPEREEANMNE SR NFT U -

BELZEHZEIEEE BleepingComputer RE - RRIABAREITNHZEE @ &£
NFT ( Non-Fungible Token FEEE M ) 254815 OpenSea £ 5 HEL 1T B 4915
Dischord EE&ITRIETimEf4HT - (RE A OpenSea WERAE - #ELIFEIRFAN
SKETHPRINNE S NFT WiEm

B2 EMFEBR )% - 27 OpenSea BYE 77 Dischord #E2 P ERZZ R
X - —BEIRARPREEMHERLRE - BRE%S OpenSea EFERAE - BIE

Fhallsa XA B - RS DIAR P OpenSea RUSTEEAMRE - REEE
EEAERYIN " RBEE SRMMZHELE -

—BRF L RREMNGEERZEEZEHREN "EREA% . G
7 WHEKAFHMEKSENZEIR ; ARPRHE  REEMNEEXHA
E T&EL , BRANZEEEEHEE MetaMask W FHIREMAEXHEE
bl Google Chrome Z|E R INIMER - WHESE LB TRZHE MetaMask P& E
EEEIRZEEMN QR code EME -

5212 & IEIS RN ol #EENZ QR code - AL QR Code EVISRER FRY
MetaMask 2 BT - KRBEREEFREEANMEBEHEE NFT U
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OpenSea ZNEFRFER R —F - BERARKRRESHEREEZALY
FEAM ; 2o EERFERDE - BAAZASE S #EIL CIRHENERE
47 - U)Z)EAYA Dischord 8% Twitter H B F S - URATHRIEEZ IR

i -

o ERIR :
1. jeffnicholas.eth @_jeffnicholas_

2. Nate Chastain (natec.eth) @natechastain

3. Fake OpenSea support staff are stealing cryptowallets and NFTs


https://twitter.com/_jeffnicholas_/status/1430046727843717125
https://twitter.com/natechastain
https://www.bleepingcomputer.com/news/security/fake-opensea-support-staff-are-stealing-cryptowallets-and-nfts/
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 BREBSEEMEE Amazon ¢

Google * Microsoft §Z R % -

EHELZTERBFESHLZEERRMEZ TR ( Cybersecurity and
Infrastructure Security Agency - CISA ) - HEIATh—IBE®R A "HEEZMER
fE 4 ( Joint Cyber Defense Collaborative - JCDC ) W& EETE ;| Z5TEE TS
SAEPFEREENE - HEDHSBEHNESEIBELRHE -

E

ZEZEWER - E:F CISA ULIRESBELZHEINES - F53%E
BARBUR ( BEFB ~ e BN ) DURERBIEESABNANE - DIEHER
Fhig8 ) - HMHRBRHNELZNE - RECEEIINEBNZ BERERR
il

£ JCDC #ZXRMNBE KRB SIFEA - BIEHE Amazon Web Services
Google Cloud * Microsoft ~ AT&T ~ Crowdstrike * FireEye Mandiant ~ Lumen -
Palo Alto Networks ~ Verizon £Z X2 - EEBFHEEEELNE - EinAk
% BERFSELHENERRBIEERRN -

SAENA JCDC T EMEBSRBUGEN - AIEEEBEEDGE - BXR%
£/~ AR - B RAER - ZEABFEISH BXBHARNWAZE

( Office of the Director of National Intelligence ) 55 -
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BENELZWESH - THRDZEFERSE -

o ERIR :
1. CISA LAUNCHES NEW JOINT CYBER DEFENSE COLLABORATIVE

2. CISA teams up with Microsoft, Google, Amazon to fight ransomware


https://www.cisa.gov/news/2021/08/05/cisa-launches-new-joint-cyber-defense-collaborative
https://www.bleepingcomputer.com/news/security/cisa-teams-up-with-microsoft-google-amazon-to-fight-ransomware/
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B IR RNETR - FERMKERZATFRLBGR - T 2B5=5H -

EZEZIEE - LinkedIn FESRABIIR A SREEIRE @ o S EEN
BEZER ; —REBERSAMNBAISCKEE - $HEHERIA QS ZAPIEIRIRIE
BAEBRE  BERECJEUNEASKEEZNREES - e2fR8S - 45 -
Email ~ 85 ~ TEEE - EEHNFEM - ZOEILIEKRBMEPRES
O ARETRERENTG - INEABSERERESR - BREBEEOR
BAG - DIRBHRNBRELSSS -

BleepingComputer 5 - #£ LinkedIn 4855 £ - WoARIBHERERMEES
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BleepingComputer K HER A SIIE MY LinkedIn EZE% - 8 BB EIERE
RIARTE -

EZEZXERZIALTNAERFIAE - 7 LinkedIn £ ¥ UL E IR 1 A7
RNEA - BZRSER  EPXEBCATE Linkedin ERIHBEAZR -

BEBEZINE - RERITUERRGBHNEN - 353IREEIZ B
LinkedIn #E1TRRIE -

o ERIKIR :
1. The Fake Job Offer Scam on LinkedIn

2. You can post LinkedIn jobs as almost ANY employer — so can attackers


https://www.titanhq.com/blog/the-fake-job-offer-scam-on-linkedin/
https://www.bleepingcomputer.com/news/security/you-can-post-linkedin-jobs-as-any-employer-so-can-attackers/
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2.5 TIREELHE

2.5.1 ~ Google Play Protect {£&E{EIt 31% BY Android iE it B B S ERES

BEXMBERMABS - 5H Google
Play Store R#HY Google Play Protect &

SRR T S S R - EREERIR] 319% Y

31%B Android B Bt EE 1 E BN

TWCERT/CC

Android BMtESIEE S EEE -

EZMBE Atlas VPN IEFTHEZMREABEHRIHEMERS - T8
Google Play Store N# R Google Play Protect Z2 2 f2ERAHES - R PR
IRAE - EBEERIE 31% AY Android Bt ES 122 R ES ( Stalkerware ) - A%
INMERINEES - BIERNMEREMBHRZEEN —ERIR

Atlas VPN WEZE R - 2B USEE NS AV-Test - LIE R
29 T& Stalkerware KRG HE S RAY 18 & Android BRI BN ZESE - &R
Google Play Protect FIZRIRMPEAREE - 29 HEEHEIEEREEE - REERINENR
tt9f&E - tEAIZ 31% -

ERFRIZAER Android Br &R EZES - E B35 Norton ¥ L EY
NortonLifeLock Norton 360 ; 29 BB FeEERIL 17 & - AIHERIELA
£ 74 58.6% -

FIREwERY Android BAERRBZEREE B =5 - 7 AlIZ Antiy AVL -
Bitdefender Mobile Security * Trend Micro Mobile Security ; & = fEER 32 &l
100% {838 H 2= B0 20 FEE M B IR E 8 ES -
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Mgk BB E L ME ESET £ Kaspersky BIE fn SET Mobile Security £2

Kaspersky Internet Security for Android - FRIRWEEES - EF 1 T2 852
REBERE - BINERE 96.6% -

B Android & EHNREEEE /TR Z - & Android FHEE BN
ZHEERBAUNEZEGE  DIRERBEEDZERENER

o ERIR :
1. Google Play Protect on Android Failed Against Malware-Detecting Apps From
Avast, McAfee, More: AV-Te

2. Google Play Protect detects only 31% of Android stalkerware

3. (Atlas VPN) Google Play Protect detects only 31% of Android stalkerware


https://gadgets.ndtv.com/apps/news/google-play-protect-android-malware-protection-failed-false-detection-rate-av-test-2497882
https://gadgets.ndtv.com/apps/news/google-play-protect-android-malware-protection-failed-false-detection-rate-av-test-2497882
https://itwire.com/guest-articles/google-play-protect-detects-only-31-of-android-stalkerware.html
https://atlasvpn.com/blog/google-play-protect-detects-only-31-of-android-stalkerware
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2.5.2 ~ Google B Play Store B N2 %2 {El iz B Ziw1ZHE app

BPS

TWCERT/CC

Google B Googe Play Store # ~22 8 {&

GoogleHPlay Store
PTFRZEREZER
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SR REARERIZERY  BERLESE

e

C

TEEFARIVERE app °

Google ¥THIEH Googe Play Store 7 N 2R 8 [AE R R E BEIRIZIER
7% BR E2ETEEERNER Android app ;| AMBEZMEBBARET
MEZHZIEDL - £ Google Play Store I - IEZEREER app LR EZ!

ELEW Google FRHNBEEIRIZHE app - BREEHFPEERIZIELLE
BESIEE - TEZEELapp; EL app EZEEHEAFPNERRS
BZIEZREET  2FEZMEBEE - ER AP AMESAREUNERE D
BEREARERS  A2EAHMBRIER T - 7165 SRVBINIAR

}
r
=
ES
il
=

ZEZRIFL  HE 8 EETEMapp & - AR T 1 2 2 @YU
FakeMinerPay 2§ FakeMinerAd Z 8RB R8RS ; HP—E& % BitFunds B
2 app © NELEREEEM 100,000 R E - AW app EEERTENEL
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1
A
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BRARRTRAMZ REZE app - SHRAPERAERS ; EX app
ZRAPHERS  BESHERET BEAEIZE - ENRIZEERE ; AL app
AR et =ETRERSHMENGFREE -
BEREER - B Google LERBIR Y 8 {ElRRE1ZHE app - {BTE Google
Play Store 4120 "cloud mining, ( ZIwiZHE ) RES - NBEIEEZIEEHY app
7% - HPRRRESER  BRel—RKET  FNEZEERFRZHEapp -

o ERIIR :
1. Fake Cryptocurrency Mining Apps Trick Victims Into Watching Ads, Paying for
Subscription Service

2. Bogus Cryptomining Apps Infest Google Play


https://www.trendmicro.com/en_us/research/21/h/fake-cryptocurrency-mining-apps-trick-victims-into-watching-ads-.html
https://www.trendmicro.com/en_us/research/21/h/fake-cryptocurrency-mining-apps-trick-victims-into-watching-ads-.html
https://threatpost.com/bogus-cryptomining-apps-google-play/168785/
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2.5.3 » B1F Facebook 1RSEZE M EZF Android FlyTrap B2 EAEFEEY

EZMEEIREMAY Android EEEEX
#8 FlyTrap - E#EHIEHFESTHA
i e RBEVEBEE RSP TTE R T

Android FlyTrapi =8 %5 X
TweerT/ce ABEAKREEEE

BEZME Zimperium [E N ERR - HEIEIR—EEHH0 Android 52
BHEE FlyTrap - SEBAREINESHBREZES - WsIBE M EZHEIF
ARBERFEEE FlyTrap - LIFEEUA B Facebook MR 3%1HBE & T

RIB Zimperium B FEERETEL - FlyTrap ERIAEMNHRTEFE - §R
AR EEMUTHEREEEE - WHEZ App T & A Facebook TRIELIEINIH
BEELEMIEE - AU Netflix ERTE SN Google AdWords ITES S ;| &
EEHE App IE~EAH Facebook IRIEE - ZBEEHEETHWARBZENEIOE
BAEAY JavaScript JE ALLFEE A FHY Facebook cookie « AP IRSEFEAHE RN
FREEH ~ IP it -

FlyTrap WESELEENE - BIg LERRZEERINEHIERS
Zimperium B T E R IR ZEHERBIARELARE - S 7ZAE
ZBEHNEN - AZHILERE - IR FlyTrap EREEEM Android F i
838 10,000 &Rl L - #HEKREIK 144 Bl - ZZEH Facebook AFBH TR

% o

EBIENE - €3 FlyTrap B=EESH Android App - HREFNTHERE
+218R - BTE Google Play Store #1%{E %5 =75 Android TEIEREXE/ELS
B_LEZR ; BESATE Zimperium B3R Google & - LB EEFEE B Google Play



Store N2 - BINTEEME =75 Android TTEIERE N E P RIF LIRS -

o ERIR :
1. FlyTrap Android Malware Compromises Thousands of Facebook Accounts

2. FlyTrap malware hijacks thousands of Facebook accounts



https://blog.zimperium.com/flytrap-android-malware-compromises-thousands-of-facebook-accounts/
https://www.bleepingcomputer.com/news/security/flytrap-malware-hijacks-thousands-of-facebook-accounts/
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2.5.4 « ZETTENEMRIFE T-Mobile BEKXREZFENINESH

EB1TENEMARISE T-Mobile BEE
HEEN  Ha#m LAEEEmL ;

H 23X B = E~AINE —
G T Al ameeeeeay T_Mobile 5 EESHEERHFE - B A
BEEBES R RS > FEAS EEEE

TWCERT/CC IEE?E??EEE{’E% °

EEABTENBEMARTERE T-Mobile - HRIREREELSH ; LR
EERHB®N EARSEME ; T-Mobile UEEESHE R KIS - HAIIETE
HEITHEIESE -

BELHEEE BleepingComputer FREIEE - BREERINAR T-
Mobile WZEEREEH - #1540 1 8% T-Mobile HPNZE[EE - W E
B2 R TERAEILKE -

BleepingComputer N §521E & MERE - IERZMERSER P ERTEH
ZEER) IMEI &2 IMSI #R55% ~ EFETRE BEEUR - HELEEME (PIN)
HELEE - ERREBELEFTFERHS -

RIRENR - BHER PN IMEI 5585 - &ECP R 2004 F -

ZHERZEAWMEHIN —KBZEWETEES - 18 BleepingComputer
HRE . B2 E BB ssh E4RZ T-Mobile FRBAERE R G /0\H Oracle
Database Server + #MEVSESHER -

= BleepingComputer 1@ T-Mobile & ¥JlEFETEREARF - T-Mobile B &
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EEERFHIN, -

T-Mobile EEHDPER - 7%

/b\\
IVREBHEBRFERE ; At
SR - ERETES—EREZR - HAERIINAERHNIZEEAL -

SEKERIEREENEEN - HHILRER

W

SARFREENBERANEAR ; B2ZA

o ERIIR :
1. 100m T-Mobile Customer Records Purportedly Up for Sale

2. T-Mobile confirms servers were hacked, investigates data breach


https://threatpost.com/t-mobile-investigates-100m-records/168689/
https://www.bleepingcomputer.com/news/security/t-mobile-confirms-servers-were-hacked-investigates-data-breach/
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2.6.1 ~ %% Synology NAS EmERENE - EEAPECIRELZZRTE

B Synology NASE M
BEREWRE > Bs FEﬁ?ﬁ
EIRSRARABRBRZ DR

TWCERT/CC

BHIERIR Synology T HFEZGREFAEHRE - BRI EERHE IPEE
EMEANASER  KERZZEKRAE  BILARSEHARNBHEEF
% MIENBRERRLEMTIR - Synology thIFEEF A= BERN - B

FEHEBRFENRIRKAEREABNERE - LIBETRZE ARRTIEE

#% Synology EmmZE BB HEERAR - EXRSHAMNBEEREN
StealthWorker WL E - ZREHBF AR NEBKBEF IZARERE  E
ABREERABRETERNNEZEIR  BIRREREE T RRULNEESH

BHERE - e NEBRNH R EE—M Linux K THE S RAE NAS -

H Al Synology 2 E2E ASMEREE %L CERT EURFAGIF - &8

Serven)8J IP + M5 BRI EEAE - DIBRERIERKESH -

"Synology RHERECHAMEABERLZERAEELT - HHAERULE
BEEMZEZEKPSIRT) - 1EBEABREZEURF  BEEEWHRERRE
BEZEMH - 1 Synology ZESHREHKLEBEMRBRR - ' ELWEFEH
AR - HWIEEEFTA Synology 1§ & 8 DiskStationManager(DSM) A 72
MZIERSEEREEIERTE - FEIME NASHZEY - DISBERE - |
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Synology 2% i F3& EREVUA MTENZNNE NAS 22 =14

o NEEFIE>FEABRFMLE—HESESHRWIRS, - MERRATERD
Tadmin  R5E

o IRFAIAMRSEEBIBNEMM  WRIAZTERERE W OTP —RUZRIF)H 2
SecureSignin BIRRIEHRZ—BLZEME

IEAN - BRIEORERERBZEMEERINE - oJPIERE N E
TIRE

1. FA DSM - ZE2EFE>IHEREESEHEUETNRENNE - Bt olld
FEHFEPOIEE " ScheduledTask ; °

2. 13E FileStation EEBEZRMB(BERTBESHIER) -

3. WBLAREMNETEART  BEOCHERNTERZEEMNIELRA DSM
RIEBFRAFTEEF -

HHREMAEEMNEMR - BEE BB Synology [RFERIR TS 12 -

4, FHBE DSM PRy filTE ST I ch 0> IERIE> A ERM B EFE - W ARl

e Pa sl Bl A B ET IR Y DSM IRSRZ2HS -

BEAR Synology HZ = MRS - RUMEEBERLZZURERRES -

ey

a

o ERIR:

1. #FEBRHX Synology® BA/LEHNERIZE - BEMAEAER(CRGEEH L

3

ERRE

il

2. MiEERAESBNITIA

3. AR Ft SynologyNAS Z &4 ?


https://www.synology.com/zh-tw/company/news/article/BruteForce/%E7%BE%A4%E6%9A%89%E7%A7%91%E6%8A%80%20Synology%C2%AE%E9%97%9C%E5%BF%83%E6%82%A8%E7%9A%84%E8%B3%87%E6%96%99%E5%AE%89%E5%85%A8%EF%BC%8C%E5%BB%BA%E8%AD%B0%E6%89%80%E6%9C%89%E4%BD%BF%E7%94%A8%E8%80%85%E5%BC%B7%E5%8C%96%E5%B8%B3%E8%99%9F%E8%88%87%E5%AF%86%E7%A2%BC%E5%AE%89%E5%85%A8%E8%A8%AD%E5%AE%9A
https://www.synology.com/zh-tw/company/news/article/BruteForce/%E7%BE%A4%E6%9A%89%E7%A7%91%E6%8A%80%20Synology%C2%AE%E9%97%9C%E5%BF%83%E6%82%A8%E7%9A%84%E8%B3%87%E6%96%99%E5%AE%89%E5%85%A8%EF%BC%8C%E5%BB%BA%E8%AD%B0%E6%89%80%E6%9C%89%E4%BD%BF%E7%94%A8%E8%80%85%E5%BC%B7%E5%8C%96%E5%B8%B3%E8%99%9F%E8%88%87%E5%AF%86%E7%A2%BC%E5%AE%89%E5%85%A8%E8%A8%AD%E5%AE%9A
https://www.synology.com/zh-tw/dsm/solution/ransomware
https://kb.synology.com/zh-tw/DSM/tutorial/How_to_add_extra_security_to_your_Synology_NAS

4, YNfEI3EE HyperBackup 18 ERME ) 2= SynologyNAS S0 iE 2 [ AR ES ?

5. W0farf&E A HyperBackup 13 & 1 510 & R Im AR 75 ?



https://kb.synology.com/zh-tw/DSM/tutorial/How_to_back_up_your_data_to_a_remote_Synology_NAS_or_file_server_with_Hyper_Backup
https://kb.synology.com/zh-tw/DSM/tutorial/How_to_back_up_your_data_to_cloud_services_with_Hyper_Backup
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2R EEIH Windows Print Server & 2%

B SATHER T ¥ PrintNightmare 0-day &
 ARERBERER
Windows Print Server W-brich-IriCy-IBE 3= cx 5

BRERR > EAAATES
1S & 4R PR

BERE - TEBRENENERERE

TWCERT/CC I - BR1F Windows RARHEMR -

§\%4}

BESA H AT ERET ¥ PrintNightmare 0-day B ERAETIEE - BEEZE
HAETHBEEIRE Windows SIEI FRAFAHEBENBREELRE ; RIFEUEB—
ERHNENREESZ0 - BT ARSEE Windows 2R HER -

BZHEZ Benjamin Delpy &zt ¥ Windows JIElF AR T HZIEE LR
A - EERFRMRERS ; W — WSS LEER— AR RN ZR RS
23 - EMIRFA SR Windows BB EHIHEIR 2 A HAHER -

Delpy BR 7 — B SHEREA TN - tRE 7 —EREARE Sr5IENR
7% - R A O DIBEERZEL - AR TEHE Windows 248 E L= — B HAED
REEBED ; ZEHEANTE - ZHEE—ERT - BELRAERAIT
—{& DLL % ; 5 DLL BIoJF 4RI C:\Windows\System32 55 A —1{El#4 A
BEZRFERT SR AN log 1& -

21 Delpy Bz DLL - REZEMIBHAVG REREIEEN 20 -
Blals#i {75 DLL - S H P Z AR b A8 A 1T ; AICER A IUE
BEERED  BEERINSHAGERINTESES -

B 22YR 32 BleepingComputer Al sz 5 RAVEDZREERENTE TV - 32IR %
DLL o] EARH Windows REZEZFIEEAS Windows Defender - I LEEEIEFIHE
FHITHEIR -
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ELEZREZE Windows FAFE - TEMEEtH LB R ELEMEA -
o] E 512 LE Windows Print Spooler RE1E - SL27ERA K% LR E - FBIERE
SMEBRY SMB E RPC 4R Z25K ; 0] AFE Windows Server &8 7E
PackagePointAndPrintServerList FIEf#H/R Rl - R 0EF#E A admin #RIAF %
FENFRMERENZT -

o ERIR :
1. Benjamin Delpy @gentilkiwi

2. Remote print server gives anyone Windows admin privileges on a PC


https://twitter.com/gentilkiwi/status/1416429860566847490
https://www.bleepingcomputer.com/news/microsoft/remote-print-server-gives-anyone-windows-admin-privileges-on-a-pc/
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mmtHE RS 1E - IAEREERRA
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weearce s AELREETFE -

S5EELME DEVCORE I E22EZE ( Orange Tsai ) - TEIHIR—15
EAflT & 3% Black Hat talk 28328/ Microsoft Exchange WE % m B HA IS
% BlARERERGANRELRE - ¥ A R Microsoft Exchange Server
EITRE  SENAELEREEENE -

B2 1= E R I AN R B9 —#H =1& MS Exchange Server &)@ - #5718
43 ProxyShell &8 - 9 Bl:2 CVE-2021-34474 « CVE-2021-34523 2 CVE-2021-
31207 - EERANAS - TERREARTZLBEARRE - BlolE
Microsoft Exchange Server Fi2In#TERZIE

8EEZ M DEVCORE WEEMRESREE - HA%IRE —(EREMm
EESENH Pwn20wn 2021 BZEAIGEHOARE  mEL Rt ESENEE
7A@ - B Microsoft B BN EZBBHREN FLUEE -

TESZPUENTE Black Hat talk _E383RATRAR - M A% ProxyShell Jf)iE o]
PUNEFE - SAMMNEZMEERER P EBRMTRERS - 5L
EFZRENKER  #AS —UELEXK Kevin Beaumont #IRBRZIRE
B8 8t 3% Y7 A9 Microsoft Exchange Server @ & B % mB O AE - fEE—L 8
B BIRARRERBAREREAE _£/Y Microsoft Exchange Server » 1
AR ProxyShell J@fd 8 ) I EE -
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Kevin Beaumount f5 i - #AMER R £ B 72T 9 ProxyShell 18 ##)fm)E 258

FREFH - BEREE(E Internet LEA 50% BY Microsoft Exchange Server &K E
FiS L& -

o HRIKIR :
1. ProxyLogon is Just the Tip of the Iceberg: A New Attack Surface on Microsoft
Exchange Server!

2. Kevin Beaumont @GossiTheDog

3. Kevin Beaumont @GossiTheDog CVE-2021-34473


https://www.blackhat.com/us-21/briefings/schedule/index.html#proxylogon-is-just-the-tip-of-the-iceberg-a-new-attack-surface-on-microsoft-exchange-server-23442
https://www.blackhat.com/us-21/briefings/schedule/index.html#proxylogon-is-just-the-tip-of-the-iceberg-a-new-attack-surface-on-microsoft-exchange-server-23442
https://twitter.com/GossiTheDog/status/1422178411385065476
https://twitter.com/GossiTheDog/status/1423997607211327491
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ARREHEEEESFHFRAR

TWCERT/CC

GiEENEELEER BRIBEMAIEASZHEERE DDoS 1218 - &
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DDoSERBER T BIFIR4MIL

AEBSHETRESR  SRIFIALLEKEIAR

t8 A BazalLoader DDoS EEERE -

MREREEHZEAREERSEFHFRNE - REEREENBAZ
2 DDoS ( AV TUARFFFEET 8 - Distributed Denial of Service ) 23
W FHEGRTIEBER  GRARHEES , RLEEENRARESM - A
ALILERTEBREEAN - R E WA BazaLoader DDoS BE A -

#8155 28 Brian Johnson 15t - 1AM A EFPERIWER| oI REAARE
s - EEEMMEENAILERIRZEEE A DDoS BEEEE  WH Intuit -
Hubspot £ A BY 8IS AR #5355 & 348 DDoS W - 25 R BHIL=EE - 5 A
ERRZA - FREPHEMEENSETER  BREEIEANZEEIE -
WL E ER B AR TNAES -

ZEBEHT - BINE—E Google XHRVEL ; FESREIEMEZELNA
HiR#A8I5545) DDoS WER) "RERR . - DIKIEERMAR TEERE, -

BEZER Nz "FERN, - BRZFEBRIANZ—EZA
Bazaloader A DDoS S22 #iEs ;| WRIERBEHRRIEEEE - IRENZE
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BELZEZRMER - R 7 LIAILE DDoS 12TV B 279 - EHEIEETE L
Hp B AREEER IS EIRE - AlUBEZBIEANZBREREEFENTEE
BRESE  BEXRAPIEEESMUETEETREEZFBHEERER - EMERA
IEE IR E N &2 35 [E15 10 BazaLoader DDoS R =B AR

o ERIR :
1. Fake DDoS Attack Email

2. Matthew Mesa @mesa_matt

3. Fake DMCA and DDoS complaints lead to Bazal.oader malware


https://pagecrafter.com/fake-ddos-attack-email/
https://twitter.com/mesa_matt/status/1430974685110587395
https://www.bleepingcomputer.com/news/security/fake-dmca-complaints-ddos-threats-lead-to-bazaloader-malware/
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BITJHY4S Cosmos DB WA FEAEN - BT 2ER TR ; REEHFEKRILL
EEBTEAEFENEE T - MBIERETEZZE Azure BFHIRSEES
BIERNE -
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Wiz g - Bz R ol sEfE 32 5] 3838 IR0 W7 12 SR 45 1 ER R BU{E A
ZA - miESA] AL — R S g R -

MET T E Azure AR RHUICRBNE ARG E - RO UKESS
M ENMHEEAEANENEESTIEZSHR  UCHEBREE ; MEtiEsS
Azure FHFEE £ Azure Cosmos DB B KiEARTE - 1 HE S HAEH %
o DIReZEH -

o TR :
1. CHAOSDB

2. Secure access to data in Azure Cosmos DB

3. Microsoft warns Azure customers of critical Cosmos DB vulnerability


https://chaosdb.wiz.io/
https://docs.microsoft.com/en-us/azure/cosmos-db/secure-access-to-data?tabs=using-primary-key#primary-keys
https://www.bleepingcomputer.com/news/microsoft/microsoft-warns-azure-customers-of-critical-cosmos-db-vulnerability/
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2.6.6 ~ Ford SENEIEEHEETER - ARMAHERMARAE LR

ot By EEES | £H Ford KEAT - MRABEREE
STHEH > HARHG
SERMCELEA 1 2 muREEs  SRNSETHEE

RYMEEAE R 4 B8 EIRJE TN -

%E Ford (8% ) AERTHAIREERZZEESH - HRARNER
BEAMRERR - EME 7 E T ARERIMEEERERERE LIRS - o
AOATEEFR - EEHSIRIFER -

BEZMEAEEEE Ford AEEARAILDPEIR—ERE - o] ULAILLR
B A Ford AERE AR ES #7789 Pega Infinity BEE BB EIB A MA - BS3
WRAFERNE - ETRIBRHAANENK L ESHEET

i AE R Pega Infinity —{E #5325 ERRE ( CVE-2021-27653 ) -
#38 Pega Infinity W ERA B EERREHE - Bl AR REEE Ford A
MHZIER BB ERE -

MEAEREL - ZEEEHAULESHEEZEACEAR ( Personally
Identifiable Information, PIl ) - B3 EATIER :

> BEUBTRR
> ERARTEIRSR

> BEREREERE
>  OAuth 77HX token

> AEEILE
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> MBEHESRENAPES
> WEMRIENTE
> BSIWESEE

MREAEEL  SEERIMNRUEEHZATFRENEE ; BOAL
b Bl

oIDAARLIDRERE - SEBE—LPHNEZWE - fINEABRSBEEE - LUK
SamEdlEZI  INRRVEATHEER - o ARE—DTHNRKE -

ny

MEAER - ME 2021 &F 2 HIGTLIE Pega IRMBZRBRIFE - 1E

#® HackerOne J®)a /A BT =R 45 Ford -

o FRIKIR :
1. Ford Breach, August 2021 Disclosure

2. Pega CVE-2021-27653, March 2021

3. Ford bug exposed customer and employee records from internal systems


https://robertwillishacking.com/ford-breach-august-2021-disclosure/
https://robertwillishacking.com/cve-2021-27653-march-2021/
https://www.bleepingcomputer.com/news/security/ford-bug-exposed-customer-and-employee-records-from-internal-systems/
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2.7.1 ~ Razer BRREmMBEENZI0 0-day ImiE - A RERICIENS M ERER

BEXZEXRUIABRHEmIE Razer BIFEED

BXAZEE 0-day ELZREE - A

Razer B ZE mEEENIZ T 060y

Sl - o EE - TR
Windoags 10 E B[R

TWCERT/CC

RIREIRER -

Mt

S ER IR Brr B LT FE R E mh¥ Razer BY Windows BEENFZ = -
NZE@E 0-day EL R ; BzRE R T A Razer mhERVR RSB E - BIolEE
F2HUS Windows 10 Ry & 4t &= SRR -

BIREERBNELZERZ johhat - fhiE Twitter EATEEZEER
Razer Windows B&&1720RY 0-day J®)E ; & FH P/ 1E Windows 10 3% Windows 11
EHE 1 A 10T Razer mAEHRBSBEERE - Windows & B Eh1 Razer Y
EAR=s FEE LIt ERERB)Z2 0 Razer Synapse Software ; ItbFF Razer Synapse
Software & B Windows 2#HSEBREERAICGETRSENNZE - WHH
EARFPRIEEE N 2 EEMEER K -

s
pit

ENARPRBEHEENZ N REB LW SHIFTHER AR - HIRHTRIRE
BEd . 25 —1{@ " Open PowerShell window here ; FY#EIE ; FHRE1E
PowerShell fi & MR E A M EIEE#RAY Razer Synapse Software FEXE] -
E G PowerShell SRE T BB A EIEERMITHER -

NREETEZNSAFEEENTERE - AOALRT®EIRERL L
RS - BfEFE Windows 2 PRIFIEESR - S22 EERARER -
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HEEREUE - MBEFREERLD - ZREVEEHNEIRFINEZN
Windows EBisEE - B2 A Razer s8B 7417 -

BEZEZR jonhat £ IR EEIRE®E - FERNIZ#4S Razer R - 218 Razer
RINBERERENRRA - EELREE -

o ERIIR :
1. jonhat @jOnh4t

2. Razer bug lets you become a Windows 10 admin by plugging in a mouse


https://twitter.com/j0nh4t/status/1429049506021138437
https://www.bleepingcomputer.com/news/security/razer-bug-lets-you-become-a-windows-10-admin-by-plugging-in-a-mouse/
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2.7.2 ~ fEEL 8 A Patch Tuesday EZEHE - 1818 44 A ELRE

PHERHE H BT ERY 2021 & 8 A7 Patch

WD OD1ES B Tuesday BEZEME - —HEE 44 HE

Patch Tuesday&%
EHE > BEA4EELR

A IE3EO0-dayER ZimiE - 811 3 B 0-day JmiREA ; fMEx

TWCERT/CC

BEEMAFE - BUBIEMILESHE -

TR B BT ERY 2021 F 8 B 17 Patch Tuesday B EZ B E -
—HEBEMRZERE R AT 4 BELRE - HPBEEE 3 {8 0-day ®EE
A MRSEERNAP - BUBRZBAAEMINEE - EMILEEE - DIEF
BERDRZEHENERE -

EERELNELZBHESD @ R 3@ 0-day EL WA - UELRE
WiERREEFRKE B 7ESE "B&E. (Critical ) 54k - 37 @55
"EE ) EH (Important ) ; BELURBMBEBEERELRRE - HE 13 EBER
OERFRERRNITEREXNEN RCERE - 8 EENRERSINERE - 2 @
B ARFEMEE ( DoS ) JRiE - 4 {EEEAREESR ( Spoofing ) JR)E -

BE—RNZ - 3@ 0-day AP - ERE—EEIREEAREER ;
4= 8 )E & CVE-2021-36948 - 2384 7 Windows 10 E2 Windows Server 4%
tHHY Windows Update Medic Service I ITHERIZE A TRE ; B21R&E 0 LT
RIEERAR RS - AEFASERDRABSWHNTER - ERCREN
B TATERERS  REE—PHRE -

\

S ESFENEER 0-day JRiEE CVE-2021-36939 £2 CVE-2021-36942 ;
A& & 8 4 7F Windows Print Spooler WEEIRHITEREZEN B RE - BEZ
Windows LSA Spoofing J&)@ - BAIEWMEREEE LB EEREE AR IEE
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® CVE#R5% : CVE-2021-36948 ~ CVE-2021-36939 ~ CVE-2021-36942
o BRME : MBIEBHRGEMINEETEMIER -

o ERIIR :
1.  Windows Update Medic Service Elevation of Privilege Vulnerability

2. Microsoft Patch Tuesday: Windows Flaw Under Active Attack

3. Microsoft August 2021 Patch Tuesday fixes 3 zero-days, 44 flaws


https://msrc.microsoft.com/update-guide/en-US/vulnerability/CVE-2021-36948
https://www.securityweek.com/microsoft-patch-tuesday-windows-flaw-under-active-attack
https://www.bleepingcomputer.com/news/microsoft/microsoft-august-2021-patch-tuesday-fixes-3-zero-days-44-flaws/
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2.7.3 - BIAREREAXRISHEBRIZHSIRERDN RCE il

B PO 4 1 s K TR

(EfmARER 23
mBRCERT

BIAASERR AR 2021 & 7 B 13 HiZ% HITCON ZeroDay J a8
FEZEZRMER - BEERKIEHE DIR-819 ZEIHTZEHEHNIT(Remote
Code Execution, RCE)®Ja -

A SR 2021 & 8 H 5 W beta IRFNFZRIBIEIE LR ; BB
RENAHFP - BUAETER - UeZ88 0 AT HEEHR R e K EMm
ERIER

HEMSFErMILSZEMA M ZIEEHET LS

o FTEEM/IMRA : FHFIEHSR DIR-819 5% - FNESARA v1.06 K ITHIZ AR

Pt

o MBRIE  RIBMEBAEL Y beta IRFNEETTER ; FIETUREME - B
REDREZENAS  SEMBENECEBEMRSE -

o FRIKIR :
1. (non-US) DIR-819 :: HW:AL :: FW v1.06 :: Remote Code Execution (RCE)


https://supportannouncement.us.dlink.com/announcement/publication.aspx?name=SAP10231
https://supportannouncement.us.dlink.com/announcement/publication.aspx?name=SAP10231
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2.7.4 ~ Mirai ERMHEFN AR R SDK ®wiE - SMEEEREETREEEA

MiraifE BE 48 & 7 A8 & F SDKIR R
ZRBEEEEREEEA

BEZEXRIRRAQERABEAMZIERSE
H SDK HNERKEHRERE - SF—RIE

EEZRRE - BZziREEZ Mirai EFEHA

BEIHTE - EIAMIEREE -

BEZME loTInspector I FELZER - SIRRKASZHRBAMERAE
fEfS 5 A RTL819xD B2H SDK MRS RN WS EREREE - 2A—RIE
SELRE - BZREACE Mirai EBRAEETE - BEAREKSR ; SRET
BEaEMEEREERENEEAERERIBENEZRAR -

WEIRAREHA 4 @ - H CVE #R5% % CVE-2021-35392 %l CVE-2021-
35395 - 71X SDK REBAHFHNZETH ; Ef&EEENREA CVE-2021-
35395 - CVSS GBI ENEZE 98D (MNAm 107 ) ; ZmEFREERN

Web EERE - clZRRERRPITEEENN - THESKEZH#E

HERZATNESBREE R RIERBZRA - AILE—2IFENFE
EHBEERE ; H5175 65 Elmh ~ 200 I EARMIVER R - IP B -
EXBZ 0T RESANRE - KESHUEBEHTES -

me

AR ATITTRERERE  RERNE SR I3 HEHMELERMN  BELH
7 SAM Seamless Network 122 2R ZIBEM Mirai BEMAE - R EE
B IR RAETRAER - RIE SAM WEIZHE - Mirai B 8 A 18 Hitt
R EAE CREEREMIDBINSEZERE ; SAM Ui H R FRRE &
ZHEE - BfE Netis E1+ fRAR S IE 23 - Edimax N150 ~ N300 &4 Fs HH

* Repotec RP-WR5444 f 4R IR Rz &5
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o FRITE:

1.

2.

2 10T KEFPRAERHEREEESET RS ML #ELHBHE -

HEMRBRACHLENE 2RAPEUAETER - LR 10T KEEE

i
B

ABEREE

5
¢
]

o ERIKIR:

1.

2.

Realtek AP-Router SDK Advisory
Multiple attempts to exploit Realtek vulnerabilities discovered by our researchers

Advisory: Multiple Issues in Realtek SDK Affects Hundreds of Thousands of
Devices Down the Supply Ch

Botnet targets hundreds of thousands of devices using Realtek SDK


https://www.realtek.com/images/safe-report/Realtek_APRouter_SDK_Advisory-CVE-2021-35392_35395.pdf
https://securingsam.com/realtek-vulnerabilities-weaponized/
https://www.iot-inspector.com/blog/advisory-multiple-issues-realtek-sdk-iot-supply-chain/
https://www.iot-inspector.com/blog/advisory-multiple-issues-realtek-sdk-iot-supply-chain/
https://www.bleepingcomputer.com/news/security/botnet-targets-hundreds-of-thousands-of-devices-using-realtek-sdk/

BEERARGHREREHEP L
m Taiwan Computer Emergency Response Team / Coordination Center

F35 - BEXHFHASTREE

EEIISRE 202198 17H (& ) 13:25PM ~ 17:10 PM

mENMEE | MEIZANREBESE BRSHEPLO 812801 EEE

SE A NE https://docs.google.com/forms/d/e/1IFAIPQL Sel88ffRxt-
R Z7 |GWHH5h kwomBhLWREHS5zx6PZOm4hPIRDNnOQ/viewform

05178@ &M ELZHIE

BEELZHIER (EMENREED

FHEEE (I : ZUSO Generation
HPEEA . PERBEIKNEZHE

RREBENTERITELQAEALEREHE

sEgpmE | ARCEMEBLRMERT - BT H 2020 FEEFARHES " SRMETENS
£, 22EE 838 - FEIIMEEMINEE Z I AEE - ZUSO Generation
BhERHMEMEZDEXLEEFNIA17TH - BAEBAEHEEEAMMAE
B—2  2EREREEKR - Z24ENT - SRR - HEF X - BIREE - &
IS ZSESEEONELDRERE - ARBYOH - BUlMEIsREE
FEEIM - HBED R RZ S0 |

SEEIHER 2021 F9 B 17H ( A )
$REEM : 13:00 PM ~ 13:25 PM
SEENRSM : 13:25 PM ~ 17:10 PM



https://docs.google.com/forms/d/e/1FAIpQLSeI88ffRxt-Z7yiGWHH5hqkwomBhLwREH5zx6PZOm4hPlRDnQ/viewform
https://docs.google.com/forms/d/e/1FAIpQLSeI88ffRxt-Z7yiGWHH5hqkwomBhLwREH5zx6PZOm4hPlRDnQ/viewform
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110 & 9 B 17 H(EH)13:30-17:00

R EN I RE

Google Meet # LR E =&

EE G

https://docs.google.com/forms/d/e/1FAIPOQL SdtxecPujfgQUn5CyvBXagN

M1ZiBEM6byHDIiyNrr-1jo 3GuvO/viewform

EENE

Ve S A S EIBIRE R

TAIWAN NETWORK INFORMATION CENTER

B wvoertoc

FH¥EMI : TWNIC » TWCERT/CC

SEENBEAS AR FE/VE - 07-6011000 ext 34102 - email: jscheng@nkust.edu.tw
EENHIZ
PM 1:30~1:45 ¥R ZI

PM 1:45~2:10 2RE X S ZWBEEMPLO EFBNTR =HE B+

(sCaitneg =% BER
PM 2:10~2:40 REEE mE: E AN 1PV 3R IR KB AR T4

BEPERIABREE £ BlEH ZE0
PM 2:40~3:20 £EE: BB ELHBBEED ZARE

wE AEEEENPOELENEERMEIREL
PM 3:20~3:30 FI5IK2
PM 3:30~4:30 £EE)EE AR IPv6 L IR

BE RERPERRRNDARATHE MHE B+
PM4:30~5:00 BEERRE M £ BEXE IPv6 HERFZ LRI =

FHA BER ZE0 M E B+ MEIE 8L

mz B (for ICPEE  RBGFEAT - AB) - BREAR - BN Y14 FIRE - HHF -



https://docs.google.com/forms/d/e/1FAIpQLSdtxecPujfgQUn5CyvBXgNM1ZiBFM6byHDiyNrr-1jo_3GuvQ/viewform
https://docs.google.com/forms/d/e/1FAIpQLSdtxecPujfgQUn5CyvBXgNM1ZiBFM6byHDiyNrr-1jo_3GuvQ/viewform
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FEENIRFRE | 9/29 09:30-16:30 ( &t 6 VB )
EEME PERBEMRERS IREZE (SIEMABIE R 2393618 )
yEENAANL | https://www.cisanet.org.tw/News/activity more?id=MjY0OA==
% e e
EWEMN  PEREEMNREHRS
o REXNM :
1-SSDLC 2R ELE
2~ BillRAZINFAEE RFP BELZHEK
3 WILKFHE TS
. o REHZR:
BERE | sozmanmmnnEAs

LHRZRIBED ~ R DHTED
-ET:&JEW EXHE/EJnitAE
PUEANEFER 1 FU ERFEURERERER

o I EEBIMANBEL N  BEREER

Email: Maureen.liao@ cisanet.org.tw
Tel: (02)2553-3988 Ext : 388

-BIED 10 2B ERERANER  REABBREHNREE
LA ERE - ABRERE  TPEURBRLEB LREZET



https://www.cisanet.org.tw/News/activity_more?id=MjY0OA==

BN

2021/10/6(=) 9:00 ~ 17:00

R EN I RE

iR R E

EENARTL

https://opm.twnic.tw/36th/index.html

EENE

$36/ETWNIC

IPESREFERE S

36th TWNIC IP Open Policy Meeting

FHEEMI : TWNIC

% 36 /@ TWNIC IP BiEZREBEIREEERUEIS RIEE IP HEAERZRE
HRERZEE RESFAEHERREMMER EXRRZBBEIRTF
8 - ARG FZERITHEE R E KR E AR RSN S Z A HE I
KERRENERBBETHNRM -

I8

:|:|||P
:|:|||P

BT .
09:00 - 09:15 BIE 250

09:15-09:45 EHEEE Keynote Speech 1 BGP Security Threats and
Challenges

09:45-10:20 S & 7E Keynote Speech 2

10:40-12:00 #AFRZ 2 45 Al ELER/\4H Cyber Security SIG
13:30-14:50 EFR & 1F 45 Rl & #8/)\4H Cooperation SIG
15:10-15:50 EUSR B E AR 45 RIS E/ VAR Policy SIG

15:50-16:50 IPv6 i i 35 /& 5 Al E i/ )\ 45 1Pv6 Deployment SIG
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https://opm.twnic.tw/36th/index.html
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[(BEZE8M5] BURRZEAERE

i B B3 ]

10/21 18:30-21:30 ( &5t 3 /\BF)

R EN I RE

PEREENNEGE JIGNE (QILHEEE TR 2395612 )

EENARTL

https://www.cisanet.org.tw/News/activity more?id=MjYONQ==

EENHEE

% FPERBHFNRREDHT

C 15 A  information Service Industry Association of R.0.C.

EWEM  FPERBEENREHGS

o RIEAM :
-BIREEELZRBELR
-BEZRBAREHE
EREM L. HEEZHmBRORENRFS
-BEREEM 2 HEBUIRBAEREARR
-BAEZhEREE
o REHZ:
- E RN AR
-REENLZERBLER - EX - RINERRSEEERAE
-HARBAEE - MREAELEEMBES -
o I EEBIMANBEL N  BEREER

Email: Maureen.liao@ cisanet.org.tw
Tel: (02)2553-3988 Ext : 388

JM

-BIED 10 2B ERERANER  REABBREAREE
LAERREE - AR RERE - IPEURBERLEE KRR ZET



https://www.cisanet.org.tw/News/activity_more?id=MjY0NQ==
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EENSME | 10/27 (=) 09:00-17:00 ( &5t 7 /MWEF)

EENMEE | PERBEMAREGS IRNZE (SIEHABE TR 23955618 )

SEENAENLE | https://www.cisanet.org.tw/News/activity more?id=MjYONA==

% FPERRFRRAELT

C 15 A  intormation Service Industry Association ol R.O.C.

EWMEN . PERBEAREHGS

o REMAM : ARERIREBERELSWEELTmMBLY - FEUUE
BEELXSURERNUETELSNEREREF 2 - THEZS
MR RBNESEEZBEIRF - SEFEE2E g5 I
RIBREAMNM ZELSWRIEET -

\I

o FREAM : InFENREIEEH APT - FIEAR - ElniR LR -~ 178
B RERE - EREMERINRSESURMR@NT - fi5ES -

NS ===}
RS remamEs . DK VMware BE

AR
BEZGE)EE  EMZZEEAE - 25EAE - AEEEAE
B 1FU LEBRFEREELZSHBAENERALE

o EHWBA I  BEREE
Email: Maureen.liao@ cisanet.org.tw
Tel: (02)2553-3988 Ext : 388

BHNED 10 ZE2ERGEANER  REABBREAREE
VIERE - AERERE  TMEURBRELEE RHBREZER
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57E52=F 2 HITCON Training 2021

SEEISRE 112 (Z) ~11/6 (/8) (#RAMERE : 2 10/18 (— ) 23:59)
EEnthER | |lbHiIEA - MIEZRFEASEE  FWREUKBRLHIMES -
SEENENL | https://hitcon.kktix.cc/events/hitcon-training-2021
202Lll.2 - 2021.1..6
wrt—;_—-aﬂ
FTEN . AERERTE
E4 - BB HITCON 2021 * HITCON Pacific 2021 = 9 IT1EE
> Z2EAL KB HITCON 2021 * HITCON Pacific 2021 7 -« 15:%
EEEBRZEEEIINER -
> BREEEERPBEREEMHEEEN  BEZEBNFEREEETA
EHE LEs
B4 7FEE
> BAERIRERIRA

B TEE55, BFERBE2UEMUT  BEUNBEREMEHE
B 5 TELEE, (BWMER)  EE 110 EFE LB TR,
(BIEEEEXEE) -
B 5 TENE - ER,SEE—FEARIENHAS BESREIGEFIA
BHE - BINED - ESPEEE - EXELE - ERFRTRLE -
> HEFEEER
m BAEREHRTENE . BURBEEEELEGRE  FREXA
BAERDKR L BRRES -
B RFEHIAFERSE  —=2BU " —HRBHh. TRERES -
A5 155 | BRBRBNERAEHETA[E - &MEF%EI ;
training@hitcon.org - HMBEABTHHE -



https://hitcon.kktix.cc/events/hitcon-training-2021

Q 8 BT B WA B R )

m Taiwan Computer Emergency Response Team / Coordination Center
o ~r =z 2 b=k =
$£4E - 2021 F 8 ANERIFE

7 EW

APLBHEBELAEN - B - ERFRFHAEWNEREBE - LNASHE
METEUE - DRIRHINERBFENEHERIERELZEED ZHURE -

PEHEBRABERAIPOLMBEEZERZBENZP - HHERBEMEH
BZAZELER - MNE 1R 2 EBEGHERBEPORBEENEZEED =
D STRNEBHEBZEER . ME 2 FAR -

3. 22%

3. 32%

1 DEMESREE
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0. 002%

G LR B
0.01%

Bl 2 - P FEEFEE
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B1TEA - SEERAEEHEEEZ 7RO
(Taiwan Computer Emergency Response Team / Coordination Center)

HHIEE 2021 9 A 10 H

#Rm¥E : TWCERT/CC EIfX

AR#5EE5E - 0800-885-066

& H 4 : tweert@cert.org.tw

B4 : https://twcert.org.tw/

EEFB ¢ http://tweert.pixnet.net/blog

Facebook f#4ZE & : https://www.facebook.com/twcertcc/
Instagram : https://www.instagram.com/twcertcc/

Twitter : @ TWCERTCC




