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o ERIKIR :
1. NAS ZfE?

2. This new ransomware is targeting network attached storage devices
3. CrlptTOr Ransomware Targets NAS Devices with Old Firmware

4. CISA says 62,000 QNAP NAS devices have been infected with the QSnatch

malware

5. NMNERSBEBEZEEE 0T AFE - BXEE T KRENEABURN

6. Response to QSnatch Attacks: Take Actions to Secure QNAP NAS


https://www.asustor.com/zh-tw/solution/what_is_nas
https://www.zdnet.com/article/this-new-ransomware-is-targeting-network-attached-storage-devices/
https://www.coveware.com/blog/2019/3/13/cr1ptt0r-ransomware-targets-nas-devices-with-old-firmware
https://www.zdnet.com/article/cisa-says-62000-qnap-nas-devices-have-been-infected-with-the-qsnatch-malware/
https://www.zdnet.com/article/cisa-says-62000-qnap-nas-devices-have-been-infected-with-the-qsnatch-malware/
https://www.ithome.com.tw/news/125921
https://www.qnap.com/en/news/2019/response-to-qsnatch-attacks-take-actions-to-secure-qnap-nas
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1. TEEZEE BEUNEI FHRE2E

2. #EMBEEER/BEC- (Business Email Compromise) B 7% & 4 FFER
3. FBIZEZE : AUKAIZZIRE BT A Web Mail - BBt EBHFRRI - 1T BEC E

4. BEL Google B - $T¥I{EEE T 38 %) BEC WE

5. Ransomware Demands Spike 320%, Payments Rise


https://udn.com/news/story/7320/5724558
http://www.cc.nccu.edu.tw/p/404-1001-249.php
https://www.twcert.org.tw/tw/cp-104-4214-96e2c-1.html
https://www.twcert.org.tw/tw/cp-104-4214-96e2c-1.html
https://www.twcert.org.tw/tw/cp-104-4346-cdf6c-1.html
https://threatpost.com/ransomware-demands-spike-payments-rise/163744/
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REVS % -
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& ProxyLogon * Microsoft SharePoint Jf)@ - 218 VPN Z48/)E

PrintNightmare 5§ -

o TR :
1. 2021 MIDYEAR CYBERSECURITY REPORT

2. Attacks From All Angles 2021 Midyear Cybersecurity Report


https://www.trendmicro.com/vinfo/hk/security/research-and-analysis/threat-reports/roundup/attacks-from-all-angles-2021-midyear-security-roundup
https://documents.trendmicro.com/assets/rpt/rpt-attacks-from-all-angles.pdf
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o ERIR :
1. Information security risks at industrial companies

2. Positive Technologies: 91% of Industrial Companies Open to Cyber-Attacks


https://www.ptsecurity.com/ww-en/analytics/ics-risks-2021/
https://www.ptsecurity.com/ww-en/about/news/positive-technologies-91-of-industrial-companies-open-to-cyber-attacks/
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3.2 - MEERAER

3.2.1 * Cream Finance =P/ 0\EINZR & 4

Cream FinanceEHF ML
MEBERRFZMER » 1Bk
Hid2,9008E=cEE
EHMENMNZBEBEAZ S5 Cream Finance

BABRZEREAR - BEGEEEB 2,900

i

4

H

L

TWCERT/CC ETCHVEE -

My

b

ENMENZRE®2Z 5P Cream Finance @ 1R 8 A 30 HFE Twitter BiSXA
i ZRGPABAPZRFEEAR  —HBEEEBSR 2,900 EETHNEE -

418,311,571 ¥ AMP {#E ( BEHEER 2,510 =70 ) - PAK 1308.09 BELK
W (BEEER 4158=7T) -

1R1#2 Cream Finance FUHLNIEH - BRBEMNNEREMEE - 752
)

ZRGMMER - RIRESHHZRXZMH "PIEEE 1 ( Flash Loan )
THEE - 888) "EMEANE , (Reentrancy Attack ) ° FisBIEEBERE—BTE
PR @sEsE EMITHEZSEA - Cream Finance WA FOJLUEBLILEXA - 1R

RESERUETREEINRE - ZEBITENNRT -

BERBEELZEREL - ERUWEBETID - RREEEHRN "EMEAL
L,  EAHZEZEINEEEDR  ERXRFESERNERZA - LUEE

WA AHNEBREBES

&R E L E XM Cream Finance B RWESHF - REREZF AU
APEFRE ERC-777 ERGHEERBLAN—ESIRE ; BENEZRE
PMERSEREEZFN AR ZDEMEANE  AMERNEEEE

EE -
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ERBELEXRN - ST (2021 ) EXENZENBEEEFED
S EPONEERIARFS ( DeFi, Decentralized Finance ) “SFERIKEEE) - 1htE
Z= 76% - FAPR1EEE 5 B ; BRETPOMMEEMRFFES - WEFRE
R K S Z SN E LR ERE N - U EEE R0 s SRR ET
g -

o ERIR :
1. Cream Finance @CreamdotFinance

2. Cryptocurrency Crime and Anti-Money Laundering Report, August 2021

3. Hackers steal $29 million from crypto-platform Cream Finance


https://twitter.com/CreamdotFinance/status/1432249771750686721
https://ciphertrace.com/cryptocurrency-crime-and-anti-money-laundering-report-august-2021/
https://therecord.media/hackers-steal-29-million-from-crypto-platform-cream-finance/
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3.2.2 ~ EEIMEEHI S R B EEBRBE ZRNNZEEB RS

5= B B BR BB & 3 £t #438 A 177 B gh FE I BS

TWCERT/CC

s ot S SRR Z SR ST SUEX 2

AR EEE KRR

MEERZ 5P

HEmS MITBHERENHBERE

BERREEE

SEMBESROEN - HHES RBHHBEERENETEINNNEEERZS
P SUEX - #ddl#m< - LITBEHaRENYEREBEHRTEEE ; &
TEEANERBRZMER=BEBUFRIHIE -

B EEI R B SUEX R5Ff - #RBENE R ERAANBEIRRA -
BERZSET AR  MEEBRBEHNVEMRARESE  DIKREMFR
IZRAELE -

BEBPIEEL - SUEX BEEDSI G 8 RU LB EREME
MRS - HEMAMNEBEBRIZEERT - S 40% LI EEMAED FRIEE

EREHEBFEREHMBEBR5EEHHE - HROERITBHRS
B ERESREBELREE ; SEMIEMEL - 2020 FEHREHER
EERANINEERARERS BB E4RET 22019 FN4 B E -

H

BEIREMAET A S Chainalysis FEDRIERIHEE - SUEX B 2018 F£2 A/
LUK - —HIREISE 4.81 EETWLLFEE AR - HPBEHES KA
MENBELTRAR ; B3 Ryuk * Conti * Maze S E)EBEE - £ SUEX RUEE
IRAREAS 2 1,300 BE7T - MMBEEEEIRAARVEIRAZERA 2,400 B3
TG - BEEEETHSEAEIRS - EER 2,000 EETTUE -



Q LEEI AR EMEEEHED D

m Taiwan Computer Emergency Response Team / Coordination Center
ERPHEREMEL - $IBREBRAEMBZERNE - FEBEAD KNG
FHRZEABKR  HEBKSENENEENRE ; EBBASHEITESE
BAEDF  RNBERE  SFEAHEEEF A - RWER - MELTRF#)

FEIE -

o ERIIR :
1. Publication of Updated Ransomware Advisory; Cyber-related Designation

2. Treasury Takes Robust Actions to Counter Ransomware

3. US sanctions cryptocurrency exchange used by ransomware gangs


https://home.treasury.gov/policy-issues/financial-sanctions/recent-actions/20210921
https://home.treasury.gov/news/press-releases/jy0364
https://www.bleepingcomputer.com/news/security/us-sanctions-cryptocurrency-exchange-used-by-ransomware-gangs/
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3.2.3 - Firefox HIR{RE Safepal Wallet $2E1IME - TSEEEFE 4,000

TWCERT/CC

FirefoxiHIRRE

Safepal Wallet$g @453t . . . (S 22
=4, 00055 B—1{& Mozilla Firefox ERIEEIMNIE

T, Safepal Wallet - SFEENAFNMES

B —{& Mozilla Firefox LRIRBEIMIET Safepal Wallet - EFEENVAEFRHY
NMEEE ; AMBFE Mozilla SMEIENBIL EEFESX - IEEKAFPERX -

—AIERE A Cali B Mozilla Firefox FiP - HEITE Mozilla X #E 51 & 3
X - #5H B O Morzilla Add-ons MR Z A E P45 7 S BN Safepal
Wallet MR INB BB EE - AAMBIRECENEREANMANEZ S
WEERERAE AN 0 ; MEEIRRIRE - BIRASE 4,000 ETTHMNBER - W F,
TERIEMERNI P -

BB L EEIEEE BleepingComputer B IFH - Safepal Wallet SMAEF
£ Mozilla Add-ons EPERE7ER - ¥ LZREHA 2021 F2 H 16
E| °

1 Mozilla WARE - EIZE 282 Mozilla Add-ons FIZIE S IMEETC
"ERNERES Moziila AEHINEE 4 ; 1B Mozilla lRAAEELEGEEE
AN ERANZEN  1REEEEEHNSIRE -

BleepingComupter ¥RE35 L, - Safepal Wallet FTEISEEAREL @ 7
Apple App Store #2 Google Play Store 3985 £22 - #iEHEBE S L2REKB
% BRZEZHIEEH App - Bt 425 Mozilla Add-ons FISMNAET - BT

EREE HENREENER -
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BleepingComputer j& FRIEZIFRAE - 133K 7 —E ol gEE2 LEEEER I
BRENEBENAEEE - EREIEERE S Safepal Wallet WZIEHEE - 25K H

F#i A Safepal Wallet B9 12 FIRIEKERE ; SRPBAWERZERE - %8

EAEEEURE  RUECHIKEZEMMERIZEENERESD -

\
/

\
/

(W]

o ERIKIR :

1. Got hacked by the add-on called Safepal Wallet!

2. Malicious 'Safepal Wallet' Firefox add-on stole cryptocurrency


https://discourse.mozilla.org/t/got-hacked-by-the-add-on-called-safepal-wallet/85797
https://www.bleepingcomputer.com/news/security/malicious-safepal-wallet-firefox-add-on-stole-cryptocurrency/
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3.3~ BEREFASERZEM

I - ET¥ VPN ZEH(E - L RBERERESI

EHELTEWR CISA ENSA B8 3%

EEEEEEEY

4 1 ] E =3I = , = =
gﬂf}%{%ﬁ;ﬁ?ﬂal VPN EZi@{big5l - EBZ ATEMIM®E

TWCERT/CC

VPN 8BS Bl 28 NN RZ IR B RYEE ] -

FEELTFEREARBRLETEEMRR ML EHE ( Cybersecurity &
Infrastructure Security Agency, CISA ) EAEZX %% F ( National Seurity Agency,
NSA ) - #IHEIS%M VPN BEL&1EIE5| - SEEmBSZAMENINR VPN
BN 2 N B2 IR B RURE

CISA ¥A NSA TEFTERPIEL - VPN ARGFEEAZTEERZREMS
WAO - AERENARERRERKENEE  BAEATSXBERNEE
By THERSISERE S . ( Advanced Persistent Threat, APT ) 522 @5 - FIBES
& VPN MR ZENEZ REEAERTE - MEULIBEBWMABEAEN - B
MITERES - WHLHNZEHNEN RERZFEHAS - Bl
=E

ik
-M

xEE -

ZIES MY R T M EEL SR VPN EERE - URREERZ SN
MEEAT - DUk SE VPN BRIREHRERD ; BFERB "BERERNRENX
££ . ( National Information Assurance Partnership ) #2855 5275 BE A VPN
Em - BEALMZREES ARELEREE AREBHE - BEREISERSEES
ZIEWER - LURERIE VPN HEINEESE 5% - IE5E VPN Eikz(E
WEREES -

\
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R - EiES|IGRIEHAZBBUSE FREMWESE - BxREZE
#2 % ( National Security Systems ) BAZ BB T EZEMEENUSEBB/ L -

HEEMIESIFILA VPN SR EMSIRT - B —H 225 EEBEmER

:rI

SEEREMEN EFRAFRNFTERASFEN LHERRAELR
[ESHRNLAREEUSZRE -

D

o ERIR :
1. Selecting and Hardening Remote Access VPN Solutions
2. Product Compliant List: 225 Matches

3. NSA, CISA Release Guidance on Selecting and Hardening Remote Access VPNs


https://media.defense.gov/2021/Sep/28/2002863184/-1/-1/0/CSI_SELECTING-HARDENING-REMOTE-ACCESS-VPNS-20210928.PDF
https://www.niap-ccevs.org/Product/PCL.cfm
https://www.nsa.gov/Press-Room/News-Highlights/Article/Article/2791320/nsa-cisa-release-guidance-on-selecting-and-hardening-remote-access-vpns/
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* B RERE TrickBot B EEEE K - H5IEZXERE

EZ(SEAS
TrickBot f{ &
ERREE - ®
SIEEXEERE

ERIBEMNEZIZERE TrickBot IBFED F -

R cmmmmmmesse -

I

—BRLUBRBBERRZEEEE TrickBot I NIBE D F - BB
FREREREZENERM , Bl EERSIEREXE - ZRE—DRENEE

IBEFIRRIREC KBS e - EREMBEZE L EMVIEERSEA - SMEMNZE
RMSEMERBREAE - thEABZE COVID-19 BEFE - HAMHRmMmE @ &
RMENF R , AEGHERENO—FFE - RIOHMERBERRREA

- BEBSHERSIERK - BREEELEH -

SABNRRERHEE WK 2016 KA ERE TrickBot E1TH &
T 2ERZ-—ERBIERER ; ERMEERERRER -

B2I2E RS TrickBot 2R IKH BB LR - RESEREE]
& TrickBot * BazaLoader * BazaBackdoor * PowerTrick * Anchor 55 ; ELEES
MEBAZHRKNBEEMBHERE  DBINASKEEN - THEE - &858
BIEE -

IMERSHEAM RGBS HEA TrickBot ZIREEHARE - E1E=E
F B Ryuk #2 Conti $HIEERES - IBFEERZK R TrickBot °

BzESMREEERESS AR ERMKER - BoUANEEH
NENEREEE ; thRth TIFRARRATIEFM - WRAS KRBT



SEEREREHREEERRE DL

' ! m Taiwan Computer Emergency Response Team / Coordination Center

AR
ZaHBRENRERZE  LTESBERERZZRAREERRSIERS
, 2R - —ERBRREWRSIEERE - R RBEERRBRENTAE

1

o

R

o ERIIR :
1. TrickBot gang member arrested after getting stuck in South Korea due to COVID-

19 pandemic

2. TrickBot gang developer arrested when trying to leave Korea


https://therecord.media/trickbot-gang-member-arrested-after-getting-stuck-in-south-korea-due-to-covid-19-pandemic/
https://therecord.media/trickbot-gang-member-arrested-after-getting-stuck-in-south-korea-due-to-covid-19-pandemic/
https://www.bleepingcomputer.com/news/security/trickbot-gang-developer-arrested-when-trying-to-leave-korea/

SEEREREHREEERRE DL

Taiwan Computer Emergency Response Team / Coordination Center

3.3.3 - EIFSIARERENE - FIEERAMRETEFR - REBALEE

TWCERT/CC
EE e PIESZEIHmEmEEINE - FREE
WE - FFEEMA
L2MEE > %8
Gy D N (=

Bl < M5 PO RO SR TE NS - RSB

FERBE=EER -

BIEE)AER ( Department of Justice ) HRI BB EHBENE - FiAAZA
BPNEKNAMRIIFREZHEINZ M AT - ERZEUESANEEINY
EFREZEFE -

BrIESlAEE S A Steve Maglangu 3"~ - ERETHEENRIAG6
H ESEZEUATABPHOERZHERNE - BAURIE TEIMNIAR
#MEAFHUELEREE - AIERZEUNE A CRFE A ERSERF -

BRIFENFEZTE  eRBEIFUIBHAAX - EFRER

FF ~ Email 24 EREIE A RIOBAERES -

FI3F B AERE S A Steve Maglangu 35 - 52 BB E) BEEANTIE
B BRITEESHERZRF I REFREZINE{IEEEEEF  81ESE
NEWRI - PURAREREF - HEREEIATLIEEEREN  BFLIKEE
( Child maintainance payment ) ISz ff BRI BxE=H -

Steve Maglangu 137~ - BRIFAEE B 2R UKBESNIXKELLER
F ; BRIZEMNIEERI—BEHA0 EMail 248 - UWRETZ S EREHA
L - ANBFEIFFEVARNRAZ BT NUERWETERAMSERN - ERNES
59 WBF A% - Ha#lASmA -

F+ﬁ+

mIFELARMEL - HADRBEUNRBRSAEERINEWEER - 10
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RATRRERIAERREFHERKE ; BELERFL - (EIFEVEE
AW EFRBENERKERE - TN BB AT Email 248 - FFZEMNTRS
NESHAHBERES -

o ERIR :
1. THE DEPARTMENT OF JUSTICE'S IT SYSTEM ATTACKED BY
RANSOMWARE

2. Ransomware encrypts South Africa's entire Dept of Justice network


https://www.justice.gov.za/m_statements/2021/20210909-IT-System-Breach.pdf
https://www.justice.gov.za/m_statements/2021/20210909-IT-System-Breach.pdf
https://www.bleepingcomputer.com/news/security/ransomware-encrypts-south-africas-entire-dept-of-justice-network/
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3.4« HERRIRERIANRN

341 FEZESHHRBFFEBEEER -

; | ZEHPAERRTRTELER - 5L
| REBSAERE  AEESMHETE
| REE ) ERAKEE 133 BER

I' SFIHARL  FEUBFEEBEREMN
|

MESEFIRE - EXBIENNEBXREEES

1D

I e | E133EET -

EEFFEER ( Federal Bureau of Investigation, FBI ) e E L i#
o IELSEIEAL  JFEUUBERESTIVFEKFEREZZE ARG
- EXBERNEREEESE1I3EET -

FBI &% - SRR LRFR - BEE2EAF e L EREENS
7 HEEREFRENWKR EXREBH MO - LRBBCHBHTEABE
% FREREBARESGE - BRETEAHTHFREE - AINERREE
Bk - EXENHSMARKSEMNNEARNS -

IIE
JM

REXRMT - SFRBFUIIRZZNERE - EZE T UE IR
ZENEEANENENREREZ  FHEXEZLHURE , FIREZFENR

- XELSBEEEIEREZWRABERHORESE - REMABZE
% BEREZEEM -

FBI &% + EARGEREZAMMAL - BEEHREZOIERREHRE

1B FBIW#ETEF - £ 2021 FF 1 B 1 H¥EZ 7 H 31 H - FBI -9AREICE
SEMRER T/ ( FBI Internet Crime Complaint Center, IC3 ) —H 35 1,800 411
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I]

FRMEEBFFREEEM - HENBEXRERGTSE 133 8=l -

FBI ZZ A AP RZU NG - (REECAREER LEFERST
£ OEEHAZESEANETEUSRRZURE - AEESBEEECH
ERMERRERN - SRERITRE - BoRHFRE - HIRSEEAHEASTESE
MR LEMRERE - LWEARKHIRSERE - IAZEEETUARHEAVRE
EARERS

o ERIKIR :
1. Scammers Defraud Victims of Millions of Dollars in New Trend in Romance Scams

2. FBI: $113 million lost to online romance scams this year


https://www.ic3.gov/Media/Y2021/PSA210916
https://www.bleepingcomputer.com/news/security/fbi-113-million-lost-to-online-romance-scams-this-year/
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RENBH A S HTRIFAINE - 2021 55 2 FHEMEIBAGBLE

BERMETAHE
ZATRFS RO EE »

2021 F2ELLERIE X
EREMUE

BFRMEEY - RETHEETS . Y
S RERNSELE - RE 2021 &
w1 EIM . BEAENE -

BEZME Atlas VPN BRIRERARRESEL - RELHERTS  &H
A RFHEBNESTEREWEEE) - K1 2021 FF 1 FHE 2= - T
S 561.8% °

Altas VPN EMMITFRIME - %5 PhisLabs SF#L ; #8 PhisLabs WEZL
MRAERT - 2021 FFE2F  BBAHTFERBNIBAERREE -
S THEEFIERILE - IR 7 LT R A AIE 561.8% Z9h - HIBNNE

K RBRERESE (187.8% ) - EBIEERER (112.5% ) ~ MBS
(13%) ~ EHEFH (49%) °

BBEADMTE  7£2021 F5H 2 FTEMBEFYEEERRREBIONRE - &
2021 £ 1 T/ BIFERITE (102%% ) ~ EFEE (-19.7% ) ~ BEZE
(-23.5% ) - EERLEREE (-49.2% ) ~ BEAE (-523%) °

ZIMPAMEMIBE 7 2021 F52F - BRMFFORINIEREHE
LB - HPEEERMGEASTR - B 45.6% - ERBBEEM A MBS D

(21.8%% ) ~ R E (19.1% ) ~ ERFEE (13.2%% ) -~ BEfemzE
(03%) °

ZmEaEL  BEEIEABREBENERED  RECHTEHKIE
AREREBENWERR ; RME 2021 F5 2 EMNFHRTHF - JUIBELRBEIL
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DT ERAABEFERHNENTFERIEM ; £ 2021 F£ 1 A - Atlas VPN

BEHRMNTHTIERERS  8HEK33.6 1% - 7 2021 & 6 HRIEMNE!
i 50 1 -

o HRIKIR :
1. Social media threats for payment services jump over 550% in 2021 Q2

2. Atlas VPN Finds Social Media Threats For Payment Services Rise Over 550% in
2021 Q2


https://atlasvpn.com/blog/social-media-threats-for-payment-services-jump-over-550-in-2021-q2
https://thefintechtimes.com/atlas-vpn-finds-social-media-threats-for-payment-services-rise-over-550-in-2021-q2/
https://thefintechtimes.com/atlas-vpn-finds-social-media-threats-for-payment-services-rise-over-550-in-2021-q2/

BEERARGHREREHEP L
m Taiwan Computer Emergency Response Team / Coordination Center

3.5 TEIREELZAR

3.5.1 - BEXMEASHRECIELERAY USB-C BH4R

Lightning BHATEER  BRSHH

iy

mhb - AEEsAPWAEM - WEK
Bw=E 2 2EZHMIRRRAERLR -

—UBZIHRAEBRLE —IRINRE—AR Lightning EEHRTEEE - B
NERHRER - JLUEaAFPRAEN - TEBRARE  SBRESENER
E—REZIMIBZERERELR -

EEEZMRAAEBES MG - MG HBHNEKRES "O0.MG .1 HNEH
#R - — I EiF 2R USB-C 188 - 55 —ImRIZHER Apple 2B EmAY
Ligntning 88 - £ MG 2RAVAEE AP - /_80 L BEIR O.MG IR BHR
8 I Mac E4EE Magic Keyboard 28818 - 2B WA E E 5 —E Wi-Fi 4R
IS ENEE - W TEE—ERARBRZEENNERFER - RRE N EREE
2 NBEE - ITR—ERERERE - BEREWAPEZRE FTWMANMAEF

al

O.MG ZIIH Web 5 - Bf ¥ JLIBENAPRREIWAFITIN - o]l
KSEAZEME RN ;, E2UUREEEREFERFKBESHEFLEATHME
B EPITERBREN - BEERINE - LeERHIR -

MG #EHRIER "TOMG.) ZEEHE - BERERF_N "Em. - ZE
S — A GRS IEBUAR USB-A ¥ Lightning 7 H ; 52 ARAH
= XA USB-C FRE - HERE/) - FAEDNERIMIBZEHEERER ; 8
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MG 7RG Z RINEAE -

>/

USB-C fRAR O.MG B2RB8H#R - AR oJLUHTE Apple B Magic
Keyboard FFEEVE R - o] LI EEH USB-C 1HEIR A FZ1ESZ1E USB-C &
ER AR BB RSl 1 - -

o FRINR :
1. O.MG CABLE - LIGHTNING TO USB-C

2. This Seemingly Normal Lightning Cable Will Leak Everything You Type


https://shop.hak5.org/products/o-mg-cable-usb-c
https://www.vice.com/en/article/k789me/omg-cables-keylogger-usbc-lightning

SEEREREHREEERRE DL

Taiwan Computer Emergency Response Team / Coordination Center

3.5.2 ~ Apple fEfETIBE AR NSA Pegasus BEIFREXEZRY 0-day i

Apple EZE1E i0S B89 2 @ 0-day i&E -
AppletfHiOS. macOS
FNon pessoroian o RIA R LERMRIEE Pegasus AIRIE
~day &
| ~ FATR I EE iPhone £ Mac 328 - DUETTH

IREERI A -

Apple L FRFTAR Mac ~ i0S REMEEZRMREF - LEZEE i0S F
89 2 1@ 0-day J@lE - 2 miai@ =B E L B SIEREAS Pegasus KRERANRNE

iPhone £2 Mac 228 - DUETTRRIEAE RIFEEN -

EBIEEM 2 @ 0-day JRE D AlZ CVE-2021-30860 E2 CVE-2021-
30858 ; CVE-2021-30860 & 7F /X i0S B2 macOS & CoreGraphics F Z #HIEEE]
BADEE - BZEZEYUNAREMN PDF ERFEIRTE - 7 i0S £2 macOS 3
WITHESREDE -

5N+ CVE-2021-30858 B2 —1E=FHR WebKit Bl E281Z/0\ 5P/ ™ fE
HEBMECIESE 1 (use after free ) J®i ; BZE& 0N ABHENAEE - £
iPhone #2 Mac Ef& F HITHEERENE -

BEZ MY Citizen Lab WA ETEH - EMERABELZERZIFEEX
RIEER - [FRlEMU SR RE/AE] NSA FEEH Pegasus B = BIERENEE -
o850 KA AEME 0-day &) - EELERIBIMEN - HEFEALE
TRRIREEE -

Apple BERELPARBER - EIFEZA S HEEFE 10S 14.8 ~ iPad OS

14.8 ~ iPod Touch * Mac FAIERE + Apple Watch FE 24 E ; EIRAY macOS
Catalina #2 macOS Mojave P HY Safari Z| BRI BERAEL - FHFEIZA]



BRZAERETRDER - UeBREZEENAREFRRDKE -

o ERIR :
1. Apple security updates

2. Apple fixes i0OS zero-day used to deploy NSO iPhone spyware

3. Apple Issues Emergency Fix for NSO Zero-Click Zero Day



https://support.apple.com/en-us/HT201222
https://www.bleepingcomputer.com/news/apple/apple-fixes-ios-zero-day-used-to-deploy-nso-iphone-spyware/
https://threatpost.com/apple-emergency-fix-nso-zero-click-zero-day/169416/
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3.5.3 * Google i 2021 &F 9 B Android EZimAEH

R WIVAR=SB=M Google #THAE L 2021 £ 9 B Android

Android EZRHER

BEREWHE  —HEE 40 BEZRAE -

TWCERT/CC

HbhaiEZERESHRRE -

P

Google ¥TEA#E L 2021 £ 9 A Android EZEHE - —HIBEZE 40 {E
BELRE  EPEEZERESERRD ; Android RERFEBRIIERER
MHEENER B - —AEMaH - BB ZIER -

FEER Android EZEMEI D AMAL - 9 B 1 HEEMNE—RIERE -
FIESMBESHARET - BF—EEHR Android 8.1 910 * 11 EZ{ERA
Framework BRENE - H CVE #R5%4 CVE-2021-0687 ; Google EiE R E
ZBHPIEL - BElRZEETURNA—ERENE B RIDRE - EMK
Z MR BRFEPEER ( permanent denial of service ) °

Google TF Framework FRIEE 7 ZiE 6 EHMEZRIE - ZIIR
SHREREE ; HPA S AUEREERANTER - 1 BREALER
g o

MES MR 9 B 5 B#EEA Android EZB@HE D - —HEF T 23 &
BZmE - 7R Android fEZE 248 PRI Kernel ~ MediaTek ~ Unisoc °

Qualcomm * Qualcomm close-sourced FZEBHFZA -

HohB 7 BEEEFHIFIEEEETE Qualcomm closed-source AT - bR

\\\\\
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#E2R Google EHAET ¥4 Android AL ELEME - BEHREFPF LA
Android FRE - WEBA Android RAZFEE2REMECGBIRT - HZEEE
FH Google WEFMEl - REEEWERBERMNRAFAER ; HILHPEERNEIEER

ETEWRIRMAAEN - WHEAEUEIER ; EF LERRMABRH
EHRBREZERE

o ERIKIR:
1. Android Security Bulletin—September 2021

2. Google Android Security Update Patches 40 Vulnerabilities


https://source.android.com/security/bulletin/2021-09-01
https://www.securityweek.com/google-android-security-update-patches-40-vulnerabilities
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3.6.1 =B—BEBETRALSTZ4% - MR 21 GB Eil

__‘ - —RRERREBEARNOEAHSIFHLAYEE

ey BWET  EEZECRESE  BAERE

k% 21 GB H#
MMV E RS 24 - =AM 21 GB B4

—BREBREBRANEHSTEFL ( New York Credit Union ) RIEREEE T
Juliana Barlie - EEZEBUREER  FARTHEBEMNNERZS - BEMER
21 GB WWEZER - HRIoBaAENEEH -

BB E Jacquelyn M. Kasulis ¥ - Juliana Barlie R ATEAXERSIE
HEEEETFNRBET - £5F 5 B 19 HEZEURER - R 2 K&
FRENZGAEAENEAZEMNNERSE - UIESHRZEZEZEZFZHEE
#

BREmEEL  #AANGEHSFENAE  B2KINEZENEH
EBNAE - MERZEBASNEAER - BBEAZINIMEBLRKFEIE
AT ; B2 Juiliana Barlie (IO ARRATIFRRENEAEZN - BEAANE
RAEFtM TIFRERASR -

Juliana Barlie 18 5 A 21 BEAZR#4% - LUK 40 DGR - — MR
7 21.3 GBRIER - B14E3 20,000 EHEZE - LUK 3,500 EIERIZ ; w4 MR
MWERD  ALEZREMNEFERPFERN  EEROEZEMRES
BHEMZENELENRES -
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=5 A Juailiana Barlie E22EEHE - DIEAZMBBRANESSLE
X—SEFAK -
HAMNERSFLBEARERMRERNENIESR - BIIERIMEE
—BEnALA  MEREEEMRNESR ;, 2GEHEFHNERERIEED
AMZATE  FZEPWEERARIERPHEAHT ERERE -

o FRIZNR :
1. UNITED STATES DISTRICT COURT EASTERN DISTRICT OF NEW YORK

2. Fired NY credit union employee nukes 21GB of data in revenge


https://www.justice.gov/usao-edny/press-release/file/1428871/download
https://www.bleepingcomputer.com/news/security/fired-ny-credit-union-employee-nukes-21gb-of-data-in-revenge/
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iTHAGAER ~ Apple * Chrome * Adobe 32 {EMHIEI - RERBEFEH

TWCERT/CC

iTHATER ~ Apple. Chrome.
Adobe#fEXREMHIEN - B2
FEAEREEN

Microsoft * Apple * Google * Adobe 5[

BRARR - SRR E M B IREITER -

AR BEBWZA - FSRECEENZFAEEH -

Microsoft :

2021 £ 9 B 14 H - Microsoft £ ¥} Windows BHEEE ML 2 M E
ooBEmTETREZERE  EPEE4E BRE" SRR -

AR5E CVE-2021-40444 B9Tm)E - B©E 52 Windows 10 F1FFZ% Windows

Server KR K I Internet Explorer(IE)HY “MSHTML" #BfF - Microsoft Z &% %
AW A AHEERE -

CVE-2021-36965 2R ERIE Wi-Fi BE1EERN "WLAN AutoConfig” B
R - BAEN AZREA LIRS WEEEEENEER—E Wi-Fi 43
B - BIOBEEREABE -

CVE-2021-28316 £2 CVE-2021-36965 81l - B52 “WLAN AutoConfig"
R - R oI MR 2 HIRIRE -

CVE-2021-38639 1 CVE-2021-36975 BB R A InHTHTRE - BEATE
CVSS ¥ L EEEIRHITE - BEREFZEXREHEY Windows hRA - FrT
FEWERBEETER -



https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-40444
https://msrc.microsoft.com/update-guide/en-US/vulnerability/CVE-2021-36965
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-38639
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-36975

Q LB AREREEEHED
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Apple :

2021 F9R 13 H - Apple L 1 IBEZEH - BIE" zero-click” i0S /&
JA(CVE-2021-30860) - TEFLE Apple 52 _EFARSCHRFFTAES - NSO Group
B2 ERILRER L EERENGE - RIEEEITEFHRE -

Google :

2021 £ 9 H 13 H * Google 271 1 #TARZSAY Chrome 2 E 2% - 1BELIENR
| BEMNAR L JBRAIEARARELIR "B BIER - 11RE
FIREREA—RIEE - tlfEE2 "8 RIMSEERRE AR
RALE - HBERNAURHENHCEMX ; BFERRSEENX - ABKRRE
EENLEZE—AIERRE - LU Chrome B2 BB EHREIENIZ EE)
ETER -

Adobe :

Adobe #THIIEE 1 1 Reader * Acrobat A A= EH M ZE mBIFTIRAS -

o ERIKIR :
1. Microsoft Patch Tuesday, September 2021 Edition


https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-30860
https://en.wikipedia.org/wiki/NSO_Group
https://en.wikipedia.org/wiki/NSO_Group
https://chromereleases.googleblog.com/2021/09/stable-channel-update-for-desktop.html
https://helpx.adobe.com/security.html
https://krebsonsecurity.com/2021/09/microsoft-patch-tuesday-september-2021-edition/
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3.6.3 * JIFR—IFAVENEE 2 REvil

- BERIBES

I — R RSB RERE Vil
BERBEH

BENBIASNEEYBEINE - BREUER

RIRAF ILEFREBERS REvil - 31H

weesryec NS - EREA R -

BRI

FMEREBAZTAREDERE - EHENRSEXREBRE
BR - BREERRZAFILEFNSERE REvil - THXEREL - BR
FRUAEEEN I EE -

BELEHZEEES BleepingComputer #iZE35 1 + REvil [RATE Tor NI&E A
EXEEBENZTHRNAL - R
KENBZENMNEEER Kaseya VSA Z2IHEE A M RANEER

B —EERERRREE ;
EREEEE

—ERRERETPHNERE - TE
B Bt
ZAIL B EWEEE ; BBX
a2 #4915 - B2 REvil BZIREEE "HE . BEUEE
NBEYZAEKERFER  BEO—
LS

BrEIR7HR%E -

EHEE - RKEHENNHER
; AL HZA AMBRIEENF - BELME VirusTotal UL

\\\\\\ RRIRAN

»—7H - REvil $fEEENE - TEHLIRERLERFEHEERES ; 8
ERE R REvil ZZEESRVIRSE "UNKN, )2 BUHIR - BAES—(EEHEE
"REvily BV ID 5 - ZERAEEED - 2A KM UNKN ojgeE )
RENUZEE - BN LEZIREERNERRMESBSAEMNEE - ZE
R EIEEME ; 2R - ZRI s ABUEHHVSAY Kaseya $IEMRE £

i HEESZERNFEEREHINSER -

m
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2835 BleepingComputer B FHIEEE L - S/AEMIE I REvil ZETHY
HR - MREITDERT ; Z—ROGEEHELZINF AEE REvil B ERHEEE
Hah o UEEZERENEEER - "REEHKRE—T. -

S
"

fFam Y - REvil AFAORENRAFERE - I T RS AEEBERERNS
WEZIRE RS , SLNFREBEULEERNNE B AEPBERENRES

k=113

o ERIKR:
1. ab0aa003d7238940cbdf7393677f968c4a252516de7f0699cd4654abd2eTae83

2. REvil ransomware is back in full attack mode and leaking data


https://www.virustotal.com/gui/file/ab0aa003d7238940cbdf7393677f968c4a252516de7f0699cd4654abd2e7ae83
https://www.bleepingcomputer.com/news/security/revil-ransomware-is-back-in-full-attack-mode-and-leaking-data/
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- IRHETRHI BRI B AR S

W R I M P& RBul letProofl ink
ZIZEAE > RETMMNARE TR,

[ ]

MR HBRELER - IFLZ QTR

R—EAXE "HREKRE ., - REBE

(BETHARMENETRHIR -

MEASIE FWEZ I EAL Microsoft 365 Defender Threat Intelligence
Team T HERELEHN - IFHZ A EIR—EAR " H9RAIAR |
( Phishing-as-a-service, PhaaS ) - IRt B & LETH R ENE]BEHIRE -

MEEL - ZIRBERNZEERRHMES BulletProofLink - 1A
BulletProftLink 3¢ Anthrax ; &ZBERSIRHASIRINE " k¥ . - ERFEEHETR
& "B TEMH . (PhishingKits) - AREANREHEE AEMNFIRAE
RSB AREERT - DUKGTRGIR KRR - AR 7 DaiseRERII - 8
BRENVRAGHRE  FFREIETE - AEBRINEAEN - EAEMER - L

"EERHFEAREA L NEGBRTRES

MERER - ZBUEIRAERERFEREEVNVRKED - A RS
SRNFAE  HP—EXRBSAHPERNFEREENRSE 3056 ; 5%
iz T IRFS . BEARM 100 U LRSI REHAREINER - ARBEFZS M
FREARRTS -

MERZRIR - Bulletproftlink EI32& 7RV ICQ &Y amAF 4 - XFIRHEA 1,618
ZHE  ASHZZEBERBEAENNEEEE

MERTIIEH - BulletProofLink BIESRR M IREHNRRHF 2 - BE &
B i NAZEBH RS NBFIRSNEAEMSEMEEEN - tZR&ER



O - FAZBERINS —ZIE0R - DUBXRARESE - B5Z%E
RERARER -

o IRIIUR :
1. Catching the big fish: Analyzing a large-scale phishing-as-a-service operation

2. Microsoft Warns of a Wide-Scale Phishing-as-a-Service Operation



https://www.microsoft.com/security/blog/2021/09/21/catching-the-big-fish-analyzing-a-large-scale-phishing-as-a-service-operation/
https://thehackernews.com/2021/09/microsoft-warns-of-wide-scale-phishing.html
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3.7 ~ RiERRRAER

3.7.1 ~ fERET ¥ CVE-2021-40444 B E 0-day JmiRE L ES#RRAE

TWCERT/CC MBS L EHE —ERE 0-day ijRiE

MERFTE CVE-2021-40444 e s -
e s s ESRIRA R  2iRE T ERRESE

RIgEE > B Office BRE
RCE Bz{sHE

IE Office 365 B Office 2019 - dii Bi&

ImMITEEREIE -

MEBHAI 22 —ERE 0-day RBENWERBERAS R ; ZRE0
EHEZ(SEWE Windows 10 R Office 365 E2 Office 2019 - Y B iEIHH T
BIEIHE -

\ B

ZREM CVE #R5%E %4 CVE-2021-40444 - H CVSS BIRIZEFT D SIE 8.8
D ORARI07D )  FTESEENMEER - M Windows KIEEERMR
( B35 Windows Server 2008 * Windows 8.1 —E %l Windows 10 FUEZRRAS )
B9 Office 365 2 Office 2019 -

fZm 7 MSHTML F&4t% - S —ERKEREmE L AVEESR
7o - AR Microsoft Office X2 ; B2RECIMARNZZER ActiveX 1%
%18 B F45 3 Microsoft Office X IEERFEILRE - ZEEREEFRMZ A
A ActiveX ZHIIE8 BAY Office X4 - BIOJREEEIKNE -

ABMEtiaE - MRAFPZLIREET - SEE 1B Office 365 FHY
Application Guard 2RFARIEA R £ FEREE Office XH1EE - HREER
[EFEAARE - H Application Guard FEE B AR EENHPREEFRR - A0
RERERIARNERZRS - AR ASZIKE -
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B - IRE R A L FEAB R T HY Microsoft Defender Antivuris PA K

Defender for EndPoint ( ARZN 1.349.22.0 X EFRA ) - AFTEEX2RE -
AEET) CVE-2021-40444 FIILEE -

AP O 2RMERHNERERTR - FEEEELFER ActiveX
I5H -

® CVE#m5% : CVE-2021-40444

o FEEM/IRA : £13F Windows Server 2008 * Windows 8.1 —E 2l Windows
10 I RRZAS _ERY Office 365 B2 Office 2019 ©

o MRAE  MKMEIERIFA ActiveX ZHIIE -

o ERIR :
1.  Microsoft MSHTML Remote Code Execution Vulnerability

2. Microsoft shares temp fix for ongoing Office 365 zero-day attacks


https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-40444
https://www.bleepingcomputer.com/news/security/microsoft-shares-temp-fix-for-ongoing-office-365-zero-day-attacks/
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3.7.2 - ZXME SoC EmPHIEFT HE S B E BrakTooth @@

EREXURTZIEXMBERNERL &

rﬁSOCEﬁEPE’J% . =t
t&gﬁ;ﬂﬁarakmthﬁﬂ # HEASNEFTERItEGTERESR

SRERKEBBTES

imiEl BrakTooth - T B BB IR A FELISEE)

TWCERT/CC

ZEELETEH -

i

BEZEFXHAIRRMARS  BLHBRRTZXMEERNERRZRSA
HASNET ELR - FEIFERENELZRE (75 "BrakTooth, )
O ENPRERURHZIEELZWETE

REFIMER AT RBNELINFTAS - HATEEEREHE BrakTooth
RIEFAMRHE ; EELMMEERE 13 XMEELNERR 24 ( System-
on-a-chip, SoC ) - EPREES & E(TF A BrakTooth J&)E -

#WIE27A BrakTooth JEHM SoC Em - BZARZEEZEFH - EH
EIRE L4 ( Infotainment System ) ~ ZBF0BEN - £ FRIEM - FRE
B - REERRAM (NER - FE - EFWIN - EFERSE ) RAREERE -
WARIRE - BAOBE - B - IERE (MYUBENEEZEHEPLC) F - &
g0gEETRAML -

i}

X}

WEMR - EEBLEZ G SoC EmAYME - 44 Intel » Texas

Instruments * Qualcomm * Zhuhai Jieli Technology * Cypress * Bluetrum

Technology * Actions Technology * Espressif Systems * Harman International *

Silabs F AT HHE+ =7 SoC Em °
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W5 AE&% - BrakTooth Sl O ZEBX IR BB BB Z BN ETE - EF D
AT AR F5 PR ER ( Distributed Denial of Service, DDoS ) W - & PIEE %
4 "3E45 L (deadlock ) MELAERAES ER - Bl TERENES -
E—RImAHRIEIKEIZE 20 & CVE #Rok - P EI1E Espreessif
Systems * Cypress * Bluetrum Technology 5572 SRV E m B L ¥ ERIERIZE
I HttUBZX AT EFEEREREGE -

1]

o BRNR . SEFTEMAPEIRENNE UKBENRFENEKE -

M

o ERIR :
1. BRAKTOOTH: Causing Havoc on Bluetooth Link Manager

2.  Bluetooth BrakTooth bugs could affect billions of devices


https://asset-group.github.io/disclosures/braktooth/
https://www.bleepingcomputer.com/news/security/bluetooth-braktooth-bugs-could-affect-billions-of-devices/
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3.7.3 ~ Netgear B E=EmEEZRE - %

/ 2IKMABEEmM AR Netgear (EEFEH

TWCERT/CC
Netgear{&E= i — 0 ££ 7 X B %3
B TR T EEERERREN—EREELR
A > T ﬂz@@*” - S S S
ZRERR IS A - BZIREONAELRE - s
_ Rifgeasts -
FIKADAE AR Netgear HRIHEH BN RN - BEREEZE__+18E

SRRBBN—EREELRM ; REEUNHELERD - TEERIRIERR

E—EHEEENRE  DRHEEZWFEAEMEE The Demon’ s
Cries * Draconian Fear * Seventh Inferno - BEIEI# CVE #R3%E - {BE50]8E3S Ak

BLESRIRBRNVITHIHIRERZEZINGE  EMetHEEARPEHE—D
WETE) -

Demon’ s Cries SRR CVSS DEISESS D (mAm 107 ) -

BREL 2RO EREENREETARERER  REEUEUINEEEE
HEAEM  THREEZEESENRZBREERE -

BEZMRAEEY - #ZmEE Netgear Switch Discover Protocol ZA ;
MRABERIE—FEO UM BEEARZRZFRNGE - FEREENERITEA
TEARNIHEE - T eeFRERERE -

Draconian Fear Y CVSS D 8lA& 74 7 - ZEREWNRAESIHEEFEHE—(E

IP - BRE—EMEEERENE AR IP - BIOJHE & Netgear 21288 web &
HEZENEMNTE  TEANBHERRESENRE  EASEBETE ZSE -
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IR A E B ARET ¥ S = &%) Seventh Inferno HELFEM 4T - A8
Netgear B EE N _ TS EHRETE0HE - HEREMRAFE ;
FF Netgear IR - FEXIR Netgear ELZBIMAVRE - MBERIBRM
BISREBAR R ZEINAREERZRE 2F] - WHEREH

o NEEMMAK . 25 Netgear ELIBH -
o FERAE . BMESMRAFES -

o ERIKIR :
1. Security Advisory for Multiple Vulnerabilities on Some Smart Switches, PSV-
2021-0140, PSV-2021-0144,

2. Demon's Cries vulnerability (some NETGEAR smart switches)
3. Draconian Fear vulnerability (some NETGEAR smart switches)

4. Netgear Smart Switches Open to Complete Takeover


https://kb.netgear.com/000063978/Security-Advisory-for-Multiple-Vulnerabilities-on-Some-Smart-Switches-PSV-2021-0140-PSV-2021-0144-PSV-2021-0145
https://kb.netgear.com/000063978/Security-Advisory-for-Multiple-Vulnerabilities-on-Some-Smart-Switches-PSV-2021-0140-PSV-2021-0144-PSV-2021-0145
https://gynvael.coldwind.pl/?id=740
https://gynvael.coldwind.pl/?id=741
https://threatpost.com/netgear-smart-switches-takeover/169259/
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3.7.4 ~ Netgear B EZMEBHBRERE - IERBRRARRATEIEEENS

N i B S EER 2 Hm %
NetgearfsiE Sk etgear FTHIZEZH A IR N SR Y R
e crn. EEZRA; ZRATSHKEEERN
HTEERRE
TEERRE SYURERSEINE

ERT/CC

TEIREM - LEEI—RERE

EIRFEBEARM Netgear THEERELEF - BEGERINEFEARIE
BEZRA CVE-2021-49847 ; &2 o/ ENBZEERHEHITEREXS - =
S ENERPREUBETHREEN  LBEI—&EERE -

2R TZ I Netgear IRt P ETR R D RS ZESINWEEE " Circles 2
N - ELERIEL - FE#1T Circle Patental Control Serive W EFTBRES - WE
ZO BB PEAREFEESE L Netgear R root #EFR - WHMTT
TR -

WEEENH Circle JRIHAT - MATEAZEHZ PRASAEEE - TH
FESN R EL R Z IS ER AR B E - TN BIL R e L -

BELZEZ - K Netgear IR AN B W AFARFMERTRAS 2 AR IZEH]
ThEE - (BEBARNIERERLT - HEIRVARTEER daemon Circled 8% 25
REETER - RIBRZE B EERRM AR REZESITNEERY Netgear FEH2S EF
RLERE -

EZEZRHM - —BEREZERINA R IR ZES Netgear FH2S - B0]ZE8
AR NAS AR - BRI EMIUEHEEFSKNBRIBER - WHRHHE
i SARIRBZIR I EE ; BN SE BN AT 2R E B E R PrintNightmare W EEEE) - B2
HEYBEUE -
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2R 2 Netgear BHSBZHANHEB 11 1& - ZXEEXKH / /NERAEREH

AOMETE - BUSEBIHE R6400v2 ~ R6700 ~ R6700v3 ~ R6900 * R6900P * R7000
(1.0) ~R7000 ( 1.3 ) ~ R7850 * R7900 * R8000 * RS400 %5 -

® CVE #®5% : CVE-2021-40847

o SEEM/IRAK : R6400v2 ~ R6700 * R6700v3 * R6900 * R6900P + R7000
(1.0) ~R7000 ( 1.3) ~R7850 * R7900 * R8000 * RS400 & - 5% Netgear
BELZRBMAR -

o MERAE  EMFRERIMAE -

o ERIR :
1. Mama Always Told Me Not to Trust Strangers without Certificates

2. Welcome to NETGEAR Support

3. Netgear fixes dangerous code execution bug in multiple routers


https://blog.grimm-co.com/2021/09/mama-always-told-me-not-to-trust.html
https://www.netgear.com/support/
https://www.bleepingcomputer.com/news/security/netgear-fixes-dangerous-code-execution-bug-in-multiple-routers/
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3.7.5 * Exchange Autodiscover #5:% - B ESE+E Windows BB EAE:

TWCERT/CC BEZMREABEEIR—EEI Microsoft

Exchange Autodiscover 17 EzZ 5T E (F
HHRNERIRERAZE NSNS+ EE
Windows AFEAEH -

B2 Guardicore AT AE - HEIEIR—{EE X Microsoft Exchange
Autodiscover B E B FIERNEZIEH A - oIESEEEIX+EEM L
Windows FHF & AEG -

B ABTEY © Microsoft Exchange Autodiscover FYIARE - DI DIARIEE
FARRLCERTHREE - BEARRENFR Email AR, BF®
H Email BRI ( #I40 Outlook ) FHAIRIEENEE - BRAEASEEAE
Al {E 2522 @ Exchange Autodiscover URL - DUETTERE AR - Wi4ERE
[afE &R Email BARE ; BURERZBNERHENFAERE Lt URL -
MERBE—EFRTERRR - BIZEZE—LETJBEF A Exchange Autodiscover 1%

Hl#9 URL - 340 http://Autodiscover.com/Autodiscover/Autodiscover.xml

MEAERY  BEMEEESLR Email BRI BTESR URL © O
BER AR BTN GRS ; RIHEBEELAEVITEHE - A osEWEIA
Email BAHRENEREKRBEZENVRBEEAEM -

Guardicore A tEEE R ¥ Z @413 - Y0 Autodiscover.com.br
Autodiscover.com.cn * Autodiscover.com.co * Autodiscover.es °

Autodiscover.fr * Autodiscover.uk & - BF o] LI E FZ/D'H Microsoft
Exchante F§/F Email FEFRZIRERWEAEN  ERE 2021 F4H20H
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22021 £8 H25s HWINEZHRE - WEEIRBZIKE 10 BEAEZE
Windows FHEHE AMRIREAZAE -

o FRRAE . ELEXRER EMEIENHELEMEZENR - SEEEBEFXK
2k, DNS 18] IR 28 B2 FR & {£12] autodiscover.[tld] RFU¥TIMNEAR - LIS Email &
AEAEINGHARPEARE  WERIREIGEIIEENE -

o ERIUH
1. Autodiscovering the Great Leak

2. Hundreds of Thousands of Credentials Leaked Due to Microsoft Exchange Protocol

Flaw

3. Microsoft Exchange Autodiscover bugs leak 100K Windows credentials


https://www.guardicore.com/labs/autodiscovering-the-great-leak/
https://www.securityweek.com/hundreds-thousands-credentials-leaked-due-microsoft-exchange-protocol-flaw
https://www.securityweek.com/hundreds-thousands-credentials-leaked-due-microsoft-exchange-protocol-flaw
https://www.bleepingcomputer.com/news/microsoft/microsoft-exchange-autodiscover-bugs-leak-100k-windows-credentials/
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3.7.6 ~ fil#R 9 B Patch Tuesday B & - —RIEIE 86 EIZ R

TWCERT/CC

MEIEL 2021 & 9 B9 BT " Patch

M#9HPatch TuesdayEF &
—R{EE8EEZNRA
8 22H0-day R Tuesday 1 EXESEEFT - —HIBEZIZE 86

’ c EENimE - HPEA 2 {@ 0-day i&iE
'A -

MERHRTIETLE L 2021 £ 9 B2 6171 " Patch Tuesday 1 ERES B HTIET
B - EERBIITHNERP - —HBEZE 86 EZNRE - HPEA 2 @ 0-
day JREEA -

= 86 ERAD - HohA 26 fEEE 4 Microsoft Edge 21 &z - HER 60 (&
AR EMER Windows  Office * Azure SEVIESI RIS - BHRIRAVEERE
E B2 BREENERREAERR 2 EAZEMEZERE - 16 BiER
MTARENHRE - 11 BERRERE - | BRZEEETRE - 8 BFRER
BRIRE ©

EERIEENME 0-day JmEE - CVE-2021-36968 254 7E Windows
DNS P HRE - I EMZERERANTER - SEFEDENZREEEL
BEIAHEEARKENEE

5 —1& 0-day J@ia CVE-2021-40444 RIEEB R FEEARAREARZEFER
£ . EERIEEE4TE Microsoft MSHTML %49 - 5212 & oI F) A LLRE&E
HITERREE - HANNEF A2 EBREN Word XHER - ERFE
BPZHR—([ERE DLL 8% - B#ETEZERP LI —(E Cobalt Strike
beacon - ¥ LUEIEZ Windows B - W HBINREREZEEN -
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SMNEREERRET B=EEREERS - #IHE " &E 1 FH
a2 Rl ZEAETE Open Management Infrastructure FYR G TERZNS
JRiE CVE-2021-38647 ~ 4 7E Windows Scripting Engine FIEC IS iEAE & /)
CVE-2021-26435 ~ 8847F Windows WLAN AutoConfig Service B ZImn# 1T1E
EIZIAERE CVE-2021-36965 -

o MORLE : BAERMNSRNEERGHE  BURZEBRAKENRINGE
KL - DB RREEZBCHN RN EHRE -

o ERIR :
1. Microsoft September 2021 Patch Tuesday

2. Microsoft Patch Tuesday, September 2021 Edition

3. Microsoft September 2021 Patch Tuesday fixes 2 zero-days, 60 flaws


https://isc.sans.edu/forums/diary/Microsoft+September+2021+Patch+Tuesday/27834/
https://krebsonsecurity.com/2021/09/microsoft-patch-tuesday-september-2021-edition/
https://www.bleepingcomputer.com/news/microsoft/microsoft-september-2021-patch-tuesday-fixes-2-zero-days-60-flaws/
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HITCON Pacific 2021

& BN

2021/10/27 - 2021/10/28

EENIhEL

mLEHE

EE G

https://docs.google.com/forms/d/e/1IFAIpOLSfinKq80w4N Lk7nkpl-

EENE

dyzHgTIvhx6JX0j8GCutbv{SIfY ]'W/Viewform

Y 2021
onference

BB X BIRT x BEET]

EESNEANRER - RANERHE - AT UEBERL
HRBAGE UEBRIHTRFT-BRABEE

-

EWEN : tEEAREREHFEMHITCON) - CHROOT
BNl . &2 BRI HEIEZE R 0 (TWCERT/CC)

10527 28 HMX - /R L 20 5ELMNEG - EEHIERERR -
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