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BEEZRD  BEAREBEAREE  HESBNSHEMBHEEIIR - &

DPRBERERZERETRENTS

3. HEAERASHEBREXGAERE  CEEETUERES  FYER
KBS R TR R - —BAT KNS TIEbE B REARE
o -

4 BREHEBHRIRE  RMHKRESSABRETRETS - Bt -
EREREHRMEAEABNEEEAFEENER  ACHIIARZE -
AR AR EEANERES A BERE -

5, BREAELAIFELLE ZERDVZRAERETHIEMNGR - LH
BERMERNERE Bk JEF - UREBEALEKESMHEHEEE
HENERER - LREAEMNRRSE - ]RE -

B

6. HRBERTSZEMABETEBTANEEZAD ZEHAE -
SYRENER - EREHZVEARRNESZENIERZEEEHNLE 2
EREMEEERRRHNEINRER EEESEAFESELERMN - BRE

REZZHEEINEES  FEBERELRBZP -

o ERIKIR:
1. Dbrowser
2. Browser Market Share Worldwide
3. Browser Market Share Taiwan
4. What are extensions?
5. 5 common browser security threats, and how to handle them

6. Microsoft » Internet Explorer : Vulnerability Statistics


https://searchwindevelopment.techtarget.com/definition/browser
https://gs.statcounter.com/
https://gs.statcounter.com/browser-market-share/all/taiwan
https://developer.mozilla.org/en-US/docs/Mozilla/Add-ons/WebExtensions/What_are_WebExtensions
https://www.techrepublic.com/article/5-common-browser-security-threats-and-how-to-handle-them/
https://www.cvedetails.com/product/9900/Microsoft-Internet-Explorer.html?vendor_id=26
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10.

11.

12.

13.

14.

15.

16.

17.

18.

19.

20.

21.

Google » Chrome : Vulnerability Statistics
Mozilla » Firefox : Vulnerability Statistics
Apple » Safari : Vulnerability Statistics
Microsoft » Edge : Vulnerability Statistics
Opera : Vulnerability Statistics
Vulnerabilities By Type

Magnitude exploit kit — evolution

Attacks Simultaneously Exploiting Vulnerability in IE (CVE-2020-0674) and
Firefox (CVE-2019-17026)

The zero-day exploits of Operation WizardOpium
Add-on Policies

Operation Poison Needles - APT Group Attacked the Polyclinic of the Presidential
Administration of R

Security warning for MEGA Chrome extension users
Amazon Takes a Swipe at PayPal's $4 Billion Acquisition
Securing Your Web Browser

Why you should be careful with browser extensions


https://www.cvedetails.com/product/15031/Google-Chrome.html?vendor_id=1224
https://www.cvedetails.com/product/3264/Mozilla-Firefox.html?vendor_id=452
https://www.cvedetails.com/product/2935/Apple-Safari.html?vendor_id=49
https://www.cvedetails.com/product/32367/Microsoft-Edge.html?vendor_id=26
https://www.cvedetails.com/vendor/1961/Opera.html
https://www.cvedetails.com/vulnerabilities-by-types.php
https://securelist.com/magnitude-exploit-kit-evolution/97436/
https://blogs.jpcert.or.jp/en/2020/04/ie-firefox-0day.html
https://blogs.jpcert.or.jp/en/2020/04/ie-firefox-0day.html
https://securelist.com/the-zero-day-exploits-of-operation-wizardopium/97086/
https://extensionworkshop.com/documentation/publish/add-on-policies/
https://blogs.360.cn/post/PoisonNeedles_CVE-2018-15982_EN.html
https://blogs.360.cn/post/PoisonNeedles_CVE-2018-15982_EN.html
https://mega.nz/blog_47
https://www.wired.com/story/amazon-honey-security-warning/
https://us-cert.cisa.gov/publications/securing-your-web-browser
https://www.kaspersky.com/blog/browser-extensions-security/20886/
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HIcBEE R AEE E[E CISA A% 36 1&EimiHEESZER

KREHANKE
B A PRI EME
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REBEAREERAREITE - EEHE

AP EIBNETIEM -

ZEELTTEHE "HERTE2BERRELEF 1 ( Cybersecurity and
Infrastructure Security Agency, CISA ) - HEIFTAS 36 &FiE - BRI EEXZ
EfZEEREAREERARKETE ; HEATERAGTHPRIUEIETER
MRERZIEHE -

B ASHIEE CISA "EXNBERZREBE 1 ( Known Exploited
Vulnerabilities Catalog ) #Y 36 & J®)E © 73 Bl#Z 7 Microsoft ~ Google ~ Adobe -
Cisco ~ Netgear ~ QNAP N EINEIERS Em - ERREW T :

> Microsoft : CVE-2012-4969 ( 7Z5% Internet Explorer B3EIRERENE
HATRE ) - CVE-2013-1331 ( 7% Microsoft Office A4 & & &R
B - A ETEIRKE ) - CVE-2012-0151 ( & Microsoft
Windows U2 E fasa teer - 2 mIATERSEINE ) -

> Google : CVE-2016-1646 £1 CVE-2015-5198 ( £/% Google Chromium

V8 5|Z% . OJi#E1T DoS ¥ E ) - CVE-2018-17463 B2 CVE-2017-5070



QA LEBIAREREREHED
m Taiwan Computer Emergency Response Team / Coordination Center
( E17=FR Gogole Chromium V8 5|2 - AR EIR#MITERRENNG ) -
> Adobe : CVE-2009-4324 ( 75X Adobe Acrobat &2 Reader - O] 38455

PDF #E2IrNTEERZEINE ) - CVE-2010-1297 ( F/X Adobe Flash

Player FNECIBES AR E M - O ALIERIHRANITERZENBEEE) DoS W

z) -

» Cisco RV &%l : CVE-2019-15271 + W EZ o] LIEVIS root #E PRI H &%
MITEREINE -

> Netgear : CVE-2017-6862 - TR ZEZmEEETHNEEHR SAIRE
OEZFRERBLZERBLRRNITERERS -

> QNAP : CVE-2019-7192 - =5 QNAP NAS o Photo Station #1532 f 77 HY

RERIEHIER - OEARERENREEEREFRE

CISA RIFERMEH ' BHNEBERZREE RS EIEREM
FRz#AEES  BBERIEEER  BERIEHFREOB/EMRA - L

BRRREREVHCHNEZRDZBRNBRFEMEMERK

o ERIKIR:
1. CISA Adds 36 Known Exploited Vulnerabilities to Catalog

2. KNOWN EXPLOITED VULNERABILITIES CATALOG

3. CISA warning: Hackers are exploiting these 36 "significant” cybersecurity
vulnerabilities - so patch


https://www.cisa.gov/uscert/ncas/current-activity/2022/06/08/cisa-adds-36-known-exploited-vulnerabilities-catalog
https://www.cisa.gov/known-exploited-vulnerabilities-catalog
https://www.zdnet.com/article/cisa-warning-hackers-are-exploiting-these-36-significant-cybersecurity-vulnerabilities-so-patch-now/
https://www.zdnet.com/article/cisa-warning-hackers-are-exploiting-these-36-significant-cybersecurity-vulnerabilities-so-patch-now/
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TWCERT/CC EXMBRRAEBRS - HELESE 46

YIS EIN N o phEmREFERTEE  EAESE

EEZ{=FhsEEE K 1E
MmeAERE

RIENBRHFEBEAEHRA - AMmE
ERr =M LE -

EZ M B Deep Instinct HRIEERETHZ XK 1,000 BE LU ERATEZA
MRERE - IEHAESE46% NWESBHEEFELZIFE  RALIFERIERR
RYABEAEIRA - ERTIERAOKIE - BmEREEEMHEETE -

A0

e

WEREL - TFRUPEBERE - HEERESTNSAREUE - &
WEIRAR « BEER - KMHERENABE S E AR - RS AME
UNEZHBRAEBNTFREART "RAIHUBENER , | A8
90% NEZMERBAERTNLIIEENBA - HEHERENEZAERR
ERRAERT]  SEFEETFLAORR -

REPIRL BEZBBNBEARTEEEELZTFAER HEREEZR
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fay °

ENRFFEBBHNELAE - B 47% WAL BN IS MFHEERE—1]
BELZRE - BEZATEER - FIMEEIBINE ; B 43% ELAERET
i F A AR S ; 578 40% ELABRTNEBNEZRIABAE - BER
MRk - IS ETIFBNKIE -

EEHHBENENEZ S H - 380 ABRRLERFEUSRHNBENE
HEXMEBESDEEES ; BESE 46% IETES - SEAEAIERE
BEEMINERY - BINEB 23% BEBREERE—DEHE -

EHHERENELZRE  SOLEUBRENEREEZ T MRV
e - ABRHIEBERBINRE  BRAEBZAENTRATHER - UR5

RE—BNRNELZAERE  FEEREZHEED

_|,EIJ

o FRIKIR :
1.  Why your cybersecurity leaders and staff are thinking about leaving

2. The unrelenting threat of ransomware is pushing cybersecurity workers to quit


https://www.deepinstinct.com/pdf/voice-of-secops-report-3rd-edition-2022
https://www.zdnet.com/article/the-unrelenting-threat-of-ransomware-is-driving-cybersecurity-workers-to-quit/
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SENIGREAR 56 EiRE - EXZXERERREMTEEERFERIR

EZMBETHNELHREEM Vedere

10K ZiBREHE R B KK
561@%3&] .41 Labs - BRARHKS - vH 10 XA

RERREETEEE
s BRI AMRE - —HEFH 56 ASHAE

LI -

B LM Forescout I MRIEZATFTEN Vedere Labs - 3T H 3R
% fEH 10 XARBIZE BRI ( Operational Technology, OT ) KRR
A 56 BERNELZ R ; ELTRE oS M2 R IKAZI R HRB R E R
GERE  BIAZANARTENREHE -

MEIEEINY 10 =X OT KRB AR - B25E Honeywell ~ Motorola * Omron »
Siemens * JTEKT - Bentley * Nevada * Phoenix Contact * ProConOS *
Yokogawa % ; M LRBEAMERFE IR 56 BELRE - EZWEPE
4 Tlcefall ; -

WEIEL - E56 EELRAEREEREESZERZENE - ELE
FlEE

> AZEMSIANEAEM :38% ;
> FEEiREF  21% ;

> BIRWITESREIE : 14% ;
> HERTEERF 8% ;

> PIRFFPEETREE (DoS) : 8% ;
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\ ‘ ZANTAIN . .
> EJEL"EEH?E./}IKL‘*EE 6% ,
> EBE 3%

> EEIREF 2% -

Forescout EREPIEE @ FZEH OT RKEMNFE - BIERERETRNZ
EHEZEELEY  MEZOTREZTREMNIRZR -

WERIEL - 2 OT RKEMWEBEAEM - MERAMME R AH#EFNK
Bix  ERBNEEGLE @ ENREEEIEELRIENIEHEES
99 ° Frescout f&tH - 74% FAELEREN OT REMSEASNELRE - BR
ELEBELREABNESNEEBRZE AL

BERSEREHRREN  DARKETELRSEEYRZ  WHRBTREE
ARBRA KRB FARONREINERE  BRBERINM - BIEEAZEN

BEZ[hEREEE

o ERIIR :
1. OT:ICEFALL: 56 Vulnerabilities Caused by Insecure-by-Design Practices in OT

2. lcefall: 56 flaws impact thousands of exposed industrial devices


https://www.forescout.com/blog/ot-icefall-56-vulnerabilities-caused-by-insecure-by-design-practices-in-ot/
https://www.bleepingcomputer.com/news/security/icefall-56-flaws-impact-thousands-of-exposed-industrial-devices/
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3.1.3 ~ 360 B&LIE MySQL falAk#s - BREEHS Internet £

BEZWME B8 The Shadowserver
36088 L
MySOL{EIAR Foundation 32 RMAAHSES - EHELHF

2% 0 BRERN
Internet L

A 360 EA L ER MySQL fEARER - K&

TWCERT/CC

HWEPHEMLE Internet LIREE -

EZHEEFE The Shadowserver Foundation HEI SR EHRS - FHESE
HHRE 360 EELIER MySQL EIAREE - REEEPFHEME Internet EIRE -
Bo#ESEBIE<ETERE  AMAREENREREREZ -

BB NEIKEREAE 360 A MySQL server /R Internet LIRS - BF
F3 MySQL Fas&HY3EEHIE TCP 3306 - ELEAHTAZH MySQL EkEE - BX
230 BEEERA IPV4 - HER 130 E&EF IPV6 E4R -

wEtMEL  BUBRBHENREF - =BIRAEREER Internet £/
MySQL server H1E&K% - BB 120 Bl L - EREXRSETE - £
S FON - RS RS -

WMEMIEL - BRTYELEEBRETL Internet £ - OJREEEIHER MySQL
server b - T B—LEHEDBHE - AT TLS/ IFF TLS A2 port
3306 LRGEARESRIZHEIER MySQL server ; BTEFRAERIZIM MySQL
server 1 - S5 67% O EEERA Internet Y ; B2 0GR - BB
REFBERFRIZA B L LT AR MySQL server &1 - #1TE R #5 BN H A

B IR S L EIMBEER) MySQL server - ERASESE+HEE ;| 1B
BEARz38=RZM MySQL IRA - % 5.7.33-36 + W IFEFTARA -
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2% MySQL ERlEEIEERIFRAET MySQL A& - Bl /R

SN S AR - RIMVARERERESNEREZRERS - BB R ERERA TCP
3306 & -

o HRIKIR :
1. Over 3.6 million exposed MySQL servers on IPv4 and IPv6

2. Over 3.6 million MySQL servers found exposed on the Internet


https://www.shadowserver.org/news/over-3-6m-exposed-mysql-servers-on-ipv4-and-ipv6/
https://www.bleepingcomputer.com/news/security/over-36-million-mysql-servers-found-exposed-on-the-internet/
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3.2 FhEfEREZ

3.2.1 ~ BZZE FIR Atlassian Confluence Server £ 5c 5% 890 @ & 1700

B Z M Check Point FE FRVEZEX - 2

BZieEF A Atlassian
hlrbatsvsel IHEZZFIFAESZ1ERY Atlassian Confluence

ITHRE A Se AL B R R A dEA T
N & s

Server miltl S ENEZIRINEE - ER R EIARZR

TWCERT/CC

tZRBEREE - LIZRNZESEEER -

EERZEERTES "8220gang ., - HREF ZEAERE LETAESR
i - HEFEFEYRERTM Linux B Windows ER:E - EEA B RIEBEAE
B DUHTERZERE  SENEBESIZIEENRN -

Check Point 15 - S X#EZ%| 8220 gang ZE&EHE K EFE - 27
2022 £ 5 AR E R EEIRAY CVE-2022-26134 0-day S&iE - 7751 Atlassian
Confluence Server Z I ; ZmEoZEZEEEZHENTEEENIE - H CVSS
BREENSEEN 7 B "EE, (critical ) E4 -

HESABA 52 R MR Atlassian IRERFLE 6 B 3 HELBEIRBAEHT AR A -
BIRBEE LR GreyNoise WEAIAREEN - BISEEHBEL 2% - EE
8220 gang Bz R W ERIRBILARAENIENS -

BEZERRN - BRT 8220 gang B2 ENRIIZIRINESD - $H7E CVE-2022-
26134 NEZIR B /EE B AIF4&E - B4 Kinsing * Hezb - Dark.10T & - &3
A EE A ERAEIIZRER -

EEAREEERERRIRSEARETREEY  BREFARER
FARARZAN - th R g R FBERIND Internet 2 - BLUBEEIERERS
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KisEITIRE - ERFEBRAMAFE -

o ERIR :
1. Crypto-Miners Leveraging Atlassian Zero-Day Vulnerability

2.  ATLASSIAN CONFLUENCE SERVER/DATA CENTER UP TO 7.18.0 OGNL
INJECTION

3. Hackers exploit recently patched Confluence bug for cryptomining


https://blog.checkpoint.com/2022/06/09/crypto-miners-leveraging-atlassian-zero-day-vulnerability/
https://vuldb.com/?id.201288
https://vuldb.com/?id.201288
https://www.bleepingcomputer.com/news/security/hackers-exploit-recently-patched-confluence-bug-for-cryptomining/
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3.2.2 ~ BZ{2& B Coinbase * MetaMask E{TEIINZREELEE 6 -

8%{25{B 5 Coinbase. BELZME Confiant EE FHIEZEZR - iTEA
MetaMaskZE{TENINEB S

28 > BIVARESE

—ER&%A "SeaFlower s BIAKBEMR &G EX

TWCERT/CC

RIREBEE -

BEZME Confiant lE FHEZER - THIEEIR— (@174 " SeaFlower |
(PN EBEE "THBIE, ) WARNBRERREREERS) , ERXZENAT
FNBEEE  DRNBRPEEREANNEZEEBES -

Confiant WIRESIEE - Z AR 2022 &£ 3 BiEFIILRER 222! SeaFlower

I EETTE) ; Confiant IE L EREBNZEERTRMEN+2@E A - EXRR
B ZMEEM Lazarus 212 B 52

& Confiant BRI - SeaFlower L 2B BEEEE - HINLOJELER
BREHALL - FB0E SEO - (LAHIRAS - MBEEBHERE BEESSEAI -
ENHMZERESEMNBZNEZEELEEZONEENE  BRHENNERE
# 6] - B13F Coinbase * MetaMask - TokenPocket - imToken £ -

Confinat tT 2318 - B E = 5|ZH R EZ SeaFlower IR FEFESR SEO F
AR B ERIRRMFERBILIRHFZRE -

)<l]lIJ

Fi0S k- ZHEERAZEREKRKAFP NEXRERENAI - FEAPA
& (side-load) BEEFE - DIk i0S WEZPLEWKG - tREEie LT
iPhone = -

RHBRZIEFRFRBEENZEEERENKE SYHHEKX - E&
BEBRENARSHFE VB EBEERNINEEEEZEMEIL - LUK IS
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App Store B2 Google Play Store FEEZRHINEZEEEZE - 8BHAZLEE
A AHRRIRAI NN B EErHEA B AR -

o ERIKIR :
1. How SeaFlower 3,81t installs backdoors in iOS/Android web3 wallets to steal
your seed phrase

2. Hackers clone Coinbase, MetaMask mobile wallets to steal your crypto


https://blog.confiant.com/how-seaflower-%E8%97%8F%E6%B5%B7%E8%8A%B1-installs-backdoors-in-ios-android-web3-wallets-to-steal-your-seed-phrase-d25f0ccdffce
https://blog.confiant.com/how-seaflower-%E8%97%8F%E6%B5%B7%E8%8A%B1-installs-backdoors-in-ios-android-web3-wallets-to-steal-your-seed-phrase-d25f0ccdffce
https://www.bleepingcomputer.com/news/security/hackers-clone-coinbase-metamask-mobile-wallets-to-steal-your-crypto/
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3.3 BIRHFEESELE:R

| EEAR - BOFEREBIHSRENE LA

EEMIAERTRRAMBIHR - 5%

SR AR S 5 S : 5

%2 D HK

BRFE AZBINAESREEXPS

R AEBKIER -

B FFERS ( Federal Bureau of Investigation, FBI ) HETEE R A&
#; ( Public Service Announcement ) - IEHXEROEZE|ERERERTEE D
BREFFRF A - MNEBRHERIRYBAXPR=EABRBRENIBN ; 8K
WIRBAAE - BRZBRENM AR - BReZEBURKITE - UREOLE
2ER -

AR BN ASRHH SRR ARET FREMENNAEGCHKIEEERR
WKE - BFERS=EREANSREER  HETEAEED  ERRSHE
EED

FBI 2 AHEERBHPARTEE L EMEFRE - BOMLESEHIENE
R B EEREREBIFRNRIEEAEE

ABEBRBF - FBI FAEZRZEBREITHNAEER - EARBERNEA
FEREAUREES  BREOBRRARNZDFFP !

> HREBERIEEARERUSARERNSEEE  BRAES
wE . )8 -
> EEERARSRESERRARELEETSEER  CNATRD
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AEbR G E 2 RE LM SABUNBRRET - KAESEXKUMEBEEKE

\

RIEMRE - EERHER ;| BRI B AL RARE RSN -
ERAESRHBRAAMNEN BREEULSE—3
> BERIIEEREGATIEARBECARSHEIEABREETSH
> ABRERGEAERBERNAREALESRE -

> AZNETOARFIEEETERE - 21 Email - BIEENES - EAER

BB ERNELGIESR -
> HEARBMENAE - BOAREUENZSREMNEERGIALMAY

NI
EERAMRFBI 2i5/m - EEFMAFHIRESEE - BRIRMHEENAN

If - 18] Z TWCERT/CC 22 Phishing Check #8IAZE1TEH - -

o ERIIR :
1. The FBI Warns of Scammers Soliciting Donations Related to the Crisis in Ukraine

2. FBI warns of Ukrainian charities impersonated to steal donations

3. #HEKEVEIAE Phishing Check


https://www.ic3.gov/Media/Y2022/PSA220531
https://www.bleepingcomputer.com/news/security/fbi-warns-of-ukrainian-charities-impersonated-to-steal-donations/
https://phishingcheck.tw/
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3.3.2 - EAFMAEHEMEE Vice Society ENFEERSINEE

UREAF AR ESIEAANERISET
BAF MRS E

Vice Society
BTN 958

( Palermo ) -

FREE—EES Vice
Society HBHIEEEL BN AIIEEX B -
TWCERT/CC

BYZHZEMHAREEmEAEF -

1 Palermo M EFTEH - WEBREHE 6 H3H - EBZHMBAZERR
BiRENBRBEIRITE

FE - £ 130 B REFSHEACERAIEN EHZD
RS ERE 247 -

Palermo £ F BB EZ B - " ~B0)

B2 Bl KRR 73 B 0 AR 75 PE e T
( Distributed Denial of Service, DDoS )

- EABBRANEMBUFEN - EFR
tIFE R KRR DDoS KL -

ABER ERENEMERE

L - Baiszh AR a ks = 8 2 IR B4R R
- EEEMEENREESD -

Phu|
g

KA =—1E®&% Vice Society WEIERZREE - AEIRERER AL

DRGE NS - B Palermo MAVHBH B ZZE i 4R ; ZE

FefE - AR

Palermo i A%E 6 A 12 HAISZ T EKAIR ~RFT A BZmEkas

KB - Wi
HER -

EZEZREL - EEIE’\VlceSomety:II?ETi-EﬂﬂHﬁqﬂEEHjﬁB YER - EIEE A
FOASHMMEMT EREEMBOREEMNE

BLEZ RN - Vice Society BELKE

FREHNE L RDREN I E -
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IEEASEREAIAETNNBRAENRFAEERE  BERKIESENIER
RREEEMIFR - WHEKERASFHMRE - THINRRAGNEZRENE

BEAD

o HRIKIR :
1. Palermo Municipality Cyberattack Still Affecting Citizens

2. Vice Society ransomware claims attack on Italian city of Palermo

3. Attacco hacker al Comune di Palermo, rete ancora in tilt: si comunica coi fax


https://www.bankinfosecurity.com/palermo-municipality-cyberattack-still-affecting-citizens-a-19226
https://www.bleepingcomputer.com/news/security/vice-society-ransomware-claims-attack-on-italian-city-of-palermo/
https://palermo.gds.it/articoli/cronaca/2022/06/05/attacco-hacker-al-comune-di-palermo-sistema-ancora-in-tilt-comunicazioni-con-i-fax-eacc0bd7-6a04-4a32-ad4d-1115a99dc2b6/
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3.3.3 - BIfMEHEEE 76 Bl - HEEEHRXNEBSFRBILFE D+ - BT 2,000 A

BEAEAEEG —EEKERTEIL

’,%“ﬁﬁfgg FRBTH - THAEES " First

2,000 A

Light 2022, - ERIZSETEMNERS

Z 76 B - —HEHI 2,000 A -

BUFRFIZE 44 ( INTERPOL ) HREIE fa—EE Ikt LTI I0SEFE 1T
&) - {TEICSRTES " First Light 2022, - ZRISHETHNEZKSE 76 H -
HIEHT 2,000 A - BEANEFISSEE 5,000 =TT

First Light 2022 EZXHERTE BB T2 ( Social Engineering ) #1THY
BEMREEILSE - BFEFRER - FREE - 1% Email IXZ ( Business
Email Compromise, BEC ) - MU A EXEITHE -

BERRIZLHE SRR - First Light 2022 1BREBHEMEATOT -

> HEERIK 1770 BRI RFEAERES ;

> SHTE 3,000 BHEIEE D

> R 2,000 R2ENPEL T - EIEEREFRERAR  EFHEE
BOF

> R 4,000 ERITIRS ;

)fr
> #B¥E3T1 5,000 EEITTAERIE

BIFRAIE AR - EELEB/ENREILE,FF - B—RLEL T R
HEFRNREESE 24,000 A - RESSE 3,570 &7t ; P K—itt
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MEFRE  TLNREBRBEKSE 1575 EETNES -

First Light 2022 TBI N BEEFZREEFAH LS - FEERHRLTIFH
Z - BERELETEXREBIRS - ZARR - EHEFFREGAAEIBIE

D:I

NG

ZRERAHTRSHRARZIREMNMHERH - BIEZAA - IFB =R
HEAZKEEEE ; RIS RELFTIEL - BN HERE - WO
165 R FFAR AR BRARE -

o FRIKIR :
1. Hundreds arrested and millions seized in global INTERPOL operation against social

engineering scams

2. Interpol seizes $50 million, arrests 2000 social engineers


https://www.interpol.int/News-and-Events/News/2022/Hundreds-arrested-and-millions-seized-in-global-INTERPOL-operation-against-social-engineering-scams
https://www.interpol.int/News-and-Events/News/2022/Hundreds-arrested-and-millions-seized-in-global-INTERPOL-operation-against-social-engineering-scams
https://www.bleepingcomputer.com/news/security/interpol-seizes-50-million-arrests-2000-social-engineers/
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3.4~ IBRECE RN

3.4.1 - EZEREEINFEIB Facebook Messenger T AR AN E RS

BERERBINBEE . N
Facebook Messenger BEZFE PIXM I ETHEZEXR - &I

EITRRE AR E R

—EXRENAWETRE - &P Facebook

B Facebook Messenger #1T -

BLZME PIXM JEFTHWELZER - THBIR—EARENBEED
4@ Facebook £ Facebook Messenger #17T ; ZN BB NMEEEREREP#HA
HEHRBFNEAEN  TEESEBBESNIREEN £ T BEENRAE

MEAPHNAA  TERBERESHRINEE -

18 PIXM RS - BERNAKMEEE RS (2021) £ 9 BRREHA
1T BS (2022) F£48 -5 BRERESIE

PIXM th:7 - 2EE 7B Facebook Messenger PRI BIELEE - FKE
ZREY  REEIRFRERINVNBHEE | EXLERMBEBHEBHZR
HIRME - 1F 2021 FREBEBIREVE 270 BR © 7 2022 FHEHBIRTER,
RESZE 80 EX - iR BEHREBEERA -

PIXM X 1218 1 720K W E A8+ FF 405 ER~E &/ Facebook &
77 - B IIA[EM Facebook B INEMMEH ; SLLEHEMEE RN
FHRRANBAZERASE -

WEEELDNRABENSHPEARTNE  HPREZBI S — WS RE
- BEZRIESEmNESE  RERIRJELRNSENERESD
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e
PIXM ERIZELZDEHERIER - HEAICSAR2 VR BEERNALES
WMol - BRIEEMS - ZRRBIERFEETF -
2EAPEAR FauBIREMNPINNRELS  IRIRESER - KAlZ
AREBHERN AR RRERNELR - RIBEZZARRERE - ARREREBER
WREREL - 2RI -

o ERIIR :
1. Phishing tactics: how a threat actor stole 1M credentials in 4 months

2. Massive Facebook Messenger phishing operation generates millions


https://pixmsecurity.com/blog/blog/phishing-tactics-how-a-threat-actor-stole-1m-credentials-in-4-months/
https://www.bleepingcomputer.com/news/security/massive-facebook-messenger-phishing-operation-generates-millions/
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3.4.2 ~ —iK &8 Facebook Messenger E3ENRIRIAEEERINEE - IETERIEZFIERY

BEZMBE PIXM ETHEZEXR - ¥R
— K& mFacebook

: ot 4
MessengerZ i fA HEFE—

SEERTI 2 5 TF F i B #BiEB Facebook Messenger

MmN ANEES  ERNBAPW

TWCERT/CC

Facebook EAER -

BEZME PIXM ETHELZEZR - BIRIRELEE—KFEL Facebook
Messenger BIh IS RN EEEE) - ZEREVFE A Facebook B AEH ;| 2 E
SEENEERRM S e EERARRE  BEABEERREMND -

PIXM WEZEXIEE - SRHNEBRYEE 2021 £9 ARENR - —&
BEEFEENNZ ; BEEBINANBPYAANRAIS  EXRMFRESEEGR
% 1,000 B ALLE -

ERNBZHEMHNEREFE - BEZRIAPK Facebook B AEH -
ERERE2REE B Facebook Messenger BRI B B A E - BER
—1{ERE /Y Facebook B ABHE ; FHF#IA B CH Facebook BEAEME - 7%
BAENSUMBEZEEIWEEFS  WEBEEBIHREAZEZEER Facebook
MESE - WASEENHEHNE ——EXAEZEETE Facebook ERIRRK - IEAEE
Rt -

SEEZENRMEH A BCH Facebook IRIFZTFE - BEIZEIKEN
BEEMEERER  #LURNESHEINENE  EXLEXRMET @ J6E& 2021
FE4F WEEARELEESHEMHRIAN LT - BSE 5900 £3E

ol
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BEZEZRMEL - ERNEBNREARF L BRI REMEND - IH5R
4B Facebook Messenger ‘K ELZPhERKS - FIIA @EMARERFPZERE

HREA -

25 Facebook AP HIRWBI A REBE AR RZEHRANE - HAZAHH
EiG  BRIRESER - UZRME , MIAEME  AZEAHNREE LW
AEAEAEMAEAEHER - URRZENNRKERE -

o ERIIR :
1. Phishing tactics: how a threat actor stole 1M credentials in 4 months

2. Facebook Messenger Scam Duped Millions


https://pixmsecurity.com/blog/blog/phishing-tactics-how-a-threat-actor-stole-1m-credentials-in-4-months/
https://threatpost.com/acebook-messenger-scam/179977/
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343 RIREERABEWXEEA - 3BEVAFRY Facebook t#EBEEE AL

TWCERT/CC BEZME TrustWave 83— EFAV$LBF

BB EERBRIR S
A 2 BEUE S HIFacebook EEES-- 38 T TIPS - TN

MSBEREARM

BROBERAER - EB Email FEERA I -

EEBNMABEENEAEN -

TrustWave SR EFEREEL - 22 DRI —REBURIR I &
IR ERAGERINE ;, REBRINENAST - BLEBEAL Facebook AY
NEEEEK - FFHEXEER Facebook M #BERERZATNERIFRR - =
EEWVARPARARMIREPERE - GRIGMNRZMN4AER - UANREHEE
HMIEHREELARE  LARREGRLES -

ERXEEZRIRELE - ZiE A —EHA Facebook Messenger Bl K 128 A 2
THENNXZE  AFEENXZ2FEIMRZINERBEHRLUNOAS - &
BELIR—E "R, iRk - R NE - AREWERI—EEL
Facebook X EEHHEMNNAMNE - BIEAZERFEEEEN , ZHEERE
EHEEBRN_BEREARBBHBLEAE - DBRERBEAL -

WEMIEYL  EEEFFRAEETHFEAFZW ol #EA - AR EST
B header & - 4 ABIAB1E, I IE Facebook FER AT, ; ILANHEERIK
Facebook EBEREH - B8N 2IEE 2R 49315 A URL - t3E Facebook 4333 -

EERHPEWRRIEHRRBMERM 4B EARSKANE - S8 -
tAZE BB E PRERIEL ; IS A8 4R Email Header FRIFHERF
AMET - SERBEREELENFHEREE - MIFEOEMAE - EAFTRIE
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HHRHENNRE TR _EIRUEEEE -

ERARIR
1. Interactive Phishing Mark I1: Messenger Chatbot Leveraged in a New Facebook-

Themed Spam

2. Malicious Messenger chatbots used to steal Facebook accounts


https://www.trustwave.com/en-us/resources/blogs/spiderlabs-blog/interactive-phishing-mark-ii-messenger-chatbot-leveraged-in-a-new-facebook-themed-spam/
https://www.trustwave.com/en-us/resources/blogs/spiderlabs-blog/interactive-phishing-mark-ii-messenger-chatbot-leveraged-in-a-new-facebook-themed-spam/
https://www.bleepingcomputer.com/news/security/malicious-messenger-chatbots-used-to-steal-facebook-accounts/

SEBEFARGHREIEERRE PO

| l m Taiwan Computer Emergency Response Team / Coordination Center

ﬂlll’

TEREER

3.5.1 ~ Apple it 2021 F1E4830 16 EE e A E L5 ERY App L22

Apple 383R 2021 FEELERPLLE 72 1k
Applefit20215FIE48
L L DL e & . ISHERE App Store BREIKIER

5EEMApp LR

Z 16 B - Ao B AR

N

TWCERT/CC

]

MERNBEERELZERN App 22 -

Apple (THAZE 3 2021 FEELFFRM IS - I5HES (2021 ) &£
—F 7 . App Store EZEIKIERZE 16 EE A O cRE N H P
FHNEBWBEEEEL BN App £22 -

HEPIEL - App Store BB TIEABZZ2E 343,000 #& i0S App 1% App
Store £22 - [RAZEEL App tIscBER PR - & App Store #Y EZ25%

=

By -

54 - Apple tT3E48 34,500 & App B9 _EZRE855 - RRELE App AZIEA
FAEl RSB ERAE S 4 LRI INEE - Apple thi8FR22 2 155,000 FE S 2269
App - EIBIELE App BTEEE LRBIENAT RSB KWIINGE - oJsEH A
FELZENBE -

£ 2021 F—EF  NAELEMNEEE - E2| App Store £ L2289
App BIEZFE 160 BiE -

Apple BIMIEER T L EMAFELRERBIUFRETEF

>  [H¥ES 15 BREFHRRS -
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> [RIZ#EHR 330 EREAFEMRS

> 5 60 BES KEEIRZ SRR KA FH -

> % L7 BERCIARER SRR KAERE

> BHIERED FREMERRESE 118 ER

> 1% 802,000 EISELLS K EFIR L E Z W B BERIR KA FHE

FBEZERIEY - 72 i0S App Store &2 Google Play Store & - BRI A
ZIBETEMEB "Fleeceware , - EUREAABR @  EFAFIRSERYE - —F
IREROSERTET -

EEZ AP T FERTE i0S B Android B75 App Store NS Z23EE S
REFHARRRAEAETE  BewRaifam App - EIRERBEEERN

ENRER IR

o ERIKIR:

SEE  BRE;IRATENSER -

1. App Store stopped nearly $1.5 billion in fraudulent transactions in 2021

2.  Apple blocked 1.6 millions apps from defrauding users in 2021


https://www.apple.com/newsroom/2022/06/app-store-stopped-nearly-one-point-five-billion-in-fraudulent-transactions-in-2021/
https://www.bleepingcomputer.com/news/security/apple-blocked-16-millions-apps-from-defrauding-users-in-2021/
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352 ZHESE - BEFFEE App B Google Play Store - F&EREEE 200 EXRIU L

TWCERT/CC BEZME Dr.Web lEFTHELXZEX - iR L1E

ZRES - BB =
hpp il 5 Google Play BE%3] Google Play Store NEZXEEEBE

Store » TEHREHUSIE
2008RELE AMFEINEREE BINA - BRTERKEESI -

EERNARFRIISIEKHER -

BEERENRZELERBETIAERS  RIBRERXERAPERN - &

ZASHREEENUAEBERRE - ERFHRER - BRELHASMZ

o -

%

BEESVREEZEERPARRRIBE | - EEFIRSESEBNER
SRR EEIER -

BB ZRNAPTEF RIS EEAREEN - 8FEA

BREMBEHORREN - (LERBIRSE - SRIEREENS  EEZZHEH
FawmANAZR  SEEEREANE - LENAPIRRERER -

RIE Dr.Web B9 E18H - E{EBTE Google Play Store F 2518 Z {55 4558

B App - ESTAERREEE App IRERI MR .

» PIP Pic Camera Photo Editor : B3t B R ARiEE e  ZHENAFAW

Facebook & AERN « FEIZE 100 BRI L -

>  Wild & Exotic Animal Wallpaper : ES#ZF SRS @ i EHEBEREER
FE BT84 "SIM Tool Kit, - WBTTAAEMENEKRINZER -
THEZE0ER -

>  ZodiHoroscopr : RS E MW ENBINER App  EZRAFLEH
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AH Facebook & AEH - TME 50 BR F& -

> PIP Camera 2022 : 50 &k &) - 2 #5HY Facebook B AE: -

E>

q]u
=5elll

> Magnifier Flashlight : —ERX Mg - S BRI BES -

it

1

#25% Android FHABFMNEFE - BR 7 A~1E Google Play Store Z4hayith 75
TETELZE APK BRI - E T E App REFAIESELE - STIR1RZ App
MAFHE  EERGERFPNERE BT NEZE -

o ERIR :
1. Doctor Web’s May 2022 review of virus activity on mobile devices

2. Android malware on the Google Play Store gets 2 million downloads


https://news.drweb.com/show/review/?lng=en&i=14500
https://www.bleepingcomputer.com/news/security/android-malware-on-the-google-play-store-gets-2-million-downloads/
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3.5.3 - EIiREREEEEE ISP §1EBZIR iOS B Android BB

TWCERT/CC

Google IE FTHEZHB S T/NEHBRRER

LK B ISHAEET ISP S HMEm e
Faﬂﬁikﬁ—¥%£5ilspﬂ’ﬁ
HROSENAOURR e GRENFMPEAEZETE -

Google TE NE LB B 24T/ )\4 ( Threat Analysis Group, TAG ) HAI 2
REZBR - 5L BABETHEMABIRISHER ( Internet Service Provider,
ISP) - HHREARRIESEE SF - EAHPRIIOS £ Android FHEPEARE
TE-

tHIRTE Google TAG HRE B B RENIEEE - EFAFAI RCS
Labs ; 2 ATE—LE [SP EZE S RBBEIRTE - A PRV IOS £2 Android
FRALAIGETALZEBRRE -  REBXTEZZZANARGE=AP -

Google f5lt - TR LEERAID - ZIRPEMN ISP EFESEFEEERPE
EMNTHERRYE  EERRESRERELRXIZEENEEL - BHE
PIREANI O KB ITENERRY - SIEREEMIRES

HIOSKE  MEEREMNELR  UERTERIHEBRTEREN
e BRI ANEZEE 2021 FRURTEIZNZE i0S & - ol MEUEFA#
THERR - WEAFM i0S REFBEEEEN

¥ Android 228 - ZEEREZEZZE—EZEE Android App - JREREIE
B4R - MEHEE B DexClassLoader APl 2R N &I FTEEANN B BT
= -
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RIRESIIMIRIEBENEHIL - B o] {EHPI[C{EE Facebook
Instagram ~ WhatsApp #FERIIRSE - BB ERPZERETEEE -
EETHREERFPREESTEIF Apple ~ Google EAWERREINEES T
FLEEMEEE - DR ERRURFRNESHE £ FH L2RBEER
B -

FoleE

o ERIR :
1. Spyware vendor targets users in Italy and Kazakhstan

2. Spyware vendor works with ISPs to infect iOS and Android users


https://blog.google/threat-analysis-group/italian-spyware-vendor-targets-users-in-italy-and-kazakhstan/
https://www.bleepingcomputer.com/news/security/spyware-vendor-works-with-isps-to-infect-ios-and-android-users/
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3.5.4 ~ A Android £ RIFESEEE MailBot - REMIZIEERR K RIERE P

TWCERT/CC

¥TB9Android £l ) _
e LT BL A F5 Labs lIEFTHIEZER - 28
AR IZIRER S

KRR

IR—@E A Android €I E = B2

MailBot -

BEZME F5 Labs lE NHWEZER - FHIFIB—E#HA0 Android £REE
A2 MailBot ; ELZEZXRIEH - MailBot Z{AIE A NNE B HEIZIEEEZA] Chrome
BlEzR  DZEEERRAETE -

12 F5 Labs RUSRESTEH - MailBot RUZEHIF R U E RN BT - HEfE
AR IP AIE #2020 F 6 HENZSREBRIREHM KBRS HRE -

HATERZZIM MailBot Bl AT - UIERBRENEERICEHRAEREE
ML TR, AE ; APEEEAN oL TN E APK BRETFEH LR
MR EEIMNER BT 7E Google Play Store F&iAY TheCryptoApp Z BRI FE
FERES R A Ea 0 -

REMIRL EP-—RESAREEABHNRIIE  2B8—E24
Mining X ROMBIAZRBL ; ZBILEMARPRE N2 EZ AR ENIZIERE
I - BIo/RREBFRIZENEEE -

L‘/\\\

ZE RIS — B8R Android 2E F - GEQAPEKRIGEZNEE
& (launcher ) #IR - FEMEECHSIREELLZFFIER ; BRI FS
Labs 5 MailBot S UEBEEAS - BAEEREE - MINERE=H - &
FRERENIER « 218 VNC ETEEEZEES - EE0/RFH Google
Authenticator AZERIAY P& ExBrrgts - I H B8R i it
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E Al MailBot = ZRAEANF AT A Android FIF - SBEVE FHAES
MSER - NERMRFEEAEZN - MZEBREEBNS - EXLEREL -
ZERNRRIEREBAETZEHE -

#£%% Android FH%H F &% % B Google Play Store DIINI 5 N & 2288 8x
- REHUIZIBTZHE APK 2% ; BRLERERBZIIBSEIRL App
- thEIE /B4 AR PRI 7B AZBR -

X
HIlE

o FRIKIR :
1. F5 Labs Investigates MaliBot

2. New MaliBot Android banking malware spreads as a crypto miner


https://www.f5.com/labs/articles/threat-intelligence/f5-labs-investigates-malibot
https://www.bleepingcomputer.com/news/security/new-malibot-android-banking-malware-spreads-as-a-crypto-miner/
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3 6 $hEE \n‘ﬁgﬁ-ﬁ%%

HMERIRNE - BEEHERINE

AR I TR ARBIEE A ZE ( Novartis )

TWCERT/CC

bR HRZZIRENE  BSffnHRBATE

BEWE - B
SRR RIBTREERIEAAR  BZATYH

SreEREHH - RN EBEBEMINE

¥ Novartis 5B IBRIEZIZEEE - B Industrial Spy ; ZE e EF9EH
BRIBAETRERE  BEERBINEMEEN - UTERAR LREE
A o

Industrial Spy EEEIR HRIE EAZENERBSZ P HE—HER - EMEE
ERIZRE Novartis T ZEFR R ERZE - A& RNA B DNA HEEH
SRR ERAE RS - JRRHERECRY COVID-19 BHEMZE R - SZ2AR
RRRIE ©

ZIERNASZEESR  BRNERNR 7.7TMB - TEEHZE PDF £ ;
ERVISERECIIR 2022/2/25 04:26 - ROUBEMEREEARNREE -

EZEZEL - ARAHNWBERANEE/) - BRI ESHELR
TEHNERER  IREBWRBERN—EN

|]]

EZ1RAS BleepingComputer &%l (0] Novartis T8 - 5% A
BIEL A HIL—BSHETAED - BRlz ol ERL B E sy
ERER ; 2t REIDKZERENMASERTOEN - amSH%E
5E -~ ZEEBZBOUBALNEAZATIRG
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Z4 - AEMRIIEAEBNEZIIR  UeRREZRZA DT HE T
ETHRIMRKERINAR

o HRIKIR :
1. Hackers offer Novartis stolen data on darknet market place

2. Novartis says no sensitive data was compromised in cyberattack


https://www.swissinfo.ch/eng/hackers-offer-novartis-stolen-data-on-darknet-market-place/47649872
https://www.bleepingcomputer.com/news/security/novartis-says-no-sensitive-data-was-compromised-in-cyberattack/

G?woertoc
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HEXEEIR 1IE R B Windows MSDT 0-day @i S& Y R I &

3.7.1 ~ Qbot
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[=]
10N /5N

Mg —{E1& %5 Qbot FIR

Y

TWCERT/CC

BZ
=l F IR — (B 15 R B2 3R AY 0-day i
BRSfiRZZEEWEX

QbotEE AR EF A
Windows MSDT 0-day Eﬂ
E ’
i B B I EE

BRRBRKE
MRIEEEENEIAINE -

78 Proofpoint JE FHELXEZR - HRIERE2Z]—{E& 7% Qbot HEE
- N R —1E 5 R B2 SRAY 0-day J®)E ( CVE-2022-30190 - X
e AR RN RE  REUY

B#
——

Follina ) &K - HRlEBRIZER
Windows BEEIREZEE -

— (6B 6H) B&XRMERATRESTD - 2% Qbot
HERMHMBERIEL - ZEE

Proofpoint 2 7£ L E AR

A5 LE FB 7S T2 2 = Bl ER RO A B R BE 1T
TA570 T2 % F)E K Qbot KEM T ERIEE
2 A5 A9 Microsoft Office .docx 152
BN A Qbot

BUIRERR
E.‘—"E
A — B3

HAEETT
RBEHE  BLERY =
—BRRERE HTML 18 - iE2 T & —1@ zip B4EE - B
& DLL - ¥+ A0 Microsoft Word .docx 1& -
= A EEIE

=M Qbot IR E
+ FF CVE-2022-30190 Follina 0-day J&fa -
Mg - ER TAS70 WIRES R

/0N

HTML &2 ER 14
MEANZE IMG EE - N3
538 Microsoft

BfEFPRR -
CVE-2022-30190 Follina 0-day J& @ 7Z5S Microsoft Office &
*-—'—-

B2E&E LSRR Microsoft Word S E R FE =15
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Diagnostic Tool (MSDT) MENUFERZIUAVET ol EETERRE TN - IWEE L

ERFPFIEAHIIREPILZEREDN - EF - BolElRER - SVZ1FK
5 ©

® CVE#R9% : CVE-2022-30190
o MR :

EZEMAP o2 A MSDT URL 1#7E - B RREBEREE RIS RN ED - BIHEEE
BIERZFPNELR - DIREELRERE - BFRBUTNEIRER .

1. DUEEEBMHETMmIRRFTT

2. EHEMHFME  BRITWS reg export HKEY\U CLASSES\U ROOT\ms msdt

filename -
3. ¥FTa% reg delete HKEY\U CLASSES\U ROOT\ms msdt/f °

HEHIOHRMA - FRRBUNERRT

2. ZE[RFME  FHITMS “reg import filename”

o ERIKIR:
1. Threat Insight @threatinsight Proofpoint blocked a suspected state aligned phishing

campaign
2. Microsoft Releases Workaround Guidance for MSDT "Follina" Vulnerability
3. Windows zero-day exploited in US local govt phishing attacks

4.  Microsoft Windows Support Diagnostic Tool (MSDT) Remote Code Execution
Vulnerability

5. Threat Insight @threatinsight Proofpoint saw #TA570 exploiting CVE-2022-30190

6. Qbot malware now uses Windows MSDT zero-day in phishing attacks


https://twitter.com/threatinsight/status/1532830739208732673
https://twitter.com/threatinsight/status/1532830739208732673
https://www.cisa.gov/uscert/ncas/current-activity/2022/05/31/microsoft-releases-workaround-guidance-msdt-follina-vulnerability
https://www.bleepingcomputer.com/news/security/windows-zero-day-exploited-in-us-local-govt-phishing-attacks/
https://msrc.microsoft.com/update-guide/en-US/vulnerability/CVE-2022-30190
https://msrc.microsoft.com/update-guide/en-US/vulnerability/CVE-2022-30190
https://twitter.com/threatinsight/status/1534227444915482625
https://www.bleepingcomputer.com/news/security/qbot-malware-now-uses-windows-msdt-zero-day-in-phishing-attacks/
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3.7.2 ~ Microsoft # i 2022 & 6 Bf5l1Tt¥ Patch Tuesday EZE #i &

TWCERT/CC

Microsoftiftiti20225F MlcrOSOft .f& 'I:Ij 6 ﬁ 193 ﬁ“ ?i- ,ti PatCh

6B f1T1EPatch
TuesdayBE Z B =ty i 4 3
& > $4E s SRR Tuesday EREMIERE - —HBESE

55 [EZZ R -

Microsoft H Bl E) 2022 & 6 B 6171 Patch Tuesday BE% E #T1E#
B —HEBEZEL BELRE  HP el RERIAREERNRKEN

CVE-2022-30190 Follina MSDT 0-day J®EERA -

E55EREES 62 5ERMEERBMRAS "B&E, (Critical ) F4KAY
win - ROEREERRANTESEINENRE , HNZA TE2

( Important ) 4R -
MR ER 7 - 45 55 EREEMARE 2RI T
> WTHERERE : 128 ;
> EBZUENEERARD 1@ ;
> EBIRPTERRENERE : 27 @ ;
> BSNERE ;11 18 ;
> REMBENERE : 3E ;
> (RERFERRD : 118 -

ERIENE  LERRBREZERREREEE - %ER Microsoft
Windows A Microsoft Diagnostic Tool (MSDT) ABJ—1& 0-day J&f8 CVE-
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2022-30190 - F1TEE PowerShell $5% ; &% miEE B I1= E5S2 AR A Qbot &8
B HEEHPAEMNES=RHREHERHNE - ZREEEERLN

Patch Tuesday 1Z7E -

FH5S Microsoft Windows BEXEHEEmEHAEME - RIEERSIIIR
ENWRERRER - HAASUEERHGINASIERERFEME@EIRE ;
bR Z Microsoft STEMEREMANZIRAF - SWERAEEE - 1EIAMK
RBIMBENEMER  EFREZEN - DREEAZENENER

® CVE#w5E : CVE-2022-30190 %5 -

o FEEM/MRA : Microsoft FIRERFSE M + 7% 7 Microsoft T2 = H E#
CEBHSA -

o BRIIE:
VENBBEASA Z B INEE - SIKEH e - EREZEN
HIEAETERMN - o 2ZMMESRILIRKE NERENR - LIESEE
ME X IEZE TR URL #E

B

1. DKURHEEESHFEM "MmIRIRFET. RE

2. 1T "reg export HKEY _CLASSES ROOT\ms-msdt filename ; 5<% #7145
G=kvl

3. H1T1EZ "reg delete HKEY_CLASSES_ROOT\ms-msdt /f |

4, REZREWREINE  BZRERWMEE - 5F8AT reg import filename

o ERIR :
1. Security Update Guide

2. Microsoft June 2022 Patch Tuesday fixes 1 zero-day, 55 flaws


https://msrc.microsoft.com/update-guide/
https://msrc.microsoft.com/update-guide/
https://msrc.microsoft.com/update-guide/
https://www.bleepingcomputer.com/news/microsoft/microsoft-june-2022-patch-tuesday-fixes-1-zero-day-55-flaws/
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LEEEEEE :
! (2R RARLE)
EWEM  BERTER
R - THE(ICS) K OT HEANREBHESHRE - ZETRA
s EARERRMEN  SFIG - BFERE BAEKE R
- TMERXESFENE  BHUBNERRENZSEPENE
i BEEXIN FAURKEERZTHEAREWEZE -
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SHREABRERRMRIEASREELEELHFLEER - &
B TEBRTERSINEFREMRMERRIEEIRE - 4
BVHRELENTRENSE  ETERERLARERSERE
5 BETENE/MIIESEIRABEREIRE  BilEMHR
HEMWMHEZEE  EEEEEFIERS

> 2022/07/1109:40~16:40 [(5— S| BARE R R T B (FR 12
2022/07/25 09:40~16:40 [55 35| BB E R T B (F:R 12
2022/08/01 09:40~16:40 [55 = Z| B E R R T EF iR 12
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REB A - 2\ / doralee@iii.org.tw / 02- 66073299
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https://www.acw.org.tw/News/Detail.aspx?id=3229
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JMUG - Jamf EZ&E&< (IDC 2022 Nol.)

& ENhE 2022/07/14 18:30~20:30

E N RG Roots Café / 106 8dtmAZ&{_EEINE 101 5% 2 18
https://jamf.kktix.cc/events/imug2022july?fbclid=IwAR2Sfw

a ENAE UG MobJBb9CiJOGfE_s2HPbB9ej-GRP7jtfEpQ4cCRTePOrZi2nsc
hWM

ZHESEZH Jamf ELXEES - I Apple EZEMERM © &

=
B
e
H
s
5
o

EENHEE
Apple REEEFE — 2R

Apple BIERKEENZ

H &EEEE WWDC 583

iPad / Mac /NAHET &

EE . Apple BIFRIEHEERT » Jamf R A MR E IR T2

B REBHEABRE
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https://jamf.kktix.cc/events/jmug2022july?fbclid=IwAR2SfwMobJBb9CiJOGfE_s2HPbB9ej-GRP7jtfEpQ4cCRTePOrZi2nschWM
https://jamf.kktix.cc/events/jmug2022july?fbclid=IwAR2SfwMobJBb9CiJOGfE_s2HPbB9ej-GRP7jtfEpQ4cCRTePOrZi2nschWM
https://jamf.kktix.cc/events/jmug2022july?fbclid=IwAR2SfwMobJBb9CiJOGfE_s2HPbB9ej-GRP7jtfEpQ4cCRTePOrZi2nschWM
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BEXZERRENSEMHE-HhES

& EN B 111 £ 07 H19 H (=) ¥ 14:.00 ~ 16:30

BHELEERB PO BIRAZEHETHEBRLEDRE 3 57)
/ BE RS

& ENAE IR https://forms.gle/7MwDgZDouZUXpCz89

E BN RS

7E19B ) m - By
14:00~16:30

faS——— )
BETEEREDL ®
AZEH = W

(EHBRSETRABRIN)

EHEEI : TWNIC - TWCERT/CC

EEBFE - BERLANELR FEXEEETEHEZRE
Bz BTEREASREE Wi-Fi EZI QTR - REA
IR BENEMEZE - BHRRERNRAE - FEBBERNRI
ZNAeEENREREHEEERRB P L(TWCERT/CORESR
ZRBUBIBAR - W EERBENRT " 2IEPLAEBTEER
fregERt s - EFENBERLZELRT S - MUFRhER BE/NK
* -

I LA E=S

REENRERIR - B FEMNATTERZEA

18

g
04-2242-1717 *242 =/)\{H eva@tcca.org.tw

04-2242-1717 *243 %8/]\#H angel@tcca.org.tw



https://forms.gle/7MwDgZDouZUXpCz89
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https://www.cisanet.org.tw/Course/Detail /2752
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C 1S A Information Service Industry Association of R.O.C.
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https://www.cisanet.org.tw/Course/Detail/2752
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Email: maureen.liao@ cisanet.org.tw

Tel: (02)2553-3988 Ext : 388
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https://www.ipas.org.tw/
https://www.ipas.org.tw/
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https://www.chtti.cht.com.tw/general/course_info.jsp?activity_id=509
https://www.chtti.cht.com.tw/general/course_info.jsp?activity_id=509
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https://www.onwardsecurity.com/news/item/147
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https://www.cisanet.org.tw/Course/Detail/2756
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TVN /CVEID TVN-202112007 / CVE-2021-45918

CVSS 7.5 (High)
BRI EEBREIMAEETHSYEIRA Y T A EARYE
MDS5 HASH :

Windows: Setup.zip MD5 §&:&% : 515BE7DESBCE446177FE

ESAGE0665093
U Mac: NHI.Card.Mac.pkg.zip MD5 5878485 : 42fcc36541e716e
TR 23de77d5f325b186a
Linux(Ubuntu): mLNHIICC_Setup.Ubuntu.zip MD5 &84S :
52EACB7CA2B4D0A5A869DF01079BF4D6
Linux(Fedora): mLNHIICC_Setup.fedora.zip MD5 Ezz8#% : 52
EACB7CA2B4D0A5A869DF01079BF4D6
RBRFABRB T ZRERNARBREANFTSERE - SR
" TIRER G B AE Buffer A& - & B Heap-based Buffer
R e i v S p e pE— . e s
Overflow J&if - E2InWEE A RER - Bl oA HZ0RE S8
IERRFS - RERUARTE A BERIE -
BRTTE ERARFHBRBEMA 2 NS NS &EH R
yN:GI=E-t 2022-06-20

THEAELS https://www.twcert.org.tw/newepaper/cp-151-6227-eaf49-3.html
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