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10.

11.

12.

13.

14.

15.

Open-source software

The Open Source Definition

Create an Effective Governance Policy for Open-Source Software
Heartbleed

Shellshock
HeEEEZ | Shellshock HIR B R AE UL K1

Equifax Data Breach Settlement

Equifax ERIIMNEIE B R HIERAY Apache Struts JBlE - 20 BERIRINR
HEHE K E T GitHub FIREIEESR

DNSmasq Y 7 JBZ & 14
DNSpooq - Kaminsky attack is back!
PEIERHY : OpenSSL miaik Kz Sl %R Em

FACT SHEET: President Signs Executive Order Charting New Course to Improve

the Nation’s Cybersecurit

SOFTWARE BILL OF MATERIALS

rE TERARRERZBESRVAEBLEIES


https://en.wikipedia.org/wiki/Open-source_software
https://en.wikipedia.org/wiki/The_Open_Source_Definition
https://www.gartner.com/smarterwithgartner/create-an-effective-governance-policy-for-open-source-software/
ttps://en.wikipedia.org/wiki/Heartbleed
https://zh.wikipedia.org/wiki/Shellshock
https://www.ithome.com.tw/news/91432
https://www.ftc.gov/enforcement/cases-proceedings/refunds/equifax-data-breach-settlement
https://ithome.com.tw/news/116850
https://www.nccst.nat.gov.tw/NewsRSSDetail?lang=zh&RSSType=news&seq=16401
https://blog.twnic.tw/2021/02/20/17028/
https://www.jsof-tech.com/disclosures/dnspooq
https://www.ithome.com.tw/news/146428
https://www.whitehouse.gov/briefing-room/statements-releases/2021/05/12/fact-sheet-president-signs-executive-order-charting-new-course-to-improve-the-nations-cybersecurity-and-protect-federal-government-networks/
https://www.whitehouse.gov/briefing-room/statements-releases/2021/05/12/fact-sheet-president-signs-executive-order-charting-new-course-to-improve-the-nations-cybersecurity-and-protect-federal-government-networks/
https://www.ntia.gov/SBOM
https://www.fda.gov.tw/TC/siteListContent.aspx?sid=3787&id=32254
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o ERIKIR :
1.  New Report from Proofpoint and Cybersecurity at MIT Sloan Reveals Almost Half
of Board Members Globa

2. Majority of Board Members Feel Their Organization Is at Risk of a Cyber Attack,
but Almost Half Feel


https://www.proofpoint.com/us/newsroom/press-releases/new-report-proofpoint-and-cybersecurity-mit-sloan-reveals-almost-half-board
https://www.proofpoint.com/us/newsroom/press-releases/new-report-proofpoint-and-cybersecurity-mit-sloan-reveals-almost-half-board
https://www.cpomagazine.com/cyber-security/majority-of-board-members-feel-their-organization-is-at-risk-of-a-cyber-attack-but-almost-half-feel-they-are-unprepared/
https://www.cpomagazine.com/cyber-security/majority-of-board-members-feel-their-organization-is-at-risk-of-a-cyber-attack-but-almost-half-feel-they-are-unprepared/
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Research Consulting * ResearchAndMarkets * Reports and Data * Market Research
Future Ehi5AEMAEBRRNHBEARSE - BHIEBEZMEMSERX
AR EDAE

4 MRHS - BRlRER/ I FELZMENSHEEE - 8975 160
22 200 RE=T 2B ; BRETFIMGSTIEL @ 2027 FiGZMBSRAEERNKE
£ 201 37T - 2030 FAERE 237 870 ; BEBNESTRIRABRER/TEE
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UGS - BEBSAREAESEHREER/ T EELMEENINERB R
% RS RER/ I XELZNEMSREERNRNERZY T -

Future Market Insight B4 - Mo BEn Kith B EIEE/ T B2 hE
MIZREENRFALEIKREMMNE - FERAERIE - HE - HEHES
RAADERZEPERNRISE  BAEFRBEREREIM ; MEENERS
IKBERI T EELZIENEATS -

PR HREENRERERICIEZTARAANT] - MIRREERELZNERE
NEBTHWEZFHERHA -

o FRIKIR :
1. Industrial Cybersecurity Market

2. Industrial Cybersecurity Market Expected to Soar in Next Decade


https://www.futuremarketinsights.com/reports/industrial-cyber-security-market
https://www.securityweek.com/industrial-cybersecurity-market-expected-soar-next-decade
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EXME Sysdig ARRMARS /L - PAHPSEZEEERE
BRIGH RREBNZEANERESERRIZIEN - S8E 1

ETNSFENZER S HRESELS EZTHNESER -

WMERL - FZLUZERENNRZRERE - AR ZBEMN TeamTNT
% FREBAZIAMEMERANERESRT - B0 Docker Hubs
Amazon Web Services * Redis * Kuberates 2% % - WHEREA Y XMRIig
BEEZBRWEBNIERRZFREE  RUITEZHFEAE CPU BEE R
Monero ( XMR ) & E#¥IZERES -

XMR 2—ENEthFHE—1% - IR T E=EAB ( Proof of Work ) a8
H - BEAEENRETERESEESNNEEYR  BRAFEE B
ROBEH M - fth AZELDUEHE XMR RUIEHR - BiRBE - EIENFEA -
IERZBEENSR -

Sysdig 7243 HR TeamTNT f&E FH#823 10,000 1 endpoint #E1THIBZIRIZHE
WEEE) " Chimaera, & - BHtE 10 EARKEBEEENEE ID - BUSELLE
B 1D ZREESHN XMR MBHEEETER TR EIEEEIHAENZRR
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BREE ,; SmaeE 10 ERE—HiZE 39 ;T XMR U# - &1 8,120 =7t -
BEFENRFATEERASE 429,000 =70 ; HERBEZH —M XMR 1§
g IEZRBINARZENZAERERMSE 11,000 7T

Sysdig &7~ + EEIRETEEARFTAEMEIMNER - ERZAGBERSR
REETAEEZTEMRREE  URAFKRFERZRESZE - EHEE
MEFERGRETRNERES

ERHAERRBNAKEES  BEEREEAYVAESLIRALE
WESRE - WNRERERNBRNELZERE - UeRRERE
SRERERIREEH -

o ERIIR :
1. Sysdig 2022 Threat Report: Cloud-native threats are increasing and maturing

2. Cryptominers hijack $53 worth of system resources to earn $1


https://sysdig.com/blog/2022-sysdig-cloud-native-threat-report/
https://www.bleepingcomputer.com/news/security/cryptominers-hijack-53-worth-of-system-resources-to-earn-1/
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REBZEREEG  ERIEHARBREZEIRA Github + Heroku -
Buddy E/RTS - ARETIZEE -

ERHIEBEHLUEERENAT £ EEREZEREEMEELRAR
3% MAELERERENAEZTERKETNEREBIZREER ; #MEBERE
RIFBEIZZINMBE B SR AL  BEEERRE —EJEHNET -

1% Sysdig IR SR~ - BEFENRZREANEBNZEERERS "8
BE 4 (Purpleurchin) - BiZ2INEHREIFIUSE 100 ERDL L ; ERHIEBE
GitHub EB75 1 300 {El®R5% - Heroku 4 2,000 {& - Buddy.work 17 900 &1k
5% o

wmEEY  BERRELIENZEGH - ZEHHmAER  USAIZEER
ZN28MY 130 1@ Docker Hub MR & 1EFERS 1R - ALIRhEEE R 2 480 B

E21R &R ET Y BB BRI AT GitHub PRSEAY shell script - %538 OpenVPN
#0 Namecheap VPN 2R{EFR[E) IP 4R E] GitHub - I ME#EZE AR GitHub
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Action ZFERBEEIZIETE ; REZ ) RIEN 30 &4 ERY Docker MR
fERIZHE - ZREBESER /D CPU BEBSERARIZIE - LI%ERIRIRM
R -

EfIENE SREZREINBRIZEN - W5 D ARRE AR
ZE®E . ME1% TideCoin ~ Onyx * Surgarchain * Spring * Yenten * Arionum *
Bitweb AR E/NAES ; ARNEEMBEERREEREEIR - Sysdig WEZR
EXRRZFRENENZEZZEIENEEIE 51% WE T - S ERER
HEBIO LR - B AL Monero 5§ Bitcoin EEABEMNMNZE B S
= -

BNESERIZENRERE  AREHBEMKRFERE - —RAST
SREEANKENOERAER ; NIRBKEETFERAREE - HER
SEFIREEFEMN  RERRSEEIEAZREZRRE -

o ERIKIR :
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1. Sysdig TRT uncovers massive cryptomining operation leveraging GitHub Actions

2. Massive cryptomining campaign abuses free-tier cloud dev resources


https://sysdig.com/blog/massive-cryptomining-operation-github-actions/
https://www.bleepingcomputer.com/news/security/massive-cryptomining-campaign-abuses-free-tier-cloud-dev-resources/
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o FRIKIR :
1. Water Labbu Abuses Malicious DApps to Steal Cryptocurrency

2. Hackers are breaching scam sites to hijack crypto transactions


https://www.trendmicro.com/en_us/research/22/j/water-labbu-abuses-malicious-dapps-to-steal-cryptocurrency.html
https://www.bleepingcomputer.com/news/security/hackers-are-breaching-scam-sites-to-hijack-crypto-transactions/
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ERERERIEE
BRFEFEE 5.66 {8
EnNNEZEREE

EHRRBERANMBEE RS Binance ( #% ) - HAI&REE
EARRNE , RREBHEH#SE ( cross-chain bridge ) Ak #%
Binance Smart Chain Token Hub F#EESEE 5.66 EXTEEMNES
% . B Al Binance BE{F Binance Smart Chain BYEE - IFAEE
54

Binance Bt A\EERISES M4 - 1R Twitter #EXFRIR - Binance 1Y
cross-chain bridge #ZE{E% & Binance Smart Chain Token Hub EBZ|INE - ZRE
RZEEEHRARATFER BNB IR EHE -

Binance & 71 B A1 & & {5 %22{@ Binance Smart Chain FUE(E - AR &EAETT
EEFIR ; Bianace MEXR R FEEEEFETERG - LUETRESHMNHEE
BiZIE - Binance t R ~AFPMNESLEEE -

RIS RN R UZEEFANESMNNL - F10 H6 HEMER
100 M BNB {UHg#E A2 G - HERFEEERBIEFESH BNB 1
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EAZSEREHESM - 15 BNB BRI 5 8145 AKX B ~ Polygon »

Fantom * Avalanche * Arbitrum - Optimism EEMZEMNBEL - KiENWERE
+BR%EE -

Binance TR/~ - BRI AE D # 78 E T 1HFAB 7E Binance Smart Chain 2
I AR BSC EEFEE  FHtEREETEIFEBEENES | A8
Binance fhEtAB 7 TEE 8 TEE TN ES LN & RME FiET -

Binance tfi - IEEMEMEBIRBHNEEESFEENBES - BRIBLY
7 BE& %70 7E Binance Smart Chain LR E S EERE -

ERBEEFNABZEONERSH  KEEARREWE  SHRFER
1BX - ARFUMERESEMRE  BRETSWNEERGTHE - BEERAE
ETHENEE—REENEZSH - BEUEIHEADNREE - B
i omRens - DorlER - BREEEEKX -

o ERIIR :
1. Binance confirms BNB cross-chain bridge hack

2. Hacker steals $566 million worth of crypto from Binance Bridge


https://www.theblock.co/post/175403/bnb-smart-chain-halted-amid-potential-bridge-exploit
https://www.bleepingcomputer.com/news/security/hacker-steals-566-million-worth-of-crypto-from-binance-bridge/
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WIEERIEREHZRHEBITEI R E EFEEHVIRIRE LR Guacamaya 1K
HTEH - EFELZERERREINAASNBOINER ;| ZER T EMH
HEESIELERTHNEMRETERFRERBZEL - SR UBEENBAIRIE
IFIRAY Tren Maya #8 BS iR ERETE R4 TR T -
ZEREIEY - thF9FR[E Wikileaks RIS - RAINE A RFZHNENTLIE
ZAFRBE -
ELZEHFAIFRS - Guacamaya o] 52 A 2021 FF3E 55IRAY Microsoft
ProxyShell JmB#ETE R FEIINE -
BERUAYRBEN  EREIEFRARIEEAFNENTELER -
YEMEWFTBEARmE - U EENERE -

o FRIKIR :
1. Mexican president confirms ‘Guacamaya’ hack targeting regional militaries

2. Mexican government suffers major data hack, president's health issues revealed


https://therecord.media/mexican-president-confirms-guacamaya-hack-targeting-regional-militaries/
https://www.reuters.com/world/americas/mexican-president-confirms-hack-government-files-2022-09-30/
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EHtERN —BREEHERBALLBESERETLERT - FH
BLETHRASZXANBWERHE ; ERUNEERSHHEBRITIER - 4
swEANEEIAREEREEBRFTKER  SHRIEBRBFEZMHE -

725 [5f]

/0N

= Nr
-
I

ERNEHRRESMEENANEHRER - —REPTRWRIFELZEX
EITBREANRIERERNEMT - ARSI BEPELS ; JLIAHAE
BERFRESSIZE  EARTELINESBIEEA - RG2S R T EMHE
DERNESMRLR -
o ERIR :
1. Cybercrime: Durchsuchungen und Festnahme

2. Germany arrests hacker for stealing €4 million via phishing attacks


https://www.documentcloud.org/documents/23114904-bka-phishing?responsive=1&title=1
https://www.bleepingcomputer.com/news/security/germany-arrests-hacker-for-stealing-4-million-via-phishing-attacks/

SEEREREHREEERRE DL

Taiwan Computer Emergency Response Team / Coordination Center

70

E5% - B3 mECEa B AT XA E A AR

BENERWBERES D

(Xl B} i EL 3 B FF X4

TWCERT/CC

TN Bt FREERF ( Australian Federal Police, AFP ) BB = EDPENS

miENS O RBIRES D - HAIRASHICE BB XX GER
EmE R -

SHetbRBURHBERE X - 2EHER PN EES EEE
Guacamaya Bt SR REHEH P EMSBBUTRERRRRBITIHPERE | =
REIBAAZE STB R EEMETBN - ZEREMEBRNZES FHi

INBEBENERRIER - RNimREBZEFTE -

BLEONESHEANKBERA - SRR EK emall AF « FREXH - DUKE
MERHEPMNRBERERMEARESmOEREERENBRESER
HEER -

HRISHBRRCHER - W= 35 {8 AFP RUFTEIEL1TE - Hop—LE
EXRBENEITP ; ERECENBREHE HIEHRAVER RS EEM
BEREFEER  DUASMIEEEENHES -

AFP HISMEE FERER —F - BIKiEL "AFP T D BEIJERERIINR

SHHIERIITERNTE ;| AFP T FHEERTERFANBFHEES

X R=H



Q LEEI AR EMEEEHED D
m Taiwan Computer Emergency Response Team / Coordination Center
fE - LB UHERAASZEZERE TIFEMNETERZE -

BR RN ZON - BEZEESMMEHEE R BASE - FTBREIMNRIES
HEmiEEE  HESRZEWETH T - ittt ZEEMBRIVAA
SMHEATENHEENERE -

<

EESBUNEURINSREZNEAENATEIRRRE - WHE

ZHl#R - B BEREEMNEINR -

L]

A

bl
I~
=
pil

nlll'

o FRIKIR :
1. Secret agents targeting drug cartels in Australia exposed in data hack

2. Australian police secret agents exposed in Colombian data leak


https://www.smh.com.au/national/secret-agents-targeting-drug-cartels-in-australia-exposed-in-data-hack-20221004-p5bmzg.html
https://www.bleepingcomputer.com/news/security/australian-police-secret-agents-exposed-in-colombian-data-leak/
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ELXZME Kaspersky HRIBRMFHE - MEZATWARAE - &
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2 - WEEEREI - sE5FINA PR WhatsApp £i8 - 3B
B RYNR 5% 22 R #E IR -

Kaspersky JE FHIEZMRAE - EFHIBEEREFETIEL IR
WhatsApp B Triada F&8 R ; & AIZEIR 73518 YoWhatsApp -

YoWhatsApp 1B =5 F p0EAEES - AR WhatsApp - 1BEER
ARAY WhatsApp 2 7 —LLRFEEEMINE: - MBI WARE - B
saPETEINBES S ; YoWhatsApp BB E M ELFT Android BN ARNESR
ETESEE  RItHESES2ED -

Kaspersky FNEZ M RAEERSFIEL - YoWhatsApp BB’ HFRY
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RS - EBESAPRAMEMAETHEH -

Kaspersky E5518 -+ B—{EF] YoWhatApp = HEMES M - ML
"WhatsApp Plus . & - MAZREESFEEHIEN  SEESEZARY
FfEF -

59k - WhatsApp B9 E8AS] Meta - KB TIEEZRITEIEE NG ; &
N 2B IREAERH WhatsApp - Bt Z 7 EVEF R WhatsApp 15
-

EEAPUAFERSETEERAERANEK B IEEEENEES
RAFEFRRZT - BREHMM S NEIEFEAWEBARENN WA - YURER
IR ERBERIS RSN B TEHEE -

o FRIKIR :
1. Malicious WhatsApp mod distributed through legitimate apps

2. Unofficial WhatsApp Android app caught stealing users’ accounts


https://securelist.com/malicious-whatsapp-mod-distributed-through-legitimate-apps/107690/
https://www.bleepingcomputer.com/news/security/unofficial-whatsapp-android-app-caught-stealing-users-accounts/
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BEESHKEEN -

WithSecure 154 -+ 322 3IF 2022 & 7 BEEEI 2 E! Ducktail I EEE) ;
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ERNESENRNEHRRE  EZHPUEMERFaEEMABERIE
X BUERZBEZRENEES D - UZ2RME 7 ABRATEZEREETE

BERIZGR
1. LinkedIn phishing target employees managing Facebook Ad Accounts

2. New PHP Variant of Ducktail Infostealer Targeting Facebook Business Accounts

3. New PHP information-stealing malware targets Facebook accounts


https://www.bleepingcomputer.com/news/security/linkedin-phishing-target-employees-managing-facebook-ad-accounts/
https://www.zscaler.com/blogs/security-research/new-php-variant-ducktail-infostealer-targeting-facebook-business-accounts
https://www.bleepingcomputer.com/news/security/new-php-information-stealing-malware-targets-facebook-accounts/
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E-ENERERFZRG TERINEERR - IRAFZIBE—FHA
E S /5B LinkedIn FFEETA T ERBR  FEHFEANSPETRES

LinkedIn fE3T HA## S LETHAE R - RS BRIR ST A LMRIRSE ; —
I E AL LinkedIn SFEMRNHIFEER EESER - 7 LinkedIn ESRAEER
1% Apple ~ Amazon R EZERIIRSEAR ISR AR MPE ; 7 2022 &£ 10 A 10
H - Linkedin =SB EHA Apple FINRSEAR81A 576,562 & - FRRT T FEE|
285,000 A - MEREA Amazon BIIRSEEH /DT 30% -

A BLEHFEEESNEEEFNERE LA (Apple ETARK
% 147,000 A ) - HIETIR Linkedin ERRIRIEBEUNAIFES

Z2Z M P Linkedin EEAEMIRSE BB - BUIRSER - /NOEZH
HBNREEBE  URXELENEIREUE -

o ERIIR :
1. New LinkedlIn profile features help verify identity, detect and remove fake accounts,

boost authentic

2. Nearly 600,000 people on LinkedIn listed Apple as their employer on one day in
October. The next day

3. LinkedIn's new security features combat fake profiles, threat actors


https://blog.linkedin.com/2022/october/25/new-linkedin-profile-features-help-verify-identity--detect-and-r
https://blog.linkedin.com/2022/october/25/new-linkedin-profile-features-help-verify-identity--detect-and-r
https://www.businessinsider.com/linkedin-fake-account-problem-apple-amazon-profiles-company-cracking-down-2022-10
https://www.businessinsider.com/linkedin-fake-account-problem-apple-amazon-profiles-company-cracking-down-2022-10
https://www.bleepingcomputer.com/news/security/linkedins-new-security-features-combat-fake-profiles-threat-actors/
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ZEREEMZNEBRBENMHEEET RN  ITEaZ2RKRRHEPEXS
TEREIR - BIEERI - EINE R - EINA @R - BRI TER
e - UREEZNHENERRBER -
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FAE—B4FE LR - Drinik 21780FFE7 Google Play Protect B8 2 #X
ASPHEEINEE - WH AR BRI EFAPRERE - Al METEEEE - &

FRAPZBRASS  ZEIFABRLNINERREMRSREHRER - £HP
BMAZSAEMNE - BRBBNAEFEARNER -

ZRESEFRRFPEREEEREIFENEEETRERTERAE -
ERABRERAEFE (AN )  DRAFRNENERTIKRE ;| BRE
NMREBRBZADEEIR - WERRESES - BIEES T HERIIZBEIMREZ
FERER -

o ERIIR :
1. Drinik Malware Returns With Advanced Capabilities Targeting Indian Taxpayers

2. Drinik Android malware now targets users of 18 Indian banks


https://blog.cyble.com/2022/10/27/drinik-malware-returns-with-advanced-capabilities-targeting-indian-taxpayers/
https://www.bleepingcomputer.com/news/security/drinik-android-malware-now-targets-users-of-18-indian-banks/
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3.5.2 * Google Play Store #2238 16 {E Android EERE RS -
kBB 20 BR

Google Play Store Ff

223516 1E Android =S

BERE > TEHX#S
sHiBiB 20 BX

TWCERT/CC

BELXZME McAfee HRIZRMRESE - IEHZ LB Google Play
Store B #E&3R 16 {8 Android EEEEHEE ; EEEERESREE®
BRHT - LAFEARWER frame EAXERES - METRIE
UZIMEF -

McAfee 51 - 5 16 EES B EEES AN 222 Google B A EFREZT
5 Google Play Store - A3t B iE T EEnge - AIMNERER « FERF - QR
Code 7iHi%s - 2#ciRiEAETH B FH - HRBR#UE - £ TEES -

Hop— (@& % DxClean WESREEEAS - 7£EZI N 2RAIERS 500 BXRH
& - 1£ Google Play Store YRR PN ERESZE 41D (WO &m57 ) ©

ZERAS SR O] USIE Android 2P AE AR EANGKERI/E
BRER  UNSFREFUGERERR  EEEEREALDENES ;
BER EZMENTABEER  EEERPAEFABSWETRIME -

1B McAfee WAITIEL - BLEESEEREEELEEAR BRI EER
23 N &j Firebase Cloud Messaging listener - W/ FASREW E FCM BRVIES ;| &
BER—BEWIES  leRthEssPEAES - WERAPNRIRT
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HREEESHAMMEBSFIOATE TR - HIHFHEE ; B
RPRERRFHRRELIE RENR - FHRIRH . BBRERNEETS
B  EZ2RISAFHAE -
#2:% A PBIMETEE 7589 Googel Play Store N &E#is - HERSEE -
HARBRHPERMEE ; WREFHRPLZEANME M EM%ZEEE - DB
ANOZEEBEEE

o FRIKIR :
1. New Malicious Clicker found in apps installed by 20M+ users

2. Android adware apps in Google Play downloaded over 20 million times


https://www.mcafee.com/blogs/other-blogs/mcafee-labs/new-malicious-clicker-found-in-apps-installed-by-20m-users/
https://www.bleepingcomputer.com/news/security/android-adware-apps-in-google-play-downloaded-over-20-million-times/
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3.6.1 * Linux Kernel 5.19.12 A S o] gEiEEH A Intel 28R 8 R 5T
RO 5 R

TWCERT /CC

Linux Kernel 5.19

I’iﬁgﬁ%?ﬁfﬁgﬁi .
Intel 87T & Fvp
AR

\A\
L.

Linux JTHAEZ1TAY kernel FThRAS 5.19.12 - BAFBIR2E—EETRA
EMEER - BSEMER Intel BRZEIEZ & R ( Graphics Processing
Unit, GPU) MEC BBl RS RRE A UM LIRMNE R eEm ;
NMEERRPRHEE - FEIERFE - MOIEERERERKAIEE -

Intel F& N BY Linux kernel T# A B Ville Syrjal £ S @B 2% - 154
& Linux kernel S EIBENEINERFIAGNIER  EREREEALES

POIRIRE ; MhITEEE A LM Intel B A EREERAE SR EFERAN
Linux kernel ARZA:REIZIBT—RAK - DIt S0 BB R R ~es < 218

%S —73E - Linux kernel stable branch RU##:€& - thE HEI & E Y Kernel
hRZK 5.9.13 « BRR T REEITARAER 5.9.12 #Z/0\ Ol BES R IR RE | AEEE
B - 5.9.12 ZOERENRAE BE T A RERE - BEHKE 59013 -
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MmEREZEHEEZ - B Arch B9 Majaro B 1ThRtT R - 5 =L kernel
MhRZS 5.19.7 EEFH AR 5.19.13 - LU HE Intel GPU B4 #RREIE -

ABER Linux FEBEITHRARZ - RPERRIEDNEADHEFPEEAH
BB N - FAREIB UL REERY kernel A -

Z25% Intel GPU SFCEUERSAH P T AR Linux S21TARZNH] - 504 S 5THERR
AZER1TARZASRY kernel ARANAZ 5.9.12 ; EBULREIRERY Intel GPU EEHF - 1
ERPFBRNRRABNRIERE - LR ALEBBERBA - SERERKAE

o ERIIR :
1. white flashing display with 5.9.12

2. Linux Kernel 5.19.12 bug could damage Intel laptop displays


https://gitlab.freedesktop.org/drm/intel/-/issues/7013
https://www.bleepingcomputer.com/news/linux/linux-kernel-51912-bug-could-damage-intel-laptop-displays/
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3.6.2 - ANEHERZFEBENE - WHEBIREMEHHBUE AV REEIRE

TWCERT/CC

MNBBERIZE

e > WEERfREE

nEHEUS AYIRY
B EIRE

EEALERE ( New York Post ) HAEIREE - 52 #RAY 48 Ik % 4% £
Twitter IRIFEZRPBRERERE -  TEHRARKNEBEE=EES -
AR - FNNE - BIEZESSAUEZBEEAY -

FRAELERZTE 2022 FF 10 A 27 HERRRERE - AREAREIERR
AFHEEIREEEEEHRAREBELE T - HZIBEHRELN Twitter RSEITN
BRIRERE - EEBEZANBRERAE AR -

BIWENEZEBUAAY) - SFIREAHKFEE (Joe Biden ) 4
Hunter Biden ~ A% & Eric Adams ~ AAZIMEEEFZEE Alexandria Ocasio-
Cortez ~ #AAZIME Kathy Hochul ~ 2 WM& Gregg Abbot - ARIFEMNHFE R
7% 2 Adam Kiinzinger £ A -

BRIARA TS BIR FE A5 24852 Twitter MRSE 40O B R B2 R IRITAUEF

T ERFERERENRERE - AN E 0 - BEBREIEE M SRR
32 Fast Company ; ZIEIBHABEE 24 ( Content Management System,
CMS) BRI AERZRERE  HFILAAEZEEAREEZASIEREGN
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NE - ZABEZEEEZ Apple News FEERES¥E - 1 HLPGBHMAIZES
EREEEFEA -

2 BITENE R Fast Company ZEEEM 2R BB AL N 4R -

S5—HHBSHRSF 2 ABE  SEBEARIRESHEAMANIBH
HEAEMEERE (News Corp) - E NEEA Fox News ~ ERHHEHMENK
AU ES - News Corp E— A EIRMIRE AR REFINE TIFABELEM
BRI HE Email RA -

AR EEEHCSEENATE ) —BERREREAREEAEHS
B REREANMEEE ; JSERENBESNEZEIET] - ER T
BTHEIR  B#eRFEENUARIRE XA BSZ HIVRGERE

o FRIKIR :
1.  New York Post @nypost

2. New York Post Says Rogue Employee Was Behind Vulgar and Racist Posts

3. New York Post hacked with offensive headlines targeting politicians


https://twitter.com/nypost/status/1585629621521100801
https://www.nytimes.com/2022/10/27/business/media/new-york-post-hacked.html
https://www.bleepingcomputer.com/news/security/new-york-post-hacked-with-offensive-headlines-targeting-politicians/
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3.6.3 - $iERZIREREWNINZARERSEE RN - REAXEAT X G

BEREEEER

PRI A BB RIE

BARLF - BUSK
SR
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BARNZRERBBBRIEARRENF (Ferrari ) BELERSH - —(E
# % RansomEXX BVEhiERZIZRERE - HRIERSA S M E RS I
ANZFNFNAZ£4 - ~F 7 &% 7 GB LI ERIAERSIHF -

BIRE  EHAR LR ARENEZNAAIX Y - EREZEERFRE - #IE
SHGHBAERNES - HRIEEZGNHEBEERESEERFNIIRMNEBEL
EWEIRSEY -

BALDZHA CEINA B EE AR ERESEHY  BERTAEDAEX
HERAFRAMARE L  Z AT EIMEL - BAIEE BB NZASINAES
ZMEBEIARIHBRE  HAERHHESHELET—Y)ER - WASMH -
ZACIHR I EES SRR ESHETRE DI YBEZEREA -

ARYEEHZZNNESES_EEINZEWNE  MEMBEEZL
S EHEELHEME Bitdefender S1ER—E28 7% -

FHANESES ARTEEIZEHNE - EANAEREG L EIREE
% Belas Network S1E - $t¥15E T F1 EEfXS2#52& 8817 NFT ( Non-Fungible
Token - SEEEBEMEY )  HIFEBEEWE - 2FEUEEEMm ; BEIZX
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NEIPFBN—EF AR ERIZEERIT - ARRER
ZR

NFT FEBR A8 IS REZESH
55 PR B ¥9 = BRAN 2 an 2 R 78 2

THEERERR
— AR o BER BRI AR

AEANNES - B2
SEEXNENE  SHEEEGE
Wigk  RILEBEMBAVETRRESER - NNEFHaRTEINELZER
77 -
o ERIKIR:
1.

2.

Ferrari hacked? RansomEXX claims to have punctured automaker’s cyber defences

Ferrari says internal documents online, but no evidence of cyber attack


https://techmonitor.ai/technology/cybersecurity/ferrari-hack-ransomexx
https://www.reuters.com/technology/ferrari-says-no-evidence-system-breach-ransomware-2022-10-03/
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3.6.4 ~ JEl Medibank EFFTA 280 ERAFPEEIIERIZEBE

TWCERT/CC

EilMedibank#:R
FhiE280E B RARA
AEIERZRERE

BN ABLERITHRIRIEEE Medibank HRISRELZEH - EEEEIH
REMNPBEWED . ZTRENAEEFEEEAEREPSTEEN -

HERRZRERE - R

I}

EPBEASE20E8A -

l' %]

ZATEHRI R RNBRD AR - ERYBUEBHZITEFERNSRNG
- BRBERIIRIERANANEES | BAEREE A REPEERNE
WER  BRZTHNABERNERRER FIEEIRELRRER - FIA
Medibank $R1T&F% -

I}

2T EBRREL  BRREEEZEMNRAKREFINERTS -
AR EEPREEER 2 - EZRIREABRAVIBE

55K Et ¥ Medibank RUBZIZ I EE)EE) - 4R 2022 F 10 H 12 H ;
Medibank TEFR RBERN R HELER - BRBHRIELZFENEBNEE , ©
B8 H 1% Medibank FRENEREE BZTH 4 - WERTRIBEZTH 200GB
BN ZTE—SHRBETERMERFENEHMEIRFEREE -

BRIRZITEINERIR - (IEETRE - TRAKABEUSIF ; HRRELE
ERBIEHTER Medibank fRIZEASRTTEF - ZATRBEMBXE - LR
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SMPFELETHENERL  H—)ERMHZITRE -

UEAh - SRR H S ESHEH B AR EMNNBZIRETERE - BMBUET
tTERRSEEREMERIIR ; REREZFPERENERNEE - KiEH
AIRY 222 ERTAIRIR 5% 5,000 &27T - NEBFIEMBRI=EEEE - X
EZAEEFEWRH 30% - —ENFAKETUHS -

ER S HREERINENNVERARRAX - BFHERELZEERENH
STHFNE  EEEFEENAMEURERZRVEREFLEENTEXK -
ER RSB ELZEES BRAMRENEERBEMEIEE - DIKHE
WELARERMSEE -

il

o ERIIR :
1. Cyber event updates and support

2. Medibank now says hackers accessed all its customers’ personal data


https://www.medibank.com.au/health-insurance/info/cyber-security/
https://www.bleepingcomputer.com/news/security/medibank-now-says-hackers-accessed-all-its-customers-personal-data/
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7~ BIERS B ES?

3.7.1 » Apache Commons Text X EE RN 0 ERPITEEE X BNRE

~ Apache Commons Text
L RBAEEERANE

T AIERBERITESERL
E E’]/Eﬂ

~ TWCER L

RT/CC

Github IEFTHEZXZEXR - HAERERERMBRIFEEILE Apache
Commons Text - IZ—ECZERZEERAREIHNE - EMERNT
EERXBNRER ; RALFREXNENERTRERIEIAREREIL
e BT hR A

Apache Commons Text 2{EHE = ZIFAEEZEDHRIR Java i2=VE - N
2 "XFEHE A4, (interpolation system ) ; FAEE TR BEE AR FGE#H
ANNFHETZERE - BF B8R - 8% - £ - HNES -

2B N ETES " Text4Shell ; - E CVE #R5% 7% CVE-2022-42889 - 27F
RXFUBAFRPIALZRENETEER ; EFRRARER T - ZE&ET
PARHNBEAS - REBZIDRE - EMEERITESEINE -

CVE-2022-42889 #J CVSS el B ERINSE 98D (MAR 107 ) ; f&
R R RESIRSSMA TE®E L (Critical ) F4 -
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BELEHZRTE Apache FEMFEFZHATE L - B Apache Commons Text 1.5 AR
ZE% 1.9 fR 2 - TEFEERAY Lookup instance #HEE T - ZAEE I EBERIHH
TEERENG - HEERRERRERNRE ; AFPEESRE Apache Commons
Text AR ZE 1.10.0 A - ZEASTERFHABREN N FUR LR -

ZORIEETE 2022 & 3 A 9 HA Github WEZE R IR - WIRIRAA UL
JRAZ T EERY 7 88 EE U Apache Foundation ; Apache Foundation /% 10 B 12 Hi#
B IE IR AY Apache Commons Text 1.10.0 b

EEUIEHREUBARA LS E MR Apache Commons Text - f&
Y EIA R ZEEEELREA 1.10.0 BEERAK -

® CVE #R5% : CVE-2022-42889
o FEEM/INRA : Apache Commons Text 1.5 £ 1.9 iR -
o FRFER : FARZE Apache Commons Text 1.10.0 MR EABE IR A -

o FRIKIR :
1. CVE-2022-42889: Apache Commons Text prior to 1.10.0 allows RCE when applied

to untrusted input due t
2. Apache Commons Text RCE flaw — Keep calm and patch away

3. CVE-2022-42889


https://lists.apache.org/thread/n2bd4vdsgkqh2tm14l1wyc3jyol7s1om
https://lists.apache.org/thread/n2bd4vdsgkqh2tm14l1wyc3jyol7s1om
https://www.bleepingcomputer.com/news/security/apache-commons-text-rce-flaw-keep-calm-and-patch-away/
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-42889
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3.7.2 ~ Apple BE—RBIERRBZEWENZE 0-day ifiE CVE-2022-42827

TWGERT/CC

Apple iR BRT#EHAY i0S 16.1 ~ iPadOS 16.1 & - {EE—{ETIaE 2 E R

REZIZINEN 0-day @il CVE-2022-42827 + :Zima o] &z R & INE
kernel ¥EFRIE HiZlRHTESTERTS ; iPhone B iPad AR FEIIENE
WIEEZRS - UREINRREZBIREEENINE -

12 Apple BRMELBEIRE i0S 16.1 - iPadOS 16.1 B LB TIEL -
CVE-2022-42827 E— (Bl iBis i RBA B AER - BRRNERGENRD
P ; ZEECNBEEREFECEERE - BMES kemel R RIR
WITERRERE - 2R UBERELHRABEIRWIZR Apple -

1Z Apple B ELZBHIEL - Z AT BB A RBIE2ERZEER
REFFZEHE  HEATEERNESHNE—PDHE -

ZoRmE 280 Apple iPhone B iPad Zm - B21F iPhone 8 EAE E A -
iPad Pro FRA%EY - iPad Air 55 3 BB A - iPad 55 5 LI AT -

iPad mini 55 5 CEEREKE -

CVE-2022-42827 2 Apple 1% 2022 E{&ERIZ 9 & 0-day J&id -
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65 - 7E Apple R ¥#ELEAY I0S 16.1 ~ iPadOS 16.1 & - T ERHEEZZ

18 [EEZmE ; Ed8liE it CVE-2022-42827 £ A - H{B1EZ = 13 (@] :E
EERRATEEEXEHNEZNELZRE -

FE7R iPhone £2 iPad B ABIR S - EEMAREZNEBERERR -
IIt iPhone £2 iPad Fi = - FETE Apple L PR AR EMNFE —KEMETE
o URBREENHE L ARNRE R E -

® CVE #&5% : CVE-2022-42827

o XEEM/MK : iPhone 8 B1EE A - iPad Pro FTAHZE! - iPad Air 35 3 1€
EAZEHAY - iPad 55 5 NEABEEY - iPad mini 55 5 EABEHE -

o FRFE: A#KZEI0S16.1 - iPadOS 16.1 -

o ERIIR :
1. About the security content of iOS 16.1 and iPadOS 16

2. Apple fixes new zero-day used in attacks against iPhones, iPads


https://support.apple.com/en-us/HT213489
https://www.bleepingcomputer.com/news/apple/apple-fixes-new-zero-day-used-in-attacks-against-iphones-ipads/
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3.7.3 * macOS BRIFFAUNTARZZERHENRRE

*ﬁ%@mthEﬂ

\ TWCERT/CC
\ -

macOS 2AERPERME Jamf IEFTHWEZEXMHRAE - HEIHIR
macOS ARY Archive 2RENAZ—ERE CVE-2022-32910 - oJ&
BREHNKREE - KEEBHAEINTR macOS 24817 - BEAEE
HEANERNBBEMBE - Apple EEHAHNIFER ARG
S8 ILimE -

Jamf EERRBM TR S PIEL - 5 (2022) FF4) - ZA A5 %R
Safari 2| B 23 AU CVE-2022-22616 - OI AR Zip BRARE - B8
macOS £ #:HY GateKeeper 185 - SEBEIUERAFPARBIEE T - 317 Zip
BB EEIE

Jamf FEBIMZRD4A Apple WEBIEER - BIAIFE macOS REEEE
DB B BAEER B AR ELEZBENELIRE - RABIRZFANEN
B4 / e B4 T HAZ = Archive U BB LURE @ B21RE o LU AR EI R4S
1B NE—EEE app IEENZEER B2 EEREERERSER
Hi#xRE 8% - %515 Archive AR EE1B app AIEZEEN
GateKeeper I8 B2
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Jamf £ 23R IEREE - 1BIRS5 5 H 31 Him Apple 8% ; 1 Apple i%
7 B 20 H#EE B89 macOS Monterey 12.5 EAE{thEE Ik macOS Eff - 1818 75
& & -
BEEAZREV IEMERSRFERAANENER  EEELEM
HLER - BUBIERSEH - UeBRERENHERC A ARIRIEREEE K
E . SHARESKEAENHEPNEEEZEMRE -

® CVE #5% : CVE-2022-32910
o S EEM/IMA : macOS Monterey 12.5 Z BTARZAN -
o FRRTTZE : A4RZE macOS Monterey 12.5 S ERRAK -

o FRIKIR :
1. About the security content of macOS Monterey 12.5

2. Jamf Threat Labs identifies macOS Archive Utility vulnerability allowing for
Gatekeeper bypass


https://support.apple.com/en-us/HT213345
https://www.jamf.com/blog/jamf-threat-labs-macos-archive-utility-vulnerability/
https://www.jamf.com/blog/jamf-threat-labs-macos-archive-utility-vulnerability/
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3.7.4 ~ Microsoft Exchange Server B9&# 0-day EIF AR

Microsoft Exchange Server
BB #T0-day E R AR RS 3
A ERRiA

TWCERT/CC

Microsoft Exchange Server BEI#2$3RAY 2 & 0-day il CVE-2022-
41040 ~ CVE-2022-41082 - BPARMRIMEES BHMENERAER - H
EZEREHHRMBIREEBRRA RLARBUB LLEZIZEE T Az
TR EN I EE -

HWEEZME GTSC EMTHNELZER - ®HN—EHHRI3IRE M (E
Microsoft Exchange Server §9 0-day J&)E CVE-2022-41040 - CVE-2022-41082 -
Hh CVE-2022-41040 E &)%) ol 1S & A RIBZIZ & En & CVE-
2022-41082 @) - WAIREEERATESEZS -

S M{E 0-day J®EAY CVSS BIREEEF 7197 8.8 77 - BIREEFNAS
"5 1 (High) 4k - #& Microsoft HREI MW ELZBR - 22 SHEMIE 0-
day il B ERZIZE LB HLEBRNZIRRETE -

# Microsoft AN ELZERP - ATRB 7T EROREERER @ B
SKERMEE S 1S Manager FHTIERA - FEABEBESEEROAFEREF
HY PowerShell - BEZEXIEHERE R AR R RBSHE MK E
URL - BREBE AR F IR HRE N B Z A BERGEEIRY -
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ELZEZRIEY - EEMESASEAREBZEEABAZLEY Microsoft
Exchange Server - BEFZEUKANEAEERE N ELERFEEIES T
2018 - BMETABE 1,200 BENUBERES IV EBEENRRINIER ; &
BEUNEEIHAREENHNERE -

® CVE #R5% : CVE-2022-41040 * CVE-2022-41082

o S EEM/MRA : Microsoft Exchange Server Z AR -

o MRAE  BRZAMEEERITHAIIZEZEIRM Microsoft Exchange
Server NI &R - 7R EALMALZRIRIKBAER - FF ol Z0 PowerShell
EEBN AT EER - BRI TR Microsoft # MW ER LR
W EMER R -

o ERIIR :
1. Microsoft Exchange Server Elevation of Privilege Vulnerability

2. Microsoft Exchange Server Remote Code Execution Vulnerability

3. Microsoft Exchange server zero-day mitigation can be bypassed


https://msrc.microsoft.com/update-guide/en-US/vulnerability/CVE-2022-41040
https://msrc.microsoft.com/update-guide/en-US/vulnerability/CVE-2022-41082
https://www.bleepingcomputer.com/news/security/microsoft-exchange-server-zero-day-mitigation-can-be-bypassed/
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F45 - BEXHFASTREE

TWCERT 2022 &8 EXEHEZFE
& EN B 111 F11HB15H (28°) EF 09K 3070216 K300

& B it Bh R IEER(ERYE - Webex)
. https://twcert.informationsecurity.com.tw/2022_annual_me
aENAAL ,
eting.htm
£a s semE =
ASETEREEER
SEENAHA - 202211815 ’
e - MR MR ¢ TW% &woertac * :
FHEE{I : TWNIC - TWCERT/CC
2022 FEREIKRFB/IHBECEEE N - FPEBRWEO DIWE R
BEREFERTEENERTE - STEREHNEEIEE - 208
SE SIS =EIZ "EREMAIFM . BT HR - EXED - BRI

%3 EEEBEBER - TWCERT 2022 8 2ELBHEEFE
BAFRENE - EERREZ - F8L "TEZIME ZEEKE.L R
I%E BEEESMAERERLRIRNELZHMIRESE - B

“EEJEJZ BBP%R BESARAERZ  —RREREF) - —#E

SMER  BASALER P/NEEEEE - REFESE - SRR
EXE - BLAEMEEESE - CERT/CSIRT A% - ISAC A4 -
SOC iR EL T BB 7 B -



https://twcert.informationsecurity.com.tw/2022_annual_meeting.htm
https://twcert.informationsecurity.com.tw/2022_annual_meeting.htm
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[(BEZ203] 11/18 TENER APP =48 ( APK/IPA)

i B B3 ] 11/18 9:00~12:00
PERBEMRERS JIRAZE

& Ef th Bh
(edtmAEEAEE _ER 23995 618 )
& ENAE IR https://dtu.cisa.tw/course.php?id=33
:jifﬁf—ﬁ Ujﬁ
e ,’—‘

{TENFERAPP
Z2 %A

EMEN  PERBEANRERS

SEE I E RIEMEE  HRAC  BEAR - B4 APP ZEMHEEHRE
EEME  AEEZAYHEERENHRE  RREMERAHNERE
WEBHRBEDRFE - AFELHEBERANERNEE  HKREE
NAEELHZE  TBRIEENEE -  BNRIERFE  E25LEN
HEP(fE APP WL ZHB - BoIEBPEE FRHERF
FERER -

EENEBAN  BEREE
Email: security@cisanet.org.tw Tel: (02)2553-3988 Ext : 388



https://dtu.cisa.tw/course.php?id=33
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11/18 EXMEREFI S ZEMNE-GPIS
i B B3 ] 11/18(#) 14:00-16:30
RERNMIENBEREPEDR=_BIIRAZE

E N RG
(B HEEZERRXES 6 9%)
— https://docs.google.com/forms/d/e/1FAIpQLSeKtEd--br81
T AeRh5fxLfgrSHI-6frBvXp6tzKHTYtkdOz5jA/viewform
$1§Jﬁ;ﬁﬁa\ & amT
14 00~16:30
SRS OEEEE |
PESE=IBIEHE
(EPmigEREARIE65M)
FHHEMI . TWNIC » TWCERT/CC
FUSEBO T 402BHA - B ITHEOTER - ELEIR
B ARERTZUNSE - R OT e URKEFHE
HEmEER  BEXEXWNEBRETTEMHEHERD - &
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HITCONCTF2022

& ENIRF S 11/26(7X) 10:00 ~ 11/27(H) 22:00 (UTC+8, 36 /)\[)
EEN M EG m 2 EEE AL
& ENAE IR https://ctf2022.hitcon.org/

HITCON CTF 2022

UTC 11/26 D2:00 ~ 11/27 14:00

Register:
Discord:

EMEM . 2REHRE - TEXINHER

R A AR

FRE s 36 /N\EFRIAR L Jeopardy 2 CTF

EENE B REE D RETHl - D BSEETHR

EnE  EE - REBRERXNKEHAE
BEHEEND R ZREBEEK DR ETE B

Flag 2=\ 4%: hitcon{printable ascii+}

11/26(7X) 10:00 ~ 11/27(H) 22:00 (UTC+38, 36 /)\[5)
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[EZ2R-BFRERII] ISO 27001 : 2013 ERZEEEAME BB SRR
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& ENhE 11/21~23 ~ 11/28 ~11/29 H#5tHH
PERHEEMNTRERZ JIRHAZE
(EdbmERE Kk 23958 6 12 )

& ENAE IR https://www.cisanet.org.tw/Course/Detail/2864
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https://www.cisanet.org.tw/Course/Detail/2864
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Email: maureen.liao@ cisanet.org.tw  Tel: (02)2553-3988
Ext : 388
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58 TVNIBEAE

RIS RAVA 'RiBERE 24405 - SQL Injection

TVN/CVEID TVN-202209012 / CVE-2022-39056

CVSS 9.8 (Critical)

HEEM TREES RAVA RS REE 244805 v3
RAVA BREBERAMAIFTENESE R ERHEMAETR

FE50 e i 3kt g BInWEBEARER - BITDEAER SQL EAEH - B
KMIBRERLE -

BRTTE mHATSREMBREERSE

yNCEI=E: 2022-10-18

THRAELS https://www.twcert.org.tw/newepaper/cp-151-6617-109b0-3.html

PEHARIX Mail SQR Expert LI FEHFEERER - Command Injection

TVN/CVEID

TVN-202210008 / CVE-2022-40741

CVSS

9.8 (Critical)

B/ == O
moEEnn

hEH MR Mail SQR Expert £ 5B FEHAHEEER versio
n 2dut.190301

Mail SQR Expert REGEINBES BUETRKFITHETRE - B
EiRWEBEARER - BDO A A UIERHE &7 Command

ﬁ:ﬂaﬁj;ﬁ-;'lt
. Injection WE - HITRAERIES @ UH RAETERIEIFI
PETARTS -
B3 T5 5% Update & % 2 fu & # Mail SQR Expert version to

2dut.220701 (UEAREREFT A EIZE T FreeBSD 9.x AU 1A)

NCISE:

2022-10-26



https://www.twcert.org.tw/newepaper/cp-151-6617-109b0-3.html
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THEAZELS

https://www.twcert.org.tw/newepaper/cp-151-6643-89bfa-3.html

258 RAVA ‘RiEEEE 244915 - Path Traversal

TVN/CVEID TVN-202209014 / CVE-2022-39058

CVSS 7.5 (High)

HEEM TREES RAVA RS REE 24405 v3
RAVA EBiElaE 2 AL E ERES8FE Path Traversal /&

FE50 e i 3kt A BIRKEBEARER - BlolAAELIDREERS 720
FRERRMIESR -

BRTE mHATSREMBREERSE

ABRIBEA 2022-10-18

THEAESS https://www.twcert.org.tw/newepaper/cp-151-6619-9b5a7-3.html

FE=EES RAVA RiEE 24405 - Command Injection

TVN/CVEID

TVN-202209013 / CVE-2022-39057

CVSS

7.2 (High)

E5EES RAVA 'RaBasg 24815 v3

Rl

RAVA &RrEfRE 2 IS E EEBARBBHRSBIERRE - &=
mRBZEUEREREREZAR IR REET

[ R e 2t o - Y w2 o S
Command Injection WE - FITHFAERIEST - WHRAETT
T REFE Pl AR TS -

BRFE R RN EBRE SRR

yN:GI=E:t 2022-10-18

THEAESS https://www.twcert.org.tw/newepaper/cp-151-6618-11fd8-3.html



https://www.twcert.org.tw/newepaper/cp-151-6643-89bfa-3.html
https://www.twcert.org.tw/newepaper/cp-151-6619-9b5a7-3.html
https://www.twcert.org.tw/newepaper/cp-151-6618-11fd8-3.html
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—&& —R$ U-Office Force - Path Traversal -1

TVN/CVEID TVN-202210002 / CVE-2022-39022

CVSS 6.5 (Medium)

SEEm —EF—R# U-Office Force 20.50.7821D Build:202104spl
U-Office Force NEEFIERINEZSEZFE Path Traversal /%

[0 e i 32kt A BiRKEBEU—REREEREAR - Bl AIDRE &R
Bo@Raks - FNEERRFAESR

BRFE Update U-Office Force version to 23.0

yNCEI=E: 2022-10-26

THRAE LS https://www.twcert.org.tw/newepaper/cp-151-6637-eed19-3.html
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B1TEA - SEERAEEHEEEZ 7RO
(Taiwan Computer Emergency Response Team / Coordination Center)

HHIHER - 2022 11 H10H

#Rm¥E : TWCERT/CC EIfX

ARF5EE5E : 0800-885-066

& H 4 : tweert@cert.org.tw

B4 : https://twcert.org.tw

EEFB ¢ http://tweert.pixnet.net/blog

Facebook 1 #4ZE & : https://www.facebook.com/twcertcc
Instagram : https://www.instagram.com/twcertcc

Twitter : @ TWCERTCC




