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About Alienvault

o Founded in 2007 and headquartered in San THECRANNELCO, | THECHANNELCO Forbes 2017
Mateo, CA with offices in Austin, TX; Madrid, ; (\j
Spain; Granada, Spain and Cork, Ireland CRN CRN

Cloud10C

CYBER
SECURITY

EXCELLENCE

: ub : AWARDS
o Over 8,000 commercial customers S1E6R8 RTNER CLEJI?[%%I\S‘NEANIES
o More than 500 MSSP partners | PRO&'M;E L
5 350+ employees worldwide 2017 2017 r Seloite
o Backed by premier investors . SCalfards \ ' Technology Fast

Winner
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We' re Trusted & Verified

e Aligned with NIST Cybersecurity Framework (NIST CSF)
e PCI DSS Level 1 Service Provider

e ISO 27001:2013 Certified Compliant™

e SOC 2 Type 2 Certified Compliant

e Attestation of HIPAA Compliance

e Certified Azure & AWS Advanced Technology Partner

Microsoft
HIPAA Azure amazon | Partner
webservices | Network
HIPAA eI DSS Lovel 1 SOC 2 Type 2 Certified ADVANCED TECHNOLOGY PARTNER
Compliant Service Provider Certified
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Threat Intelligence

AlienVault Labs Threat Intelligence Update for
USM Anywhere: April 8 - April 14, 2018
Announcement

AlienVault Labs Threat Intelligence Update for
USM Anywhere: April 1- April 7, 2018

Announce

-

AlienVault Labs Threat Intelligence Update for
USM Anywhere: March 25 - March 31, 2018

Announce

:

AlienVault Labs Threat Intelligence Update for
USM Anywhere: March 11 - March 17, 2018
Announcement

Aliar\/ai it | ahe Thrant Intallinanca | Indata far

l jkisielius
* April 20

jkisielius 0 171
April 20

AlienVault Labs Threat Intelligence Update for USM Anywhere:
April 29 - May 5, 2018

Jkishelius

800 -

Allerivaun USHM Anywhere  Alleriveuit Theest inteligence Updetem

New Detection Technique - GPON Authentication Bypass (CVE-2018-10561)

This GPON wulnerability was publicly anncunced on May 3. It affects GPON routers and allows an
attacker to bypass authentication and conseguently perform Remote Code Execution via HTTP requests
to the router. The HTTP requests only need to have '?images/' appended at the end of the UR! to avoid
authentication in the vuinerable system and take control of the router

We've updated the 'Chent Side Exploit - Known Vulnerability' correlation rule to detect this activity.

Related content in Open Threat Exchange: https://otx.alenvault.com/indicator/cve/CVE-2018-10561

New Detection Technique - DNN DNNPersonalization Cookie RCE Attempt (CVE-2017-
9822)

This vuinerability affects DotNetNuke (DNN) software versions prior to 9.1.1. The exploit allaws privilege
escalation, granting Remote Code Execution through a particular setting of the DNNPersonalization value
in the cookie. Despite the existence and awareness of the vulnerability, no exploits or Proof of Concept
(POC) have been identified or made public

We've updated the 'Chent Side Exploit - Known Vulnerability' correlation rule to detect this activity.

Related content in Open Threat Exchange: hitps://otx.alenvault com/indicator/cve/CVE-2017-8822
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OTX (Open Threat eXchange)

To provide deeper and wider insight into attack trends and bad

actors, the AlienVault Labs Security Research Team leverages the
power of the Open Threat Exchange® (OTX™)—the world's first truly
open threat intelligence community. This community of security

researchers and IT professionals collaborate and share millions of ov E R 1 4
threat artifacts as they emerge “in the wild," so you get global
insight into attack trends and bad actors that could impact your M I L L | O N

operations THREAT INDICATORS
CONITRIBUTED

Learn More About Threat Intelligence » D ! I LY

65,0 o o iy PARTICIPANTS
14° +COUNTRIES
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SANS:HREZXFTEERBEREREI

« Open Threat Exchange (OTX)—51%

« Structured Threat Information Expression (STIX)—46%
« Collective Intelligence Framework (CIF)—39%

» Open Indicators of Compromise (OpenlOC) framework—33%

« Trusted Automated eXchange of Indicator Information (TAXIl)—33%
« Traffic Light Protocol (TLP)—28%

« Cyber Observable eXpression (CybOX)—26%

« Incident Object Description and Exchange Format (IODEF)—23%

« Vocabulary for Event Recording and Incident Sharing (VERIS)—20%

OTX is very popular tool, with 51% of respondents using it. And CIF is also well-used, at
39%. While OpenlOC is in use by 33% of organizations, the clear majority uses the set
of standards that include STIX, TAXII and CybOX. All of these standards and tools are
still very much works in progress; however, the author has seen STIX and TAXII most
commonly in enterprise organizations.
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OPEN THREAT EXCHANGE

B WannaCry: Ransomw... . f
X 3 MINUTES AGO WannaCry: Ransomware attacks show strong links to Lazarus group
corq 3 minutes ago by corq | Public | TLP: @ Green v
May 22 2017 - Updated bulletin with traits and artifacts supporting 1 38 0 0 5
B WCry SMB Honeypot ... attribution to the Lazarus group. SUBSCRIBE v COMMENTS RELATED .
A0 7 DAYS AGO corq G

REFERENCES: https://www.symantec.com/connect/blogs/... ..more
AN G G (.

ALIEN VAULT

E Jw @) + wannacry LOGIN |SIGN UP
BROWSE CREATE

OPEN THREAT EXCHANGE

D Vichnacy Ransamu Indicators of Compromise £
; 3 MINUTES AGO
corq Show | 10 4| entries Search:
L
TYPE INDICATOR TITLE ACTIVE RPEULE;'EEQD
B WCry SMB Honeypot ... - G+
A4 7 DAYS AGO corq FileHash-SHA2... 043e0d0d8b8cda56851f5b853f244f677bd1fd50f869075ef7... 15
FileHash-MD5 ~ 0489978ffa3b864ede646d0470500336 1 in
FileHash-MD5 0f246a13178841f8b324ca54696f592b 2
S WanaCry Ransomwar...
I 8 DAYS AGO IPv4 184.74.243.67 !
Gl pronin
w IPv4 196.45.177.52 3
w
2 FileHash-MD5  1d4ec831292b611f1ff8983ebd1db5d4 1
3 Wanacry 10Cs
x 8 DAYS AGO IPv4 203.69.210.247 1
joodan
FileHash-MD5 ~ 21307227ece129b1e12797ecc2c9b6d9 1
FileHash-SHA2... 2a99bch5d21588e0a43f56aadade2f386791e0f757126b277... 1
FileHash-SHA2... 2ba20e39ff90e36086044d02329d43a8f7ae6a7663eb1198b... 1
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| juanma ;] [ Service Detail | Host Detadl | Status Overview | Status Grid | Status Map | Service Problems | Host Problems | Network Outages | Comments | Downtime | Process Info | Performance Info | Scheduling Queve )
 eaa » Risk
Host Status Totals Service Status Totals
Ll 4 Incidents
Up Down Unreachable Pending Ok ‘Warning Unknown Critical Pending
- 2 Aniyei . 0 O o W o
B m Reports All Problems Al Types All Problems Al Types
P . e o
- . Assots
e 7 Intelligence Service Status Details For All Hosts
“
- 4
{2 Situstional Awareness Host Service Last Check Duration Attompt Status Information
' - e 192.168.10.1  FTP PO 2011-11-1521:46:46 53 22n Om 39s 14 FTP OK - 0.002 second response time on port 21 (220 (vsFTPd 2.0.7))
. ~ - GENERIC_TCP_139 PO 2011-11-1521:49:37 549 14h 39m 52 14 TCP OK - 0.000 second response time on port 139
’ B Remote interfaces GENERIC_TCP_3000  [MNOKIIN 2011-11-1521:4628  54d 14h 42m 9s 1 TCP OK - 0.000 second response time on port 3000
b —— GENERIC_TCP_443 POKI  2011-11-1521:46:44 540 13h 11m 528 1" TCP OK - 0.000 second response time on port 443
GENERIC_TCP_445 POKI  2011-11-1521:49:37 549 14h 41m 558 14 TCP OK - 0.000 second response time on port 445
GENERIC_TCP_8009 POk 2011-11-1521:47:42  54d 14h 41m 425 14 TCP OK - 0.000 second response time on port 8009
GENERIC_TCP_8080  [NOKIIN 2011-11-1521:49:37  54d 14h 39m 12s 14 TCP OK - 0.001 second response time on port 8080
HTTP DOKI  2011-11-1521:45:35 54 19n 49m 23s 1 HTTP OK - HTTP/1.1 302 Found - 0.001 second response time
MySQL DCRIMCAIN  2011-11-1521:44:82 544 14h 38m 44s 4 Access denied for user nagios'@'192.168.10.1' (using password: NO)
SSH POk 2011-11-15 21:46:31 54d 14h 41m 1s 14 SSH OK - OpenSSH_5.1p1 Debian-5 (protocol 2.0)
IS2HB8ZIIINN GENERIC_TCP_3689 DCRIMCAIN 20111115 21:45:37 8d 7h 27m 38s 14 No route to host
GENERIC_TCP_445 DCRITCAI 2011-11-1521:45:37 7d 12h 4m 33s 1" No route to host
of — gateway  {DPING PSR 2011-11-1521:47:59 540 150 46m 5s 14 PING OK - Packet loss = 0%, RTA = 043 ms
_ locaihost (D Curentioad O™ ORI 2011-111521:47:56  0d0n32m0s 1" OK - load average: 0.03, 1.01, 1.77
Current Users PO 2011-11-1521:44:52 549 18h 46m 17s 1 USERS OK - 0 users currently logged in
- Disk Space K 2011-11-1521:4548  7d 2h 54m 12s 1 DISK OK
HTTP Do 2011-11-1521:45:37 5d 19h 49m 23s " HTTP OK - HTTP/1.1 302 Found - 0.001 second response time
21:49 SSH DNOKIN  2011-11-1521:45:37 34 3h 47m 39s 1 SSH OK - OpenSSH_5.1p1 Debian-5 (protocol 2.0)
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