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1. wevtutil.exe epl application .\evtxapp.evtx
2. wevtutil.exe epl Security .\evtxsec.evtx
3. wevtutil.exe epl System .\evtxsys.evtx
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(1) 2k:iE File—capture Memory

8 AccessData FTK Imager 4.2.0.13

m View Mode Help
@& Add Evidence ltem... i [
& Add All Attached Devices St
& Image Mounting...

Remove Evidence ltem

Remove All Evidence Items
Create Disk Image...

Export Disk Image...

Export Logical Image (AD1)...

Add to Custom Content Image (AD1)

Create Custom Content Image (AD1)...

Decrypt AD1 image...

Verify Drive/Image... _
|m Capture Memory...
QObtain Protected Files...

Bl 7 #{Pcmty

Memory Capture >

Destination path:

| Browse

Destination filename:

|memdump.mem

[ ]include pagefile
pagefile.sys

[ | Create AD1 file
memcapture.adi1

Capture Memory | Cancel
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Memory Progress
Destination ‘C \Users\twnic\Desktop\memdump.mem ‘
Status: ‘Dumplng RAM: 2GB/19GB [12%] ‘
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h>certutil -hashfile .\myfile.TXT MD5

sh>certutil -hashfile .\myfile.TXT SHAI
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