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Results Summary:

Found Trojan:Win32/Meterpreter.0, not removed. _
Microsoft Safety Scanner Finished On Sun Oct 18 17:11:30 2020

Return code: 7 (0x7)
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File Edit View Process Connection Options Help

C C/) E& % 4TCPV4 TCPv6 4 UDPv4 UDP V6 P P s

Create Time  Module Name

Process Name Process ID Protocol State Local Address Local Port  Remote Address

B torexe 17524 TP Established ~ 192.168.206.178 4045 193.108.117.103 2022/10/12 F*F 03... torexe
B torexe 17524 TP Established ~ 192.168.206.178 4047 193.108.117.103 2022/10/12 T4 03... torexe
B torexe 17524 TCP Established  192.168.206.178 4044 51.77.59.234 2022/10/12 % 03... torexe
B torexe 17524 TP Established  192.168.206.178 4046 51.77.59.234 2022/10/12 T 03:... torexe
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3.1 * Process Explorer & —’F—] AFFFRIENE AR
% AUORUNS & 7 E LA LT FR B - AN BB
% MLogon ; F # - Options > Scan Options > 4 i£ Verify code

signatures ~ Check VirusTotal(+ & # & 4 Submit Images) -

le Options View Process Find Users Help

J Run At Logon o ‘ ’—‘ | ‘ ‘ | ‘ <Filter by name> | ‘

ocet . . CPU Private Bytes Working Set PID Description Company Name VirusTota
B V”fy Image Signatures I 05 0K 0K nfa Hardware Interrupts and DPCs
= VirusTotal.com » ~/I Check VirusTotal.com I 94.37 60 K 8K 0
[ Always On Top ubmit Unknown Executables I 1ok el
: % Replace Task Manager e 6
= Hide When Minimized 958 K 55332 K 132
G Allow Only One Instance 53,164 K 73632 K 252 Google Chiome Google LLC o
s v Confirm Kill L0712 K 1,000 K 668
m 6,360 K 8,784 K 724 Intel(R) Local Management Servi... Intel Corporation 02
@ Tray Icons ' 200K 598K 752 Windows Services RYZE M. Micosoft Corporation o
- =Mt RN RS 20RA W A A
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4. AutoRuns #u § & 23
i * Process Explorer & 544 {77 hfgs' £33 ¢ 7 B & 425"
Options >Virustotal.com>Check VirusTotal.com(# & Submit unknown
Executables) -

File Seach Entry Options Category Help

EEODORA W HERS] |[» o

C Applnit [® KnownDLLs 5 WinLogon B Wwinsock Providers & Print Monitors @ LSA Providers & Network Providers = WMl ) Office
B Everything D. Logon = Explorer £ Intemet Explorer E Scheduled Tasks « Services 3 Drivers 3 Codecs 02 Boot Execute E‘ Image Hijacks
Description Publisher Image Path Timestamp Virus Total
rrentVersion\Run Thu Nov 4 14:23:52
Microsoft Teams (Verified) Microsoft 3rd P...  C:\Users\twnic\AppData\Local\Microsoft\Teams\Updat... Tue Mar 22 10:07... 0/72
rrentVersion\Run Tue Mar 22 10:35:11
Bitdefender Vpn App (Verified) Bitdefender SRL  C:\Program Files\Bitdefender\Bitdefender VPN\BdVpn... Mon Jan 31 20:2... 1/72
HD Audio Background Process  (Verified) Realtek Semico... C:\Program Files\Realtek\Audio\HDA\RAVBg64 .exe Mon Oct 15 07:23...
HD Audio Background Process  (Verified) Realtek Semico... C:\Program Files\Realtek\Audio\HDA\RAVBg64 .exe Mon Oct 15 07:23... 0/72
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[]1/0 S@=xE [ESmartByteTalamatns ava 917,020,582
110 ®AxS! [ Dsapi.exe g 788,032,917
E [ MsMpEng 369,935,388
11/0 g)\m;ﬁg [ DDVDatal 148,651,209
i | nessusd.e: 109,411,243
wl I
“*fgf;*‘ = Msvchost.ex LI | 55937888
i e v W% VirtualBo> ﬁi*ﬁ"’ma 47,088,808
— [ MoUsoCo DITEFIEL(A) 18,421,661
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6.1 * WireShark #5 3} DDoS = ¢
(1) wRBERE&4e > £F 7123~ & SYN e tep.flags.syn

& WieFi - = x
File Edit Miew Go Capture Analyze Statistics Telephony Wireless JIeols Help

r_ IREO Reoe==E0 865 = aQaaamld

[ATwcpfagssyn =1 B )+

No. Time Source Destination Protocol Length Info

B 7 # * Wireshark # & SYN 3t ¢ #i &

(2) “#SYN# SYNACK £F 4 B ehife » % 2 Ehz %
% 4515 4 4 tep.flags.syn==1 && tcp.flags.ack==0 45
SYN ## ; tcp.flags.syn==1 && tcp.flags.ack==0 35
SYN/ACK #ic# o %+ T & #ic & £ §F

=1 && tep.flags.ack—1|
“ime

Source Destination Protocol Length Info

1d 96 @1 17 ez EEICEE) 20 28 ee a4s ee (I |- - - - - B
34 a4 86 @@ @@ 79 ©6 fd 7d 22 75 ed ef c@ a8 A -ey- -}tue---
52 @1 bb 34 9¢c 68 @b cf 36 36 €1 4c 4b 8@ 12 Se--4-7 . - B6-LK- -
Ff e7 6c 8@ 00 @2 P4 ©4 e2 91 91 84 82 1 83 ceeleen-

a8 -
hark_Wi-FiNOZ2J1.pcapng Packets: 155164 - Displayedfi387 (0.2%) - Dropped: 0 (0.0%) ||

B 8 i# * Wireshark * & SYN &2 ACK # &
(3) % HTTP Request & Response shficg » — & fFins 4 o4
FEA + o ghiE F 3 [ Gtatistics | — "HTTP ; — T Packet
Counter | ¥ B EC L T m

‘ Topic / Item Count Average MinVal MaxVal Rate (ms) Percent BurstRate BurstStart
v Total HTTP Packets 376 0.0017 100% 0.0800 17.583
ome P PaCRE O 0.0000 0.00% - -
0000  5000% 00400 17593

777, broken 0 0.0000 0.00% - =
Sxx: Server Error 0o 0.0000 0.00% “
~ 4xx: Client Error 1 0.0000 0.53% 0.0100 74952
403 Forbidden 1 0.0000 100.00% 0.0100 74952
3xx: Redirection 0o 0.0000 0.00% -
v 2xx: Success 187 0.0009 99.47% 0.0400 17.593
200 OK 187 0.0009 100.00% 0.0400 17.593

. ; 0.0000 0.00% - -
HTTP Request Packets 188 0.0009 50.00% 0.0400 17.583
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