Taiwan Computer Emergency Response Team / Coordination Center

22 B a4 iE fe i = 3E B 775 TP 0
TIG /

Coordination Genter

BB = ERIED

TWCERT/CC @3 fES:/\a
AT




A A

Q I 2 B Y 2 ) 2B

e AT %

é TWCERT/CCIR IRV AR FS

S BB B EBE P )

Taiwan Computer Emergency Response Team / Coordination Center



> &
I

|

BEERIR(ICT)WAREE - R JENHEES
(ENETE - FARTITE B ZENREE
> WEAMS - EREENE - BEHRABBEER -
> WEBMMES - EREEER  BEREARENE -
> WEIRMES - BREAENREY - SIRBERLEE -

B EREMNZERAABXRZEZRER - &
It - EfZENBRTEAASBIERNELRRSE

Il

f:‘? Eafﬁ (A8 B e i R IR B 1 o /Oy

Taiwan Computer Emergency Response Team / Coordination Center



EflZEHEFERE
REFUEE R - AERMIMUEFERS T

i
- BABKERERS - KBFE -

FEITEMEIEATM - (FH1E)

e et e e e
NG LINEBR 5

R

CEEE

3=
i

EDy 2= 1= #= mESHT STERT P&

=R NOLINEWRSTEE A - 2R SN BEARES

= =k = % 5 Fiv-=
| FFIESH BRI 2 =E 7R - 2017/3/28 T4 03:30:50
Eitm : =5 —
=8 AERE TSR 6 = = HEE | R . . e
. = e AR S B = s (IR R SE e
. . . - Y EEEE 2017/ EFEREEE A AAEIEANEAE " LINE | (RS BN HE S 2B R A BRI EEETS
E@En/EEEE BEET T m FEILE A EELINEDRS:  SEMESREEIERS -
=8 s 5SE AEBET | R ARSI A MR ARY  SASENERE AT M
28 Ezs == mime O=u
== SREZ  SmEEx _ 5 ©
] = 5
E =P 3= ES)iict
HE= b hES EEF

MG LINE#R#ZEF !

PRI EE @

BEiAR: 1652 5F bR

S EBINERE K EEE RO

Taiwan Computer Emergency Response Team / Coordination Center



allk

ﬁ.

flZ 5 EAIE A REY)

ﬂ%ﬁ%é@%m
Y 5 F B HX 7 40 =

o) i3 117 BX 4% B% = SR AR R E A
= AN

Emiﬁﬂimﬂﬁﬂﬁiﬁﬁ%

k&
lll(=¥=%) HRas
B EE 4% 164
BlicE 68 134
BlEE a3 108

BERARR:165 K55k

PANN 455

P AR B fe 1% PR 32 B 177 ) P

= /=&

TMAREYESE ! NOEEEREREED . GREOE S EHANA
H3:ES

5/26/2017

2 TRNENESE | WWERERERET  ERBEOESBRENFESRE
BIIERE . THHBYESRE WERSREAT  EREO RS BREN

BTRASRE - 2017/4/28 T4 04:42:03

(MEFFRHERAN-SHEELL RSN EENETICEMD SR - TS TEEER
PRI - RIREAETE - ARARMEZFEEFATES  £ERRNABEEEERENAZ
fRISFZ  R4B19HAIEFTBBOREEMAITER - EfLEAFH6 - HiEE2
& IRITIRSFE2E - BRF2R - s LREKLS  SMEERIESHEEY - 1558
FIEARGON - FFRERAERI01E6TH# T -
(DIFEEEABOFERI0SFERIEMN A EERL - B " SEgEm . 88FHF
3CAEM -« FRERE - ffnfHE) RERESIER  VIFERLELEVRT ZEXTE - i
I EREERAEE R E AR TREAERE  MRAERYEBESR—BIEED
ERRE  RESARE  WEAKREBESR -

EXRRERR  ARBYARRESNSYE BHARLRERRNEE . BREERF
EHER  REBEEECETEN . EBrEE T EREEERE = NN ET

%5 ERGHEFATEASS  LUSEESHES - _ . .
BERIAR: 165~ FE R

Taiwan Computer Emergency Response Team / Coordination Center



Bl Z TG EHE
B EHREFEEERE  —ERExE - &

ey S IR 5 (= N

=RVa——W. =
E =g SR EENE - EEEEE &
SR00MmZE 2017F38 1022 N\ EREBR#E13005%
OOAERFEERINE 2017438 RBR (RPEIXI358 )
"OOOO0O004E 4 #uk 2016F108 133 A#&ZF9005&
OOE £ EZEINE 2016FE108 WS AE:F1388

"OOM% , BEERIINE 2016F9H P8 ANEBR5505 7T
"O0H5 1 ShkeER] EASERZ 2016F9H 16 AERF180%
OOAEXRER mRFEE 20165F8H FEURP

OOIRTTHE2E AIREREE [P016F6H PEA S1#%4008 7T
OORERREFEE 20165F2H EFHEEF7591931U
OOMZTIEEEMEINBELE P01SFI2H FEEXRER

OOJkEEE BB 2015F9H F&ES

OOMBEE & & il 45 5% 201554 50002 E1E&E

18X B AR IL(E & INE 2014F2H i B S R 3T 9000 & TR

OOO0O#IFE ERTT 201354 SEZE 21 #24008 7T

OOO0OTT 55 & EN 485 4 5% 2013F2H 1508 %

BRI EEE

SMERER BB HED

Taiwan Computer Emergency Response Team / Coordination Center



—|—§U1HMEEI’J B ESEFR(1/3)

s B

4 ., - (—m—

5 T i ZIBAT ]

19:15 ia#iEy - 1tHEBTHE RETE2ARTER 1@ & 2026°c K

SUEMAREREREGENY



[STYLENANDAE /3CE MOOD
RECIPEEE 23]

10 D-store

HIBR 1B #%E%
BRI #7KES
SHREME Rz R %I
%ﬁ!iﬁ ﬂ%ﬁ“ﬂiﬂt il
i on B B[R =Y
%mﬂﬂa‘wﬁ%)\uw
=

B2 BRI B EEZ HRE /O

7
Taiwan Computer Emergency Response Team / Coordination Center



Z 51 fERY— E_U: ZEBR(3/3)

L BIRAE muxm%&%%%@ﬁ

o ERFHE AT :

| mTETAE . BRESESEAR
AT - 0kt B S S i
& AE MRS - ﬂﬁﬂ@@@

3. TEEEEMRRESEET . I
DR C A S A -

A TEEDNBHZ - BB E

REANAEEDAS

o BENESEFEFEELEM
Eet '
2. BN BEEREMES ZEIEIR ﬁ
manAdblock PluseiAdGuard
O 7 BN s R B & AU 40

VT

EZ T

PANN 455

&2 B AR IS et AR IR B 17 O

Taiwan Computer Emergency Response Team / Coordination Center




== (1 2: 4800 E e U e 75 A RV E 2 B b (1/5)

- REBBRERLRISE

~ X < m.com tw
2 IS omap.com.tw
SIS Lfc.com.tw
A © com.tw
SIS nd.com.tw

i 1 £ 80 88 5 AR R

W JND

EREALELT F

EEENHEREHEEEE RO

Taiwan Computer Emergency Response Team / Coordination Center



== (51 2: 48 U5 B 8230 AR 75 T FH Y B 2 [ B (2/5)

I-I'

- W LAFZREREREEURENAEL - B 7 EIE
A

« BTGB ENE 7 atae s ml ARz - AAEEE RO A
24 A8 h 1IN L8545 A ELth 4815

- AILEEBEBREANECKERNFRESEMBAZRIIA
= g=LiE:

1
2
3| <html>
4 <head>
5| <title N /tit1e>
6| <meta name='keywords' co"‘tent=‘_'>
7| <meta name="description’ content="">
ERREINA 8| <meta name='revisit-after’' content="14 days'>
9| <meta name='robots® content="">
N 10| </head>
i 11| <frameset rows="25,*' frameborder="NO' border='@"' framespacing="@">
) — 12 | <frame name='TOP_MENU' src="http:/ M ufc.com.tw/?PUT=ad’ noresize scrolling='no'>
- — 13| <frame name="MAIN' src="http:/ wvo S, com. tw' >
* I 14| </frameset>
15| <noframes:>
* I 16| <body bgcolor="#FFFFFF" tewxt="#00aeea’
: 17| A, <a href="http://wvw R com. tw ' >[N -
) — 19| </noframes>
I o 20| </html>

RSN - HEHE

EEENERERRBEREDL

Taiwan Computer Emergency Response Team / Coordination Center



== 51 2: 4806 EEE Ak A 75 A B RV E 2 [ B (3/5)

Go gle site:ufc.com.tw L Q
25b i Fi i BE B IE

| #HET 2220 EEER  ERE 2 E (UEER  0.24F)
S E ;
wgunl\_uyfc_cosrr?twﬁ v ) ) % u fC $§. j:_lJ: HE %% %U

FHSTERFI A IFORER R - R SR - 1% - TEEREME -

A IR 752220 %

1061513 ufc.com.tw/ -
HRfhiR DARTE - GEFESE - BB - HREEE - BN - HEOEERT -

=5
1060733 ufc_.com.tw/
HITERE - ( FERET 43 ). SRS TF (3] EE@AEnt 1467025 f0 B PRVEF=

EHiE PEERIRETIRIGEE 5547 LSS i =TEE

Yahoo!&HFEZEZES"
1061229.ufc.com.tw/
SERINER - EIEE - i LR ROsiE R EAE -

PCZONE s7s%1&
pczone.ufc.com.tw/ =
ADSL FTTB CABLE WIFI 3G iPhone iPad Android htc samsung mp3 ZE5EERE .

Post7T6E2EZ 24

pingping_ufc.com.tw » Post76 224 » 24

MAFE SIRE RRTFEEH FAREE TR ERRE FRI{TEERRE fTRIHE T RERFE € 8. icon BEX
#; icon bzguy; icon wkhbobby999; icon oyd; icon ...

BEREREERAT
afartech.ufc.com.tw/ =
R SRR E IR T BT RS SR S e SR

EEENHEREHEEEE RO

Taiwan Computer Emergency Response Team / Coordination Center



== {51 2: 48 0t 72 8E 1k Al 755 A1 AR RV & %2 [ B (4/5)

0 %b [— v o |Go gle o ! Q

e ZOHE e L1 ik e BT =

Cl ® 1061559.fol.com.tw

/| T | RBAPP | 375 | Focus Taiwan | Esparid®
GIZIEE - KEGOGO - BRERE - 3ChX - EEHR - [BE]BEARNAEYZ

IE /& | S8R | REBAPP | 373 | Focus Taiwan | Espafiol |
Iz - HEGOGO - REHHK - 3(hx - BEHR - [RE]|BEARNRZZ.
AE ZH BER Yt mE ME MR HE Mp £F EBE K% Bt 2

A 2 zZE BR v mE MBS AR #AE #h £F BE Y Bt 23
R Bt =

[09:20] 14 / e BRAER FHE2ERSH

PRiEHit
09:11] B8ER / HEBERE BAZRIRAET H

o

EHEELE3TA

9. HEERLEYE
PR

PRI AN AR E P

saramaijewel:
look like somi T 433 rb =]
i ﬂwwakf;”ﬁi %
nly 10,
#instatashion Qré @*TEEHK 9E

Ecreativevinte

—p—

i EAREEEH

AL 0 =k o S 4M E8 Sk X0

BARERDEN
ihaeEReEsl  [rov

SEEIEEEHEEZ RO

Taiwan Computer Emergency Response Team / Coordination Center




2 5I2: L (5/5)

BEFEEERZAEUECHNBEINZTE - BESHEEFETE
= w=oeihisER - FEIEAFRILEEARRZERT

A o FEMAIE BRI AR 75 & e BRI 38 ¥ = 1t CERT/CSIRT #H 48
s B IEEIEEN - WEIEER
2fEREREZ/ VO EAIE R HEEAEIIZEEE - IRAIERS
SIZEREINELE E IEERY -

3.4 BB AR TSV S B B B 55 = 2 11 58 ez BV B ) BRas ik ) -
PARRLIEB AT RSB RFFE A AR AR -

EEENHEREHEEEE RO

Taiwan Computer Emergency Response Team / Coordination Center



B3 FEFERINEZEI

TWCERT/CCHEELERH - RAZEFXNR LBYER - £HHS

EIRSANEIFEERERE - DI EAER B EE mAVER - RAkER

SEEMEIRER - FFREEEINESREZEER  EFRTEZE

ATMIRIE - IBRUIRERZEERFD - ERCEZRBRERE -

o ZXRBIBMBILZIRERERFEFAEENZEIRZER S - MHEIRVELR IR
ERRSSLINZ #Hl -

o UM A e e R e e

Alerts distribution

ZIONEEETRETERE & 0w &

Medium 6
Repviaflg - ZBEBRERE O N

NFEZESEENZZEE -

S EBINERE K EEE RO

Taiwan Computer Emergency Response Team / Coordination Center



ERERINEZEE

SEHZEBRERN/EME BEBHEIRIETIRE  AMZRRERER
REfAE  PEETEEARENAERERES  RAItER LEYNE

I RELAILFEMEER  CEUNRAKRBRMLNTEREZZE
FEBEAT ~ HiTkRAZE - HENZZAEERESH RN - SRFEL
NEIRE

. AR EEEEZERE

HEHEILFR S PREE 2 AlL - ol sefEAHEF SE1ER - EHEILFREEHER
MILEMZEAER  SHERECEEBHUNELER

3. MIILEMOKGIEREEE R KSR E A IBE (Bl s2 E A IEHE -
4. BIEERAFERERARAERENRZE EHME &R
5. MBI RERLZERAAREMEEHMABSE

6. MLEEREFIARGEEEZESELR -
7
3
9

N =

ARG AR PR A SSLINZE 12l
ZONBEAEIE(GARE - afBRE 7 ARE)
AL EIEEIRESMNEE - —RIEERARRE/ZHEE - BRTEEEN
AR
10. ARAETEREARFRLE - BEHH) -
11. L EfR&ERFNE - BEXEEEMND -

B R A S 1B BRI B 17 5 0

A A=
=/=
Taiwan Computer Emergency Response Team / Coordination Center



(FEURE FE]EEIET

THEENELMENEE RAXREBUREEESER
EAlmAT RERAR BEXEBIE#HEMEUE

Craig Lawson -~ Kasey Panetta

ZEREEIFNA  ESOEERAZREZRONEERRR  EAZFE
HNERSNEEHAEFERREEIZEZEFR  ERRE9H hE"EﬂEE?ﬁ
EFRIRE  MFEEFEZENE ( Zero Day Attack) -

%X _— L — e T — — — — e ——
L

E-ﬂﬁ" % T rrT5'|EE *E&% (Zero Day Attackj ;

2018/9/26

e nE - TR % (5017) EMEWannaCryRiPetya b EAS HES ERES

5018/9/25 EquifaxBERSMNRSHMSIREB AR - ERSIEEZETERES  BEL

EEEIMEEEESE 56 BZEZ2EE/ NITERZELHEE -

SIESTEERRET

2018/9/25 L2 REEIFE  ESNMEERAZEEZZONRETRE  BRAZEH

Ruckus Networks B=E+E MERSMRSHAERRNREREIZEINR  HrAESNKNESTRER

Wi-Fi FEHS EHIRE MIFEEZEWE ( Zero Day Attack) -

2018/9/25

FERREEFLAS BEI0ER  EREFAEFAEREGEEFREHN0.4% > AEIETER
e 0159 ERTEENSE  IEMAEEESHNERELEE AL -

Taiwan Computer Emergency Response Team / Coordination Center

16




T LB L hE

O %m_ﬁu Jhave i been pwned?#iE&Eemail

Home Notifyme Domainsearch Who's been pwned Passwords APl About Donate BIP

'»--have i been pwned?

Check if you have an account that has been compromised in a data breach

email address

@ Generate secure, unique passwords for every account = Learmn more at 1Password.com

5,235,843,322 80,868,484

wned accounts pastes
L

K%‘*/ﬂ https://haveibeenpwned.com/

=

SEEIEEEHEEZ RO

Taiwan Computer Emergency Response Team / Coordination Center



TWCERT/CCEE)S A

- S
B EEK;
AR W
> 9|\ ﬁB /\ 1 /-E %y 14: 2 l&ﬁ;: semrweerTcc N N 5 PR A 7R ST S R e A R - ﬁfﬂ: e

o AB{UETWCERT/CC (SR ERGIERMBEERAT.C) - AREFES  ATEEMN BTSRRI ENGT RN EESIERERE

H i_jtﬁ Fﬁ == SR . LS S -
/ \‘ a I .

gerzeas o s~ 7 ST AT A SRR TH SR TRNE » iR A AR R
TR > S5 PR R AR » LA L A I -

Hi / B\ ’ ﬁ 1FE * % i% A aresrEs: T

TWCERT/CCEZREHF,

FEHERFESLHRET PSR -

LEEHEN S TFEMH 25 o MR IRN PR -

2 ERE RS T B ER eReEEE  E  FITEfE R S IR AT IR S -

SEEFAFHEIEREHEETER CERNERETHFFARSFERE (3 85 - SiEE LERERE S REERER
&) e

4R R R AR R RN ¢

EHH S RTEA TR o

22 BN G EIE B 7 PO

Taiwan Computer Emergency Response Team / Coordination Center



GOOGLEIT!

Google

{=

IRHIA T

EEENHEREHEEEE RO

Taiwan Computer Emergency Response Team / Coordination Center



—_ - BXREZRELE %
Nippon CSIRT Association

CSIRT

H & & — 4

‘5 ESH iﬂﬁﬁziiffrlzﬁﬁshu e /0y
Taiwan Com

mputer Emergency Response Team / Coordination Center



2ERREAHREBER

ENETKRET

VS EE

2/6. T ARiBES
= D
T %238 $h IR OB LL 45 &5 (su2smmam )

T SEARARE BRATETHE

QIEQATMEE:E{:EQE'I'H# ? BREEATELT

KIRIREHE

ENERT MR EmRERaman ( Brian Krebs ) i5% , FBIEEES.,

@EATMTﬁmLIUjGEﬁIQE , AR,
v i o
By ij‘s: EEEERE - 58

2016/08/16 14:98

VAN A==
/= /= B

B AR S fe 1 R T2 B 1 P

Taiwan Computer Emergency Response Team / Coordination Center

=

“IM' umnnu mnrw i,

THRAMTRERE Ce0 hlﬂln.

SRS IEEES %Eji%%’f IQ%FS

SWIF TP &3 B
L BT

ER1IT =78 (B55R9)
Z=INFHI5_7T7(2016.2)

HEEL=8E
8100 = ¢

8EEEEER(2017.10)

6000=&|=E5T

FFEATSRTT (201651]])

3100®|3E5T

JB K 2 K 3R7T (2015.1)

1200\ 3E5T

SR EERTT(2016.6)

10008 =E5T

BEHRE - FF59ME 83K - iRES

e iy

=<8




BEZRBRE

A

(O
N

il

1£2016#E

B IRITATMIN B E A

B eSS EERSEDDOSHER

B PR AE B RERES (W WannaCry - Petyass)
B RTTHEAREREEINE
B B A A R B I E R A
W iRTTSWIFT 4 & E%
U EEZRNEXAHEARMHBREEEEHE - —
MMABSERESLIIINENVESEERNEZY -
EEMEAZTZE—E  BEELXWNESHE
WMpvEREE L #E? >CERTELCSIRT

PANY
= /
Taiw

LB SRR B ED L
an C

omputer Emergency Response Team / Coordination Center



CSIRT2{TE&?

® Computer Security Incident Response Team, CSIRT.
CSIRT#ZE —FA I IETE 23 CSIRT - M2ZCERT (Computer Emergency Response Teams)

m R CEESkETREE/)\ERE - 815

e CERT or CERT/CC (Computer Emergency Response Team / Coordination

Center)
e CSIRT (Computer Security Incident Response Team)
e IRT (Incident Response Team)
e C(IRT (Computer Incident Response Team)
SERT (Security Emergency Response Team)
O Ijj

BEEEHRLZESESNEREEREZERK - FRESHIHESNZEE
E%*z REVTEATERE 22 - WARR AR Z TEREINADEST fa:§§
o ; —BEBHRE  WABENREZRERTES  BXERE
i AVERANDEEEERS -

ERIZOR : PRIFFE - CERT/CC

a2 BRI B EEZ RO

Taiwan Computer Emergency Response Team / Coordination Center



HZARCSIRTH#HE (1/2)

B HZARCSIRTIHE (Nippon CSIRT Association, NCA)

v’ 2007538 HJPCERT/CCimnBnSAHRIEEUFAEA - 2018F9H28H
A EBEE312{E B3
v TE2EH  EERIEHEEREE - EXEHEREREFR

Forum of Incident Response
and Security Teams

Domestic and international CSIRT

for partnerships enhanced security

Nippon CSIRT
Association

Strengthens partnerships
Among Japanese
domestic CSIRTs

Asia Pacific
Computer Emergency
Response Team

European Task Force-CSIRT

D privatesector E privatesector

LM BB B EBE P )

Taiwan Computer Emergency Response Team / Coordination Center



HZARCSIRTHE (2/2)

B HARCSIRT#HE (Nippon CSIRT Association, NCA)
v Bz B EETHESERER  n=HEEN
v EIRNEE 2RSSR EEE - DIIFEEETRICSIRT
iR RIEEE L EE RGN
v NCAI k4 : CSIRT Starter Kit (BENCSIRTZE&fa5])

Working Groups : NCAE SR I o DUEEME oIS S A —E L1F
INAR - R B AR AR

AN

VAN
/|
Tai

HE P B EEE AT
an C

7
W omputer Emergency Response Team / Coordination Center



HACSIRTHERKE

m HRCSIRT#H = g E (Nippon CSIRT Association, NCA

SONY Japan Security Incident Response Team
Sony Payment Services CSIRT
Sumitomo Rubber Industries Group Computer Security Incident Response Team
SSNBE-CSIRT i i i
Symantec Tactical and Advanced incident Response Team
STARTIA GROUP Computer Security Incident Response Team
SUMISEI Computer Security Incident Response Team
SUMITEM Computer Security Incident Response Team
SuMIiTPFC Computer Security Incident Response Team

SURUGA CSIRT SURUGA bank CSIRT

The Sumitomo Warehouse Co., Ltd. Computer Security Incident Response Team
TAKENAKA-SIRT TAKENAKA Securitey Incident Response Team

Tokyo Century Computer Security Incident Response Team

Tokyo Denki University CSIRT

TEIJIN Computer Security Incident Response Team

TEPCO Security Incident Response Team

TOKYQO GAS CSIRT

TKK-CSIRT TOKYU CORPORATION-CSIRT

Toyota Motor Corpeoration Security Incident Response Team

& B PRE A B B

Taiwan Computer Emergency Response Team / Coordination Center




NCARX 81755l

80
70 W2017 [N=187] ®2016 [N=123] 2015 [N=100] @2014 [N=54]
60
50
40
30
20
10 l
5 hs . L.. -..--.i_.h._.l.ll..lull_.l [T b,
B # oX 05 ¥ SE MK 03 HE I dKk Kk 05 IE S S8 08 A8 *m'cmgmwgwwwwmﬂpx@@a@
%iv‘l‘ﬂﬂ!@ﬂﬁ{\Ht@'eKmﬁ%%ﬁﬁﬁﬂﬂﬁx;#ﬂﬁﬂ/i%ﬁ%ﬁéﬁ\ﬁ@RHE@%@R@@gﬁG
= i SE K BREER S ¢ K m = EER "
= # B @WELSg g B B S
1 Tg s S it B
e N N NG )
4H LI {u N
& = AR
% il ™ e
P

X 1 : (NERFAEDSETE

A - http://www.nca.gr.jp/imgs/nca_teams 2017.pdf

a2 BRI B EEZ RO

Taiwan Computer Emergency Response Team / Coordination Center



INGS

2015F HARE AT EHBEN R RISIEE L& - 52
EIHATHEEZERECSIRTEEK - BREEHARESE
R B ERARREINBEYS - RGBS HAR{EZE a2
Y 1EZEANCSIRTE K -

BRI ARH ARCSIRTE: 2 2154 - DIFIE 221
1. Ne2EEEFREESLZBRESHG ZEZEN

2. BHERFEECSIRT
3. EBaECSIRTIIASZCERT/CSIRTEHE

h\

‘5 ESH (A8 B et R IR B 1 8 o Oy

Taiwan Computer Emergency Response Team / Coordination Center



TWCERT/CC &2t
HBAIINEZHEGESERBERE - MINZRE
WERE - IRASERIEESTHhEEE -

st AAPCERT rreovms QEJ.LE.E\
\' eeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeee

KrCERT{'CC \f @ ThaICERT

feo iﬁiﬂﬁ&l&tﬁﬂ*

‘ SingCERT
Singapore Computer Emergency Response Team /

E
Y
e

&2 AUSCERT [j

I=h=¢;:%])
2 A S [
BETZEH
WIREEIR -

ERT

FWNCERT Coordination ConteE FACERT
] du.
bl h:IEIWi% = (.-
|I:Z§:;':Ih W) gRa . T (O ﬂ

Network) IE*.’.SJ #—aﬁ: FE g ﬁgz N |(e-commerce)

NCC-CERT - ,%:,2“ DTTW-CSIRT
(Private F7/ % '“ﬁ %E ,'T""_ XQ (security[§

y: loitte.
ISP) TM-CSIRT Synology- co.)

HiREZ
(security p=y{ il |PSIRT BERE) -
co.) — ¥(Private co.)

£ B AR I R R B R D ) %

Taiwan Computer Emergency Response Team / Coordination Center



= » TWCERT/CCi={HRIAR %5

SMERER BB HED

Taiwan Computer Emergency Response Team / Coordination Center



TWCERT/CC FESE g

1998-08)]

7/ |BEITIPIAE | 5001-10
PERT | 517 A B EFIRST/A 4
TWCERT/CC 20034
IMA G KEAPCERTZH 4
EAJPCERT
%55]
MOU

1988-11 CERT/CC
EBCMUALIIEE— 1B
CERT/CC

19894 FIRST

Forum of Incident
Response and Security
Teams

1988
1989

VAN A==
/= /= B

2001 ZFETWNCERT
(2003-04-07 FIRST)
(2003-APCERT)

20027 FedCIRC
20034 US-CERT

2009-11
G-ISAC

2010-10
TACERT

2001
2002

B AR S fe 1 R T2 B 1 P

2003-02 APCERT 2009
Asia Pacific Computer © 2010
Emergency Response

Team

Taiwan Computer Emergency Response Team / Coordination Center

2010-08]

PAN i‘ﬁg
I:/E_JI

TWNIC KEHE

2011-01
EC-CERT

2011-03

EHHEFIIU

2015-04]

B =2 o LU R R 2T Pt
NCSIST #i&

) % 'zf"’r*_‘?}{-ﬁﬁ*ﬂ‘}'L

NCC-CERT

2014-01
TM-CSIRT 2017-12
(2015-03-26 FIRST) F-ISAC
2014-12
TWCSIRT
(2015-03-26 FIRST)
2017
2018




TWCERT/CCZ#E

] E: """"" TIJiJnH ] L#EFE' £
MAENER/ERAERIL &N REC2EENEAS

CERT/CSIRT - BYI&% __  BEAD - RIS EHEaNE
SHEREEX - HHE [ E#a T HERI G
] NINE LB ( . iaad ~ BB

BAEERIE - ) 7B -
B AZREE BE M

SEL) _

HEIHCERTIME N \ \ | BEIEE LB
SR - 20 SRS - B

w@awmm* BT B4 BB « LIRERN

g - ERBERMIRRS IEREZ 31¢F’§x@
aa?%%&ﬂq%ﬁﬁx%ﬁ_@ ; - R AR R B R R - 12
FORREMNUSE -

; =
GERT

J Coordination Center

M&H |I|n|

SEEREEEHEEEHHE PO

Taiwan Computer Emergency Response Team / Coordination Center



I

B E IR

[ P AR e/
(&Fﬁ% B (Shodan,
zone-h, Insecam)
s | | #s .
P}
HITCON R/
Zero Day TWCERT/CC /(\E Faﬁjt%)
= =
C-ISAC
A-ISAC
TWNIC

) 40
o I A=E ==
< BA - NCCST %mm@

S EBENERE K EEE RO

Taiwan Computer Emergency Response Team / Coordination Center



B - BT - ERZITBHRESE

== Eﬁ .
E n

0800-885-066

ERT | (02)2377-6418

Eoordination Canter | == =gy

allk

['-“'JI

twcert@cert.org.tw

a2 BRI B EEZ RO

Taiwan Computer Emergency Response Team / Coordination Center



Ef—RERTH

WA (B ) - @ : TWCERT/CC

ErENEERE ¢ @l - 02-23776418 #2172

BB @ : tweert@cert.org.tw
IPIIE : fil : 127.0.0.1

EEJ tﬂ :E ¥E . -':_El_ ' httpE:,.-"r_.-"l'-."'.-' '-.-'-,”.’-r'.t';'-,'EEI“[.-Z r g.t".-‘-."

SRR -

S BB B EBE P )

Taiwan Computer Emergency Response Team / Coordination Center



EAEPEERTE (1/2)

B A (126) BEA

TE ] EBEEEENELER BEES Biis

£
IIIIII
i
i

oip
0O,

E7HH: | BTE4
EEEZZTEH :

BA ks Bh ok B

EREZR2EH
IP{iIE : il - 127.0.01

: = (538l £ 4% AR5
m :I:EE ::E Fﬁ . 1%'_ : h-t tl:' 5 :.-"II-.-".I WIWW, tl'a"'il ce f"t 0 r-;] . t".-"." )}I\ f-:- ﬁ E J glﬁ %

ABBB 5L N BT

n

mijf

il
W

HHERRS - U5 - 25 g ELfth - Hir

S EBENERE K EEE RO

Taiwan Computer Emergency Response Team / Coordination Center



EHERREERTE (2/2)
HE ) FEBHTESH

SR ERETEANEDR
SEMEHE EESEENEREN A AT EASEY
I HEE - ERETENEREREEYER AT E  SENTERTEREADEESERE
IS HEE - FE ST EERSSENERESNES
L3 EXENELTERE
HESE a0 | | SeEE REIRIE -

a2 BRI B EEZ RO

Taiwan Computer Emergency Response Team / Coordination Center



TWCERT/CCHBHRABTZZEEE

B ERAETEIW
o :AIAULERASSLINZ S - ol EZENBIm IS -
o RHPGPINZ Atw - BEEWE(E) SRR BRI EAN
REE - OJZRAE G FRPGPIIZR S TVEER -
BEMANREE
o HMIAILEIE NERERNBTHFIIERERZA /OB TR
AN S -
BERIBEENE
o SHDWE - EFTHARTFE - WEBRNEEITRSE - %
REFERREB) ARARAEBRENE R KEAREHANE
ABEHIMEHEAFH -
o ETHE  BHEEAEIANBTEEEEH  ITRNEE
ANEBIEREEEIREFE - ENSZEH -

(o

il

PANY
= /
Taiw

LB ERE G
an C

omputer Emergency Response Team / Coordination Center



TWCERT/CCRR#5IHE

mIEERES

TWCERT/CC$EHI3$7$§7J LRENINERZIBEI - TMEBRNIIEZR
AHRETIBERMN - WHENIBEERMRNEMR KB -

[MISWE] WannaCry§IZ=iss
IBIR | LI —XUMEIRBSR

WannaCrySH#3E20E—ELEE  IMESH —  BedEaexENiEEE - 7

m‘i
EEEES =@ AiThome#s
X/ Em=1 | 2017-05
e BRSO ERET Y | A SF
T/
ERT

Coordination Conter
B ERGERS
P e L B fi a8
Ly =
TWCERT/CC

J#58 ? TWCERT/CCE{R6ZCEER MR

Jlt TWCERT/CCT AT ESAG BASHREMNERSZ » BEY —(Ec2WEXHR

. X5 SU&ECERT/CSIRTEIFH_EF - HETWCERTICC » REESFUSCERTEMATZ Wannacr@i © 051717 1134 £
BhImE 2 STIXERE B 0 AR -

Wzt Taiwan CERT/CSIRT -

| TAT7-132A_stix.xml (657KB)™

& (& CERT/CSIRTEF i -
FETWCERT/CCHHTED

T FUSCERTERE N Wannacry ETEFERE{F » 16 SIEHZ STX(AT () EEeE2E -
Indicators Associated With WannaCry Ransomware

Description

Initial reports indicate the hacker or hacking group behind the WannaCry campaign is gaining access to
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patches for Windows XP, Windows 8, and Windows Server 2003 operating systems on May 13, 2017.
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