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aren’t used by officers
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MAALE AR AFMEER L RIANWER - BT NEHEZE - EEAZENANEES
27 1BFEEES - 331X - HXKIER

FOlEe:

X% - WE 19 - B 20 Fivw -
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securelist.com says:

To better experience the browsing, update
10 the latest chrome version.

19 FEEHEBELE APP B 25X - HXRIEREE

@ m.t -0/ undefined =Tools/unicoc - 9 % L

HxiEFacebookBER T A ER A T2 » LIRERTBE.

B 20 FEEHEBLK APP B Z IERR PRI RRE

2 E PR A chrome.apk 5 facebook.apk TTEIRERBERZEI BN LR EK SMS 5

A~ BFEVRERINBRFERESFIVER -
BR 7 REVTEIRER PREMI -

a

afl ~ BEEACER

2R R RN ERBETEHAHFRD NENREER

SERERRERFKHL "Google IRIEER WEEMEM . NIRRRE - EEMAER

BRERAR SRIESFARNBREEZRREAEDARRZ EHAS Y

SRS -
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I @ gmail.com

£8:

Google 1RSSR 2B EER

B8

21 B2 =145 Goolge LR HILERINEREER

HEBAR 2018 F£ 5 BRBARBNAFKFEEES R (DrayTek) FTEEN SRS - H
DNS ERaS MU L E R E 4 38.134.121[.]95 - MEHEAIZER IP A48~ AbusedIPDB
ABITPEER 5 B 14 HEEUZZE 65 R DNS UHHEE YRIEIR[17] WiF It 1P 3B 2/ DNS

ALy - WE 22 Fivs -
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IP Abuse Reports for 38.134.121.95;

This IP address has been reported a total of 65 times from 63 distinct sources. 36.134.121.95 was first reported on May 14th 2018, and the most recent
report was 1 week ago.

Old Reports: The most recent abuse report for this |P address is from 1 week ago. It is possible that this P is no longer involved in abusive activities

Reporter Date Comment Categories

2= Anonymous 22 May 2018 DrayTek 2925 router. DHCP settings changed from relay m
ing to fixed 38.134.121.95and 8688

B Anonymous 22 May 2018 m

22 Anonymous 21 May 2018 https:/fwww bleepingcomputer com/news/security/drayte m
k-router-zero-day-under-attack/
£ Anonymous 21 May 2018 Multiple Draytek routers at customer sites have had pri m
mary DNS changed to this address. No logs showing sig
n-in, etc. show less
&2 Anonymous 21 May 2018 Draytek DNS server changed to this ip m
£2 Anonymous 21 May 2018 m
&2 Anonymous 20 May 2018 Draytek router DNS changed to this ip address. Was run m
ning secure passwords, this is apparently a known issue
with draytek! show less
&2 Anonymous 20 May 2018 m
£ Anonymous 19 May 2018 Router had its DNS address set to this. Exploited Host
22 Anonymous 19 May 2018 2860 3.8 2 firmware DNS hacked o this [P, remote man m
agement was on
&8 Anonymous 19 May 2016 Draytek Vigor 2860 DNS changed to this IP but only on t m
he router that had remote management enabled. All the
rest ok. show less
&8 Anonymous 18 May 2018 ey TS ge e v 1y m
his IP - 35.134.121.95 from Google8#039:s IP -
show more
£2 Anonymous 18 May 2018 DNS changed - draytek 2860 m
&8 Anonymous 18 May 2018 DNS en my router was changed to this after zero day ha Exploited Host
ck
58 Anonymous 18 May 2018 found dns changed to 38.134.121.95 and 8.8.3.8 =
Showing 16 to 30 of 65 reports |1 n 34 |s

22 MREERE 2 DNS U BB E 4 38.134.121[.]195

$

FESRRERBEINEFENM  EREARIENIEHEEN DNS &E - B%59 e
RAF - ZBUHRTENEHRBE 25 - BIESRE 5 A 18 HESZR ML EMAE
[13] - WEEZA P T EREIEH 2 DNS & ~ RUAH TLS 1.2 W ER KEAREREIEE
ZHUEIR - £ U5 TWCERT/CC W@ & RERBRE L LR &M RERELE

BR Y BEMF BRI E N DNS REMNBZIZEFIEIN - Cisco 1E MR B BH M Talos
£ 2018 5 A 23 H& 6 B 6 HAHFZEP[14][18] - #BE 7 VPNFilter B2 - BIRZEER
BEAEWEEIK 54 ERXIFEEE 50 SEKE - €% Linksys - MikroTik - NETGEAR -~
ASUS - D-Link ~ 8l - 27381 TP-Link S RAEMESEHES - DUR QNAP #BRER

S XA BERARANR Linux & - A HIE AR Unix BV EH BusyBox °
MRAABRBERRZINTIER - ZEGREBRFHEAE LEH BusyBox WEE - HAIIEHZEH

24



Rl Telnet i SSH ZEIRIEHIRT - BRENEAZEARBHEHRINEEA VPNFilter - BHEA
VPNFilter 2552 &%/ Photobucket[.Jcom 2% ToKnowAll[.Jcom T &£ &8 A E 155K EVS C&C
fAfRes IP Uil - FINE E C&C B FHEMEZEED - FARREMYBREERTREIN (A
40 Mirai) - VPNFilter 224X A H g8 2 IFE R 4 0 B2 (Non-Volatile Memory)AA - W35
8 Linux ROPFIZTE< crontab i VPNFilter A ZIBIITH TIFHIED - EFRNBEHRXHIEEES
RER - Bt - BIEEREREHFENREK  NEIRBREEATERR -
HIEAZREBEA VPNFilter B2 AHEZNHEBERSEHTERETEMSHERE
BHNE - BIIIERZE 2R - RS IRTTIRFS8UEER - Bl =B RER (FBI) SIS
EEDAR IS - 57 E ToKnowAll[.Jcom SREAHZHEAVEREE A sinkhole - DIFHBRZ
PERERRENKHEEE[LY] -
TWCERT/CC 12fE - BEHRUSYBBEERBEDELEED - MO EREZES S
TEBXABERFEEFEREE  XABARCRARENIENENS - fHZELR S
B3 R AR Y B R R B R R RS PO sE RN B L AR - YRR B PR 2k
BRI E 2 M BERE -
S ENA AR AR ERIRS Y - TWCERT/CC RELUT 7 BRI EEE !
1. BELZ2oSENEHERME - WHERETHEELME - REIRERIRMR R 2R
e - UHEREHENRINENEE -

2. B XIS =R TR IR R 24 - BFEE % fEF admin - 12345678 5§, password &
SHEANSERAS  BRERRESRX - HF R - WHBS 8 Ex tRERNE

3. ERERSERMIEHRRAE - BHFEKREXAEAZ(A Asus WL-500gP V2 74l)
Z DNS falfz#s 1 &1 DNS Afk=s 2 Z R EESEBEN(ME 23 FiR) - HEBEURIE
FRHA 7 52 E (B A0 #K e/ 38.134.121[.]95) - FEXIBMELE - &2 IR0 DNS EARE: 7
h2EEE{5(168.95.192[]1 ~ 168.95.1[.]1)8; Google &t~ Public DNS (8.8.8[.]8
8.8.4[14) -
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B 23 &K HEHZE 2 DNS 2 E
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EAREIERD A (UPNP) ~ WPS - Telnet/SSH =inEIBINEE - WIEHI WEB ZEInEIEHN
P -
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P T : g H B
| SSID: ASUS LT 2 e
| SRR 1.0.0.0 =2 :

Ll FRIHER | MACHROEM | HREE

T ERFIRAKIE | ShEETT & WL-500gP V2 BIEE. R - H— g 8 FRAERE AR
SREILANE WANGRIBENEE -

24 YA A HRE Z B KAETNEE

6. HZ[HIEREREIN(BI VPNFilter) S5 R EEHZR T - FRE URXHBHRIREE/RIE
HMERE  BETZERTELADH - AEERS o/ LUEAEAE BN M - KB

I]]

2t LY Tresety RIS A 2 +E - DUSHILENF - RIS RHMEETERRE
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BEmERENNRERE NEEBNR - BAAMNRmERZERIN LRFRIEE
BHNF  RSEEEZHE - L "EE=SREREBREE—X ., RENREHRE - A
AL "starbuckscoffee s £F 1% - BEaiFE LHNREXF  EEHEBEZRZEERSH
EERERREAAZRMAIE 25 7R HE B MR TV E R zMBEEE B 8L RAR[20]) -
IBAM 2018 F 6 57 HEE - AOALH 'ERFEERARERER) ) RETE/E %
ENEEH21] WAEREASREEENRAUEEWE 26 FR) - AREAEHE
SEAEREZESGE SLEFRRENWTIEER  TE—DSL "H=Z 10 U REIo M, &
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< Analytics data forjgoo.gl/rSnYpx
Created Jun 7, 2018
| Original URL: qo0607041.wixsite -:Gm"catcatZI

Ti“jgkékss,sﬁ-l Timeframe: all time
29 Google 52/ BB R ERET
E—TRMZHFRMEMENMES  TEERESENERE  ERVESE
1,053,047 R(MNE 30 PA7R) - HAET 4,232 R - =6 2,274 R - ERHEBEEZEE Android &
iPhone F1TEIREMEBZEL - IWERB RS ENIRUREAPBEREEE GMRER

X - MaRBEMEESHSZNRPERmKSIT] -

Countries Platforms
chlcwk:n 1,053,047 J iPad I
B 30 RESEFERAAU S ERRAET
MR RMBEANSRBETABRENART - HEFRENERA - KSESH
ar

o ZEBRURUEEBEBEHINRMILELS FEEMABMNEBEL NELERRRENAHR

EREZARBBRSE 24t - LIBEAEPIRSRZH -
o ZEBRURUEBEEEHRBEEAMNME BRI/ EIREES ENERET

BERSINRE M ERK -
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o (IXXHISMIRSERIEEWE  WEEH LURIITAEE  SFREABEREF - &
RN ERK -

o ZEMARMEMMRBERENEIFMME BEABRKERERE SEMERZE

BESTE EEXRHBERTEEX -

mﬁﬁ

EEMRAIZIR  BERPENESEHHEIRXRERFEFEEE  BlaBEEBmal
BEEERIMBSIAEAEME  JEBERBAZRXREMHZERN - ARREREN
FOETHREMMBERERNELER22] - EofrolEREW T

o ERAUDHFREAENERRES

o [CHELABBEFHAMMIBREFETRENR EHAERENESFFRTS O
FEEN BN EABENE AN I mE  EEGNAE T - HRESRAELMIUL
BERLEN - MBRAEHRES -

ARBEEREAPRENEAER

o MURMENFHENERESEREEY BMEAEM LEARBFEFTREEIE
EEM - REEIREBARREETHBEIRKE -

o TTENRERIPERFIRAZ

o BRITTHEENELHERENEABKR ) BREEAAEEN  BBRTHES

AREBUINKNEBREASEXRBROEIHFRES
FELE - EAZEBHRERRRUIRERENRR - B

i
S

RIESERE  FEILLR]EN
BABWEEY  DUBRXE - stHIIRREMERREEAMERMNSEH - TWCERT/CC 12
LT 5 JBPh R
1. BRI ERILEGRKRBEISHES D REBRIL - EEEUZRE - Ll Google
B BB - EHBUE hxxps://goo.gl/irSnYpx - BITE4IALE N _E.info - 0@ 31 Fiow -
ENoJ i@ RN EERILAS -
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e C (Y @ %2 | hitps//googl/#analytics/goo.gl/rSnYpx/all_tirr

Google URL Shortener

A Starting March 30, 2018, we will be turning down suppori
the goo.gl console. You will be able to view your analytics da
when we will discontinue goo.gl. Previously created finks will

00.gl/rSnYpx

Created Jun 7, 2018
I Original URL: qoo607041.wixsite.com/catcat (4 I

31Google AU EIR T35

2. (BB RIRSR SRR 245 14 23] - BN LINE@WRSREN D B BRI —ARIRIRE R -
A IRSEAVE BB LA LINE EN RSNV BEME =—1E(WE 32 Firr) - 5EH
ZWRRBFIENEENERERRABEEZEmBERE NHEGHE - ERERZ
REEE EHERZESEE[24] -

PRI IR EZIRBEEREAEY EHEC. BEERERETE
L|NE@AppcpwéaE |—RE RS
KRS BB R — FERE RS
KR B e —— RRER
* —EIRE
O iR —miEsk ) Eama
ojEs FojEEE oiEs

32LINE tRIEER Al

3. BREEEA  SNELHME - MERH 165 RAFRAILAN R R R FE - B AN
LERFARKRENABE R - BRRESEEBRIRRFREE - 58 - BUuBlBR
iH - SERIBENRMEUELRE - RI0JE@ TWCERT/CC LIRBBIBERZELR - B
ZYREGESERNN DB ERERE -

4. FIFME - EHEBRERACRRE NEREBE /BT RINEE25] - LU iRt AR
NREE IR ERRRECERRERA  EAERXRSLH - BUBImEFA
SRBERBERE - DUBRHHEEX -

5. EHEZERFRARPENRILVENRERESERE FIFVERHERRER - 4l
LINE R FEBMZF B NMAL & ~ FFFAER  BALEES - REMSAAEM

% (Letter Sealing)ZiR¥%5 - WE 33 Fiw -
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3.6

il BEEE 36 FHF157

RIERRE
2 MBAER Y
2= 451035 Letter Sealing BERZEN
8 Eunse FERIA ID AR it
e o HithFS %8 1D 288 EMALTE - BALES
W N BB
O Keep FRIMERE [
BIRATHAE AN PRI A R R B RPIAE - SN 7Y
© wE R :
3 ) &
4 xm BOBBILIE | EAABIEO O ML
[ 4
0 /% REERER
Letter Sealing & LINE Beacon
{EREPEMBINAES {B{ERRAAFNE
o) 288 N BB Letter Sealir WREA X BEBE(L
= ) s
33 LINE HIBRARRE
ER RS =S ra
mIEERELSEH

2018 &£ 7 B 20 B MK EE B (Ministry of Health, MOH) ¥ 9hNR R FT K BB (R EEE

EF2[26][27][28] - B 150 EARFFERBAER(ESHR - BoaF ok » ik - 45l - 78

BRER) - LIk 16 BRFEBHESSERNEBEIFAFIRER - AEEEAHEBREEE IT &

MBS REEMNAA A S (Integrated Health Information System, IHiS)AR 85 IR NI B

REEEENEER SR - URMHNEESFIER - UERE ZFAIRKER - FIKE

BEREEBENTRHUHEBEIGERTEIREE N  EREERIMNESHNTESLEE - It
Ah - TR 4B %2 2 B (The Cyber Security Agency of Singapore, CSA) k1% IHIS Frig a0
EMETME - WkZBEAREZ 25 (Cybersecurity Ac)IBEAZRECHARENER R
(Critical Information Infrastructure, CI)EIFZIRAELZEZREEE - BERIEEHETSE
g -

S ILLERSE 4 - TWCERT/CC 232 SingCERT[29|FTiEMi#EE A ERETEEE

AMELZINENESE

1. EHRAREEREERP RER  AEEEERAHEINEERSEIR - BIAE
HEERERER - FRIRETHEEBRBEMERZ -

2. FERBNEBIGFIIA  IRENEFINEART - ERXERENEREENIT
5 BAZSKHIDIEAAHN EMZZHRARERLCE - 2R AEREE
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BHREAREBIEHRESR  SEREYREZLXANEARNSEFRE -

3. MAEERFBETHNRLRE B NRERAEEARBIARET - BREEE
FRETREAES - FHEREANEENRBRERR - LUV Bt mERER
A - MABAREE -

4. PARERARGEAZIRNTHORAER - RBARRFEERUL : LBREFIR
R P OIMTEAREIURRSS - ol DIBG IEE M RAERT I BREEIESRIIT - HEHE

B2 ELIRRET VRS 0 2R ERAE R ARRE L -

5. BIBMEBEAN LRI RAEN - BRBMIFFEAALKERENBBEE®RED - oLl
eREEACHNRESBEREINVETHE - StHBHXEARSRIES RGN ELE
B ERERM - LIERAFHORENEN -

6. EHREZISEBEERIRREMERT . CEMERRREZZNEEHINESE - $HHE

W}

ElREi R RB ARG BERATIBEBEER - WHSFAE Y ERIKREEWN
ABE R ERVEE -

FNE - FEIHMEASE

4.1~

ARARBEZRELZEH - TWCERT/CC REBRZHEFHR A LASTEEZIEE -
B2 TWCERT/CC IH#i#I%E - ELXHR - BBREBE - RERESH - IR - EXH
NERERELSHRBATNITEEN - TWCERT/CC FREMEREE - R UEFEHF
ARRMEFHIIEE - ZRMNESFAL - Facebook KEVERSE - DIAIAEREZEEBZR
R EOIENEE -

VERCEEE S E akii)

AREEFSEMEMRBEEGAETNE 34 i - EPLIEHTT(Code execution)$HE 7 )&
BREAR - HREIBIE#E(Gain privilege) & E 18 & (Gain information) & 48 7 /)@ -
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4.2 -

HTTPEIFE# &R (Http response... W 1
2ZEE (Fileinclusion) mm 2
A (Man in the Middle) s 7
SUEE K1 E (Cross-Site Request... 7
H#tiEREDirectory traversal I 9
SUEEMIZA (Cross site scripting)  Immmm———" 12

N EFE M (Overflows) T—— 12
210
% FCIEESERIE (Memory corruption) I (4

JEA (Injection) I 16
RR#EPEET (Denial of service) I 17
¥ (Bypass something) I——— 19
ERPEJR (Gain information) I 20
1 (Gain privilege) I 24
HKHE#H 1T (Code execution) I 25

E3 1

34 EmmaEESET

RIREHD

HSEAPOMRERZBESAT  JEESEFENALN Z—HNREVNBSHEES
HEMBEETUE - MBUIRTTPAER SWIFT 2488 ~ IRITERPRRE - A2RTE
FREANRHEBEREAENAGERFREVHEENERS - E2REEE -

HHAREBEHRETUEZOEZAEVH  IMERSERAREREREEINESE
SHMBRALH - IE9 - BUREMNKRERENERZHTARSEINENERZ - JEBG
BB IR EAHREUNERERET] - UREMRERRK
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107 FRIRBHEFEME
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6% o EEBEE
7%
O B ATETE
R EE
O ERNAE
R
19% A EE

48% 18%

35107 ERIEEHEESTE
4.3« EFREmMER 255K

REEEREMEmMEZPRERS - WA - TEKRE - BAlEGE - FERAAA—R
ERENSE  DhBERESEHRT 7598, - Wb .
1. P REZEEEE (Central Processing Unit, CPU) :

SERSFHIEIEI0RE - EERAE (Meltdown) « B (Spectre) - #F branch
instruction ¥R ITHRR - BETSE DT - HiZ Spectre B 3 [@E52hk - 6 LR
Lazy FP state restore - 7NOJFBEVERERETESER - b4 CPU &ABETR/EX

BEWERMAITEZEIER - ZEFZ Intel Em
2. ¥4 (Internet of Things, 10T) :

FREZFHL  —MARNEEERE 0T RF - EXERERELRFMNRE - B
AR~ HBEeE « EME - IP camera ~ NAS - IR - EEXE - IP Phone &
FEULF) - FERERZE loT REANAEESZIR - HIRERFIIRKAEERRATIFESR
7 BERHEMERRE  XREeEHLZEHE - EROEALEHSBHE - MK
FAENRIE - ERRETERK - BIEBIRBOIEE HTTP request BIAE - B3 Command
Injection ~ DoS ~ XSS &R ERECEAZ K TERIRE - 5% bypass B#78 - CSRF »

Directory Traversal - MESEHIE - FRBIEERSME S D-Link ~ 218 - MikroTik -
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Pelco Sarix * LG * VelotiSmart * Foscam * QNAP % - Eh QNAP BB E -

3.1TEERE .

Fi - i - BEERHE 0T - RESBEABBEERZEYE  UEBEER
S - REZE OS Bk - £iitE /5 I Android E23ER i0S - tvOS - watchOS -
B EE APP - 2248 Ll —MRENN - (B2 ARERVEIRECEEER - PRBHERIER
EIRSE 2 ARIEE - MEAR APP HRBERGFNEETEERE  EBREFEREZ

RRME - Bt AREREFUEIESWAMEREINGE - MBEREBRERR
A2~ MITHEN - EEIMNR - bypass BIFHRERS - BERMIRE APP 25584
SHERAERER -

WhatsApp * Telegram - Skype * Signal * PyBitmessage Zt[E%4 2BE%E
Mz - QoI REZABTEPEAEN EABRENE - QIS E#EA TS RAERE
BEEBREETHEE  XERZEFER  ERIAPEE R BIFRIRIFE S
RS R EEREREINREEITR - BIE0 DLL hijacking * RCE  DoS - &M BB L
RRAREN MEEAPTHEZREN - fERS  AEREERAXER - RFHEER
nNEHH -

NEZRFR—RERER :

EEHEREANIIIIR - FANEFIFTAEEE - BR OS Ih - 5l email - XEF

G AmeE  1EMeR - WILF% - EREAEBIR  SRPEERENE - £RE
i2 - FERBE %S Memory Corruption - #imE Use-after-free ~ Out-bound

read/write ~ Overflow - BBOJRELTA 4 DoS - RCE - #RIEE - FRINE - (B15]R
LEERBRFILIERE - 1 Microsoft Dynamic Data Exchange (DDE) Protocol ] # 5=

RIUH A MmET R
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4.4 ~ FEEEEmimiE il

AEERAIENFED  EXRZHROHBHWERESR Adobe Em ~ CPU ~ loT KR1TE
RE  ERRLEROGENAENREREZ ZIFS - 2hIFMMT
1. Adobe Enm :

IRSHETEBIUEFNIN  WFERA  BRED - AURBRGEY - £
AREEEIRBRERED - FIiE Adobe EmAS  ERESPERZREETEH  H
InDesign * Photoshop 58] %% Memory Corruption - Dreamweaver f§55< EA -
ARIMEIER - Acrobat Reader & Double Free Jifa - CI#ZEHEERE) - £ Windows 1&
EHITHE T exe tE AWRENE LBHRMEYRETREZ B, £1% Flash Player-
KZEBERHAEN Type Confusion * Use-after-free k2 - SEDRIESHEFE -
RRE-RENMSRFEREERD —ENABELHETH R EHE 2 Windows
FHTF -

2. CPU :

WITERZSELN  RERERRMEIEIN  BRENAERSEEER . Ao
WITRELR  sEHEIULEREE  EHBECHERRE N F  MALEMNILESE &
Meltdown - Spectre - Lazy FP state restore fEEE T2 6] - IFHEI A RIRIE -

3. 10T :

BRI R IR RS XMeye P2P Cloud - B#&4# A 2016 4 Mirai DDoS - EEHE S
REIRE admin/Z1E - BBXORES - BRELEEEZS - 82478 15,000 ZMa8HE
NAERCRERMARRERE - 5 EEIR#ERIZE - & port 37215 WEEL R AAKEH
2 SR 12 /NRARE 20 BRE A - AR EERAR Satori - BEERIRE - 3=

BB E - TEH SRR ZRKAUNMWESEE - Z2RREIR/ES DrayTek 28

P

A Vigor BEH#=RE - BHRHOBLKEBE AP ALTEN DNS - 150 P B A E

IP(38.184.121.95) - HEMIIIRMACE: - MARZ bypass IREERERESF - EEFH
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FMBRELZSH  REARRERNBERSSESZEGE  BEREZBPEA
WEE&E bypass e - BEEHIWNEMBENMLEE - HRMETHIRILRREE -

3B & ¥ Wi-Fi Protected Access Il WPA) R EMRET VS MELZTHWE
KRACK(Key Reinstallation Attack) - FRS A BE B EMRENZR R - E&& nonce
ER 0 BREFBE WIi-Fi BN - 18155 ; LIKEHE TLS session NS 55%,
#2580 Bleichenbacher V& & B8 ROBOT(Return Of Bleichenbacher's Oracle
Threat) - RIGBEPEANEBRU T EBEHHREZESE TLS ER - 2&EE TLS A
£ RREX - B KRACK - ROBOT BEim T - MEBMER - ¥ 10T EREE -
ATENRE -

Android E & Janus REHRE) - %5 System #RATEX ; ELTHRERE

XN EUBENTHE ; SR A Man-in-the-Disk(MitD)55 % - SR DFE

SNEBRT 77 =R 1E A RBIERERES Triout

i0S EZE M ERIE} SEP(Secure Enclave Processor) @ SEAAIRIMEHRBRR
IR RE - WARNWERS ; RETTHSEMCIENIT - BUSZOHER ; 557 Sir
RIEEENINEE - ¥ iPhone IABRASREREL - BRRABENALE - 384 Ul &R -
{03 Screen Lock ZEH - oIERRFBAFK - FBENSHEEA ; CoreText o RIEENE
Telugu XX RI5[3& DosS -

EZLEERNLERERENE  uBUBRERBHEIRTE - NEBEEEA - E3
825 Soundtrigger £ - IAFEIRERIZH B 1R B SRS B ERE -

Samsung FHAREEGNEEE - EHERZE(SCHEDULED TEXT)IEE#ERR - £
PAFIBNIMEEERER R A EAEEARA -

BERBRARBARARIEFRGE  ERBPARPELE APP - SIZ2HNEER
ERGFH  BOREREXRRERSH - BRETIBBNETE - 2R Telugu XFEMK
DoS - ERENEME - WA LRE  EREFELHRR  BEBAAR  REANERE
L EERRE -
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45 BERERERESHE

REST - BRREWNBEZEERGE - c23REREHBPE  REEASRIIEKZ
BHEBEEDT - HRlFFTOT
1. ZEERIEFHRTE
BEEMHAANIARITE  FHERZEEFRMER - BEEERPRAREREDL -
Blun Office IEENMNIAERA Flash Player % - BRI BEEETIE - BLR
B Z % ASLR (Address space layout randomization) | - X DEP (Data
Execution Prevention)z% CFG (Control Flow Guard) - #.1T Shellcode &4 C&C -
WA REABFRN  EFEZARESWITRE -
. BEEASRIL
#1418 Payload EERMERE - HEINBERFHEATE  SEBAYR Al - BEFIENZE
AAMSBNE  BRERNESR - WETBIKE  BEEIEEIO -
3. MEHEBEENT
ARTREMBEE  FHREE  FREKTHER  BRERERRDEE
1BEAEHTT Shellcode - BEREFELAREIER LRETIER - BANEMEL - BIARE
BEUTM R - THELERE - DAZEBSFEAR -
FhE - BREREES
EFREZBHRE  SEHRELSHAITRNEEZTRGBER  HHtIEENE
EHEERRREEENAY  CEFUNELHEATSE  BERREELSHE  BEFE

RBRENBEEMBEMAE - BAISBEREFDATERUEZSHREEEK  SERZET
REBRILEMEE - Z2RBEHAE - BEXRNARN - BUuBZEHES - DEIRZEZR

ZEIRN - WINRELZSHRENE - & MG/ T4 TWCERT/CC PFrER R 2| E L B M E AL
BUKARABER  DXAMBEERSNESREERZENE  oxBRERLTHMRILE -
REBELZIIREH 2R NARRETIR -
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5.1+

ERBRAVREELR

REHH-KRERLHEZE  ERAFMEZE  BRFAFZHFSEIKFEEANAS -

]

F A48 - BISRMIMENEFHHSEEMNREREANNRBILEL - HIRERS
ERVEZEHINES - BEHERAMBRERCHEHRIREBRTRELES - IER
RALUBRR - #EEFERIEFR  A—RERKRE|RENN " ER . AEREMNREZES
"Zx, BEEBB 'ETHEREG  REBRRAEE - MEMOUER 7L WEE - #A
REEAEKEECSHK "HORT . BREER LBBEEENRRERLARKHER  —REZASH
RBEELZEHNERRRA - USKIEENERS T - ERHEEELSHEERE -
TWCERT/CC ERERBEANMELZERE  CEIRXREUARBEENIER -
TWCERT/CC RERMERREUETELSHER  UKSEARFEEEBNRE - 8R%
ERBEZEUHRNBRZEZAZUARE - UENTRAFRSEBEERRE - SRZEMR
ARFOREREMBRERBLUNELZEE - EE28 D ENE TWCERT/CC B TEMES KFA

S
HH
>3ad
fmny
o
oF

BfFs - MG EREMNFBRIEREEMBIABREM - DUBRZRRSHEM AR
REBEASEEUETFREE  ofESHEESE ANER -

BELZSHEEGERAR mMEKR  EZRERERSHRRERERFESIER H#HE) -
TWCERT/CC #RTELZSHBRABERS LABRNBEAB B R  ELXEEAE
VUK TRRBIPRS o FMALER] - B RAROTHIENE -

(MELZEEAZ

1LHEZERUEEREENREMRIAE

THEARTNEEELZBARE - BEHEELEEGREMEER - MBSHHE
PRz BEEREARBINEN B AARBIERS) -

BN - SR EERIEEER Z BELZEH(INBER zone-h WBHRARAT) -
FREBREUEUBREERNABEARE RAMABEEBHZRR (MY R HETTE
ZERA) ERAPLBRBFEZEURBRERZFE -

2 ENABBENTE - UBEENELRANERHE
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REDP/NEENBIEGEZTREFAUBREE  CEABHARRBERTTE
ZERATE SRRRABEBEAN  RERMAZE  ZRZDAREREERR
B - AL - B E LS HIERE Bl TWCERT/CC ERBREMNTREHEERS -
TN N EIR S AR B EIEN R -

Plgn : TWCERT/CC B =[P - B2/ ATXREREEHEERABEE - &
BRI EZTREREMERE EREELERE BERAREETHE -
FEBCEEM - MEBZUuBlmIE:]  SEX[EFREBLR  EEZEEREAR
ISR EERURINIER - AMELE -

BAMBAABELTEMABHARRLD - ERNELEHBE

—MREEFEREENENHNELEFHAE A TRLEENEELMENEESR
T - BAZENRESHERR AR RABIRENA  EPREIHNKEZRE

REFMWRE - MIFEHERER0] - SEEEIRRITEE ZARHRNERIZNTT

HRGUE - BOBHENERZENRARARENIBESL] - MYELBERAMLZ

mREBERKBERNENERAS -

Blgn : 2017 F 5 B2 K34 WannaCry $1R#E - BIREBWMHRER 3 BAS

RRBET N E[32] HRFERFERHERERT  BERSIREZEHNKERR -

AARHEBRTELZEHRZBER - WolSKHE
BEA—MTEEERVEBHELERABEENINAZE - HoEFEAXREE A

BER  HNABEIELSEHER AN EREUENZEFELRANHNERE

MIFREELSHRER - SIONERTERAE FRRtENELZSEH - AR 2N

EWEH  BRERCIELSHEERYE -

HHELRHAEMERELBRAGERFHE - TWCERT/CC BEZUZHER
BEE0H -
1LBRELBRSBRELSHTERE
AEEENRTPEAFEUMMBRELSHNEEY - BRABSIERBHHN
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FTESREDRZESN  URHZEZSHHBENEHESESH -
2. BRI RIS - MALZHERRERE
TENEMNAFRFRBRED - BEXRFAB/ABMARGRE - R EALZER
HAELZ IR E M2 (Secure Software Development Life Cycle, SSDLC) [33] °
TRIINMBFRE - BR7EZERBAAN  UERRELZRAMARBIRYE - TEHK
BELZEEBRNBBEF  URR/NWKAK  FELEEDHE -

BIRABUHR REZ
TERRRR ERREER - EMEHEENSEEEEEEEMI - TE
HERBORD R Z BT EBE -
SuZFRETRBEMED - Al - FEREAZERBEZADET - L
EREMEINZEASTH EARRERTOIFRHNER -

BUREUELEEHESE AERNANRELEERELSH  FRZH
THEETYHE  RERAENEELEEUWMA TWCERT/CC REM#EE K]
Bl TWCERT/CC BF#%)  BRSHELTMNEUTHRENNELH BIBLHLE
Rt - WEFTEREHANETHTES  MDIEEET VEZEH - ENPREER
SHR - BIETETSHER Ui KSHFESREIIMBRAS KGO
TWCERT/CC B#R) - DURSBH 2 iR BER -

(—) = RAY PR
1. TWCERT/CC &t ¥} B iRV RE 2 BRra KRB

M CERT BEBRBZIFEFAL  REREG  HRBRAEERIYNARE
SUEEBRIMNZEZGS - B BEZBREGFI 2 BREER LGN A RED
REFEESSERE  #LURIBRIBEEEREY  ELALKEZBEMEMRER - 158
ASBREBMAE  EEBRENVEETES -
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Pl EAEBREERPNEFHARFREBER A HEEMBER 28 £
WHEASHM AT ZIRE - & TWCERT/CC #EZIBER - HErmREHRRENE
IEHEMERS - cIREBERB AR -

2.2 ERR BB REELSHEEHID

AR BRI EERAERAENERERBRAEZRER B URREHEX

FEHNIREAFNREBERR - AEFEFABRERER - BABRSEEEFPA
BULSH -

miEEEREER - BERER

I

Pl - B AR BN EERREAEZE
BREE -
BREBMURBEEETEH M AR
EEXFIRTEEELEME  AERBISEROESHNTE DABSER -
Pl : EEIRTVBENRBERZE LM Insecam ABILES - Bl 7 & KIE
[FHEERE - EBREEARERN  HABRAERN —ERBEMRE - BEE
EIRZRAAZHEBC AEARSBETE -
SHEDER LHRBIMERELBRARERFHE - TWCERT/CC B ZUEHER
BEE0H -
1RMEREERE S
ZRNELFERER - ARESEEE - At - BHREU MR EIREER

//

RV ZER - ARBWMEMBTER - EREEZE -
2. 2 BEREZRANGERAREERM
EEXIRAFEZMAMHLBAEEE AR AL - ZBLAHEMBIEE
RSB EZIRARE S ERRRRE - FRRMHRFER
BREELZHR AR IR
BRZIEFDARRE - AREFELMER - BZESEL - LEBRARINESE
#n_EFREL TWCERT/CC EITRBESF B ZHB AT EXIRRELZTEAE -
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5.2

SREZHAEERBEERE  AEREABELRETHEZIZRL - NIt AfmEEEAR

%

RAMRVEZENRE  UBURHZERIRER
EERHMBH ZIRMERRK

BSHE FTREEANEZREERE EHEB MITRE ATESEE#EN " EHR
JA#8E 1 (Common Vulnerability and Exposures, CVE)¥F& + CVE B=EE +Z 2 FEL
EMBEMAZFMEPNEE - EEBAERZTR FRENRRETEESTEREMY -
B 0] MR ETIRRRS - BLIER CVE ¥ & - BFACHRIENNLE AR 2 TEE
¥ W REMmE - &% 2018 F£ 12 B 10 H - CVE HAKE 14 EER(BAFE - B

D>

Al - MEX - PE] - JAE - B - DI@sl - B - 1988 - R#ES - =8 8F  2la L
B~ =B 93 ERiAAmIEIREEAUSH -

CVE miEEEHRERDEFHL MITRE A% O N RAARIEIEEEN , MiT- B &
F—1E CNA RILTEEE - ERREMROIES —MWEE - MITRE FIE " REARREE
Ef/#1& , (CVE Numbering Authorities (CNA) Rules)[34] - 5385 4R5% 2 " S5 RILINIEE
fil 1 (CVE Numbering Authorities, CNA)BE S BMEZBERERE Y - T RERITIZESEN L 2
R—EER - DRIMEFMEEREEE 75 - 1T CVE BEZKRARIED K - CNA ZAEBZE

Y@ 36 PR - ERERUE
1. FRALRTFIREEMI(Primary CNA) :

JRBN MITRE A3 - BEE T Root CNACVE #RIEEER - 452 CVE RIEBE
W HHEINAT - ERFTIEERE Root CNA B/EBEEE -
2. R R 4RIEIREE M (Root CNA) :
¥E1E Primary CNA £2 Sub CNA B HEZE - 1%B) Primary CNA #EPTEEZE R

Em HREENERN CVE EZEMFRDIKEMERE - BARHEHEH Primary

CNA HFf&stHh 2 mBEMEFH - Root CNA BE 2 E 1758 /0l 45 E LB IR E
DEESFPOELE - FIINERAEE G EE/]\VE (Computer Emergency Response

_._

Team, CERT) Bl ZE 470 (Information Sharing and Analysis Center, ISAC)
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B2 3R PR FE AR
3. FiRBARIRIREENI(Sub CNA) :

SubCNA BEHERMAEBEL BEEHEARENEFHECERENLZER

B BENRIME - REESEMMBRENREAEEIES - Sub CNA HIR &M ZREHE

B EH - BEHE%] Root CNA - MME RIS A CNA ZEUSIEEARER 1 F - 5F

AT 2E[34] -

v

Root CNA
i Sub CNA
.

B .. - o

S Sub CNA
7 Sub CNA

36 CNA 422 E[F
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# 1. CNA 3I|Z&

CNA &4 = BEZHE
Primary CNA 1 MITRE Corporation
N . CERT/CC, CyberSecurity Philippines -
Root CNA(= National . | CERT, ICS-CERT, Distributed Weakness
CERT and Industry Filing Project, JPCERT/CC, KrCERT/CC,
CERTS) TWCERT/CC

& & Apple Inc., Adobe Systems

Sub CNA(Z Vendors Incorporated, Android (associated with
and Projects, Google Inc. or Open Handset Alliance),
Vulnerability 85 | Apache Software Foundation, ASUSTOR

Researchers, Bug Inc., Facebook, Kaspersky Labs, QNAP
Bounty Programs) Systems Inc., Synology Inc., Trend Micro,
Inc.% -

R MITRE B "RAMmREEEBARE . RAZHEFRAESIRALELR  KFEHE
iz CVE ID @F - CVE ID fRE - CVE ID 72k ~ CVE B®# K CVE #HE 37 FI7R) -

TWCERT/CC Kk EpIZUR A ZMEBIERE - MRS EEENER ZRDBERBREHES -

2. CVEIDIZE n

4. CVEEH

1.88:5CVEID
BE

EEsElsnEs «Root CNARS ft— *Sub-CNARE TR R -Sub—CNAs’:E’;;»\.% *Primary CNA# TR
ERRRER {E= BRI R ERTRIRNER ZERRLE . B EEEFMAZE
«Sub-CNARIFRELY #5Sub-CNATE B4 i - RHEREEREREE TREARR -
Root CNAEEE—{E HELCVERRD ERERNERE EREERTHEL *Sub-CNAZ =5
ERREES - WERE - £1FERISUb-CNA Root CNA - ZomB A ENES -
«Root CNAE «Primary CNARZ# BllESRoot CNAFE «Root CNAE RS Sub-CNAZEAN
Primary CNAEE:E —EE R REER FTRASETER ZEREIS & Root CNAEHi&
—EERYmEE ExfaRoot CNATE HERRE - REREEREE EAEEET -
% - o BiEsrEnRER 1BEEFTFPrimary sRoot CNAZEE
EEBEE - CNA - FzRATaEd
B JFiBA
Primary CNAE %7
\ J \. J \. J \ J \GERERE 2EA <)

B 37 Jeld & hEEIE[35]

A2 - B CNA BEWRIZ BN ERNBIREERER - BAg iRt AEE
I CNA - =8 R IDRAREFZERERZ CNA ETREEZIEE - Rk IKERER ;
/IS CNA - RIEERZEWRIFAEZ CNA 3 MITRE KIRIE4RSESERMIZETER -

BRISE®E —XEENERME S Sub CNA - D RIZ2EMERIEY (Synology Inc.)[36] * &

Ht B R (QNAP Systems, Inc.)[37] REZRHZ(ASUSTOR Inc.)[38] - 190 RIBELEE 2/ A TS
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EmPrIRIREART: - HEfeE BB EmRERIE TWCERT/CC #fh - a2 & @lESE
%E RARBREZE  PIMEREZEBNERCERKRTSZ LERHEE  SmaEi
BER CNAREEMES  BAE@NZEMY - ZIL TWCERT/CC B8 A4 Root CNA
BB & BN E MR RN E 2 RRE RSN - RiBIEEMESZEEEERRDLRRE
]

ik MITRE 2 CVE J@la#ms:iE T HRE - TWCERT/CC EREEENZ - [0 MITRE B7iF

fREER MR CVE ID & - RIFRBHLSEMBER - EL CVE ID IR F nEca = Ea

'DIII’
N

" Sub CNA 29 - & TWCERT/CC EHEEEBREME 28 « FitEmmaEE -

== O
A

EmilEEER CNA £5K - TWCERT/CC fSEEER - FEERER ZERIHARE L - 7518

—

’34
l]||}1]§

Bz EmM B HE RSN REETRIER  DAMEEEEERN -
EREERN ZMECEERIEZREIEER - TWCERT/CC ti&i#7 BN &% ILREIEE BAE
BEERT BN - WHLT CVE ID RImEE -

AR5 ER Sub CNA 2t TWCERT/CC P gz R BEEEMNEN - &R
AEMERERASE AP OTE B REREABEN T MITRE - LU#E CVE 5= RIDE
EERNEZZIR—M -

HEEASNARIR B S EME PR % 2 B\ EmREEMFEE - TWCERT/CC W

R E EIEHEZS (Vulnerability Handling Framework) 5 - MIEREIRNINE ZIFFTHAE -« TRE 5%
EEtSEM CERT/CSIRT AA@E MRS EEMRUFERBAELRAR - BEARIEER
BEBRARR M RERIFOEU(NE 38 FA7R) -

= TWCERT/CC EEBAREEMFENEL R ZBHME - BZmEMTE MITRE FitE
F2mERA - TWCERT/CC #%18 T RBEIEESR , - HR A EFAERSEHRZERMRD - 5
Bt L EME % - TWCERT/CC SHENETIHRAIEEAAFRM T  RER

IR CVE Jmia BRI EETEM &M -
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B 3B R BAELE EmTEn

SR TWCERT/CC SERIEIE
‘ CVE
Ef] & 5 __C
I Y CE-LE) AR E R EE

38 Jw i R IEAESR

53 HXMEBEMENESEEEKEZEME

APCERT B2 ABBMSWETREABANRIERERE - 1R 2003 FHRBEARILE « PEIKX
BE-HA - EBE 925EXNERSHESBERBRENT  TERSABEBEIERSIF
SR A FE oo A [ A S 22 R Y 22 &2 B O] (S (£ 2 [39][40] - APCERT W EIYa IR 12 B4 AS 15 &
- Z2HRICHRERS 21 E~&&ERE 30 EEENRE B2 ABREAENNEKRSN
BEEEHAABNEIHUWE 39 FI7R) - BEIGER TWCERT/CC » TWNCERT X

EC-CERT &£=E& & APCERT €8

B 39 APCERT BiENHE

APCERT 7%/ #E 8RB 0B BZRILRANES - LUZRIBIFRERI M - K&

mE}»

88

ﬂlllr

BEEODRNEMBERERRREABEHEE - REFEEEMFZ 2O - WAL / EEFHHAR

(TSUBAME) + B & # (Information Sharing) + & & 4 (Membership) - #H & I 2& (Policy,
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Procedure, and Governance) * #B#II#k(Training) * 7% &= 4 #%(Malware Mitigation) & & % &
#R(Dril)Z 7 @ T1E/)\4H[41] - 24 E55EE APCERT 2 LB/ NEAMNBETEFASTWT -
1. TSUBAME WG[42] :
FYIIIR 2009 & - BH JPCERT/CC Fi£& BB FEBH IS5 A 24t TSUBAME
BRI Kt e O] eV IR R B - WASFrEi R v B RSB H ZHEREAS -
2. Information Sharing WG :
AYIIIR 2011 % - BH CNCERT/CC FREE - R E#IAIHREN ¥ APCERT ZERY
ol - THZEHREMEE - TERREAERBER RIS - #E RERR -
3. Membership WG :
ALIIRR 2011 5F - A KrCERT/CC FiEE - BREE R BEAIS BB N KATHEE W
A LF - ERGFERRSHEFEG  ZREEZE - WHEHmABINA APCERT -
4. Policy, Procedures, and Governance WG :

BT 2013 & - B CERT Australia FTF & - 855 EH &t & i17#E) APCERT &

RATRZENAESNRSE  TRESZERIBENZRENRDR -
5. Training WG :
FYIIRR 2015 & - FH TWNCERT FhiE£%E - B R HCRIHB KIIRIEFRERIELL -
HY2E%R  EfFENESHESRETER)  FTRUSENEZHBFIRHEZE

6. Malware Mitigation WG :
FYIIRR 2016 & - B MyCERT Fi£& - RE S APCERT SMEMD T ZEBE
BREE RN ARKLEROEESRENERESE BN RRABRRESIEL
HEBERANERSE B/ APCERT SLERESEEEREAMNKS -
7. Drill WG :
FYIIIR 2017 % - B ThaiCERT FIE£%E - BSHIIEFEREELE R CERT

BAR - WHEELERMFBOFM RERIEXHS

5
it

#1717 APCERT £E &



APCERT FEEBLEMIIRTETE - 2018 F BN "YHAE L NBEEAERE

)
St

RISNE |, (Data Breach via Malware on 10T)[43] - BR ¥ APCERT B9 20 {E#&& %558 (E
Alga ~ ZINAL ~ 22 - PEIAE - 8% - FE - HE - e - HAX - B - FE - B
P9~ FooRIREE ~ 575 ~ 406 - ABPRREE A0 - HrEERE K - ZREA#E ) 27 @ CSIRT
Sz - LR EF IS FAEM T EERS N E = BE E 8 (Organization of the
Islamic Cooperation- Computer Emergency Response Team, OIC-CERT)#9 5 & B =
(&K~ BE&E - /REALEE - S - BEHE)Z CSIRT —[E£H[g] -

&% TWCERT/CC-TWNCERT & EC-CERT =B APCERT B LIF/NAZ 2B

YRR 2 PAVR -

= 2. BRISENMA APCERT L{E/N4E1EN

TWCERT/CC | TWNCERT | EC-CERT
TSUBAME V V
Information Sharing - -
Membership -
Policy, Procedures, and -
Governance
Training

Malware Mitigation
Drill

< I K I K <K LK<

<|I<|I<

BINSUESREBRXFRER A MBEEELSNEERE - ETSHERESN - E0HHE
SFEEBNSNERBEERVABRBNIIRE | #\F FBEXNERSHESREEK
FREHERESZ - TRBSHEBREZEBELE  HREEASEBRSERG  HARE

BHRERGKER - MREHE  REEEFHEENZEMAS ZEOWREED - FHZENA
e U B PHRE A H R PEIR A -

AR 18 5= B [ 2R A 28 BE 44 il A 7T Pt (National Institute of Standards and Technology, NIST)
FTiR & 2 B Z £ S R 5= (Computer Security Incident Handling Guide)[44] - EZ 5
FEE R IRIE R 1RIR B = 5 (Preparation) ~ 283R B34 (Detection & Analysis) - =52 BREL
18R (Containment, Eradication & Recovery) ~ & #& &8 (Post-Incident Activity) £ /U A F& B (40
40) -
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5.4 -

(; /w 47 A

Containment
Detection & Eradication Post-Incident
Preparation Analysis & Recovery Activity

B 40 ELSEWEERIR[48]

IEAh - MENBSHEEBENTE  SNHNEEEABER—CZORMOER ; B1B1E

M2 % CERT(# APCERT ~ FIRST %) K5/ BSEIFFERMNABRBERZRE @ 1T
HEBRAEHIZRERR - BNEGE - HFEERERMABERABLZ MR R - SSIERARE
B4 -

AXEXREBRLZTHELER

2018F 9 HIXLZEERAXEBLEMRELMBES —FEXEBR L BIHRE -

REU "EREZ , BES EAERESE - BMAEE RN - Bx - BiIR - #HRE - I

HEBREBLERELHT  RELERELRRAEFVERTHEELBTEELRRLRS
—AREBNABTLLEE ; BAZEMEY " EBEXRE LS M (National Cyber Strategy of the

United States of America) ; R - ERAK 15 EEEE LIS N KM (pillars) - M7 &% E
BREZBEBZ2GZEFEESNZZREFEBLT - FHEERIEEZHEA Z BULEHA
BT SKEESR - THBRCRBARSFEHENEG  TERBRERTR  #EERIRR
MW - JEREZE -

ZRERBERRERLTHEBS ' EXHET, B "ZEERELEHE, #5 O

Rt ZEFEERLBRECENHERE  ERRREERE  BRERRG 2 ER

Ak
g

)l

B ~ BARSR DA BEEILEEEEHEESIAER - MRt AE 2484
R—OtFBEXEPHBERNZBERLZEZREEME  AEREEHERCILABLEEF -



o
BERE

6.1

ARERT2HHEREREEHBNAELE  RE 2480 REES  BERE

BIRRGEAE ) SINASE  MTRBESERZRAENNEBEBREF  TEERBEETRZY

BEMEFD  MEBLEREEENARE RSEEENESSRBEN B SFERE -

REEARBREKERF RS  BECHARELHELATEESTIEMEEER -
+ TWCERT/CC fmiE#8 B R

HEEASNRIRERAEEMERR R 2 EBMEMBMBEMFE - TWCERT/CC W
5524 R IR HEZS (Vulnerability Handling Framework) 5 - MIEREIAINE LI FEHEE -~ TR %%
EEtSEEM CERT/CSIRT AHBE MRS EEMBRUGTERBAELIHE - BEEHIER
EBREERMNBMEINMNEN - S5 TWCERT/CC B4 MITRE Z &M DS E 2553 #R%
REE - Root CNA - %8 MITRE EZ A0 e MBI RENEEMNIK - FEEmAN
BIBELZIIRA CVE ID T ERAM R EARIGE T e ZmE R ERE ARG SEER -
& TWCERT/CC ZEBAREmBFEMELIMZBHRE - F2337 T8 MITRE FTER
S9EAARA - TWCERT/CC 1B REIEIELR - B BAEMBRZERME - SR 5
P = EMNEEEME - TWCERT/CC EmBNETIHBMEBEERAERET - =EFK CVE

FREREETEMN RN -

Bk

SEXAEFTERASESITNRFERER  BEGHENHBEMNELZRE -
TWCERT/CC BRISEERBMNEMAXBRNINBERERNZEY - BREMREARZ

BBRERFSMEMEE - BIREMARIEZEmSeR, - WENERZETERN  REHE

EREMNEZER - ARBLEmBHMENHNE—DSIRELSH -
Sy

WO ERREBRPNEN - AP0 8 2018 FIELBER MITRE ZERARBIBE
(Common Vulnerabilities and Exposures, CVE®)it= - B4 CVE HRIFEEE (CVE
Numbering Authorities, CNA) - 32 &5 & k@4 #k (Taiwan Vulnerability Note, TVN)F & -

ZRMPBEAINGEEREERRE - LERTHRRDERLMERS  BRAOATIHERR
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AEMEREEBRZ ZIBNEE -
ERSEN ORHARGESERERBELERE - LeE: - B - WEE=H|O RS

I‘If

BLE  DUBETENEBRBRLRIRIEZES -
6.2 /,ﬂ=i/|_.| iﬁﬁ_t

oA ol i R Al EN I S R EREAAE ER T £ cve@cert.org.tw - KPOLIRFREES
BB ETERERIERE -

EAMER PGP KEY SETHRERNBBFHAARL - SBEARP/LAFRZ PGP KEY (4
it : https://tweert.org.tw/subpages/aboutus/pgp_key.aspx, KeylD : 1E9D1F1B) -

3~ ImEBEAI

AP LZREABEREEST - %iRIE CVERE S AT CVE RIEEEMRA (41 -
https://cve.mitre.org/cve/cna/rules.html) X PEREBEZRAE - SERLEERBEARE -
TWCERT/CC {RERALBRRER -

6.4« lmAHRS L RIEE

EUREEAPOZRERS - KHRBHREHE 45 BHEXALRFHS ZELER -

@

e BHHE SHHH FEEM BERELD  BRASZSENM WK 2018 F£ 8 A
1 BEEER - BRI 2018 £ 9 A 14 HAR EME -
mE S PR AR A A N ERTAEn - BRI e AR REER S 0 -
MECASEBERE - ERZESRERAOROERAERREAR  ARERH A ARKE -
RpOAREN O RABTREITEREER  AESEERIBEENZ2RAEE - URAH
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FERBERSEERED  RWRERRE - NP /OZEE mBEH R P E&IR0RE e
s CVE %ot RH=SHEERZEEBREHERZ CVE HmIREMPURA WE 42 Fivs
—BERTEHFE CVE Hmn2ER - AH=SEREMNE - BAPLEN CVE RwikaZ
VENEII
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RPORARBDERACER - 8 —HRRERREZEI AR - ZETAR - BAR
REFNENUZES - DLRFRIBERENINS o BENRIDRDEERE  EREEREATE
BEHR AR - dREARESHADRL - KPR OR BB LB RNRER -

APLETRDBEREZLZERMEBENHREE  BHESEIRDANNEFEESS
I8 FEMMBERERIRSEFTENRLEREE-DABMA - AP OFTLITH—R
MBRREEERERHERNEFHBUHSFTHESAZERKRE B2 UBHERRBERE
i BRiREmE DR RE A - MRS AR OREERART - UFEFRREHRSEEN ;
=h - EmMEREIEEKRBREERE  THAP O ETERBEREDREREEEE
BiR -

552 TWCERT/CC jRiAEEHRBEZEAP LER LM NE -

BZEMNFEZE CVE 5T =AUk : https://cve.mitre.org/

TWCERT/CC FEiaMEE R ELZHB R S1F - BAIS FIRST ELXLSHRE/)\HimiE
(Forum of Incident Response and Security Teams) & APCERT 52 K& B E == 4Ol fE/ )4

(Asia Pacific Computer Emergency Response Team)E & - TS BB FRARNFE MK

fhER - ZREHSHEBELERE  (MSESHREEKEFERT - KINEMEREZE
B MIRABEZSHEERS - IR M E2EREZHEBIINRIN - TWCERT/ICC MRAFE

DRIZEMMREE CERT/CSIRT BMBASNRAFARTIFERE - MUTEBRNEZABIIR -

B4 - TWCERT/CC MR FERE S ERAB/EEZ LN HEEWNELERE - MINERABE
AR - AEEZBELERIRREARBELES - ##E TWCERT/CC RHEAR WAy
EEMEERTBERER THURSFERW 2018 FREELBREEFE  DUEFEHE#

]

CNELZEEEERIERETFEH -
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1 BIREZEARBIRIER

7.1.1 - £HXE

\

i

Z22EH O E/IVE 2018 FHRBIPHEM(APCERT CYBER
DRILL 2018)

TWCERT/CC iR 3 B 7 HE2B—F—E 7 K&E

== & BEX
=SR (N

=B OE/)\AE 2018 FHREBK
FhiE#R(APCERT CYBER DRILL 2018) - I/

VERPRINAIRETASEBRER - KEE
ZEREBR

Z38 10T mEEHERINE(DATA BREACH VIA MALWARE ON 10T) ;-
APCERT Z = yal T i (S A

https://www.apcert.org/documents/pdf/APCERTDrill2018PressRelease.pdf

(V)

Z

APCERT-TLP:WHITE
4 Asia

APCERT Senre{arraf JPCERT/CC
Japan Computer Emergency Respons
Pacific codmmorim rge: trlupa«uTnm

am Coordination

Center
Contact: a Qt.‘eﬁf -sec@apcert.org
7 March 2018

URL: www.apcert.org
MEDIA RELEASE
FOR IMMEDIATE RELEASE

APCERT CYBER DRILL 2018
DATA BREACH VIA MALWARE ON IOT
The Asia Pacific Computer Emergency Response Team (APCERT) today has successfully completed its annual
drill to test the response capability of leading Computer Security Incident Response Teams (CSIRT) within the
. " o5, ifh time,

Asia Pacific economies. For the fifth time, APCERT involved the participation of members from the Organisation
of the Islamic Cooperation — Computer Emergency Response Team (OIC-CERT) in this annual drill

43 APCERT Cyber Drill 2018
7.1.2 ~ 13%Bh "No More Ransom J 5tE&5 R IFiaP X AE A=
TWCERT/CC 1R 106 £ 5 B4 " {E#E#) REE

2(No More Ransom) J 5T - WK H
T ENSE A IE RS P AR 2 &llaE -

TEEPREEL ) FTEEHTHERERSRRILEE

Unit of the Netherlands’ police ) - BUMAIZ A

fiI (National High Tech Crime

BED

MAEEIBSE P L (Europol’
Cybercrime Centre ) -

s European
EEHEEZ/AT (Kaspersky Lab) REEIFEEZ /AT (McAfee) FT
HERIL - ZETEENAEDHRRENZTESE - EMPEARTESH0RT ol R
WINZERIIESE -
EERTNBIRE

PP F#$RES - JLUTEUARIRE

SMEhCARBIER - B8
JaJIEFREBMBNERER - HPLAZRTES - YESA

AR SRIC R AR S RS
B - WAREREMRIRIE I Z R FRVARR -
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The No More Ransom Project:

https://www.nomoreransom.org/zht_Hant/index.html

ol O fFLE 00 ] e
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0 3 EE N & . - S
1 - TR A - WA mammsmmuz
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i+ ETEFAEEHUHFERBARAIR » SR IBIROMAEMEES « ETLAREFASRT

v

44 No More Ransom Project

7.1.3~ 20 30th FIRST &£&

REIREANWFENEREY SETHERTEENERELEH - 5 30 BFER 2018
F6H24HEZ6 H29 HERH - tRFEHBRATBEXENLZF(NATIONAL CYBER
SECURITY AGENCY, NACSA) KSR EE = EE /A1 /0\( CYBERSECURITY
MALAYSIA)R fSAR A ae & FE 3K 2217

ATHREBHMABEMNMIEELSN - FIRST AIIR 1990 & - SEE FIRST EECB1A
420 B - BSBEE  AARE  BiTFRENSE - BHEEM - BON - ENE - mek

]
]

BN S EIEE T O (TWCERT/CC)I VA FIRST HERIEXKE TMEFIRFSE -
Zoh . A O\EBEEE Y CERT/CSIRT/PSIRT AASZETE - UXARBIRERNELRES .

WEERRIEZERE - BEaT an Al RRE -
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B 45 £ FIRST 2018 £

\

7.1.4 ~ 28 THE HONEYNET PROJECT ANNUAL WORKSHOP 2018

The Honeynet Project Workshop BIFEFIAB4 - SFHEZIKARN D EEMWFST LIRS
BMFBAEE  SEAR 2018 £7 B 9 £ 10 HHGE D ERERERZ AT OB -
TWCERT/CC ZEX NN MMZBSHEFEETERHRS - WL "Development of Honeynet
projects in APCERT , BEETDZE - 43 APCERT B LIE/NEFIETHNEHEER &
RIR -

Development of Honeynet

Projects in APCER

46 THE HONEYNET PROJECT ANNUAL WORKSHOP 2018 J&:&
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7.1.5+ Bl TEAM CYMRU #FHi] SEES T

AEEBEEZH e - TWCERT/CC B REFE FHEEEITHAK TEAM CYMRU #
UEEHES  BEEEZIEE  UEZRIBRERBESEKAREIN ZEBRIER HELZEOER
ROAE S 2o -

QD‘TEAM CYMRU

47 TEAM CYMRU logo
7.1.6 ~ B FS-ISAC FF]SFETER

REBBEREEZEE % - TWCERT/CC BRHBIEMETELIEEN FS-ISAC
(Financial Services Information Sharing and Analysis Center) 217 51E#H| B EZIEE
DIRA KB E L EREE -

;,% ’FIVANCIAL Information

Sharing and

SERVICES Analysis Center

48 FS-ISAC logo

7.1.7 ~ 28 OIC-CERT 2018 F#AR I PBhE 4k

AR 9 H 18 HER - 2HE—F-E7FHEaFHAERESSH4ERE/AE( the
Organisation of The Islamic Cooperation — Computer Emergency Response Teams,
OIC-CERT)2018 AR WA ESR (OIC Drill 2018) - AEE ZERETER "B EEEE KX
Z2E B (Crypto-currencies Risks and Emerging Threats) , °

LERFMEMNBMSEREKE2ELZ/\MH (Oman National CERT, OCERT) - BHRAR

CM

OARRBHAE  BELAREHIESSEEE  HLHY CERT NESAREZHE
}E

VKBRS -
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49 OIC-CERT 2018 FEAE K BhiE 4k
7.1.8 - BB A CVE RIEEIEE (CNA)

AKobhB 2018 FRELEER MITRE ZEARIEEE (Common Vulnerabilities and
Exposures, CVE®)5TE - EEM BB S CVE HFIEEEZE (CVE Numbering Authorities,
CNA) - 1128 & E /B4 #%(Taiwan Vulnerability Note, TVN)E& ( ZET ) BBEHBHEA
SN R EmRE - ERTAREERRER  BRAOATANAHERRESKERE
B ZIEnEE -

CVE #msEEIEZE (CVE Numbering Authority, CNA) B—E LAM - oI AKRBHRZE
ZBEZXR CERT - E3% CERT - iR#E - BHRBASBMESE - B CNA BEARRNE
HEE - WAERODEESHEN ZEmmE®ES CVE ID - LIKEEY CVE ID WAR
HEITHEE -

HREIZIK CNA FIRFBSZEM -

(https://cve.mitre.org/cvel/request_id.html#cna_participants)

UEREN  9RHEHESEZERNBLZEIRE K2 : - B - WEE=—HEmRHEE
BEEZT  UZRSTEREERABZERIE s -

TWCERT/CC e il 18 = B =R

https://twcert.org.tw/subpages/Serve ThePublic/public_document_details.aspx?id=65
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7.2 - BIREZEEIRNR
7.2.1 - 8i& CERT/CSIRT Kt

TWCERT/CC BRY X/HBMELEE - BEXEKFBES - WK 105 FEEMI "0E

CERT/CSIRT B8R ;- MR EREZEZBUF CERT 4 - MM ABIAHBEELEE  BBEH
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20 DnBBUG F BEaE L B2 ENR - B EZEREREEAZSRER
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e BN RA B P B B & BR I 1 T B2 R 75 (Security Operation Center, SOC) Z (B3I A MR - A4
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107 F7H 4 HEBH "5 CERT/CSIRT 88 | 55 4 RIF=&(WE 50) - EFFEE
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S CERT/CSIRTI BB MR LIFEH

wix
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CERT/CSIRT Bt3855 4 R RE S R T FZix

% CERT/CSIRT Mt & (IkEEIHEF)

siER P B h BT

SRSt

VAN S5l

0

52 BRI B EIEE HRE T 0

TWCERT/CC(Taiwan Computer Emergency Response
Team / Coordination Center)

2EBITRARE B EE RO

TACERT (Taiwan Academic Network Computer
Emergency Response Team)

‘i ((

Q‘)
X

EEHEEF L

TWCSIRT(Taiwan Computer Security Incident Response
Team)

ZEBREREROHABIRATE

Onward Security

ZEEBMBRDARAT Acer Cyber Security Inc.
R8N Digicentre
I ERNBRAT EPISTAR
TWNCERT (Taiwan National Computer Emergenc
AR BRI ( P gency
Response Team)
s NCC-CERT(National Communications Commission
BNEEEES
Computer Emergency Response Team)
R EC-CERT(Electronic Commerce — Computer
BYBBEZRETL

Emergency Response Team)
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fot 2R R B P T = E gL

ZEMBRNBRASE Athena Information Systems

RIRE

REFREKROBIRAT TSC CAPITAL GROUP

HER - EmZEEHREEXK

Synology-PSIRT(Product Security Incident Response
Team)

X

HERE - BBHMNZESHEEE |DTTW-CSIRT(Deloitte Taiwan Computer Security

Incident Response Team)

BRERRERNARAT

TM-CSIRT(Trend Micro Computer Security Incident

Response Team)

71.2.2
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HIRARBEFRNEZER  WERBLEFE FRRETELENR  ARENELHEN

‘‘‘‘ HEEZBEBNEZHAEEAARBEENREE LS  EEELETANEZY - KE
ZEHBEERNEEELEY  FRBIEEBEEELZMERIRRIRIAR - TWCERT/CC SEE/
WMELZHEASE  #FE  EXE8%  HFt 175X HPASLS SRREEGISERTIEETH
FAEZEEERN  MRFE TSR TWCERT/CC EBHEELEBEN - AANMEERR
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Development of Honeynet
Projects in APCER

7/9-10 Honeynet Project Annual
Workshop 2018
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723 2018 AEERBHREEFENRLE

TWCERT/CC IR 10 B3 HREREAAREZT L ENH 2018 8 ELRMESFT-E

BmORENELZERE T, SENEREZE TWCERT/CC MIILURPIEM &R KB LI &Y

B

- SESHEAHZE 450 A - LEAFIEN L 100 TRETE - TARERES ARG

\\)tt

BLER - DIKE TWCERT/CC B34
SENEEEVTEREIVENEZEEETATH  ARMNEHE 11 HEEEE -
FFDRIEITMIE Keynote NERE - NFRIDBIMEFBHENLE NELTEHEERE

HEITHBIME - B AEFFETPEREREE - THEAEHR 9 XEZMB/AL AR Z
BELZERBANEZQEER - MNE5ERE 15 XELMB/LA/EN - DURH—EZR
REAMEIEERANEE - M BERUERMRERAMERNEE - SRS EREER
WZE - BRER B TEXNBREEYREZE., "NUEETEEELEHREER. - TE

ZRBNEBUREE, UK "HEREZEEEZEE .-

EONHEBEN BEXAERRRRRER  EXREER  ERZEVENEZNE
WHIETENEZHRNBREEREFFERE - TEAHEBMANELZHEZERE - £
FEHHEXPUNBHAREEREZZSETHREA - UABRBNEEEZESEZRER
RETEERE - MASRIAREHENNEZETREETZHR - URBNIRKRAERN

kg - EPEMEEEZESETZEFRNER ' BEEAELSHRRERE - BABNG
MEENEELZHBERAEZETRERT]  BMXTBEUBEZME SR - WIRAREIEE
ZhEESE - LERHEEENEZRE -

THREZERE ERIRERR Keynote HRER - " ERLEERANFIAERMRH -
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Z2EBHEA, KE 6 BFZBRANS @ S BHE  BRERREREAS - 2EFE
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7 DUREBEXRZZE - BRBERZZARHANE -

B - RS RIE R 2o KA B D0 ( Asia-Pacific Network Information Centre -
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APNIC ) WEFRBEREZE2EZX Adi Wahid T Keynote jE:EZE - £ " Security
Collaboration Beyond Your Traditional Borders ( BBHl{E#iE RWABLZEES1E )1 - Adli B4
NS EEBRELTEIERNER DS ES%E APNIC & FIRST IS EREEE LS HELZ D0
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FIRST » DFAT S#HB BN HESIF - BRMBELRIRDZE - TEEHATHESR - FEL
SHEBLUB D WERRMM AR WA ASREETEERRREEIRIMNEEZ L
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BERER . BENBEERNZMWESLE NAS - OS SHEERR - HENERELSHIE
£ BB ( Product Security Incident Response Team - PSIRT ) W BiRRE BT HEELZE
85 - PSIRT $aETHBRBE(FE  RNUBABRBIARBLEEUSE  MASH
BEMER - LUEEZHPHNER -

HETEHS

ilE3
ulllg

TEMS R EIGEER " NN EEELRREHH HELE A4S
BEX . BRIRAEHUAMEBN  BE2RBORRE EEHRENER - RENKER
EREMRENRERE SEUEEMREEER  HHELXSHEREREZER - BRE
RAREE - W AN EZEELZREKH HESHRERK -

N

EEHEZBBZENHEN  EEATNELEREREE  #BEEFATEBEAER
FEiRNEs  BELBERTBGHERNAER  HERRESHERIEER  HRNELBRES -

70



EIEENEREZY

54 B {11

58 EF#RE 59 FFERE

71



B 61 EERR

\\\

E 63 F=MES

EEHABEREBFIAABZRENERN  AMNELXEEZHRE  EEFERE—KX
—RRERENTER  CEHREZMENZTREER  FEEXUFEERERBNE
LA BIBEKRERBERS  FEFERRE  RBEXERIN  BEENEE  FZE
TEEZEENEED  HEEETASARHEHECHELERS -

i

BEZHETEATFMENBRISMARD  —SUEERBMUERNENLZER
[ FREBEEEEEREEFERD  EEMBRLD ESEBXETHER K ZEMEMEN
DILWEZEFNERAEAERELSHEEZ/\E (Product Security Incident Response
Team ' PSIRT) ; 5—EHEE@REUTEARASHARTINIELZHERZRE  FEARABHZ
BRNELZMERBEGTE  NEEASE  AZEEFEFEBOBKERES &

48
ERERAARRNNER  [RYBRBESN  TNABEEECEFANELEERRRELER

FEE T - TEIRFTAR SOP EREMRIEMERMNELZEE - SINNEEHRIEEZHBF IR -
BELEZE  DILEBREFNAIEASERAKEHESEEEIEERK (Computer Security

72



Incident Response Team, CSIRT) - RV EH R RABIFEFEAIETL - SERH - PR -
TEAFRUELE THELRE  ERENEME -EAMENRARE  TREEZRSR

MERTZESHR  UTEANMERENRARETHE  DBESANIIN - AMELZHEE

ZNEBRBENMENEZHBMAMRLE - TellEEREENRERE -

[1] Adguard. (2017, October 12). “Cryptocurrency mining affects over 500 million people. And they
have no idea it is happening.”, Retrieved March 7, 2018, from the World Wide Web:
https://blog.adguard.com/en/crypto-mining-fever/

[2] Enisa. (2017, November 10). “Cryptojacking - Cryptomining in the browser”, Retrieved
February 7, 2018, from the World Wide Web:
https://www.enisa.europa.eu/publications/info-notes/cryptojacking-cryptomining-in-the-browse
r

[3] Adblockplus. “Adblock Plus”, Retrieved February 7, 2018, from the World Wide Web:
https://chrome.google.com/webstore/detail/adblock-plus/cfhdojbkjhnklbpkdaibdccddilifddb?hl=
zh-TW

[4] Adguard. “AdGuard E5PHERS", Retrieved February 7, 2018, from the World Wide Web:
https://chrome.google.com/webstore/detail/adguard-adblocker/bgnkhhnnamicmpeenaelnjfhikg
bkllg?hl=zh-TW

[5] Tunghobrens. “Anti Miner - No 1 Coin Minerblock”, Retrieved February 7, 2018, from the World
Wide Web:
https://chrome.google.com/webstore/detail/anti-miner-no-1-coin-mine/ibhpgkhoicjhkimbhdoeik

eggbeejonj

[6] CryptoMineDev. “minerBlock”, Retrieved February 7, 2018, from the World Wide Web:
https://chrome.google.com/webstore/detail/minerblock/emikbbbebcdfohonlaifafnoanocnebl

[7] Keraf. “No Coin - Block miners on the web!”, Retrieved February 7, 2018, from the World Wide
Web:
https://chrome.google.com/webstore/detail/no-coin-block-miners-on-t/gojamcfopckidlocpkbelm

picambagjcl

[8] TWCERT/CC. (2018, March 16). "FHfEEREREE 73 H1—LL Skygofree 61" , Retrieved April 7,
2018, from the World Wide Web:
https://www.twcert.org.tw/subpages/ServeThePublic/public_document details.as
px?id=51

[9] MIEZEZER. (2018, March 29). " "FEEREEEEER | MU MER | L BERE—BAE
SREBLSEFMZE" | Retrieved April 7, 2018, from the World Wide Web:
https://www.cib.gov.tw/News/Detail/34194

[10] &It BT EL R BERAHIFESR /0. (2018, January 11).  "FTEFEMFABERRE ANARE -
E—ENESEEHR!" |, Retrieved April 7, 2018, from the World Wide Web:
http://themes.gov.taipei/ct.asp?xltem=380501579&ctNode=45816&mp=10800d

[11] Kaspersky Lab. (2018, April 16). “Roaming Mantis uses DNS hijacking to infect Android

smartphones” , Retrieved June 7, 2018, from the World Wide Web:

https://securelist.com/roaming-mantis-uses-dns-hijacking-to-infect-android-smartphones/8517
8/

73


https://blog.adguard.com/en/crypto-mining-fever/
https://blog.adguard.com/en/crypto-mining-fever/
https://www.enisa.europa.eu/publications/info-notes/cryptojacking-cryptomining-in-the-browser
https://www.enisa.europa.eu/publications/info-notes/cryptojacking-cryptomining-in-the-browser
https://chrome.google.com/webstore/detail/adblock-plus/cfhdojbkjhnklbpkdaibdccddilifddb?hl=zh-TW
https://chrome.google.com/webstore/detail/adblock-plus/cfhdojbkjhnklbpkdaibdccddilifddb?hl=zh-TW
https://chrome.google.com/webstore/detail/adguard-adblocker/bgnkhhnnamicmpeenaelnjfhikgbkllg?hl=zh-TW
https://chrome.google.com/webstore/detail/adguard-adblocker/bgnkhhnnamicmpeenaelnjfhikgbkllg?hl=zh-TW
https://chrome.google.com/webstore/detail/anti-miner-no-1-coin-mine/ibhpgkhoicjhklmbhdoeikeggbeejonj
https://chrome.google.com/webstore/detail/anti-miner-no-1-coin-mine/ibhpgkhoicjhklmbhdoeikeggbeejonj
https://chrome.google.com/webstore/detail/minerblock/emikbbbebcdfohonlaifafnoanocnebl
https://chrome.google.com/webstore/detail/no-coin-block-miners-on-t/gojamcfopckidlocpkbelmpjcgmbgjcl
https://chrome.google.com/webstore/detail/no-coin-block-miners-on-t/gojamcfopckidlocpkbelmpjcgmbgjcl
https://www.cib.gov.tw/News/Detail/34194
http://themes.gov.taipei/ct.asp?xItem=380501579&ctNode=45816&mp=10800d

[12] Trend Micro. (2018, April 17). “XLoader Android Spyware and Banking Trojan Distributed via

DNS Spoofing” , Retrieved June 7, 2018, from the World Wide Web:
https://blog.trendmicro.com/trendlabs-security-intelligence/xloader-android-spyware-and-banki
ng-trojan-distributed-via-dns-spoofing/

[13] Dray Tek. (2018, May 18). “Notification of Urgent Security Updates to DrayTek routers”

Retrieved June 7, 2018, from the World Wide Web:
https://www.draytek.com/en/about/news/2018/notification-of-urgent-security-updates-to-drayte
k-routers

[14] Talos. (2018, May 23). “New VPNFilter malware targets at least 500K networking devices

worldwide” , Retrieved June 7, 2018, from the World Wide Web:
https://blog.talosintelligence.com/2018/05/VPNFilter.html

[15] Kaspersky Lab. (2018, April 12). “APT Trends report Q1 2018" , Retrieved June 7, 2018,
from the World Wide Web:
https://securelist.com/apt-trends-report-g1-2018/85280/

[16] TTERR X EBLEEMILMARFE D 0. (2018, June 7). "14 BRREEAHRHETHEBE /DS

BEZ1E" | Retrieved June 7, 2018, from the World Wide Web:
https://www.nccst.nat.gov.tw/NewsRSSDetail?lang=en&RSSType=news&seq=16110

[17] AbuselPDB. “IP Abuse Reports for 38.134.121.95" , Retrieved June 7, 2018, from the World
Wide Web:
https://www.abuseipdb.com/check/38.134.121.95

[18] Talos. (2018, June 6). “VPNFilter Update - VPNFilter exploits endpoints, targets new

devices” , Retrieved June 7, 2018, from the World Wide Web:
https://blog.talosintelligence.com/2018/06/vpnfilter-update.html
[19] The New York Times. (2018, May 27). “F.B.l." s Urgent Request: Reboot Your Router to

Stop Russia-Linked Malware” , Retrieved June 7, 2018, from the World Wide Web:
https://www.nytimes.com/2018/05/27/technology/router-fbi-reboot-malware.html

[20] Starbucks. (2018, January 24). "#EE K Line ZEEFEFAS", Retrieved June 7, 2018,
from the World Wide Web:
https://www.starbucks.com.tw/stores/allevent/show.jspx?n=1016

[21] TrendMicro. (2018, June 26). "R EEEERNR 2 EZALE ( A5 LINE 5F5R5

R BEREER 2EME EFER AE0E ) 7, Retrieved July 13, 2018, from the World
Wide Web:
https://blog.trendmicro.com.tw/?p=55845

[22] Calyptix. (2018, August 17). “Social Media Threats: Facebook Malware, Twitter Phishing, and
More”, Retrieved June 7, 2018, from the World Wide Web:
https://www.calyptix.com/top-threats/social-media-threats-facebook-malware-twitter-phishing/

[23] LINE. (2017, October 9). “LINE@ 77 X EA IR IRIE L K #E 17", Retrieved June 7, 2018, from the
World Wide Web:
http://at-blog.line.me/tw/archives/42220884.html

[24] LINE. (2018, May 27). "#KFZERIRSREEER U A= | 7, Retrieved July 7, 2018, from the World
Wide Web:
http://at-blog.line.me/tw/archives/75713444.html

[25] TrendMicro. (2018, March 15). “FinTech JR#15%1T EIREEAMKZERFHE", Retrieved

July 17, 2018, from the World Wide Web:
http://www.trendmicro.tw/tw/about-us/newsroom/releases/articles/20180320034209.html

Bt
=

74


https://www.draytek.com/en/about/news/2018/notification-of-urgent-security-updates-to-draytek-routers
https://www.draytek.com/en/about/news/2018/notification-of-urgent-security-updates-to-draytek-routers
https://www.nccst.nat.gov.tw/NewsRSSDetail?lang=en&RSSType=news&seq=16110
https://www.abuseipdb.com/check/38.134.121.95
https://blog.talosintelligence.com/2018/06/vpnfilter-update.html
https://www.nytimes.com/2018/05/27/technology/router-fbi-reboot-malware.html
https://www.starbucks.com.tw/stores/allevent/show.jspx?n=1016
https://blog.trendmicro.com.tw/?p=55845
https://www.calyptix.com/top-threats/social-media-threats-facebook-malware-twitter-phishing/
http://at-blog.line.me/tw/archives/42220884.html
http://www.trendmicro.tw/tw/about-us/newsroom/releases/articles/20180320034209.html

[26] Ministry of Health, Singapore. (2018, July 20). “SingHealth's IT System Target of Cyberattack”,
Retrieved August 16, 2018, from the World Wide Web:
https://www.moh.gov.sg/content/moh_web/home/pressRoom/pressRoomltemRelease/2018/si
nghealth-s-it-system-target-of-cyberattack.html

[27] Ministry of Communications and Information, Singapore. (2018, August 6). “Statement by Mr S
Iswaran, Minister-in-Charge of Cybersecurity, on the cyber-attack on SingHealth’s IT system,
during Parliamentary Sitting, 6 August 2018”, Retrieved August 14, 2018, from the World Wide
Web:
https://www.mci.gov.sg/pressroom/news-and-stories/pressroom/2018/8/statement-by-mr-s-isw
aran-on--cyber-attack-on-singhealth-it-system-during-parl-sitting-on-6-aug-2018

[28] StraitsTimes. (2018, July 20). “SingHealth cyber attack: How it unfolded”, Retrieved August 16,
2018, from the World Wide Web:
https://graphics.straitstimes.com/STI/STIMEDIA/Interactives/2018/07/sg-cyber-breach/index.h
tml?utm_campaign=Echobox&utm medium=Social&utm_source=Facebook&xtor=CS1-10#Ec
hobox=1532093927

[29] SingCERT. (2018, July 20). “Technical Advisory on Measures For Protecting Customers’
Personal Data”, Retrieved August 9, 2018, from the World Wide Web:
https://www.csa.gov.sg/singcert/news/advisories-alerts/measures-for-protecting-customers-per
sonal-data

[30] NetAdmin, “EXRIEAZT EERZASR BELXEHBEFHEMEKE", Retrieved Jan. 15, 2018 from

the World Wide Web:
http://www.netadmin.com.tw/article content.aspx?sn=1801030010

[31] iThome, Jan. 11, 2018, “/REY Windows E#7 7 I ? B0 BHEMERENAMERENEEE
¥7”, Retrieved Jan. 15, 2018 from the World Wide Web:

https://www.ithome.com.tw/news/120464

[32] Microsoft, May 14, 2017, “RBHBEEAREZRN RFESNIRE - FHPURIZEMERR =

BEMNZE2HEH MS17-0107, Retrieved Jan. 15, 2018 from the World Wide Web:
https://news.microsoft.com/zh-tw/windowsdefender/#sm.0000535813159xdpuvym8alp5ik3g
[33] FFELE, TRRRLZEEREELE”, Retrieved Jan. 15, 2018 from the World Wide Web:

http://newsletter.ascc.sinica.edu.tw/news/read news.php?nid=2115

[34] MITRE Cooperation. (2018, January 1). “Common Vulnerabilities and Exposures (CVE)

Numbering Authority (CNA) Rules Version 2.0" , Retrieved May 7, 2018, from the World Wide

Web:
https://cve.mitre.org/cve/cna/CNA Rules v2.0.pdf

[35] MITRE Cooperation. (2018, April 27). "Request CVE IDs" , Retrieved May 7, 2018, from the

World Wide Web:
https://cve.mitre.org/cve/request id.html
[36] Synology Inc. "HIEMZEHIFTEFFE" |, Retrieved May 7, 2018, from the World Wide Web:

https://www.synology.com/zh-tw/company/news/article/CNA join/%E5%B0%8D%E8%B3%87
%E8%A8%8AYNES%AE%89%E5%85%A8%E7%9A%84%E6%8C%81%E7%BA%8CY%EG6%S
9%BF%E8%AB%BE

[37] QNAP Systems, Inc. (2017, August 31). "QNAP ESEEZHE CNA 515 - REELFERR

71", Retrieved May 7, 2018, from the World Wide Web:

https://www.gnap.com/zh-tw/news/2017/gnap-%E7%8D%B2%E5%BE%97%E6%3E%88%E6
%ACY%8A%E5%8F%83%E8%88%87-cna-%E8%A8%88%E7%95%AB-%E4%BF%9D%E8%
AD%B7%E8%B3%87%E5%AE%89%E4%B8%8D%E9%81%BA%EQI%A4%98%E5%8A%9B

75



https://www.mci.gov.sg/pressroom/news-and-stories/pressroom/2018/8/statement-by-mr-s-iswaran-on--cyber-attack-on-singhealth-it-system-during-parl-sitting-on-6-aug-2018
https://www.mci.gov.sg/pressroom/news-and-stories/pressroom/2018/8/statement-by-mr-s-iswaran-on--cyber-attack-on-singhealth-it-system-during-parl-sitting-on-6-aug-2018
https://graphics.straitstimes.com/STI/STIMEDIA/Interactives/2018/07/sg-cyber-breach/index.html?utm_campaign=Echobox&utm_medium=Social&utm_source=Facebook&xtor=CS1-10#Echobox=1532093927
https://graphics.straitstimes.com/STI/STIMEDIA/Interactives/2018/07/sg-cyber-breach/index.html?utm_campaign=Echobox&utm_medium=Social&utm_source=Facebook&xtor=CS1-10#Echobox=1532093927
https://graphics.straitstimes.com/STI/STIMEDIA/Interactives/2018/07/sg-cyber-breach/index.html?utm_campaign=Echobox&utm_medium=Social&utm_source=Facebook&xtor=CS1-10#Echobox=1532093927
http://www.netadmin.com.tw/article_content.aspx?sn=1801030010
http://www.netadmin.com.tw/article_content.aspx?sn=1801030010
https://www.ithome.com.tw/news/120464
https://news.microsoft.com/zh-tw/windowsdefender/#sm.0000535813159xdpuvym8a1p5ik3g
http://newsletter.ascc.sinica.edu.tw/news/read_news.php?nid=2115
https://www.qnap.com/zh-tw/news/2017/qnap-%E7%8D%B2%E5%BE%97%E6%8E%88%E6%AC%8A%E5%8F%83%E8%88%87-cna-%E8%A8%88%E7%95%AB-%E4%BF%9D%E8%AD%B7%E8%B3%87%E5%AE%89%E4%B8%8D%E9%81%BA%E9%A4%98%E5%8A%9B
https://www.qnap.com/zh-tw/news/2017/qnap-%E7%8D%B2%E5%BE%97%E6%8E%88%E6%AC%8A%E5%8F%83%E8%88%87-cna-%E8%A8%88%E7%95%AB-%E4%BF%9D%E8%AD%B7%E8%B3%87%E5%AE%89%E4%B8%8D%E9%81%BA%E9%A4%98%E5%8A%9B
https://www.qnap.com/zh-tw/news/2017/qnap-%E7%8D%B2%E5%BE%97%E6%8E%88%E6%AC%8A%E5%8F%83%E8%88%87-cna-%E8%A8%88%E7%95%AB-%E4%BF%9D%E8%AD%B7%E8%B3%87%E5%AE%89%E4%B8%8D%E9%81%BA%E9%A4%98%E5%8A%9B

[38] Asustor Inc.  “New CNA - Asustor” , Retrieved May 7, 2018, from the World Wide Web:
https://cve.mitre.org/data/board/archives/2017-10/msg00026.html

[39] APCERT. “About APCERT" , Retrieved September 20, 2018, from the World Wide Web:
http://www.apcert.org/about/index.html

[40] APCERT. “Background” , Retrieved September 20, 2018, from the World Wide Web:
http://www.apcert.org/about/background/index.html

[41] APCERT. “APCERT Annual Report 2017" , Retrieved September 20, 2018, from the World
Wide Web:
https://www.apcert.org/documents/pdf/APCERT _Annual Report 2017.pdf

[42] JPCERT/CC. "“TSUBAME (Internet threat monitoring system)” , Retrieved September 16,
2018, from the World Wide Web:
https://www.jpcert.or.jp/english/tsubame/

[43] APCERT. "“APCERT Dirill 2018- Data Breach via Malware on l1oT" , Retrieved September

27, 2018, from the World Wide Web:
https://www.apcert.org/documents/pdf/APCERTDrill2018PressRelease.pdf

[44] NIST. (2018, August 6). “Computer Security Incident Handling Guide” , Retrieved

September 14, 2018, from the World Wide Web:
https://nvlpubs.nist.gov/nistpubs/specialpublications/nist.sp.800-61r2.pdf

76


http://www.apcert.org/about/index.html
http://www.apcert.org/about/background/index.html
https://www.apcert.org/documents/pdf/APCERT_Annual_Report_2017.pdf
https://www.apcert.org/documents/pdf/APCERTDrill2018PressRelease.pdf
https://nvlpubs.nist.gov/nistpubs/specialpublications/nist.sp.800-61r2.pdf

K?’E RT

¥ 17 £  TWCERT/CC 8E SR GHERIEBEZGRE /O

rH

@& 8 PRKE

Bl B 4% B RES

M O1E N A BN hAcE - BEF - ERE - =REF - BT TENX
th Ht  SdEMAZEBRIFERE =F 170 5%

= % ' 0800-885-066

E-Mail :twcert@cert.org.tw

=) 48 . https://twcert.org.tw

FB %88 . https://www.facebook.com/twcertcc/

% % H ¥ PERB107F12H25H

& Elai S e EIE B iR B O
Taiwan Computer Emergency Response Team/Coordination Center



