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o FRIKIR :
1. Exposing and Addressing Security Vulnerabilities in Browser Text Input Fields

2. Chrome extensions can steal plaintext passwords from websites


https://arxiv.org/pdf/2308.16321.pdf
https://www.bleepingcomputer.com/news/security/chrome-extensions-can-steal-plaintext-passwords-from-websites/
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o ERIIR :
1. Cado Security Labs Encounter Novel Malware, Redis P2Pinfect

2. Cado Security Labs Researchers Witness a 600X Increase in P2Pinfect Traffic

3. P2PInfect botnet activity surges 600x with stealthier malware variants


https://www.cadosecurity.com/redis-p2pinfect/
https://www.cadosecurity.com/cado-security-labs-researchers-witness-a-600x-increase-in-p2pinfect-traffic/
https://www.bleepingcomputer.com/news/security/p2pinfect-botnet-activity-surges-600x-with-stealthier-malware-variants/
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o ERIKIE :
1. CoinEx Global @coinexcom
2. PeckShieldAlert @PeckShieldAlert

3. CertiK Alert @CertiKAlert

4.  Hackers steal $53 million worth of cryptocurrency from CoinEx


https://twitter.com/coinexcom/status/1701651414991397176
https://twitter.com/PeckShieldAlert/status/1701643219174580697
https://twitter.com/CertiKAlert/status/1701873750788964478
https://www.bleepingcomputer.com/news/security/hackers-steal-53-million-worth-of-cryptocurrency-from-coinex/
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1.

ERARIR
Pete No Stop @PeteNoStop
2. Claimants in Celsius crypto bankruptcy targeted in phishing attack


https://twitter.com/search?q=%22case-stretto.com%22&src=typed_query&f=top
https://www.bleepingcomputer.com/news/security/claimants-in-celsius-crypto-bankruptcy-targeted-in-phishing-attack/
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o ERKIR :
1. Mixin Kernel @MixinKernel

2. Mixin Network suspends operations following $200 million hack


https://twitter.com/MixinKernel
https://www.bleepingcomputer.com/news/security/mixin-network-suspends-operations-following-200-million-hack/
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o FRIKIR :
1. Public transport: Major cyber issue hits Auckland Transport’s Hop card system,

indications are it’s a ransomware attack

2. Auckland transport authority hit by suspected ransomware attack


https://www.nzherald.co.nz/nz/major-cyber-hit-auckland-transports-hop-system/LCM3HEKTRRDI5OT7LXBKQJSBRA/
https://www.nzherald.co.nz/nz/major-cyber-hit-auckland-transports-hop-system/LCM3HEKTRRDI5OT7LXBKQJSBRA/
https://www.bleepingcomputer.com/news/security/auckland-transport-authority-hit-by-suspected-ransomware-attack/

SEEREREHREEERRE DL

Taiwan Computer Emergency Response Team / Coordination Center

232  BREHFERIRKE

BEBEEHRBERE
B R EA

ot

REBIELTEREMEEHEIZEHNE  SRHEBUFEIFIRIFR
BIT 240 - A - email BEFRFTENEFH

BREZEHATEEZNBERHBENEZRREL - ZBUTEUMRBRME
@E@J?/== AL RRERT , AR EEMERNURR A E A EES ]
7181E - LORBHWEBFEUIEREHEAE -

B RIEARIE David Burt THEARERESHNLEE LieY - HEIE
BAERRATNERENGHBASENERNER BRXERRREHREE
7}§27§25’\J BT BERERSN EENSTEREPHNEMBRUNEA

ST ENEENAEBRELZ N - A48 David Burt 7 K F= <& B —1{E E
%Eﬁgﬂwé°

David Burt X7~ - BREIFTSHNYTHTERIEENBREARER
AN o MBI EEMEEAEZENSTE UBRNBENNTELES
B WEEFRWREMMREMEREE -

BREZEBFEHEHARBEL 2t BT EENFHFEREBEFY
AEERE - olEEAIL MBS 4 MARTIER - B BREBFRHMEENE
FEEBIRETET R  FEABHEMAR -

BR 7 BUSTTRENMN 25 - BRER S &R ( House of Assembly )
AL RKEEE M AL ETE - ENRSTEREHE -



Q LEEI AR EMEEEHED D

m Taiwan Computer Emergency Response Team / Coordination Center
HIEREEREURZFE  (NoJBENTIREZHEITLE,; &
SENRTEKRMBAABAEILER LI - DHERBUISRZDOSZ NHSE -

ERSBURENUANRERN &R  BRSEIRIIBDHSHUE -
SR BHTREE -

I XH

il

o ERIKIR :
1. Bermuda Government @BdaGovernment

2. Russia linked to cyberattack on government services

3. Government of Bermuda links cyberattack to Russian hackers


https://twitter.com/BdaGovernment/status/1704842911215399232
https://www.royalgazette.com/general/news/article/20230922/government-communications-down/
https://www.bleepingcomputer.com/news/security/government-of-bermuda-links-cyberattack-to-russian-hackers/
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o FRIKIR :
1. Decrypting Key Group Ransomware: Emerging Financially Motivated Cyber Crime
Gang

2. Free Decryptor Available for ‘Key Group’ Ransomware


https://blog.eclecticiq.com/decrypting-key-group-ransomware-emerging-financially-motivated-cyber-crime-gang
https://blog.eclecticiq.com/decrypting-key-group-ransomware-emerging-financially-motivated-cyber-crime-gang
https://thecloudconsultancy.co/news/free-decryptor-available-for-key-group-ransomware/
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o FRIKIR :

1. Verified Twitter accounts hacked in $580k ‘Elon Musk’ crypto scam

2. TikTok flooded by 'Elon Musk' cryptocurrency giveaway scams


https://www.bleepingcomputer.com/news/security/verified-twitter-accounts-hacked-in-580k-elon-musk-crypto-scam/
https://www.bleepingcomputer.com/news/security/tiktok-flooded-by-elon-musk-cryptocurrency-giveaway-scams/
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Signal 5 - E[RAERAY " X3DH 4 (Extended Triple Diffie-Hellman)
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Diffie-Hellman) &% - (B E AR R X3DH WiEEMAR S8 E 217
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o HRIKIR :
1. Quantum Resistance and the Signal Protocol

2. The PQXDH Key Agreement Protocol

3. Signal adds quantum-resistant encryption to its E2EE messaging protocol


https://signal.org/blog/pqxdh/
https://signal.org/docs/specifications/pqxdh/
https://www.bleepingcomputer.com/news/security/signal-adds-quantum-resistant-encryption-to-its-e2ee-messaging-protocol/
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Apple EREE2{HEARKE
HiMessage O-dayiwifi

ot

Apple R H AR T A iPhone B2 Mac ERELEBE2FH - BEMECS
BEZ1EE AR E R iMessage 0-day )@ CVE-2023-41064 £2 CVE-2023-
41061 -

Emi{E 0-day SR A& i0S B2 macOS HY Image 1/0 B3 Wallet
Framework 2 & - Hth CVE-2023-41064 BREEEEMER - BZEZOF
ARENE R ERKFRUREEERER - BUNTERERS -

i CVE-2023-41061 R 0-day SRRl BN G iER - RREB U ERSEHE
RIRAERF R LI R - AR ESRERE THITERZINE -

3838 CVE-2023-41064 SR A E LM Citizen Labs 5 - 2 ATHNE
Z NBEEIREME 0-day JREE B4 "BLASTPASS ) HNBZIRINETT
ENLUER EEREREAHNEL N  RIWEWEE LHE NSO
Group Y Pegasus & iEEREE

Apple TEETHEMIE 0-day JRAERNELZBHR LTIEL - ZREEE
HEMEREDCEREEBIDERRKNEEERIIFM -

Apple E# L 1BE L A{E 0-day J&)E CVE-2023-41064 &1 CVE-2023-
41061 WEFARIEZE 24 - £13F macOS Ventura 13.5.2 ~ i0S 16.6.1 ~ iPadOS
16.6.1 ~ WatchOS 9.6.2 ; & ZRIIF 24 5 Al iPhone 8 EAEEHEAY -
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iPad Pro ( PAATEEL ) - iPad Air 55 3 fUEAR AT - iPad 55 5 VEARERK

7Y« jPad mini EAREHT - DIKFTAE#HTT macOS Ventura A9 Mac &
Apple Watch Series 4 A B &R -

2 HEEMAPUNENZ2&TMTIERRL  LRBRRZEEF
ARER R EMEMEBR -

o ERKIR :
1. Bill Marczak @billmarczak

2. About the security content of iOS 16.6.1 and iPadOS 16.6.1

3. Apple discloses 2 new zero-days exploited to attack iPhones, Macs


https://twitter.com/billmarczak/status/1699876570415190274
https://support.apple.com/en-us/HT213905
https://www.bleepingcomputer.com/news/apple/apple-discloses-2-new-zero-days-exploited-to-attack-iphones-macs/

SEEREREHREEERRE DL
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2.5.2 + APT36 BZREBELURE YouTube App 2R Android 1TE13E8

APT36LMEEYouTube app
B AndroidiTEIEE

ot
BZME SentinelLabs HRTE /MRS - EHZ AT E FTHELE
X - EHAEEIR APT BZIRERS APT36 - AIAHZED 3{EE 4 YouTube B
Android App KRl iR InEIE R BB R EES CapraRAT -

1% SentinelLabs IR E15E - APT36 X% " Transparant Tribe 5 ( 2R
%) - BRF AT BEE Android App EZ2FI55 =75 Andoird App
Store I - S NSRBI ES AR EMETIRE -

SentinelLabs i - ERXRERBNVINETE - TENNEBEZINEA
BEEIRIEHEEENEUIBEA  HBEFEZMAMRIEAR - #HK
BREHHEVD=TERES YouTube App WER APK 152 - —BZEE
PP AMEMES " YouTube, - 55—{ERITES " Piya Sharma, - RIS
EMZIENSHEANZFTREE "EZSENE
ELEESURENNTEEREAEIERN YouTube App - BAIZER
WebView MIFRETRENE - SIMITRDEE App HAREI THEE

—BERERE FE=-EREINIE - CapraRAT BB RNITSEK

SRR EHREZREEZWINTEEAES BIEMASTHS
‘Enﬂﬁ* BEBREGMILEERT - BEERRER  BNESsAE - EE
BERAMRCE BUFHRPNERSES -

SentinelLabs 5, - Transparant Tribe & FETRRENE AR - LT
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BEREWHNEBHEHRCENRBIREANERE -

£25% Android FEHZE R B ARRARMNE =7 BAREINE/E - email 5k
HRHRIEIIEL T LK APK IBR - URZRKIINZREETEMNR App

o ERIIIR :
1. CapraTube | Transparent Tribe’s CapraRAT Mimics YouTube to Hijack Android

Phones

2. APT36 state hackers infect Android devices using YouTube app clones


https://www.sentinelone.com/labs/capratube-transparent-tribes-caprarat-mimics-youtube-to-hijack-android-phones/
https://www.sentinelone.com/labs/capratube-transparent-tribes-caprarat-mimics-youtube-to-hijack-android-phones/
https://www.bleepingcomputer.com/news/security/apt36-state-hackers-infect-android-devices-using-youtube-app-clones/
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253 - REMEURERREREEEABEIE

SIEEABERE

BZME Volexity HRIZRMARS - IEHZASE FMRAE -
THEIR—EE % EvilBamboo HIEZ IR EEE - FATEZTE Android App 18
AR B2 Badsignal - BadBazaar * BadSolar X&) - £ Android
FREDAMREE -

Volexity TEERE L - 5%2/AS)4EHt EvilBamboo HIEZZ N EITH) - Hf
BRE 5 FLU L ; ZZIRERRIAE ¥ Android FERZELZIERETE
& - B3E BadBazaar - BadSignal * BadSolar % -

EHRESENESD - Volexity TEIR S PIEH + EvilBamboo 7% E A 2EHY
BadBazaar T2 2 EAS1E A RlZRE I PHIEEES Android ki - WA O[%REFH
STEEINAERIAK BE AR Whoscall 558 - i3 B E BT Whoscall APK 183
2840 apk.tw 5 Android X3S AEBE R IB R AL -

£ apktw FZR X AR A CEMIBR - BESCETNHRERE - (BEZREX
SR REIEE 10 ERPI L ; M Veloxity ¥R S15L - BadBazaar 58
SHREARNEAEZEENANS - EEEEREENEARREFMAE
Ao BEREUEEEENETEMN -

MEST EEM KN EBE S5 HE - EvilBamboo 7 ZF] Y0 Telegram ~ RE
LSRR EARBIEEREHE - WEIWEE NHLRIFH L - DUETT
E—SHNEEE -
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EETEEREFEREAZBEET App Store ZINIAHRARIRE B BT
RS BENASREIENAEERER -

o ERIR :

1. EvilBamboo Targets Mobile Devices in Multi-year Campaign

2. IREPHSE v7.45 (TER MR+ AN EE B


https://www.volexity.com/blog/2023/09/22/evilbamboo-targets-mobile-devices-in-multi-year-campaign/
https://apk.tw/thread-1024826-1-1.html

SEEREREHREEERRE DL
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2.5.4 ~ Apple B22E1E 3 S AR IR macOS/iOS 0-day il

Apple E221&18 3 HERAR
WER 0-day iwifl

ot

Apple HRTZE2H# H i0S/macOS/iPadOS #1 watchOS B - B 3 B
ERARZIRER 0-day il - APEIEIEREEEEANERIEER
o DIaBARERENACHRIRBNESE -

EEREEIRMW 3 (@ 0-day @+ - E£—1& CVE-2023-41993 A FR
WebKit 2| E 23512 R - 55 __{E CVE-2023-41991 RIFREZLHEZR (Security
framework) & ; BIREB AN HEHHNAERF L EMETRBEEER - 35
DIBBEAISZERERGILFITER App - SLEARMEFITERZTE -

2 =& CVE-2023-41992 5%/ HEZE ( Kernel Framework ) & ;
RODAEZRIZ H API B1x7 1 - DIIROBEREHEERZONEEREZ
B - AEzEE oA AL RE R A FITHER -

Apple LN ELBEPIEL - 2 ATSCEEE-ERED2ERIT
EWEI0S 16.7 ZHIRAEELRFNIBE -

SRFENEBENT

® iPhone 8 B1E B AL ;
® iPad mini (55 5 ) EABEWKI ;
® 1T macOS Montery B8 4& hR K89 Mac Ef ;

® Apple Watch Series 4 B2 BT -
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Apple ETHHMIFE R FAFTARZA%S macOS 12.7/13.6 ~ i0S

16.7/17.0.1 ~ iPadOS 16.7/17.0.1 ~ watchOS 9.6.3/10.0.1 ; XA R
BUMEH &R LR BRIRERENHCANRREELE -

o ERIIIR :
1. About the security content of macOS Ventura 13.6

2. Apple emergency updates fix 3 new zero-days exploited in attacks


https://support.apple.com/en-us/HT213931
https://www.bleepingcomputer.com/news/apple/apple-emergency-updates-fix-3-new-zero-days-exploited-in-attacks/
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12,000& Juniperif¥iiiE i
NEEBRERCERR

ot

BLZEZMET - TE_LEAA 12,000 Juniper SRX BAXEEEEE EX 7
Riigs - N2—ERENELRED  RREVEBZRE - BEEES
Apeg - B0l TEEREE -

£ 2023 &£ 8 AT - Juniper BITHEEZBH P LR 7 8@ PHP IRIRE
FIEFRE - 8 CVE-2023-36844  CVE-2023-36845 + UK 21E B8 i
IEEERE T ARBIRE - B1E CVE-2023-36846 « CVE-2023-36847 - &
RiE L miEn CVSS BRIEEFIRE - B 530 (WMAm10D) - &
RIZERARS TPEL (medium) -

AMELEXRZIR  oMIEELERBASH—EEGRIELRE
ALUERMITERRERNE , EEGENRENEREEF /BN EFAE 9.8
7, BRUNTEEFE LEHAEENER N - EEFA CVE-2023-36845
SEE—RE  MEEIREBRE LEHVTERERXE -

BZME VuInCheck TR HAZ RMMRBE T - 2A TZATENE
ZEFX RO IWEERR (PoC) AitE ; a2 FHA GitHub Lol
ENGSEANFRETE  ERNAR K2 12,000 Bl 2B IREN
Juniper EEEREMUNE -

= CVE-2023-36845 & A 52 219 Juniper #A:@Em - E1FEHIT FIARAE
Junos OS BY EX B SRX %3 HY -

4
I
X
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® 20.4R3-S8 FTRIFAAMA

® 21.1 hRA 21.1R1 BB ERRA

® 21.2R3-S6 FTAIM 21.2 fRAR

® 21.3R3-S5FTRIHY 21.3 hk A

® 21.4R3-S5 FTRIHY 21.4 hRA

® 22.1R3-S3 JTAIM 22.1 FRAR

® 22.2R3-S2 JTRIM 22.2 FRAR

® 223R2-S2 - 22.3R3 5LHIM 22.3 hRAS

® 224R2-S1 - 22.4R3 5LHIM 22.4 RN

Juniper SHEHBIBLEEMMRAE - BEE LINBARSIEERBIIARK
EZ

PR E SRR IERSRERRENRIABIER - RS
—REEREN  URBREZZEBECNEREMRLEEEUE -

o ERIKIR:
1. Fileless Remote Code Execution on Juniper Firewalls

2. 2023-08 Out-of-Cycle-Security-Bulletin : Junos-OS-SRX-Series-and-EX-Series :
Multiple-vulnerabilities-in-J-Web

3. Thousands of Juniper devices vulnerable to unauthenticated RCE flaw


https://vulncheck.com/blog/juniper-cve-2023-36845
https://supportportal.juniper.net/s/article/2023-08-Out-of-Cycle-Security-Bulletin-Junos-OS-SRX-Series-and-EX-Series-Multiple-vulnerabilities-in-J-Web-can-be-combined-to-allow-a-preAut
https://supportportal.juniper.net/s/article/2023-08-Out-of-Cycle-Security-Bulletin-Junos-OS-SRX-Series-and-EX-Series-Multiple-vulnerabilities-in-J-Web-can-be-combined-to-allow-a-preAut
https://www.bleepingcomputer.com/news/security/thousands-of-juniper-devices-vulnerable-to-unauthenticated-rce-flaw/
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2.6.2 ~ Xenomorph Android B EEESE ¥ S EIER1THEIN R SR B INE

Xenomorph Android &R
WRELZERITENZEEREY

ot

B2 ME ThreatFabric lE FWEZHRAES @ OHAIE—EHEE
Xenomorph B9 Android F2EEES - IREBR AR B R ZEHZKIRITHA
MEZEHIZCREE -

ThreatFabric IFFFT AR + B 2022 &£ 2 BF%REHNE Xenomorph HIEZ IR
EE) - BRFEEIRZEREEEZE R Google Play Store o _EZ2H App #ETTEN
- FEREZES BRI L - WBHZAABUNZEM 56 XIET -

2R EEA YA TEIEE Hodoken Security 1548 A7 #1T Xenomorph B9
Rk - B 2022 5 6 B & Xenomorph #1TE g - & Xenomorph EEEAL
et - BB FEEAEM ; M 2023 £ 3 B - Hadoken B R¥} Xenomorph
ETHN - EZESMEPNABESEIRAR - BZREERE ARE -

cookie AV TNEE - BABE N ERE 400 KiR1T -

ThreatFabric I8 - &N — KRNI ETEIF - Xenomorph FIAERE
AJ Android A ZIE 28 Chrome RIFTARER] - AREAE FEZREBEA S
Xenomorph B9 APK &2 - 3 Xenomorph o] fEF & 2|8 S RIS
NMESEROEEE  FREAEERBHERZERANSAEN -

ThreatFabric 15L& - B2 Xenomorph ML EENN & RIEESE
MESKKNED  EENTEBTMAREKNESREN - NAZEENEE
RIZNZEME - HSEEMRESFEANIS - EX - AN - §5
o BRI -
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#2:% Android EFHE £ TEE /7 App Store ZINGE L E IR IEAHBRY
APK &% - BB E KBS EHERN App RSES -

o IRIR :
1. Xenomorph Malware Strikes Again: Over 30+ US Banks Now Targeted

2. Android malware Xenomorph runs new campaign targeting the U.S.


https://www.threatfabric.com/blogs/xenomorph
https://www.bleepingcomputer.com/news/security/android-malware-xenomorph-runs-new-campaign-targeting-the-us/
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2.6.3 - BZREFBEESEFAY Apple * Google Chrome 0-day iR B 1% K 484
1REA

BREFAApple. Chrome
O-dayimiEARERFEHREEAN

ot

B Citizen Lab B2 Google [E NI E LT #4E Threat Analysis
Group (TAG) - 1 H 288 Apple £2 Google Chrome HETEERIE1E 0-day &
B DERRERARSBREEE 2L ; FREEBUBEEMALR -

Apple HATE &M i0S/iPadOS/macOS/watchOS FIEFTARAS - 1E78 3
{& 0-day J&@f@ - 73 5ll:Z CVE-2023-41991 + CVE-2023-41992 + CVE-2023-
41993 ; BERBEE LMD Citizen Lab FEDRAIIREIEE - £ 2023 F£5 A% 9
BzE  BREENAE=ERE - FRFHENBEENE WhatsApp
B - IR KAIEEEZ %S Ahmed Eltantawy B2 8 2024 ik KB 22
% SHEZBUBAMRHELTHE -

Citizen Lab EHRE P - WEBES AR Eltantawy ERIIERERE
22%& Vodafone - A1 TE Eltantawy 21 Z3F https IR AILEE - MAERZA
MEEXERE  BHEHEQI—BEZEMIE - WEH iPhone FHd %25t
Cytrox HIFRI B = B aRERES Predator -

LESN - Google TE M TAG th38IR A EE N AT EE W
Chrome J®)d CVE-2023-4762 - #£i& KIEAR Android & 18 A Predator
EREES - 2Zmib o ERIRERERNTESZEINNS -

Apple FEFTBERZEFREMBASIMRAIFRERM - HROIERS
WEHZNSERKAL  BEENERMAFEAZN "HEAER .
EREXEHRBRFZEABERNVER  JRBRRESREFHANLE
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o

HHSEOREEINENER - HEMKERERE B2 &M ARAE
EEZMI - BELERBERIREN - LESSSRNZEY -

o SRR :
1. Ahmed Eltantawy Targeted with Predator Spyware After Announcing Presidential
Ambitions

2. John Scott-Railton @jsrailton

3. Recently patched Apple, Chrome zero-days exploited in spyware attacks


https://citizenlab.ca/2023/09/predator-in-the-wires-ahmed-eltantawy-targeted-with-predator-spyware-after-announcing-presidential-ambitions/
https://citizenlab.ca/2023/09/predator-in-the-wires-ahmed-eltantawy-targeted-with-predator-spyware-after-announcing-presidential-ambitions/
https://twitter.com/jsrailton/status/1705276865898856449
https://www.bleepingcomputer.com/news/security/recently-patched-apple-chrome-zero-days-exploited-in-spyware-attacks/
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2.7 ~ BIBRSmIA &R

2.7.1 ~ Microsoft ¥t 2023 & 9 B Patch Tuesday BERBIITEMERHE - &
1218 59 A EZi®E - AZ 2 {& 0-day imid

Microsoft#HH2023%€9H
Patch Tuesday®E#i{EHHe

ot

Microsoft HRI# t 2023 &£ 9 HAITTEZEMIEMHEL " Patch
Tuesday ; - HBE S EELRE ; HP=2E 2 BEBREEBRFEERRN
WER 0-day SR °

ZX B Patch Tuesday 121ERRIREIE5 59 & - & E&H ( 2023 & 8
B) w87 [ELRmEEARD ; MEEL ERET - EA5EBR "&
5,58 SAE2EAEBREMERZEERRIKERN 0-day FiE - S
=A 24 AERHHTEEZENNE (RCE) ®E -

PURBEERESD - EBREBENELRBEASTRMT !
o ELPLEINAERKERE : 3@ ;
o EHWTERREXHERE : 24 & ;
o E:RFTRME : 9@ ;
® RF5FHET ( Denial of Service ) J®)@ : 3 1@ ;
o REHRAL : 51E ;

® Edge -Chromium J&f@ : 5 @& -

KB Patch Tuesday B 2 {El 2 & X FREE FHRY 0-day JRid :
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Z—1@E 0-day J®)a& CVE #w3% 7% CVE-2023-36802 - 7=/ Microsoft
Streaming Service Proxy F - BREITEREARE ; ZREEBEBILR
- BEBNRITEIRIZEN A4 (system ) E4K -
E_EESEEEM 0-day JmiEE CVE-2023-36761 - 2775 Microsoft
Word W ERVEERE - REE0AALRE - EFRIERSFEEEREN
B - BENTLM # 255 - E—DHRBEE NTLM fEKRE - KEQ
VU HVS IR SR A0Sl 4 -

® CVE #5% : CVE-2023-36802 * CVE-2023-36761

o SEZEEMURE) : Microsoft jE MZ1EEES - B1FF Windows - Office -
Exchange 55 -

o MRS E  BEZMEIREH Microsoft BEMIBTER - EA Patch Tuesday
AT RNEZEN  UHRRZEENARENNREREINE -

o FRIKIR :
1. Microsoft Streaming Service Proxy Elevation of Privilege Vulnerability

2. Microsoft Word Information Discolsure Vulnerability

3. Microsoft September 2023 Patch Tuesday fixes 2 zero-days, 59 flaws


https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-36802
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-36761
https://www.bleepingcomputer.com/news/microsoft/microsoft-september-2023-patch-tuesday-fixes-2-zero-days-59-flaws/
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2.7.2 ~ EBBERIRIZ1E Apex One I REREIR T FA/Y 0-day iFiE

11001001011101011" 71010110010011010
10010110111000" J01010100. "1101101010110(

10101010101010 1010101011014
001011001011 ©100101101011 011010101100

0
0110010010111 1001001101014

10110101 701011001011 101100101101
~ , 11011010101100
10101010 4110101010110101
1004044v1011010010110101011001
1001011001011101011001001101010]

)1011011110100011110110101011001 %
10100101010011010110101010110101C

BERHEE Apex One ingt
PREERER TG ZER 0-day Wil

ot

BELAMBERIE (Trend Micro) T HAEE —EFHE Trend Micro

BIEBARRERELE -

Trend Micro Apex One InBhREFR A XEEHHZEARNP/NEEEE
ZERRWETNELZMEZRM - Mz 0-day JmlE CVE-2023-41179 771X Apex
One REHE = MR ZE (uninstall) #2ARN - BZIEE AN HZRERANITHE

2 UERIR S ER Trend Micro EmilF :

® Trend Micro Apex One 2019
® Trend Micro Apex One SaaS 2019

® Worry-Free Business Security (WFBS) 10.0 SP1 (T H AL Virus
Buster Business Security (Biz) 2 & #£77)

® Worry-Free Business Security Services (WFBSS) 10.0 SP1 ( £ H
L Virus Buster Business Security Services (VBBSS) Z & 47 )
ZImEM CVSS BREEFNAEELL D (WA m 107 ) - BRREE
AR ARESSEMA "TERE L (Critical ) - BASIKNARE G EIEE R
o/ (JPCERT/CC ) th#flbRAHMELRES - U ATRAZTERAK
MREPF - BIEIERB SR -
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Trend Micro £ F3EFTARA D - EEELLRTE :

Apex One 2019 Service Pack 1 — Patch 1 (Build 12380)
Apex One SaaS 14.0.12637

WFBS Patch 2495

WFBSS July 31 update

® CVE #3% : CVE-2023-41779

o = ZEEM(ARA) : Trend Micro Apex One 2019 ~ Trend Micro Apex One SaaS
2019 * Worry-Free Business Security (WFBS) 10.0 SP1 (¥£ H 4! Virus Buster
Business Security (Biz) Z#351T7) * Worry-Free Business Security Services
(WFBSS) 10.0 SP1 ( TEH AL Virus Buster Business Security Services
(VBBSS) Z&%1T) °

o MRRE EFRERLAMRANAL - BIEIEMEIFARAE -

o ERIIR :
1. CRITICAL SECURITY BULLETIN: 3rd Party AV Uninstaller Module for Trend
Micro Apex One and Worry-Free Business Security Arbitrary Code Execution

Vulnerability

2. Alert Regarding Vulnerability in Trend Micro Multiple Endpoint Security Products

for Enterprises

3. Trend Micro fixes endpoint protection zero-day used in attacks


https://success.trendmicro.com/dcx/s/solution/000294994?language=en_US
https://success.trendmicro.com/dcx/s/solution/000294994?language=en_US
https://success.trendmicro.com/dcx/s/solution/000294994?language=en_US
https://www.jpcert.or.jp/english/at/2023/at230021.html
https://www.jpcert.or.jp/english/at/2023/at230021.html
https://www.bleepingcomputer.com/news/security/trend-micro-fixes-endpoint-protection-zero-day-used-in-attacks/
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2.7.3 ~ Mozilla B&{&## Firefox * Thunderbird &R BFHNER 0-day iFwiHE

MozillaZ 3 {EfFirefox.
Thunderbird 0-dayi&if

ot

Mozilla HalEt ¥ —1E:E B 2 & AR ZIE X ER Firefox * Thunderbird
O-day BRESRAELEXEFEN - FHREEUEER -

#% 0-day @AY CVE #w5% %5 CVE-2023-4863 - 2775 WebP 20 H5
ZE (libwebp) T H—1E heap EEFEERIEANSREEMNGENIER ; ZE
ZUFESEERBUSEN WebP BIEX - BUEEZRE - BHARSK
R - BlOI#TESRRZEN -

CVE-2023-4863 Jmialad CVSS JmiaGIai2 EaL 0% 8.8 79 (w734 10
7)) - BREENRES TS °Mozillaﬂ11-_t¥9‘9l~§"‘%ﬁ’]§ BHPIEL
ZATIEERIREICEZEERARKETENEE

¥ tE—S &M 0-day J&)E - Mozilla #H Firefox 117.0.1 * Firefox
ESR 115.2.1 * Firefox ESR 102.15.1 * Thunderbird 102.15.1 &2 Thunderbird
115.2.2 %k -

LESh - BESZR CVE-2023-4863 EZE 234 TE Mozilla # LAV 2 B zEHRE
Em - BXRIDREFEEEE I AR Firefox B2 Thunderbird £ Mozilla Z&=
M REFEAT WebP B EREXNBHNERRER - 2B IWRE - 21F
Google Chrome ZIE 2SR -

Google Chrome th E7E4T H &t ¥ CVE-2023-4863 L EFTER - BB
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AIEIRI beta AlELAR ; ZEHRBHHIANHENY @ SEEH T SEEE—Hixfe
FH#& fE AV Stable hix <0 Extended Stable A7 -

® CVE#R9% : CVE-2023-4863

o FEEMRX) :

o MRRFE:EFELI Mozilla BN ERERUBEBAAENER - B
F&EFRE - DIREZZREZEREFNEH REZEFHINESTE -

o HRIKIR :
1. Mozilla Foundation Security Advisory 2023-40

2. CVE-2023-4863


https://www.mozilla.org/en-US/security/advisories/mfsa2023-40/
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2023-4863
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F 38 BERMEEREE

[(E%E20] 10/16 £ IT 2EEFENREREE
mENRFE | 2023-10-06(—) 09:00 ~ 16:00
PEREAENREHE-ARPAE D01 KEHE
(B PILEPLILEE 3 Bk 22-1 HRIKIESBCE)

SEENETE | https://www.cisanet.org.tw/Course/Detail /3962

JEENMES

RITEERERAR

EWEMN : PERBEARERS
EH :

-JR & 6,900/ A

-2 51E 6,200/ A
EENE B E & 5,600/ A
-BRAARR - BM R TRER

SEEIANS | Event Details :

BREENEZERARNENR  tHEERRNRREESLENER  RBRHEPR
B EANNRE - BXESFENER - BAlRa0sES &8 7
T NEARAAEE BREAR HRFRBESFELAE  BLEKXE
OBEESABEXSENRELE  SHTENERGHE -
=SEBFERKEENEREHNBANEEEG - #5 LR B A0S
HEHE  RBHEFEEUMNEYEETE  DUESES ITHEEEE - K
FERHEENHNE  S|IHBRERZERESL  BRABESM AR



https://www.cisanet.org.tw/Course/Detail/3962
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EENUNRG
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SEENEETE | https://www.cisanet.org.tw/Course/Detail /4031
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[EZE8[x] 10/25 BN FHEEREE

menfsE | 2023-10-25 14:00~17:00
hEREENRERE-KEMWAE DOl AEEE
(BtmPLUEPLLIEEE 3R 22-1 SRFR T AESECRE)
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TWCERT/CC LA #thvREZENABELREEMM TR :

ASUS RT-AX55

+ RT-AX56U_V2 - RT-AC86U - Format String - 1

TVN/CVEID

TVN-202309007 / CVE-2023-39238

CVSS

9.8 (Critical)

Bl
30

RT-AX55:3.0.0.4.386_50460
RT-AX56U_V2: 3.0.0.4.386_50460
RT-AC86U: 3.0.0.4_386_51529

ASUS RT-AX55 - RT-AX56U_V2 &1 RT-AC86U iperf 1HEA1E A
set_iperf3_svr.cgi APl £ format string J&8 - FZINEER ¥

HRE AWBIVEFSETREE RS - BERKIEBEEARER - Blo/fHA
IERBEETRIFEIBNT - WREETERRFRPERS -
RT-AX55: E# £ 3.0.0.4.386_51948

FER7TE RT-AX56U_V2: & £ 3.0.0.4.386_51948
RT-AC86U: E# £ 3.0.0.4.386_51915

~BRIBEA 2023-09-05

THEELS https://www.twcert.org.tw/newepaper/cp-151-7354-4e654-3.html

ASUS RT-AX55

+ RT-AX56U_V2 - RT-AC86U - Format String - 2

TVN/CVEID

TVN-202309008 / CVE-2023-39239

CVSS

9.8 (Critical)

I3
=11

RT-AX55:3.0.0.4.386_50460
RT-AX56U_V2: 3.0.0.4.386_50460

RT-AC86U: 3.0.0.4_386_51529



https://www.twcert.org.tw/newepaper/cp-151-7354-4e654-3.html
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Taiwan Computer Emergency Response Team / Coordination Center

ASUS RT-AX55 - RT-AX56U_V2 B3 RT-AC86U B —f% 5% & TN BE
API| 777£ format string @il - ZINEERB WM AN BN EFRETEE

R faig - BIRWEBEARER - BIofA B ISREETRIFEBNT
HRBETERBRIFS PERT -
RT-AX55: 5 £ 3.0.0.4.386_51948

R RT-AX56U_V2: B £ 3.0.0.4.386_51948
RT-AC86U: Ei# £ 3.0.0.4.386_51915

AR B 2023-09-05

THRAE LS https://www.twcert.org.tw/newepaper/cp-151-7355-0ce8d-3.html

ASUS RT-AX55 + RT-AX56U_V2 - RT-AC86U - Format String - 3

TVN /CVEID TVN-202309009 / CVE-2023-39240
CVSS 9.8 (Critical)
RT-AX55: 3.0.0.4.386_50460
& Em RT-AX56U V2:3.0.0.4.386_50460
RT-AC86U: 3.0.0.4 386 51529
ASUS RT-AX55 ~ RT-AX56U_V2 £1 RT-AC86U iperf 1HEA1EH
" set_iperf3_cli.cgi API % 7£ format string J&)E - R INBERE A
[ =8 gl T R | 1 T B
MR RETEERGE  2IRWNEEALBEHIR - BIoIFIALE
TRRETRIFEIVEINIT - HREETERIBIEN PERTS -
RT-AX55: 512 3.0.0.4.386_51948
BERAE RT-AX56U_V2: E# 2 3.0.0.4.386_51948
RT-AC86U: E#1 % 3.0.0.4.386 51915
~FBEES 2023-09-05
THEAELS https://www.twcert.org.tw/newepaper/cp-151-7356-021bf-3.html



https://www.twcert.org.tw/newepaper/cp-151-7355-0ce8d-3.html
https://www.twcert.org.tw/newepaper/cp-151-7356-021bf-3.html
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ASUS RT-AC86U - Command injection vulnerability - 1

TVN /CVEID TVN-202309002 / CVE-2023-38031

CVSS 8.8 (High)
HEER RT-AC86U: 3.0.0.4.386.51529

ASUS RT-AC86U  Adaptive QoS Z B E BB FE L INEERE 4
KRESHFBER  BERNEEU—MERSEIREAE - BITFA

HRE IEJRIE#ETT Command Injection W - MTHHERIES - I
EHHE AR I ERTS -

BRTTE B £ 3.0.0.4.386_51915

ABRIBEA 2023-09-04

THRAELS https://www.twcert.org.tw/newepaper/cp-151-7348-56989-3.html

ASUS RT-AX88U - externally-controlled format string

TVN/CVEID TVN-202309010 / CVE-2023-41349

CVSS 8.8 (High)
FEEmMm RT-AX88U: 3.0.0.4_388_23748(A =) LARI MR A

18 RT-AX88U #J Open VPN INBETZTE externally-controlled
format string J&lE - KB D EBENERZEE - 0J3ERNHE

5] B e
= B OpenVPN && & 1% 8 8¢ externally-controlled format
string @ - 155/ memory leakage 32 FETARTE -
BRAE B2 3.0.04_388_23748
yNGISE- 2023-09-15

THEELS https://www.twcert.org.tw/newepaper/cp-151-7371-aecfl1-3.html
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