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FHREMBBDAEEELAS - Openfind BEEHET HBRFHE
SRMBHEN - BEBEOpenfindEFHEH -

KB YEE 55 IREZE ¥ 0penfind Mail2000ZE m#ETT Y S HKE -
#ZofoE £ E 2R login_lock_notification.dat 7K ¥f Login T4 & & &
UETEE  BREOLE#EEIH 1T JavaScript - % M E X
XSS(Reflected Cross-site scripting)Z =7 - AAZEASTEHIZEIRE -
EEREBHLELEN - DHEESPIES -
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Q SEBRAEAREEEEED
mtm Taiwan Computer Emergency Response Team / Coordination Center

INIINEBRE LS H

3
N
11
1=

2.1 BillZEEE
211 BUREMNERIBIS

E%B’unaﬁ%ﬁ :
one o117 NEREH(T)
ot

HHBIRLZEZHOE - BR 7T EBEOHREHNELESI - CISAE
51 B 23 58 Al EA 77 BUE 22 (Identity and Access Management, IAM)ZR
i ZEMEREFERERENEHNEZEUE  EBRERBHEH
FINEERER  AUMREZERRERIETNHNERE, ARXE

54 BT AACISAPT IR BV FHUEHI RIS ERE - RIEREBIRERIN L
FHEM -

ZHVE 38 (Access management)

o EIHEMHMEE(Managing conditional context-based access)

FEEABLETNEN - BiREERAEMZE 705 (Multi-Factor
Authentication, MFA) ¥ {R:EFHEZRFEEE ERERABHES
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(Malicious cyber actors, MCAS){JOJgEX EFHEMIRFP L2 EREE -
ATBHEERE  Hh—ELAZREBEZFRINMERRIRGIZE -
SBLEENBEENRPER - JMUIRBEERERIRSFEHEESE
ZAERORERR - A0 - ARIBRIR IP UHEPRFEIE R B ENERE

EEEFIERERNRERSERD (NEBREARZ/AURFHER
MIRE ) 2BEE - AARTREZREES R st 4] 470 A ith 52 )it
SABLERPE - AHBIEZEHFRENFIRS ETEEEZAAE -
PIBS IE I EE AN B SR T RYRE

o TFHNEIFERINNZREIE (Encrypted channels for accessing

resources)

EHREERENE  FREGHEIFEEEN - REEENFH
OEEREERELEM  THEZSELEEFTE - B /ERENE
B2 - Mo DURELUNE

- ERERD RS H&/IVERRA - WisEREFIANESERER
- U 17 ENGE KNSR IS &2 BB A9 BR R R RO 8%
- RISHBEREE - LEFERERNZEMY
- ERANNE R REFEMNERPER - WHERFNEEM

- TLS1.2 A ESRANZEIHE  B[oEFEABERRE
£EE A (CNSA) Suite 2.0 FHEE X - WE/DER CNSA
Suite 1.0 ZRETE Pln B E IR B RV ERE

o 8= % Bfi(Separation of duties)

DEHBEESREZIRERNBEREBR - NIST BEBESBEERA

"AREZEFERECHNERKRERERN 2K, - FEEERR
HRED—EHT  SENTEINSRKEEEEEWREAZES - 5—
BHZEERIHEEEREREHERNEIRMERE - AN - &
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FH

B EIEARFS ( Key Management System, KMS ) FIFEUZEHI SRS
ARETHREWHERSNINEN T WPITIER - M - SLEIE
BEAEZAFEOWEBETOULUTENER - BEELEER N - —K(E
FAEUREREZ1 - EENMEABCHNNZ S  BEE2RSAHE
BEENZEUMNEZELA -

LESh - FERRFBIBMERNS AER - LEHNEEREBEERRE
PERNORUREEMN - =21 - 25 (TTP) - BREZRREER
wEHNBRBHEST—ELE  EAREFNENERXRNEIES .
BIUBIUNENEIERE - SLETEMEHES F BBEFIEENA
BEBERNECERNEE AR PENEMRRESRNESTE -

o {FRAEZRRE (User data protections)

ZEHEHERFEER RN BENSAHS R InIRIE 7 EUERA S
RUEBHRE  HREBREAZRSR  EERAREFNERERE -
BEIRRFRENBEZZEE - WKL M

- EMEMEERALERAER

- BRITFARBARMSHEENEFHAEEES - LU/ AEREIR
IR B ER B B EL PR

- BEMMBRIERRE ( BIUNIRRR B TR EREIRP )
- BEIERPRE R ESRAE

- BBEURLEGARIENE - EENERERES I ZERRERHE
I

EREREERASEENGE (NEEREIEASN) &
R 5 BORA BB AIR 25

® HEPRIZEHI(Privilege controls)
ARZERE IR RS IZ £ (Cloud Service Provider, CSP)fE FB &

Sl

i




Q SESHARGKEEERRA DL
m Taiwan Computer Emergency Response Team / Coordination Center

FERREEARBEZESFH - —2ERBENFEIES(Role-
based access controls, RBAC) - 5 —TE@2E R B4 EEUEHI(ABAC) -
EERERACHNGFIIZEHI(RBAC)E  HEZ A TFTHEEHEIR - 4%
RERAEERGEELEAE  EMETEREEENER - IRAE®
MERZEEE  FIENE VT ZABHNASERIZE - MERE
MR TE B HI(ABAC) B 2RI R EME IR B M AR H # E R
FE - B TEEBFEARBACKIE EAANE R RIZRE -

HERETHRIEZEEEEEERMBARENE P —ELE
T8 A RENZ NS (Policy as Code, PaC) - EHPHEEEIRIEEER -
HAETofIRFREFMEEIIEEAERNRE - KRR O ETEZM
M3l - W o] FARME AR = (drift) - BRI E iR IRIE D F A EERE]D
BUBNEZHMER - IJ2EINSA CSI : BBEER G HEIE
EnZEBEEHZEER - BRYBEREEXBE 2  BHEEBZRSR
tMEERBEBRERKEN RS -

EZRBEMBIFF(Just-in-Time, JIMZZ2E - IERERERI A
MOFEHER - BERRIBTIEENRERETS - ITRAGER
ez aCEE N2k - HEAIEZEEA - HEEEM KRB FTEKIOER
B -

& BRERAFERPETHRLE  EERBERPET
Mg BT IRPEE  BIBNESTERRTIRIEE - EHE
2B nAEpBRTEINEENERE MUERERZERETUVENER -
A ZEmRF RHBREENKRZIEHR R EANER - LEHEE
SRBEAEHHEREMRS A TERER - B2 £MEKR
BUAREANERE - TEZRIBHAESFIHRRT -

o {RE(ERE D4 ERIBRFE(Securing the cloud instance
metadata service)

{E 52 b 4% & 1 AR 75 (Instance Metadata Service, IMDS) 0 FFEHEE



https://media.defense.gov/2024/Mar/07/2003407857/-1/-1/0/CSI-CLOUDTOP10-INFRASTRUCTURE-AS-CODE.PDF
https://media.defense.gov/2024/Mar/07/2003407857/-1/-1/0/CSI-CLOUDTOP10-INFRASTRUCTURE-AS-CODE.PDF
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HIEREFHEREN - A - EEKRBIERTEER - DUERE
ImtH P 5 pl B FEVE R (AM)RERERIMZEVER - B=1ER b -
BRRUBZZIREFHGEERENPETRERARENNE KSR
a5 K35 (SSRF)RIEREIMDS - & 7 BrlEERBIEREE - BZIR
AEHNEEEBRFEERARED - AINBRAFPBARNER - B
B Web BREIA KR - ERMFEEVEBISIRSFEIMDS -
B = im AR 75 iR R RV IMDS I BEFE B A B - EIE - EZRZERHE
BRAR M PINIMDSHREE TSR - LUEREVFTA ol SRV FaRh fa it 2k
BhLEARFS 4R A

B {EE 7% (Best practices)

EEREFNEGEZZEEL (% AENSDHRMEFENE
HErEmNZEHEE  UREEZER - U NE—EREEBHFE

e
o SHHRIEE
- s EIERSEFREMFA) - 2EeEHEREENZE Y -

- AERK AR TLS &ReE MA@ FETE Web @ ARZRRY
EREA L, BERAZREERRERETM -

- EEREEREN PKIURSE - B RKRRNESHERRE -
M7 & B BUH A 2 EVS S A ZRVRRE

-PREIEWNER - EEFERRREHFIER - TUkES
DR MERER -

- RES VB ARFTLEREZENMS - UEIBEERE
TEERETRER -

o TFHEIM
- EAHER BN XHEFEIEFIRES - & S LERIBER TR
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) e
- EREGBEKEEEFEHSES R LIFUL( Privileged Access
Workstation, PAW) 2R ZENE IR E R -

- FREIEIERPRIER - WEA JT (Just-In-Time) FEUR R &4
BEE - DS RERENER

- FRZEHEE TLS 1.2 _JZE%H&ZIKWDZ‘T‘LTtt}EE’J??\E%Eﬁ:
(B 2CNSA Suite 2.0)2RNIZ@E - WALUEEAZERER -

- IRBEEZEGNREEEDEER - LﬁH"tE/\%ﬁDE/J\T’éBE
R - WEEAEZER D BC A 7 AN

- 2 B & ABERBIRR TS A E 7 EUE S RESRVE M % - 1L
KREmERZE(drift) -

- BB EHIEAE/ARTEE IMDS WERE#EIE - FHASWMMRAE - B
MHEE S ENREERUNERBENEZ B RREE N
EEEAE LA LE SSRF J&ME - MMmirEZlR IMDS -

ElnZ =N E e MFNEHEEFREESRREPERZE
WEZEAANZ—  MEMNEE HRGCBENZZSHRETEE
RERZENERENN  EEEFIEmMZIAITS EEE - TMEEZ
BERENEERGREEEERLZE

ERIHOR

1. Use Secure Cloud Identity and Access Management Practices



https://media.defense.gov/2024/Mar/07/2003407866/-1/-1/0/CSI-CloudTop10-Identity-Access-Management.PDF
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2.2 HEERAEZR
2.2.1 MACEEEENEE Cuckoo A B HIERIET - BMINZEEEAEZR

E#B2 Cuckoo 1A% FStiEiR
Bx - BREBAEARN

ot
Cuckoo BERENBRMBEMBLEFHEL - SIFEHE FEIE
% - WE macOSKIAF - DIBEVEREERE - BREBLE - &R
fgb Qﬁfg/_"ﬂzﬁ HH:HI/L;\

EZMMRAE Kandji 5x12EIREFIETES Apple macOS ZARAIF
HEMBINIZE "Cuckoos @ ENERENREMSLEIRERE
o EROBENSRER NS WERSmp3ER - HiEHX O
P TEApple MACHIntel X ARM-based RIEZ2E P #1T - 2024 &£ 4 H
24 H MREABRIR 7 —(EAEBEGRHEABIHAETANER
Mach-O _EMIEE  HEAEDNNEZES “DumpMedia Spotify
Music Converter” ° 3% & &= Bk 8 Bx ¢) /£ dumpmediacom 43 If T &
Spotify i@ flE] - BARZIRENFEEMBL EWREMMNE R
x .

Cuckoo #3Ea¢ OJ LU Spotify HIE s MP3 T H - 28
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EAERE  TERGEHEINER - 85 macOS MEBRS - ELE
B Fﬁﬁ%‘fTEﬁnﬂ/u\ N B B+, Hﬂnﬂ/u\ﬂ]%'f BRaE R
75 o Cuckootn @B FAHENEHEBEER  ABEBEEHOREN
WhatsApp * Telegram EERAEXWER -

RIENEZER  BE-—TEXRERETRRIBLAREN
ZBFERE ID WEAEI  DINEETRERSMIUREREREN
UE - MREABEERSRENEK - ZBEEESHR o] BUSFinder -
Hre A N EERAVER -

BEARZ W BEE  RIBERE RIS EN I EARS - (B
ABEIREABREDREERD - BRZESHAME - lBiE=x - HZEH
MEFBRIERE - Cuckoo £ LaunchAgent S XIHEET LR - =
£ RustBucket + XLoader * JaskaGO L& ZuRu &#&PFSThEEHE 1L -

@R Cuckoo BRI E - EREREREER FElIERE -
BRARGEENRE - FAHAREEFEG ARG - WEACIFER
FhaBEe BRI RIBRT X -

o ERIKR :
1. New 'Cuckoo' Persistent macOS Spyware Targeting Intel and Arm
Macs
2. Cuckoo Mac Malware Mimics Music Converter to Steals Passwords

and Crypto



https://thehackernews.com/2024/05/new-cuckoo-persistent-macos-spyware.html
https://thehackernews.com/2024/05/new-cuckoo-persistent-macos-spyware.html
https://www.hackread.com/cuckoo-mac-malware-music-converter-passwords-crypto/
https://www.hackread.com/cuckoo-mac-malware-music-converter-passwords-crypto/
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2.3 R ELERE
2.3.1 Tinyproxy fmiRAFZ2 R4 50,000 S E K

Tinyproxy i@ - %iﬁ‘i@ﬁ
#9 50000 &E kA
&

Tinyproxy 17 7t use-after-free 22 = Jf 8 (CVE-2023-49606) - 0] 258
BERFHEN HTTP ZEEREREDNBHNIT(RCE) - RIOEELZE
MEERT - Tinyproxy & —BESHNAIE - AR HTTP A HTTPS
B HENOEGE - RENMGAZE/) - FEESE/NHEBIR
IR - 2IKAA 90,000 8 FHZE ¢ Tinyproxy ARTE - EHob 1))
A8 50% EREmILBREL MR -

Cisco Talos f R B X &x m - &Z ®E U X 2 X
remove_connection_headers() ERE(F - RIETEERIE http header é%%l :
ERRECIERBWENE - DEWMERNEN - B2 - WBEUS
BRSAISE http 1R88AY http request - EFTH A EEMAVE fﬁm ,
HEMEBRIRZEIVENAT - Jtti)ﬂ:'aiﬂEE Cisco Talos #m5i% 4 CVE-2023-
49606 - CVSS :IN 5 9.8 9 » SE&RRAA 1.10.0 F11.11.1 -

BLZHEE Censys 15 - #51212024%F583H &1k - £952,0008
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FHRNITFEERMBATinyproxy « ELESRAFENEE D BERR
BlZx - B2=2E[%32,8465 « #EE%J18,3584 ~ 47,8085 ~ /&
BH#95,208 & - EE#413,6805 °

Cisco Talos/iR2023F12H22H EHiE:2miE - Wa il =ERERE
I\ ( Proof-of-Concept, PoC ) - fifAINRRE 12 EE Tinyproxy RIEXES
HEZLZEHERE  B—EARRAEE  tRRIATTEHER
W - ®IE2024 &£ 5 H 1 HARLELRME - 5 K% - Debian Tinyproxy
MR EE TR ASE - WABEN Tinyproxy EXES 4 B & %
7 - Tinyproxy EXfe#E & = RII5E Cisco Talos 5 ¥R 2 58 2= 2 — &t {F
ABEHANEFEBEMLE - W4 Cisco Talos REFERTE git log &
MO SEFEEI - ETREER - -

Tinyproxy BRER4EEEE OiRHEME EHEHGIthub £ - EERF
Fd Tinyproxy AP - BRAGEEERE 1.11.2 v AKX - WAZEF LR
BRENAEARE L -

o ERIKIR :
1. Tinyproxy service
2. Critical Tinyproxy Flaw Opens Over 50,000 Hosts to Remote Code
Execution
3. CVE-2023-49606
4. Tinyproxy HTTP Connection Headers use-after-free vulnerability



https://tinyproxy.github.io/
https://thehackernews.com/2024/05/critical-tinyproxy-flaw-opens-over.html
https://thehackernews.com/2024/05/critical-tinyproxy-flaw-opens-over.html
https://nvd.nist.gov/vuln/detail/CVE-2023-49606
https://talosintelligence.com/vulnerability_reports/TALOS-2023-1889
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2.4 EXHERS W &S
2.4.1 Windows Print SpoolerZ# 5 B &% 2 R iH

CVE #&3E ||CVE-2022-38028

EER  IMicrosoft Windows
EHEHERRRLIEEEY  B2ELTEUERE
MR |TER

https://msrc.microsoft.com/update-guide/advisory/CVE-2022-
38028

® WA :
MHAT R A B ZIR - e ZABAH Windows Print Spooler AR# 2
&7 R0 (CVE-2022-38028) ¥ IMEITINEE - AR #ZIRIE D FF A A
EIREZZMER  BEBREEZAA  SEREILETER -

=

N

B2 %83 A NN
0 =10

Windows 10 for 32-bit Systems

Windows 10 for x64-based Systems

Windows 10 Version 1607 for 32-bit Systems
Windows 10 Version 1607 for x64-based Systems
Windows 10 Version 1809 for 32-bit Systems
Windows 10 Version 1809 for ARM64-based Systems
Windows 10 Version 1809 for x64-based Systems
Windows 10 Version 20H2 for 32-bit Systems
Windows 10 Version 20H2 for ARM64-based Systems
Windows 10 Version 21H1 for 32-bit Systems
Windows 10 Version 21H1 for ARM64-based Systems
Windows 10 Version 21H1 for x64-based Systems
Windows 10 Version 21H2 for 32-bit Systems
Windows 10 Version 21H2 for ARM64-based Systems
Windows 10 Version 21H2 for x64-based Systems
Windows 11 version 21H2 for ARM64-based Systems
Windows 11 version 21H2 for x64-based Systems
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Windows 11 Version 22H2 for ARM64-based Systems
Windows 11 Version 22H2 for x64-based Systems
Windows 8.1 for 32-bit systems

Windows 8.1 for x64-based systems

Windows RT 8.1

Windows Server 2012

Windows Server 2012 (Server Core installation)
Windows Server 2012 R2

Windows Server 2012 R2 (Server Core installation)
Windows Server 2016

Windows Server 2016 (Server Core installation)
Windows Server 2019

Windows Server 2019 (Server Core installation)
Windows Server 2022

Windows Server 2022 (Server Core installation)

o ERIKR :
1. https://www.cisa.gov/known-exploited-vulnerabilities-catalog
2. https://nvd.nist.gov/vuln/detail/CVE-2022-38028
3. https://msrc.microsoft.com/update-quide/advisory/CVE-2022-38028



https://www.cisa.gov/known-exploited-vulnerabilities-catalog
https://nvd.nist.gov/vuln/detail/CVE-2022-38028
https://msrc.microsoft.com/update-guide/advisory/CVE-2022-38028
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2.4.2 Cisco Adaptive Security Appliance (ASA)EFirepower Threat Defense (FTD)
BRRFERAEEE RO

CVE-2024-20353

o= |[Adaptive Security Appliance(ASA)
“RlIFirepower Threat Defense(FTD)

EHCH Y RREREES -
R yE U

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurity
Advisory/cisco-sa-asaftd-websrvs-dos-X8agNucD2#fs

® WA :
R A EE I8 Cisco Adaptive Security Appliance (ASA)E2 Firepower
Threat Defense (FTD)#x 5275 7E FH Efl AR #% (Denial of Service) )@ (CVE-
2024-20353) - ARG DR 7 iR In W B E O R X RBEFAKREEREE
EWEA - EMEREERER - ZRESERENH - FEE
ERWETENER -

E/
-/

It
ol

FESEENMIBETERN - &

W

Bl YBR[/ £ .
0 =TE4DE

Adaptive Security Appliance(ASA)
Firepower Threat Defense(FTD)

o ERIKR :
1. https://nvd.nist.gov/vuln/detail/CVE-2024-20353
2. https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdv
isory/cisco-sa-asaftd-websrvs-dos-X8gNucD?2



https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurity
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurity
https://nvd.nist.gov/vuln/detail/CVE-2024-20353
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-asaftd-websrvs-dos-X8gNucD2
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-asaftd-websrvs-dos-X8gNucD2
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2.4.3 Microsoft SmartScreen PromptZ# = B b& 2 2 &

CVE #&3E ||CVE-2024-29988

gsa=n  IMicrosoft Windows

ERCHEREBELEBESRN - F2EEHMBETE
BRREE (BT AW R

https://msrc.microsoft.com/update-quide/vulnerability/ CVE-
2024-29988

o NAE:RMA :
B 7T A B 8 I8 Microsoft SmartScreen Prompt 7F 7E R & # il 2 24
(Protection Mechanism Failure) & f@(CVE-2024-29988) - I E& 0]
IERESIFEERBEEER  SRE NS LMBEZERE N
48 SmartScreen SERITHRIRAPER 2K - FEREEINIRZ
BEREBZENITERNT - Z2RmECEBRZENA - FEERERL
ETIER -

Bl YBR[/ £ .
0 =TE4DE

Windows 10 Version 1809 for 32-bit Systems
Windows 10 Version 1809 for ARM64-based Systems
Windows 10 Version 1809 for x64-based Systems
Windows 10 Version 21H2 for 32-bit Systems
Windows 10 Version 21H2 for ARM64-based Systems
Windows 10 Version 21H2 for x64-based Systems
Windows 10 Version 22H2 for 32-bit Systems
Windows 10 Version 22H2 for ARM64-based Systems
Windows 10 Version 22H2 for x64-based Systems
Windows 11 version 21H2 for ARM64-based Systems
Windows 11 version 21H2 for x64-based Systems
Windows 11 Version 22H2 for ARM64-based Systems
Windows 11 Version 22H2 for x64-based Systems
Windows 11 Version 23H2 for ARM64-based Systems



https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-29988
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-29988
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Windows 11 Version 23H2 for x64-based Systems

Windows Server 2019

Windows Server 2019 (Server Core installation)

Windows Server 2022

Windows Server 2022 (Server Core installation)

Windows Server 2022, 23H2 Edition (Server Core installation)

o ERIKIE :
1. https://nvd.nist.qgov/vuln/detail/ CVE-2024-20353

2. https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-29988
3. https://www.youtube.com/watch?v=xR0dbM90e70



https://nvd.nist.gov/vuln/detail/CVE-2024-20353
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-29988
https://www.youtube.com/watch?v=xR0dbM9oe70
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244 PIChromiumBER A ERTEFELZERA

CVE #R5E ||CVE-2024-4671

Google Chrome
Microsoft Edge(Based on Chromium)
Vivaldi

® 5 55 Google Chrome 2B &8 £ 124.0.6367.201(F)L £

FR X

https://support.google.com/chrome/answer/95414?hl=zh-
Hant

® 5 525 Microsoft Edge #IE gz £ 124.0.2478.105(=) A L
BRWEE | MR
https://support.microsoft.com/zh-tw/topic/microsoft-edge-

%E6%9B%B4%E6%96%B0%E8%A8%ADY%ES%AE%IA-
af8aaca2-1bh69-4870-94fe-18822dbbh7efl

® 557 Vivaldi 2| E &8 £ 6.7.3329.31(F) A LR

https://help.vivaldi.com/desktop/install-update/update-
vivaldi/

u
D=
FHN
l:l

® NAEMMA :
i 98 A B 55 31 Google Chrome - Microsoft Edge & Vivaldi & )1
Chromium R ER 7 2| ER EFECCIBIEEMNEFH(Use After Free)®)d
(CVE-2024-4671) - HEERZENA @ FERER L ETER

B SBR[ £ .
0 ==,

® Google Chrome 124.0.6367.201(-~ &)L T hRZAS
® Microsoft Edge(Based on Chromium) 124.0.2478.105(-F =) A T ki 4
® Vivaldi 6.7.3329.31(-A &) LA N AR
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* =
1.
2.

o Ol bW

R -
https://nvd.nist.gov/vuln/detail/cve-2024-4671
https://chromereleases.qgoogleblog.com/2024/05/stable-channel-update-for-

desktop 9.html

. https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2024-4761

. https://vivaldi.com/blog/desktop/minor-update-five-6-7/

. https://support.google.com/chrome/answer/95414?hl=zh-Hant

. https://support.microsoft.com/zh-tw/topic/microsoft-edge-

%E6%09B%B4%E6%96%B0%E8%A8%ADYESYAEY%IA-af8aac

. https://help.vivaldi.com/desktop/install-update/update-vivaldi/



https://nvd.nist.gov/vuln/detail/cve-2024-4671
https://chromereleases.googleblog.com/2024/05/stable-channel-update-for-desktop_9.html
https://chromereleases.googleblog.com/2024/05/stable-channel-update-for-desktop_9.html
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-4761
https://vivaldi.com/blog/desktop/minor-update-five-6-7/
https://support.google.com/chrome/answer/95414?hl=zh-Hant
https://support.microsoft.com/zh-tw/topic/microsoft-edge-%E6%9B%B4%E6%96%B0%E8%A8%AD%E5%AE%9A-af8aac
https://support.microsoft.com/zh-tw/topic/microsoft-edge-%E6%9B%B4%E6%96%B0%E8%A8%AD%E5%AE%9A-af8aac
https://help.vivaldi.com/desktop/install-update/update-vivaldi/
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2.4.5 Microsoft Windows MSHTMLE&SEZESAEEZE R

CVE #Rm3E ||CVE-2024-30040

SEES  |IMicrosoft Windows

BN CHERDELEEERM -

BRRuEE (BT ABLW R
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-
2024-30040

FEEBIMIBETE

k=113

® ANAMMA :
FE A E 8538 Microsoft Windows MSHTML FEEFEEZEINEELER
(Security Feature Bypass) /@& (CVE-2024-30040) - =in W E E ol H
ZamEAE N EEMARBERIER - 4228 Microsoft 365 B2 Office Z 14
4 B ER A (OLE)BRFE#H - Lﬁﬁﬂﬂﬂlﬁb})ﬁ:@lﬁL IERATESER
- ZRECEZENR  FEREILETER -

Bl YBR[/ £ .
0 =TE4DE

Windows 10 for 32-bit Systems

Windows 10 for x64-based Systems

Windows 10 Version 1607 for 32-bit Systems
Windows 10 Version 1607 for x64-based Systems
Windows 10 Version 1809 for 32-bit Systems
Windows 10 Version 1809 for ARM64-based Systems
Windows 10 Version 1809 for x64-based Systems
Windows 10 Version 21H2 for 32-bit Systems
Windows 10 Version 21H2 for ARM64-based Systems
Windows 10 Version 21H2 for x64-based Systems
Windows 10 Version 22H2 for 32-bit Systems
Windows 10 Version 22H2 for ARM64-based Systems
Windows 10 Version 22H2 for x64-based Systems
Windows 11 version 21H2 for ARM64-based Systems
Windows 11 version 21H2 for x64-based Systems
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Windows 11 Version 22H2 for ARM64-based Systems
Windows 11 Version 22H2 for x64-based Systems
Windows 11 Version 23H2 for ARM64-based Systems
Windows 11 Version 23H2 for x64-based Systems
Windows Server 2016

Windows Server 2016 (Server Core installation)
Windows Server 2019

Windows Server 2019 (Server Core installation)
Windows Server 2022

Windows Server 2022 (Server Core installation)
Windows Server 2022, 23H2 Edition (Server Core installation)

o ERIHE:
1. https://nvd.nist.gov/vuln/detail/ CVE-2024-30040

2. https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-30040
3. https://www.ithome.com.tw/news/162875



https://nvd.nist.gov/vuln/detail/CVE-2024-30040
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-30040
https://www.ithome.com.tw/news/162875
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2.4.6 Microsoft Windows R HIRE EIB(DWMZ OB RN EESEESREBZER

=

CVE #&53E ||CVE-2024-30051

ZEm |[Microsoft Windows

BN CHEREELEEERM -

BRREE (BT ABLWNR
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-
2024-30051

FEEBIMIBETE

k=113

& ANAHEMMA :
i 5E A B 23R Microsoft Windows R H R & &8 (DWM)Z/LERER
EZIKH%TE*E(LocaI Privilege Escalation)f& @ (CVE-2024-30051) - &Y
SAMRFER 2 INBE A ALRERAZE SYSTEM #R - 3%0R
BEERENA  AERERILETER -

B2 %88 VAN
0 ==,

Windows 10 for 32-bit Systems

Windows 10 for x64-based Systems

Windows 10 Version 1607 for 32-bit Systems
Windows 10 Version 1607 for x64-based Systems
Windows 10 Version 1809 for 32-bit Systems
Windows 10 Version 1809 for ARM64-based Systems
Windows 10 Version 1809 for x64-based Systems
Windows 10 Version 21H2 for 32-bit Systems
Windows 10 Version 21H2 for ARM64-based Systems
Windows 10 Version 21H2 for x64-based Systems
Windows 10 Version 22H2 for 32-bit Systems
Windows 10 Version 22H2 for ARM64-based Systems
Windows 10 Version 22H2 for x64-based Systems
Windows 11 version 21H2 for ARM64-based Systems
Windows 11 version 21H2 for x64-based Systems
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Windows 11 Version 22H2 for ARM64-based Systems
Windows 11 Version 22H2 for x64-based Systems
Windows 11 Version 23H2 for ARM64-based Systems
Windows 11 Version 23H2 for x64-based Systems
Windows Server 2016

Windows Server 2016 (Server Core installation)
Windows Server 2019

Windows Server 2019 (Server Core installation)
Windows Server 2022

Windows Server 2022 (Server Core installation)

o ERIKIR .
1. https://nvd.nist.gov/vuln/detail/CVE-2024-30051
2. https://msrc.microsoft.com/update-quide/vulnerability/ CVE-2024-30051
3. https://www.tenable.com/blog/microsofts-may-2024-patch-tuesday-addresses-59-
cves-cve-2024-30051-cve-
4. https://www.ithome.com.tw/news/162875



https://nvd.nist.gov/vuln/detail/CVE-2024-30051
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-30051
https://www.tenable.com/blog/microsofts-may-2024-patch-tuesday-addresses-59-cves-cve-2024-30051-cve-
https://www.tenable.com/blog/microsofts-may-2024-patch-tuesday-addresses-59-cves-cve-2024-30051-cve-
https://www.ithome.com.tw/news/162875
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2.4.7 D-Link DIR-600fHERFES EIEZ 2R

CVE #F%E (CVE-2021-40655

SEEMm |D-Link

BAME |ENEABXERFEEM  ERfETKg -

o NAE:MA :
R AB IR D-Link DIR-600 & F =3 17 £ 815k & 512 % (Sensitive
Information Disclosure)fa(CVE-2021-40655) - K& 5 73 i Bl 2 =k
WEBE O[S POST B KIS EAEIRIREBITH - s20miE
EERENA  FERERI R ERT -

Bl YBR[/ £ .
0 =E1E

D-Link dir-605 B2 2.01MT

o ERIKR :
1. https://nvd.nist.gov/vuln/detail/CVE-2021-40655
2. https://www.cvedetails.com/cve/CVE-2021-40655
3. https://github.com/llovewomen/D-LINK-DIR-605



https://nvd.nist.gov/vuln/detail/CVE-2021-40655
https://www.cvedetails.com/cve/CVE-2021-40655
https://github.com/Ilovewomen/D-LINK-DIR-605

BEEEERGHEIEERAE DO
m Taiwan Computer Emergency Response Team / Coordination Center

£ 3T - EXMEEEE

[[REZMIRIZEEEZ S H] 2024-03-26 ~ 2024-09-30 AAERIERL 24

RERTE — ¥ — 4R L #tmAs

SEENE | 2024-03-26 ~ 2024-09-30

EENMEL | R ETEE

JEENAENE | https://www.cisanet.org.tw/Course/Detail/5286

Fﬁﬂ!ﬂ%ﬁ!ﬁl
—H—iR LB
7

@D 2
E113435 1182113495308 g )
SE— = F13:30-14:00 &

[;EENAS / Event Deails]

SEEE %Z*“E’\\ 2024 % 10 B 12 HE] & "#MABEHEEEREABERESR
THESIEWE )  EEEARTIGEELEHERRBEEWNS

HY B B8 BAREER SRR ELEHERE  E2E

To £ 200 BT T SR |

HHMEMREEZBERE (MUK EHEEEEAAERNERZE#

EEEMNE)  BUEEEERLIHESIENE  HEZBRMEL

REEEREZLSN - ZREAR - WHELTE -

({5 8El] BMEENAMUEEE

[EWEM] MEZEAENILERES

[#1TEM] PERBEMNREGSE

[HE488 [ ) 02-2553-3988 7314 816 ME B
security@cisanet.org.tw



https://www.cisanet.org.tw/Course/Detail/5286
mailto:security@cisanet.org.tw

& woertcc

%) 6/6EE B A K EINFHEERFP

(B2

SEERAREEHREEERRD O

Taiwan Computer Emergency Response Team / Coordination Center

N E

2024-06-06 13:30 ~ 2024-06-06 16:30

EENHNES

PERBENREHRE-RKERIWAZEDIIAEH
LLI1EEE3ER22-15% e T K18 518 Cl& )

aitmPllEd

g IR

https://www.cisanet.org.tw/Cou rse/Deta|I/5266

LS

N
Ex AT s
\ ‘

EBRK 7.
EINBIBERFP 541

B coamamuce

[EA]
JR1E : NT 3,300 7t/ A
B EfE : NT 3,000 T/ AGRAI—E R E)
BIBEEE : NT 2,800 7T/ A
BRSM - AV K5TiRaA

[;EENAZ / Event Deails]
RREEEHERIINABRMAREEEELEK - WIKIEE
MR ETHIIEMEE - 1T SSDLC £EMAHH R LB

EEROKER - EEGER ZFKIER -

[EWEM] PERBEENRERE

QT D)
02-2553-3988 1% 388 - 816 BEFHEE - MES
security@cisanet.org.tw

[#RFZELLE] 2024-05-30

BIRIE - HIEELZFIKIEEEMNARZINZZEE - IIKEBERAKY

-t{\\

BHE

W$}



https://www.cisanet.org.tw/Course/Detail/5266

SEERARGHEIEERAEP O

Taiwan Computer Emergency Response Team / Coordination Center

[EXRE]) 6/6 TEEZOTHFNER
EEIEER | 113506 506 H(9)09:00-16:30

ACW SOUTH BIEXRE D HERZRBFEMCLISHBIEIAEE
AR ER{C T =B —FR6HR)
EENAAUE | https:/ievents.iii.org.tw/EventS.aspx?t=0&id=2464

EENIhEA

BRFAHRD SRR E-ERDS YR AR LR EME

113/6/6(m) I;ﬁaag(fjl)ﬁﬁ?

e @ErantreEtse MM EE es

32 : ACW SOUTH B EXEN S ERIRFSE
-C115IPhEEI3E (EmhR BRI+ =B—E6)

RS RBRERE e -

-------------

EamE (B
RE

[RIZ:EEN ] BIFRBEEELIHEEESE WLE
[ZENAZE / Event Deails]

o JEFEIFER ISA/ IEC 62443 1ZERHERN OT ELXEHEP -

o XETHBTEEMEIRTLASIERE -

® I EMBMNELENESERRE -

o [BEABMANELEH B EREH -

[RIEHR]) OT 2 REEEHRFEE EXEEANEARMNZEA
B EBEERAZHAEA

[EMEM) BURRIPEUESEES

[#1TEM] MEIAAEN I ERES

[BE488E O] MTE  linpinghui@iii.org.tw  02-6631-6633
[#RZ#&1E] 2024-05-31

19
R



https://ievents.iii.org.tw/EventS.aspx?t=0&id=2464

SEENEREHREREERHRA DL

Taiwan Computer Emergency Response Team / Coordination Center

[BERE] 6/13SSDLCEZEZ 4 EN iR B 7%
SRR | 113506 H13H(H)09:30-16:30 (H£6/M s - fRE1/VE)

ACW SOUTH I EEZE V& EZRFEEMCLISIBLEIINHZEE
EhmRCER{CT+=8—6K)
SRENAADE | https://ievents.iii.org.tw/EventS.aspx?t=0&id=2445

EENIHNES

113/6/13

5860 . SUREMRBIRASE) ﬁ'—]‘-'"n%ﬂ LG

325 1 ACW SOUTH S{UEXE VS B RIRFE )
C1IS5KBsRINBE (EBEHRICERC+=B—ER65R)

Ve
BAZEsar
[ NN N NN

31| Clizuzranaaxe 37| ACW SOUTH [(BEERSROEEE RS

FEME [(BR]
RE

[FRIZZEEN ) BUGENRDBRASIEF A ERRE

[;EENAS / Event Deails]

® ERMAUERM -

o FTHEERITHNEEAE FBEINESR
NELZBERE  ZEREFEIRE -

[REHZR] ENAS BEEEAE - ELHEIEBRAAE

[EWEM] BUZEEHBHAUEESE

[#1TEM] MEIAAEN I ERES

[Bt4&% O ] FR/)\4B yuxuanchen@iii.org.tw 02-6631-6758

MUV tiffanylin@iii.org.tw 02-66316672
[#ZB&LE] 2024-05-31

SKEMGE - B —%



https://ievents.iii.org.tw/EventS.aspx?t=0&id=2445

SEENEREHREREERHRA DL

Taiwan Computer Emergency Response Team / Coordination Center

[EXRE) 6/17 ITABRREREOTH: fioFISEENEL D
TSR 113F06H17H(—)09:30-16:30 (F6/M\ - KEL/VEF)

PERESHNERS-KERAZEDIIAEERE (AtmPLUES
LLEE83ER22-15%#hE& T K18 542 C&E )
SEENARTL https://ievents.iii.org.tw/EventS.aspx?t=0&id=2433

s

EENIHNES

) e T T
ITASEREROTH :
= omjs

mEnsn o

113/6/17 (—)09:30-16:30 %/ e ﬂ\o

ST © MER AR BR T mem
325 : ACW SOUTH Bi{ii B )= 2 ARFS AL i

CLISKBRINBE mnmnran-+=n—re  —gi = ‘
28| Clinasmmnanns| 37| ACW SOUTH BB RER R RS
_____
EamE (ER]

[FRIZZEEM ] IR ZEER TR

[;EENAS / Event Deails]

o & VEHEA

o LB  BRHY T ELENERRMTENEETTE

® SEANRIEN MR LT - BEGSH OT 2EIRIE - T
BIRIEMF

[REEHR] EHAE - BREEAE - EXHEIIERAS

[EWEM] BUZEEDBHUEESE

[#1TEM] MEIAAEN I ERES

[Bt4&8% 0O ] BR/)\4B yuxuanchen@iii.org.tw 02-6631-6758

MV tiffanylin@iii.org.tw 02-66316672
[#iZ&LE] 2024-06-03



https://ievents.iii.org.tw/EventS.aspx?t=0&id=2433

SEERAREEHREEERRD O

Taiwan Computer Emergency Response Team / Coordination Center

[ ELER-BIRBEYT] 6/20-6/21 NISTHREEIEREE I RTE
SEENISRY | 2024-06-20 09:00 ~ 2024-06-21 17:00

PERBEENREHE-KEPLAZEDIIAERZE (StmPLES
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—

$F4E - TYNBEAES

TWCERT/CC KR {38 ZCVSS 37 8 A8.8MU L ZimE &M TR

¥ ERS EasyFlow .NET- SQL Injection

TVN/CVE ID | TVN-202405001 / CVE-2024-4893
9.8 (Critical)
CVSS CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
EEm EasyFlow .NET V3.x,V5.x,V6.1.X,V6.6.x
A F¥TEE MG EasyFlow .NET Z BB D INEES BRI fERAE@m A
A, HEITEFE  DHERRKNEBETEAEEREWNE LN - BloE
e B 2L = I =i Nz \
ALE SQL 5B ~ B EMBREREANR - Wolld
HITRHIES -
BRFE B E v6.6.15 (2023/12/01%2 L) = 2 B RS
yN:SISE 2024-05-15
THREAELS https://www.twcert.org.tw/tw/cp-132-7800-843f1-1.html

T8 R N-Reporter #1 N-Cloud - Os Command Injection

TVN/CVEID TVN-202405004 / CVE-2024-5400
CVSS 8.8 (High)
CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
~EEm Mail2000 V8.0 Patch 34(A =) ABI R A
AZEGN Mail2000 A EZEZBRBHECGIZEE - 2HIE—
EifEEE T pan IR 22 WEE - o/fBIbmER&EIkE R #31T
TRAHZES -



https://www.twcert.org.tw/tw/cp-132-7800-843f1-1.html
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R A ¥ Mail2000 V8.0 £ Patch 34(=) A IRA
NSRS 2024-05-27
FERDE L https://www.twcert.org.tw/tw/cp-132-7819-9661a-1.html

Eim AR MinMax CMS - Hidden Functionality

TVN/CVE ID | TVN-202405006 / CVE-2024-5514

CVSS g?/écsjrglf/agv N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H

FEEm MinMax CMS
Ein B ARHHE MinMax CMS FERRNEIEERE - %

—_— IEREIEEE A MmN EENEBRAER - BUSZIRE
MRIFNEE - JARIPEFIZEHINRGEIEABRS R4 -
BEANEHATHRAAACEE -

BRRTTIE am ) [6] R B HUS B i 2 o

~BHER 2024-05-30

THEAELS https://www.twcert.org.tw/tw/cp-132-7828-c08b8-1.html



https://www.twcert.org.tw/tw/cp-132-7819-9661a-1.html
https://www.twcert.org.tw/tw/cp-132-7828-c08b8-1.html
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4788 - TWCERT/CC B

i

R1TEN . AEERARECHERERRAP.O

(Taiwan Computer Emergency Response Team / Coordination Center)

HHEER : 20245 5H 30 H

&7 E : CERT_Service@cert.org.tw

B4 : https://twcert.org.tw/

Facebook f#2Z&H : https://www.facebook.com/twcertcc/

Instagram : https://www.instagram.com/twcertcc/

Twitter : @TWCERTCC
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