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38.60.191[.]7
94.156.177[.]106
159.192.123[.]90
119.82.255[.]34
103.251.223[.]127
104.143.229[.]115
114.10.44[.]40
116.212.150[.]192
145.223.59[.]188
167.100.106[.]99
174.138.27[.]119
212.237.124[.]38
216.158.205[.]221

o THEAEAL

1. OpenAl Under Attack: CVE-2024-27564 Actively Exploited in the Wild
2. CVE-2024-27564 - SSRF & LFI



https://veriti.ai/blog/cve-2024-27564-actively-exploited/
https://www.youtube.com/watch?v=R9zsRGYc2PA
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Prompts LLM to generate code > E -_-’ < Prompts LLM to generate code
| il | 1 Generates code that ses Package X ‘= = Generates code that s Package X | 5 |
=4 fanpig? v
Malicious User Large Language Model Normal User
0= o3
Package X with
malicious code : o

========== " package Repository

4
I - Package X now Package X installed |
! — rD available to all users [C_3 and malicious
2 |[ 1 packagenotsowns” A F=T22E My - v || B
> o . <+ .
Queries package repository . [ é} ] ~— Queries package repository
for Package X - : for Package X

How to exploit package hallucination (Source: Arxiv)
[E]1: A HLLMZ & FE A R LB AL B [B5 2R © Arxiv
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Y778 BEHEEAIBENAR - 7T AUBREESHERENE REMEZR
ElfZr ol BEE -
o FHEEELS
1. Package hallucination: LLMs may deliver malicious code to careless
devs
2. UTSA researchers investigate Al threats in software development

3. We Have a Package for You! A Comprehensive Analysis of Package
Hallucinations by Code Generating LLM



https://www.helpnetsecurity.com/2025/04/14/package-hallucination-slopsquatting-malicious-code/
https://www.helpnetsecurity.com/2025/04/14/package-hallucination-slopsquatting-malicious-code/
https://www.utsa.edu/today/2025/04/story/utsa-researchers-investigate-AI-threats.html
https://arxiv.org/pdf/2406.10279
https://arxiv.org/pdf/2406.10279
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22 BRERMELZEE
2.2.1 OracleElRRFIFEBEENINE - BRINFEHERIBCVE-2021-35587

ORACLE CLOUD

SSO
LDAP
OAuth2

CUSTOMER DATA

31 A 5% %= 5% 1B BreachForums i 38 % A rose87168 Y FH F - & 4 o] 17 BX
Oracle ElnfalfRzs 1 HEGKER - B2 E—F A(Single Sign-on - SSO)
RAs  BRA B $: 77 V17 & (Lightweight Directory Access Protocol - LDAP) IR

QAU £\ EFEN - BRELEEKER ol gEE R AR IR HIEHE
IﬁZ g SIREZFRE - BB OracleAFER - B NI E L= CloudSEK
ETRATRE  EHEETEEATHEEGREESTENR -
CloudSEK W #f R i & B ~ » M =2 & 8 B Ih W B
"login[.]us2[.]Joraclecloud[.Jcom J FAE I Z 17 XH MBI EFZIE - RIB
B2 Wyback Machine#C#%#87R - s 4818 fal ik 88 4 Oracle Fusion Middleware
11G - BB EBMZRIEFHE IR CVE-2021-35587(CVSS : 9.8) » &
RIEE T HOpenSSO Agent - FREERAEZ11.1.2.3.0 ~ 12.2.1.3.07]
12.2.1.4.0 - MILTEHNEZEARIZE - B2 E MR 24X Oraclef# A -
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Ihttps://login.us2.oraclecloud.com/
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ELCOME
0 PRACLE FUSION MIDDLEWARE 11g

UV[HED STANDARDS- =z 3 S
‘RASTRUCTURI Complete, integrated, hot-pluggable, and best of breed middleware to develop and deploy applications.

& Unified business process platform, common enterprisc portal, model driven SOA development.

IMODERN DATA CENTERS verage new hardware and software architectures to improve efficiency, enhance manageability, increase security, and reduce cost

EXPLORE
INTERACTIVE OVERVIEWS
SOA

WebCenter

WebLogic Server

Identity Management

Enterprise Manager

Grid Infrastructure

Portal, Forms, Reports & Discoverer

Online Documentation

About Oracle | RSS | Doc Site Map | Legal Notices | Terms of Use | Privacy.
Copyright @ 2009, Oracle. All rights reserved.

[El2 Wayback Machinefdlogin[.]us2[.]oraclecloud[.Jcom#C % - [& 2K
)& : CloudSEK

RIBULRSBH - CIoudSEKTEth—IEE%fL“‘FE AR - SNRERIE SR
APERER - mIFEMRZARER

® :EIE1- Tlogin[.Jus2[.Joraclecloud[.Jcom s E#Y

CloudSEK 7 Oracle B 7 Github & & E 3 R ©
"login[.]Jus2[.]Joraclecloud[.Jcom ; HHEHOAuUth2;RAEHIA - LEMIARER &=
FlnRERT 1 WA LEEAPIFE K - B F A client_id 7 secret_key
( Base64 #RA5 ) E4token[@URLEEZEPOSTRESK - #HE Ztoken B BIR
REIZEE - AR EBEAPIFE KT AYBearer token ° B RRZ AR A IEXIREL
JERIF S R RIRIR -
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with open(creds_file, 'r') as stream:
creds = yaml.safe_load(stream)

auth_string = creds['client_id']
auth_string += ':'
auth_string += creds['secret_key']

encoded = base64.b64encode(auth_string.encode('ascii'))
encoded_string = encoded.decode('ascii')

token_url = 'https://login.us2.oraclecloud.comi443/0am/oauth2/tokens?grant_type=client_credentials’

auth_headers = {}

auth_headers['Content-Type'] = 'application/x-www-form-urlencoded'
auth_headers['charset'] = 'UTF-8'
auth_headers['X-USER-IDENTITY-DOMAIN-NAME'] = 'usoracle30650"
auth_headers['Authorization'] = f'Basic {encoded_string}'

r = requests.post(token_url, headers=auth_headers)

from time import gmtime, strftime
import datetime

import requests

import base64

import yaml

import json

import os.path

import re

import pprint

api_url = 'https://ocm-apis-cloud.oracle.com/'

picCompartmentOcid = 'ocid
picTenancyld = '

. #8181 - login[.Jus2[.Joraclecloud[.JcomB /Y - [E F/ 2KJR : CloudSEK

o EiF2- EEXPEREREREIR
RERENERARERND  FEEHEE AoracleWEIRAF - WIFE B HIE
FH E - #sbgtv[.Jcom * nexinfo[.Jcom * cloudbasesolutions[.Jcom * nucor-

jfe[.]JcomFrapid4cloud[.]Jcom °

® :Ei83 - Tlogin[.Jus2[.Joraclecloud[.Jcom s FARR &L SSORE

IAMERR 77 Z= EFﬁOneLogln%%ﬁ"‘%ﬁEﬁOracle FusionX & - HABH
i g{a] LAISAMLYE & Oracle FusionfE#£SSOZE1T5% & OneLogin - NE4FA7R -
ItE4h - Oracle CloudEEFMER S 1’E¥§1¥Rainfocus?%1?§ﬁ@¥ﬂ%EP&@E%@
AZ & - WESAHR -




SESHARGKEEERRA DL
m Taiwan Computer Emergency Response Team / Coordination Center

OneLogin

1. Navigate to Administration > Applications > Applications, then click the Add App button, search for Oracle Fusion in the
search box, and select Oracle Fusion with SAML 2.0.

2. Slide the Visible in Portal option to Off, then rename the app if you wish and click Save.

3. Navigate to the Configuration tab complete the following values:

4. In the Platform section, use the dropdown to select the value that appears in the bolded section in your URL. For example,

https://mysubdomain.login.US2.oraclecloud.com/

5. In Subdomain, enter your subdomain without the rest of the URL.
Applications
Oracle Fusion
Application details

| Configuration

SSO/Federation Scenarios:

PAAS as SP and FA as IDP Configuration

e OnFA:

https://<ldentity Domain>.login.us2.oraclecloud.com/fed/idp/metadata
eicj-test.login.us2.oraclecloud.com/fed/idp/metadata

[E5 : RainfocusZ& RV ERFMH - B/ 2KJR : CloudSEK

ARRABRIEERINBRC00EZ4CH: - HPERBRBENE D REREE
K BRI EEIMNEREEREEER - I - REBINEEDERE

A M ZRISSONLDAPRMEE W 2 - 0] SEZ M Oracle B In IR IR E — 4 IR
mim e B - REUHIFTENTEEETHR  EXRIMNBEESHERMIER -
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CloudSEK 12 & ¥4 FE 5 1t
1. RFEEF : EEFAASSO - LDAPHERRE @ BIREEERIFERA
ZHFRFE(MFA) -

2. BUHRAENEGGE | ETAERE LB E R IR #0077 UL 6
HE— D0 E

3. BBRHER  JSEEHMBERENREERERERRERHEN® -

o THEFELR

1. The Biggest Supply Chain Hack Of 2025: 6M Records Exfiltrated
from Oracle Cloud affecting over 140k

2. Part 2: Validating the Breach Oracle Cloud Denied — CloudSEK’s
Follow-Up Analysis

3. Oracle Denies Breach Amid Hacker’s Claim of Access to 6 Million
Records

4. NVD-CVE-2021-35587



https://www.cloudsek.com/blog/the-biggest-supply-chain-hack-of-2025-6m-records-for-sale-exfiltrated-from-oracle-cloud-affecting-over-140k-tenants
https://www.cloudsek.com/blog/the-biggest-supply-chain-hack-of-2025-6m-records-for-sale-exfiltrated-from-oracle-cloud-affecting-over-140k-tenants
https://www.cloudsek.com/blog/part-2-validating-the-breach-oracle-cloud-denied-cloudseks-follow-up-analysis
https://www.cloudsek.com/blog/part-2-validating-the-breach-oracle-cloud-denied-cloudseks-follow-up-analysis
https://hackread.com/oracle-denies-breach-hacker-access-6-million-records/
https://hackread.com/oracle-denies-breach-hacker-access-6-million-records/
https://nvd.nist.gov/vuln/detail/cve-2021-35587
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2.3 BEXIRBS Rl & R
2.4.1 Ivanti lE FRREFEERERRE - WERBHARKNERE

CVE #&3E ||CVE-2025- 22457

SEEM |Ivanti
1. ERCELER  &AFRAULLSEE 7 ERER
;%E//Q%J/\/{—F'Eﬂjsj_mﬁiﬂ:t EEFIIL;\ :

https://forums.ivanti.com/s/article/April-Security-
Advisory-lvanti-Connect-Secure-Policy-Secure-ZTA-
Gateways-CVE-2025-22457?language=en_US

1. BRIEASEMENT T
® |vanti Connect Secure: B # 2025/2 35 #H[Y 22.7R2.6

BRI E ZEMHEmED -

® Pulse Connect Secure 9.1x: :ZERAE 42 1L 18 - Bl
Z Ivanti ETEREBK -

® |vanti Policy Secure and ZTA Gateways: Z % M & 112
TV IETERAZE TR - FRETAS 4/21 B 4/19 387h -

2. ZRERERANTIEHHAMETTRELERE

https://forums.ivanti.com/s/article/KB44755?language=en_
US

o NE:MA :
Ivanti &t %175 ~ Zf Connect Secure, Pulse Connect Secure(End-of-
Support as of 2024/12/31), Policy Secure & ZTA Gateways S EKE
ZiRAs (CVE-2025-22457 + CVSS 74 9.0) - 2R BHEFER
USSREPTIER - R AREB D RENERKEZ I ZRENITERRE
88 (RCE) - BIfE#1T Shell HIAENESZERERENS - E&HF
BRKEhEEN - MUREEBTRR  UEBUBIELEMERH -
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1.

2. CVE-2025-22457
3.

4.

> lvanti Connect Secure 22.7R2.5 & Z BIBY AR
> Pulse Connect Secure (End-of-Support) 9.1R18.9 & Z R hR 2
> Ivanti Policy Secure 22.7R1.3 & Z RIAYhRZS
> ZTA Gateways 22.8R2 & Z BRI R A
RIERR
CVE-2025-22457

April Security Advisory lvanti Connect Secure, Policy Secure &
ZTA Gateways (CVE-2025-22457)

Pulse Connect Secure, lvanti Connect Secure, Policy Secure and
Neurons for ZTA Gateways

Suspected China-Nexus Threat Actor Actively Exploiting Critical
Ivanti Connect Secure Vulnerability

Ivanti Releases Security Updates for Connect Secure, Policy Secure
& ZTA Gateways Vulnerability

. Ivanti Connect Secure (Ics) Integrity Assurance



https://nvd.nist.gov/vuln/detail/CVE-2025-22457
https://www.tenable.com/cve/CVE-2025-22457
https://forums.ivanti.com/s/article/April-Security-Advisory-Ivanti-Connect-Secure-Policy-Secure-ZTA-Gateways-CVE-2025-22457
https://forums.ivanti.com/s/article/April-Security-Advisory-Ivanti-Connect-Secure-Policy-Secure-ZTA-Gateways-CVE-2025-22457
https://www.ivanti.com/blog/security-update-pulse-connect-secure-ivanti-connect-secure-policy-secure-and-neurons-for-zta-gateways
https://www.ivanti.com/blog/security-update-pulse-connect-secure-ivanti-connect-secure-policy-secure-and-neurons-for-zta-gateways
https://cloud.google.com/blog/topics/threat-intelligence/china-nexus-exploiting-critical-ivanti-vulnerability
https://cloud.google.com/blog/topics/threat-intelligence/china-nexus-exploiting-critical-ivanti-vulnerability
https://www.cisa.gov/news-events/alerts/2025/04/04/ivanti-releases-security-updates-connect-secure-policy-secure-zta-gateways-vulnerability-cve-2025
https://www.cisa.gov/news-events/alerts/2025/04/04/ivanti-releases-security-updates-connect-secure-policy-secure-zta-gateways-vulnerability-cve-2025
https://forums.ivanti.com/s/article/KB44755?language=en_US
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2.4.2 Fortinet $1¥15E F FortiSwitch{8 i E X ELRRE

CVE #7%% ||CVE-2024-48887

=2 EE M |IFortiSwitch

EMELUNRA :
FortiSwitch 6.4.15
fRSR A FortiSwitch 7.0.11
FortiSwitch 7.2.9
FortiSwitch 7.4.5
FortiSwitch 7.6.1
® AHE:RHE :
FortiSwitch = —F{F Fortinet # LA KA 28 - OJE2 FortiGate
PhkiEee s  BIREDXBELESBNEZ o/ ERE M - HAT - Fortinet
587h FortiSwitch GUI & KE L mE(CVE-2024-48887  CVSS :
9.8 IR AR E » IEMEARHTFRKLENRENEIRNES B8
e OERETAUE K IBNEIEE R -
o WETL:
» FortiSwitch 6.4.0 £ 6.4.14
FortiSwitch 7.0.0 £ 7.0.10
FortiSwitch 7.2.0 £ 7.2.8
FortiSwitch 7.4.0 £ 7.4.4
FortiSwitch 7.6.0
o ERKIR
1. Unverified password change via set password endpoint
2. CVE-2024-48887

YV V V V



https://fortiguard.fortinet.com/psirt/FG-IR-24-435
https://nvd.nist.gov/vuln/detail/CVE-2024-48887
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https://www.cisanet.org.tw/Course/Detail/5420
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CRARANRAW

IPAS <
HilZ 2 TR
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\ CLICK HEREO)

[EM]

JR{& : 11,0007T/ A
BMiBpEE : 8,5007T/A
(JERIE - FEEPEAN)
ERSH 2 - BERATERER FE2ZEHER  F87TLHE
T

WAL 2025-04-22

[;EENAZS / Event Deails]
FEEERENLZTERUEMEERRAAEARESR  LERE
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https://www.cisanet.org.tw/Course/Detail/5420
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[FEM) PERBENRERGS
[Bi488 0] 02-2553-3988 2 1% 816 MEE
security@cisanet.orq.

[BELE 4
JEENREE | 2025/05/07
EENME PERBEENSREGE-KEANRAZEDIIAEEZE (SitmPLEF
LW1EEE3ER22- 155 R T K18 518 CI& )
JEENHEIE | https://www.cisanet.org.tw/Course/Detail/5470

EZ25

LS

"

RIE

@ cisAmunAw

[EA]

[R{& : 8,3007T/A

BERME : 7,800t/ A(FRAI—ER)

MIBEE : 7,2007T/A

BEREM - M - BE¥ R TRE R

HZE L 2025-05-02

[;EENAZ / Event Deails]
ERHRNELAHBNENRAEL NSRS BRHEEZE /#
AIEERNEZZEE - WEEBMEAITITEEEIRE - B
OWASP Top 10 BRI T - RABRIT AL E RNELZRBE - FR
EZERANZEWARMEATER  ETERER  falEmEER
BE FSEEANBREABARE  RBRARLZEMESED -

EENEEE



mailto:security@cisanet.org.tw
https://www.cisanet.org.tw/Course/Detail/5470
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[FHEM ] PEEBESHEREHE
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EE)]H—: B | 2025/05/09

EENitE PEREEBEMRERS-ARMRAZDIIAETEE (AbmPLLES
LLI1EEE3ER22-15% e T K18 548 CI& )

EENHEIL | https://www.cisanet.org.tw/Course/Detail/5413
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se CISA m{zWaI A

[EA]

[R{& : 4,0007T0/ A

BERME : 3,800t/ A(FRAI—ER)

BMIBE S : 3,5007T/A

BEREM - B K5TiRER

HZE L 2025-05-05

[;EENAZ / Event Deails]
NERRBRBAENNNTEEESELHWBNERKNBF A2 —
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