TWCERT/ CC é‘%’f"’ é"?’ F#

2025 4£ 6 A1y

-nwes L. A\ N



€ SERMARGREREREDD
m Taiwan Computer Emergency Response Team / Coordination Center
7 F? ==

SEENAREHRERZEZHHET O NEHE TWCERT/CC)EE
UEEIIEET  HEBTEEELBRRE EnELRODBN &
EEERIARBEREZBESES T URABXEZHHES -
AR R IR LS

i< 1= A= At

TWCERT/CC XAMFMEMZERIFEEFH - REBETTHIL -
B MNERSHARNERZIBE - WEARBRS CERT/CSIRT ~ &
74 - BEHEE - BRELE - BIREUMRAEEBEZRBEHR=S
REWERXZEVEEETRE - pTENE - EE2HMLN 4 F6 ¢

F1E - HEMS | RHTWCERT/ICCFrEm v BEZIEET - BA
BRI RS ZFEINBAAMEENSE -

B8 - BRNEEELZSEN | #iTEIASMEREE
EHANBEWZEZFE - #T0MES=E - @Y il
EE - EZiBY - HRBUTESEZEN - A8 REEZN - 178
REEZME Rz mELRE - RIgIRRIERN - FEERE
ZREZ/ N -

F3IT  BELMRE RS  THEM T BANELZHEMRD -
AIRRENELHES EHENIE

$F4E - TVNJBAAE : TWCERT/CCACVERSEEEE (CVE
Numbering Authorities, CNA) - 1781 Bl A SN i 12 18 2 on o 18 M S AR R
AEE - IWESRIAARE MR a2 REEEE (Taiwan Vulnerability Note,
TVN)*FFESHCVSS 370 848.8LA EZmiE -

H]

]

53' o )CH
I
i my
R
Hy  HRE

BE
7S




Q SEBRAEAREEEEED
m Taiwan Computer Emergency Response Team / Coordination Center

m 3
S

H

M

Il
=11t = OO 1
FBIFICISABE S A LUMMAaC2IIEE T I ..ottt 1
B BN E B T oottt 4
2.1 BEZLRBE oot bbbttt 4
2.1.1 Swan Vector APTTTEN ST ¥ S H IS BB ZIEERBBEIER ..., 4
2.2 FTEIIEFIEEZT o oottt 8
221 "RIMERATARFMLATZL A TEE?  ELHEIHarmonicBEFE FAIGHE ............. 8
2.3 BB BB RTI B ATl ettt 11
2.3.1 Cisco BEMR BN ERIISETFTERTE TN «ovvevereerreeeieiseieieisee ettt ssseens 11
2.3.2 Cisco BEEIRIEHI R FEREPRIE TR o 12
2.3.3 Roundcube B EIARBETZETEE ARBE ZLEMRNT ovvvveveeeeee ettt 13
2.3.4 Ivanti JE N Ivanti Workspace Control fZTE2{EIE R EZ RN ..ovvvveveeeeeeeeeeeeeeee e 14
2.3.5 SAP #t¥J1H M NetWeaver ABAP FEFREAIMREHEMEARBE LRI oo 15
2.3.6 SAPTE FGRCTETEE RE LB ..oecveveeereeeeeteeete et 16
2.3.7 ASUS RT-AXSSEER IR FEL EIME + 75 R Mmoo ZETTIER o, 17
2.3.8 RChromiumGER 7 BRGFELERE @ A EEERIETER o, 18

2.3.9 BERFIET Endpoint Encryption PolicyServer FHEZEEREZ TR ..cocoovvvvevee.

2.3.10 BERILHE T Trend Micro Apex Central FE2BEE R EZ TR c.ovveeeveeeeeeeenn,s



@ AMBAR AR E HED D
m Taiwan Computer Emergency Response Team / Coordination Center

2.3.11 Veeam[H NVeeam Backup & ReplicationH N EEFEE R EZ TR oo 23
2.3.12 Tenable HY Nessus Agent TETEE R E LTI c.ovoveveeeeeeeeeeeeeeeeeeeeeeee ettt 24
2.3.13 Citrix}if N NetScaler ADC 1 NetScaler Gateway TFEE R E LRI cvevvvveeeeeeeeeerereene 25
2.3.14 Cisco JE FE D BERIIRFFFE _MEERBELZIRN ...coovveeceeercceeeeeeeeene, 27
2.3.15 CitrixiE N NetScaler ADC 1 NetScaler Gateway FEE RE LRI covvvveveveeeeeeeeerenes 29
B 3R B R E IR et 30
ZE AT TVN TBII AT oottt 35

AREE © TWCERT/CC BB ..ottt 39




Q SERMARGREREREDD
m Taiwan Computer Emergency Response Team / Coordination Center
=i =z 2 =
B 15 FENE
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LUMMAC2 TTP

“’ > Administrator: Command Prompt
C:\Windows\System32\Window
.exe -e bmCIXXMTQUu monf3IHc

Confirm you are not a robot

l:l Confirm you

FBIFICISAE; S AELummaC2I B F A
ot

202558 - EREMILAEB(FBI)EEHMKR T BERRN
ZEFB(CCISABMEZERAS - BELUMMaC2H B F % - T ARKEEN
2R « HMAZERTTP) LUK EISZ(10C) - LummaC22—fE &
BIEEEE  BEARNIANEEGENNY  FEXEE MHLHT
& Rpayload - IQ%%%%T?%@CAPTCHA CFERERMONEHERE
AT - EZCAPTCHA‘%E‘?U: Z1EST - EEEFRwindows# 1T 8 B I Ab
EARE  EXEERD "TEnter, i21%8 - B2 HIBaseb4 4w tiEPowerShell il
RENMRFAT - EMTHRIERE -
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R VREABHEREHE  WEERKLummaC2iR AR R AURITER
Rieh - BLEBIKFERAMERAL(EDR) K BRESRERBELE
fa - —BXREEBMATERF - LummaC2Z B ENBEAPRBRE

B BREASSNR - MRS  NBEEERES  HYEZREME
BEEZEE

#FTLummaC2.exeBREIFRIZE D 0B LU N EE L8R

1. #F TLummaC.exefff - BN EE NHREHEE  HEAEHESZ
EHEBIRIE - BIE "Yes, - BEINETHZR I N ap < B
(C2) #31% ; EH#H=E "No, - EXEBRY -

2. BBENC2HEESWERZEINAHLIZEEPOSTHEK « B:FKMK
I BRI FESEREREESEEH T  “HEER
RUERHTISONIE I CIEE R -

3. BAFHAPIZEAREEZNEAZRFKRAEMEKZE - Wik
ERETMRRIEALLY - FIEHEMT - AIFMEAFREL
RERERSTRS -

HELummaC2EEMBINEBEHIENES - EXARABRER
EBEZEEN - 2FRAZEFREMFA) - B LERERERIR
REA ; BREHENFEAGARAREDN - B@HSHREURERE -
IE4h - BB ETELZHEHE @ IRAHABRNR MR TR ERH
RIRZESM - WEMETREEERNBERSE - B - WERKEELE
B NE - BRERRIEARSEREL - DREREAZRSRENOER -
HHAEENELZRE  WESEHBASEREE  TERNEE -

FAlIoCTE 2 ZCISAE 77~ & A It : https://www.cisa.gov/news-
events/cybersecurity-advisories/aa25-141b
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® THESELS

1. Threat Actors Deploy LummaC?2 Malware to Exfiltrate Sensitive Data
from Organizations

2. Justice Department Seizes Domains Behind Major Information-Stealing
Malware Operation

3. FBI and Europol Disrupt Lumma Stealer Malware Network Linked to 10
Million Infections

4. Lumma infostealer malware operation disrupted, 2,300 domains seized



https://www.cisa.gov/news-events/cybersecurity-advisories/aa25-141b
https://www.cisa.gov/news-events/cybersecurity-advisories/aa25-141b
https://www.justice.gov/opa/pr/justice-department-seizes-domains-behind-major-information-stealing-malware-operation
https://www.justice.gov/opa/pr/justice-department-seizes-domains-behind-major-information-stealing-malware-operation
https://thehackernews.com/2025/05/fbi-and-europol-disrupt-lumma-stealer.html
https://thehackernews.com/2025/05/fbi-and-europol-disrupt-lumma-stealer.html
https://www.bleepingcomputer.com/news/security/lumma-infostealer-malware-operation-disrupted-2-300-domains-seized/
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Seqrite Labs APT B HEAIEFE—IEE% " Swan Vector 5 BIEPEF:
BMRE (APT) 178 - #1882 - HANAEWBHEEW L EEXR
FARBRE ZUBEHEENENERREMFEHETHARITRE
BETEEMBNABMBGPINNG  EMBEARFAEINLERSRGFGREH
PR

YRR R RAERIIRRITEFRE  BERNZEEANE
E‘?)JE’J”GKIEH HB4EE TEMENESRBBER 20250413(6).rar ;- E
METEE—EEERERE (Ink) B—EEERE RHDLLIER -
5%1‘“%)§Z$ﬂﬁ C REEBEB rundll32.exeF1TE —E & PIIZE I Pterois
it = Im Bl AR R T S8 BE S 82 T~ — P& B & Ter -
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[ PrintDialog.dll Application exten... 106 KB
s el
3 PrintDialog Application 121KB
& ra Configuration sett... 260 KB Fak&decoy lure.
Microsoft Edge P... 1KB

El1: NS ZPDFAEEX M - B /IR : Seqrite

RUEEW - TBEEREW o0 o
SAL NI (e 'SE2 k. ¥ ) ~ oA 5 3 1 ' T g ¢
"
{v s )
. - .~
N " - -
T 4 mT R
N 4
&
E-M
alal ~n - » %)

B2 F BN mHXEREER - B RAKIR : Seqrite

Pterois{ FHOAuth’RzE T 5108878 - A Google DrivefFAC2785H
Fa - BN ERZRG 8358201718 PrintDialog.exe & 8 & DLL
(Isurus ) - MBEBHESEBEOH ARERTHINZ shellcode - E1EBI2E
BAPLER B ESyscall 1T - 4T ARBREM - ZPUSR -

B #% P % Bl ZR 2 Cobalt Strike beacon @ BT E R B A GRS (IP :
52[.]199[.]49[.]4:7284) G - e EIREEE  E—TERSEE
2B EE R R -
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Spear-phishing WE R RMAR

;;;;;;;; #_20250413 (6).rar Pterois I
surus

/BN
N/

RS pdLink

DLL nt via
ru exe
-
& raini
HHEREMEIMBE
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Operation Swan Vector

B3 FEE N RENERETR - BRKIR : Seqrite

WWRITHRIR 2 BEHEERET « #EERIT ( WAPLEE - DLLAIE -
Google Drivel& A -~ syscalbEA ) EITEAE - EFZEAWinnti ~ Lazarus
APTIOSE R MBAPTAHBEERNESLRTRAENEL  £EEZER
REAWERE  HHSEKNEEZERERIME B RIPEE EEIEE
THESZBHIERESE -

EESAS R VAR - BEEDLLAETREERSEER
FRAHET - W08 ¥ LOLBIn ( Living Off the Land Binaries ) &R -
Google DrivedFEEBIOAUth/EE) Z AT EA[CIFE - BN - ‘RERBEIRES
VU FE R 2R 8] BE4& K Python ~ OneDrive Launcher&E B2 5/ AERARERZ
WS -

PUN B Seqritef2 LR BT HAY10C -

IP: 52[.]199[.]49[.]4

ICES2 loC

PrintDialog.exe 72942f65e8876aeec0a1372fcd4d53aa1f84d2279904b2b86c49d765e5a29d6f
PrintDialog.dll a9b33572237b100edf1d4c7b0a2071d68406e5931ab3957a962fccedbfc2cc49
ra.ini 0f303988e5905dffc3202ad371c3d1a49bd3ea5e22da697031751a80e21a13a7
rirekisho2025.pdf 8710683d2ec2d04449b821a85b6ccdbb5chb874414fd4684702f88972a9d4cfdd
rirekisho2021_01.pdf 8710683d2ec2d04449b821a85b6ccdbb5cb874414fd4684702f88972a9d4cfdd
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wbemcomn.dll c7b9%ae61046eed01651a72afe7a31de088056f1c1430b368b1acda0b58299e28
svhost.exe e0c6f9abfc11911747a7533f3282e71f0c10fc397129228621bcb3a51f5be980
099pglZr74.ini 9fb57a4c6576a98003debbf441e4306f72c83f783630286758f5b468abaa105d
KpEvjK3KG2.enc e86feaa258df14e3023c7a74b7733f0b568cc75092248bec77de723dba52dd 12
LoggingPlatform.dll 9df9bb3c13e4d20a83b0ac453e6a2908b77fc2bf841761b798b903efb2d0f4f7
python310.dll e1b2d0396914f84d27ef780dd6fdd8bae653d721eea523f0ade8f45ac9a10faf
ra.ini 777961d51eb92466ca4243fa32143520d49077a3f7c77a2fcbec183ebf975182
pythonw.exe 040d121a3179f49cd3f33f4bc998bc8f78b7f560bfd93f279224d69e76a06e€92
python.xml c8ed52278ec00a6fbc9697661db5ffbcbe19¢5ab331b182f7fd0f9f7249b5896
OneDriveFileLauncher.exe | 7bf5e1f3e29beccca7f25d7660545161598befff88506d6e3648b7b438181a75
Chen_YiChun.png de839d6c361c7527eeaa4979b301ac408352b5b7edeb354536bd50225f19cfa5
IR BRAERRAE

o 9c83faae850406df7dc991f335c049b0b6abde12af4bf61d5fb7281ba889ca82
R 2E 2 5% . pdf.Ink

FEAl10CFBE 2 E Seqrite A AF1LL - https://www.segrite.com/blog/swan-
vector-apt-targeting-taiwan-japan-dll-implants/
o HEAEL
1. Unveiling Swan Vector APT Targeting Taiwan and Japan with varied

DLL Implants
2. Swan Vector APT Targets Organizations with Malicious LNK and DLL

Implants
3. Swan Vector APT Hackers Attacking Organizations With Malicious

LNK & DLL Implants



https://www.seqrite.com/blog/swan-vector-apt-targeting-taiwan-japan-dll-implants/
https://www.seqrite.com/blog/swan-vector-apt-targeting-taiwan-japan-dll-implants/
https://www.seqrite.com/blog/swan-vector-apt-targeting-taiwan-japan-dll-implants/
https://www.seqrite.com/blog/swan-vector-apt-targeting-taiwan-japan-dll-implants/
https://gbhackers.com/swan-vector-apt-targets-organizations/
https://gbhackers.com/swan-vector-apt-targets-organizations/
https://cybersecuritynews.com/swan-vector-apt-hackers-attacking-organizations/
https://cybersecuritynews.com/swan-vector-apt-hackers-attacking-organizations/
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EEEMNALERGenANEEXASNERAAEER  EXE
XEERRIFRARBRIPEEL - B5RIR omERTFEFINIR R AAI L BRIFEK
oy BFRBZEEBZMARNELZER  THEFRERINRES KD
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o TRURMIMEBUAEEME
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ER2BER/SATER ; Z3—FRRRATLEME £15400GBE R L&
EARERYE  BEAMEELETHELZIIRE KRG LEZPHE
PREABESEIYS -

TEBRIERZEIEEEN - BIEERME

o FIEAIEAEER : ZHARTSHEAIERAER  BEETRERE -
FHEBNE - AEHRASZRChatGPTIESR - BUAR -
o HMUAEEZEE : K LELSRBEBMRZ RN - HLUBW

£ AR
BE -

o ERNIEEIE : FEMicrosoft Purviews T BiETERIESCH
B BEARBIBIEDERREE -

® H—AILEYE 100 EFHETH —FE (L Microsoft
Copilot ~ Google Gemini ) - {BEE T &#&BRE - SR ELHSE
FEERFIEIL -

® T (YOLO Mode) : Zﬁ30%¢$@ﬂf9mﬂﬁ rTH . HH
FE TIRARSE L BIR

Harmonic Security 117 Alastair Paterson i2E BN "221E, &
0 "LE5|EFEH,) - WRE=ARZOEE

o AAEBRHWIIRER . ZREAEREAEN HIBEINERE
FEAIT B dhig A B912 7~ sa) (Prompt) B2 _H{ERI I 4E (20 Excel ~ PDF) -
BUZERREAS -

o MBI EITERE | HHHAEGRKERER - B ALK
A FREE (WLLaMA ~ Mixtral) - B AR B T 12 A1 R 2
fEE -
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o oREERWEATRI VI‘E ZUEHAERWN - BEELZE KX
Z2iE Al TEERANR - ETRRGEEAZESTR/ O -

Top 3 - Applications - By Detections.

@ ChatGPT Last 90 Day * Google Gemini t 90 Day & DeepSeek
880 361 214 106 110 10

Detections Exposures Detections Exposures Detections Exposures

~= Detections == Exposures ~= Detections == Exposures «= Detections == Exposures

ChalGPT is seeing high exposure of General PII this Google Gemini is seeing high exposure of General PII DeepSeek is seeing high exposure of General P11 this
period this period period

App Users 34 App Users 24 App Users 6
since last period 3 since last peric bl snce lost penod 4
App Traffic 618.3 MB App Traffic S5MB App Traffic 27.21K8
since last period azsme snce \ost period 356m8 snce lost period WK
Prompts Submitted 880 Prompts Submitted 2% Prompts Submitted "
since last period -9 mnce \ast penod 56 since last period 9

£ APP TRAINS ON YOUR DATA £y APP TRAINS ON YOUR DATA £ APP TRAINS ON YOUR DATA

E1: RE(EEB - B R AR : Harmonic SecurityB B R &2k

BEERDAILEFSERALFEHEEE  BEZEBRLAEER
frig BB SEIRYREMRAE - BAGESHIREE - BHRIEEDR
EntT - BEFTBERERKEIFHFURNER - AREEEENER
RIEEFEEMZEZNGR -

o THEAEAL
1. How to Stop Leaking your Sensitive IP to Al Providers with Harmonic
Security

O

@F
U



https://www.youtube.com/watch?v=5oy2-s6-tzQ
https://www.youtube.com/watch?v=5oy2-s6-tzQ
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2.3 BEXIRBS Rl & R
2.3.1 Cisco ZER EinF SR ISEFE/RERE

CVE #73E ||CVE-2025-20286

SSEEEM  |Cisco ISE

AESEBEHRIBETERN
BRRIEE https://sec.cloudapps.cisco.com/security/center/content/Cis
coSecurityAdvisory/cisco-sa-ise-aws-static-cred-FPMjUcm7

o AFHMA :
Cisco fE FE 2B BIARTE 5128 (1dentity Services Engine + ISE)@ — &
REPNZETEBFE - olitHlE  EHEXREWEST - TEH
EEEREPEMREANGEREERR - HAI Cisco #MEBEAEL R
Y825 (CVE-2025-20286 - CVSS : 9.9) - IEREFEER AWS - Azure
OCI ElmalEFa - wFtAR&EE D ERENRRNES FEERER -
WITARNEIRIRIFE - BUAREEN N BZZEZRFIORT
o TETL:
> AWSF& 1 ISE3.1-3233" 34 RkAK
> Azure F& :ISE3.2: 3.3 34 A
> OCI:ISE3.2 33" 3.4 kA
o ERIIR :
1. Cisco ldentity Services Engine on Cloud Platforms Static

Credential Vulnerability
2. CVE-2025-20286



https://www.twcert.org.tw/Error.html?aspxerrorpath=/tw/%e8%ab%8b%e5%8f%83%e8%80%83%e5%ae%98%e6%96%b9%e8%aa%aa%e6%98%8e%e9%80%b2%e8%a1%8c%e6%9b%b4%e6%96%b0%ef%bc%9ahttps:/sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-i
https://www.twcert.org.tw/Error.html?aspxerrorpath=/tw/%e8%ab%8b%e5%8f%83%e8%80%83%e5%ae%98%e6%96%b9%e8%aa%aa%e6%98%8e%e9%80%b2%e8%a1%8c%e6%9b%b4%e6%96%b0%ef%bc%9ahttps:/sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-i
https://nvd.nist.gov/vuln/detail/CVE-2025-20286
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2.3.2 Cisco B B EHlRFEERIEARE

CVE #7%% ||CVE-2025-20261
SEEM |Cisco BEEIHITHI 25

RS EENMIBETER
R RIA https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurit
yAdvisory/cisco-sa-ucs-ssh-priv-esc-2mZDtdjM

o ANZE:RAA :
Cisco JE NEEEIRIEHIZ]( Integrated Management Controller - IMC)
B EFI% Cisco £ .:.i.f;tf\,ﬁa’]ﬂmi%%;ﬁnﬂéﬁlﬁ 1R ER
REREE  WMEMEEINEE - THEBEEGE—EBEXRELRD
(CVE-2025-20261 - CVSS : 8.8) - It/mBFTEMN SSH EHKZIES -
HFRB B D BRERNRIR N EBRAFIAEARFSHER -

Bl YBR[/ £ .
® =TE4DT

» UCS B-Series Blade Servers
» UCS C-Series Rack Servers
» UCS S-Series Storage Servers
» UCS X-Series Modular System
o ERIKR :
1. Cisco Integrated Management Controller Privilege Escalation Vulnerability
2. CVE-2025-20261



https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ucs-ssh-priv-esc-2mZDtdjM
https://nvd.nist.gov/vuln/detail/CVE-2025-20261
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2.3.3 RoundcubeZE Al iRz FZEEXRE L HE

CVE #7%% ||CVE-2025-49113

S ZEm |Roundcube E4-EIAR 2R

BRPEE |SBEMZE 1.6.11 ~ 1.5.10(2) 2B RA

® NAMMA :
Roundcube BHEIRZE 2 — M HRAEHHEPln - FAEIEEE
ERWREFEHYE  BEZEARIZIEEINBHRFAF - £H -
Roundcube IR EIXEEEZEE RN  BHARGEERELRE
(CVE-2025-49113 - CVSS : 9.9) - WEBLERMEMNRA - IREH
PHP MR FEIIE - BB BENRBERKANTERREZER
W HREREREE -

B2 %83 A NN
0 =40

> Roundcube 1.1.0 £ 1.5.9 fr A
> Roundcube 1.6.0 £ 1.6.10 hk A&
o ERIR :
1. Security updates 1.6.11 and 1.5.10 released
2. Roundcube < 1.6.10 Post-Auth RCE via PHP Object Deserialization

[CVE-2025-49113]
3. CVE-2025-49113



https://roundcube.net/news/2025/06/01/security-updates-1.6.11-and-1.5.10
https://fearsoff.org/research/roundcube
https://fearsoff.org/research/roundcube
https://nvd.nist.gov/vuln/detail/CVE-2025-49113
https://nvd.nist.gov/vuln/detail/CVE-2025-49113
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2.3.4 lvanti T Ivanti Workspace Control F#E2EE XK EZiRH

CVE #m3f || CVE-2025-5353,CVE-2025-22455

=2 E m ||lvanti Workspace Control

BRRHEE |1 Ivanti Workspace Control (IWC) E#7 £ 10.19.10.0 ARZ

Q2

o WA :
Ivanti Workspace Control ( IWC ) 2 Ivanti lE T TFEREIB AT
X AEFEZAERPZENDGY - HUBEREEE - WiRE
P EHEZE - HAET - Ivanti BHEL LS  FHRAMAGFE 2 BE
KB LZHE(CVE-2025-5353 - CVSS : 8.8 ] CVE-2025-22455 - CVSS
8.8) - MELEMMMRA - 5 2 EREEFEBAME D EFEIOIE
E - ERERRE S IRERFEFN SQL /RE -
o FEYS:
> Ivanti Workspace Control (IWC) 10.19.0.0 () ZEThRA&
o ERIR :
1. Security Advisory Ivanti Workspace Control

2. CVE-2025-5353
3. CVE-2025-22455



https://forums.ivanti.com/s/article/Security-Advisory-Ivanti-Workspace-Control-CVE-2025-5353-CVE-CVE-2025-22463-CVE-2025-22455?language=en_US
https://forums.ivanti.com/s/article/Security-Advisory-Ivanti-Workspace-Control-CVE-2025-5353-CVE-CVE-2025-22463-CVE-2025-22455?language=en_US
https://nvd.nist.gov/vuln/detail/CVE-2025-5353
https://nvd.nist.gov/vuln/detail/CVE-2025-22455

@ AMBAR AR E HED D
m Taiwan Computer Emergency Response Team / Coordination Center

2.3.5 SAP £1#1H T NetWeaver ABAP [EF AR IS E XN ELRE

CVE #75%% ||CVE-2025-42989

S/ E= I (ISAP NetWeaver ABAP

BRI AEB AL EITIER © https://support.sap.com/en/my-
174 /
support/knowledge-base/security-notes-news/june-2025.html
® WA :
SAP £+#I1E T Z=fm NetWeaver ABAP FEAE AR EHERELR
Y8/~ 5 (CVE-2025-42989 - CVSS : 9.6) - ItEImETRAS SAP &im LI HE M
Nl(Remote Function Call - RFC)#Bi2% - RFF&BE N BENNES
mBRRERE  EMERREAER  EMINFE  gREXEREH
BRIV B HY -
o TETL:
> KERNEL 7.89 * 7.93 » 9.14 -~ 9.15 JR K
o ERIR :
1. SAP Security Patch Day - June 2025

2. CVE-2025-42989
3. CVE-2025-42989



https://support.sap.com/en/my-support/knowledge-base/security-notes-news/june-2025.html
https://www.cve.org/CVERecord?id=CVE-2025-42989
https://nvd.nist.gov/vuln/detail/CVE-2025-42989
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2.3.6 SAPIE FGRCTEHEEEARAEZRIT

CVE #7%% ||CVE-2025-42982

SEEM ISAP GRC

BRI AEB AL EITIER ¢ https://support.sap.com/en/my-

support/knowledge-base/security-notes-news/june-2025.html
o NE:RMA :
SAP &t #ijE M Em GRC #MmEXE L MIEAS(CVE-2025-42982
CVSS : 8.8) LA FFIFERENERBFIEERS - &M
AEB N RIERABHARE - ERINAAH  EREFERHEN
R EM ~ SEEMAI o] Y -
o TETL:
» GRCPINW V1100 700 ~ V1100 731
o ERIR :
1. SAP Security Patch Day - June 2025

2. CVE-2025-42982
3. CVE-2025-42982



https://support.sap.com/en/my-support/knowledge-base/security-notes-news/june-2025.html
https://www.cve.org/CVERecord?id=CVE-2025-42982
https://nvd.nist.gov/vuln/detail/CVE-2025-42982
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2.3.7 ASUS RT-AXS5 R AR GFELZE MG - AiEREMDIIETISHE

CVE #75%% ||CVE-2023-39780

SEEMm |ASUS RT-AX55 4R IR FHEs
BRRMNE R EFFES IRASZE 3.0.0.4.386_51948(=) A& A

l—‘—|/\

o WA :

MEA TR A B EBIRA Y ASUS RT-AX55 FEARIEARCHIEELRS
152 F A(OS command injection)JmiE(CVE-2023-39780) Y I ET & -
HENS—RERZEHNEBEIRE 2%&&/\1}_:‘145%%&6?5
SWREE LT - ZRESEZENR  FERERERLETER -

% 5T . CVE-2023-41345 - CVE-2023-41346 - CVE-2023-41347 &
CVE-2023-41348 5 4 B A 4R 3= B )X CVE-2023-39780 J&@)d + IREA
HBEAR CVE #ZEEM(CNA)H L TRIE1Z % CVE 4Rat - ERULIFT
o e

S ET7 L -
® =40

» RT-AX55 3.0.0.4.386.51598 &52 R A<

o ERIKIR :

CVE-2023-39780
CVE-2023-41345
CVE-2023-41346
CVE-2023-41347
CVE-2023-41348

ASUS Product Security Advisory

ocogagkrwnhPE



https://nvd.nist.gov/vuln/detail/CVE-2023-39780
https://nvd.nist.gov/vuln/detail/CVE-2023-41345
https://nvd.nist.gov/vuln/detail/CVE-2023-41346
https://nvd.nist.gov/vuln/detail/CVE-2023-41347
https://nvd.nist.gov/vuln/detail/CVE-2023-41348
https://www.asus.com/content/asus-product-security-advisory/
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2.3.8 ChromiumBER ZAERFELZZRME - ;

CVE #R35E ||CVE-2025-5419

Bis OO

SEEM L Chromium 28 7 2E a8

— ~ 3 EHT Google Chrome 2|E &8 £ 137.0.7151.68(2) LB AR A
https://support.google.com/chrome/answer/95414?hl=zh-Hant

—_ ~ A BT Microsoft Edge #IE g8 £ 137.0.3296.62(= )L LA
https://support.microsoft.com/zh-tw/topic/microsoft-edge-
%E6%9B%B4%E6%96%B0%E8%A8%ADY%ES%AEY%IA-
af8aaca2 1b69-4870-94fe-18822dbb7efl

BRRMEE = ~ FREH Vivaldi BIE 252 7.4.3684.50() L A
https.//help.vwaldl com/desktop/install-update/update-vivaldi/

/0 - 358 Brave 2B £ 1.79.119(®) L EIRA
httpS'//communlty brave.com/t/how-to-update-brave/384780

7~ 558 H Opera BIE 28X 119.0.5497.70(2) L L IRA

https.//help.opera.com/en/latest/crashes -and-
issues/#updateBrowser

o NEERMA :
I A E 23R Google Chrome * Microsoft Edge * Vivaldi ~ Brave &
Opera %L1 Chromium BEH 7 2| B3 7 G m I (Heap Overflow)
mIE(CVE-2025-5419) - 2ImEBE OFEHRBEE html HEKIBLIRE
EMEIZRANTEEEINEIDAEAER - ZRDEERENA -
im B R TR I ETTIER -

B SBR[ £ .
0 ==,

> Google Chrome 137.0.7151.68(-A =) LA AR A
> Microsoft Edge(Based on Chromium) 137.0.3296.62(-~ =) LAl ik
Z/N

Vivaldi 7.4.3684.50(“R =)L N AR
Brave 1.79.119(-FA )L N AR AR

YV VY
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> Opera 119.0.5497.70(-R 2) AT A A
® ERIKRIR :

https://support.google.com/chrome/answer/95414?hl=zh-Hant
https://support.microsoft.com/zh-tw/topic/microsoft-edge-
%E6%9B%B4%E6%96%B0%E8%A8%AD%UES%AE%IA-
af8aaca2-1b69-4870-94fe-18822dbb7efl
https://help.vivaldi.com/desktop/install-update/update-vivaldi/
https://community.brave.com/t/how-to-update-brave/384780
https://help.opera.com/en/latest/crashes-and-issues/#updateBrowser
https://nvd.nist.gov/vuln/detail/CVE-2025-5419
https://chromereleases.googleblog.com/2025/06/stable-channel-
update-for-desktop.html
https://msrc.microsoft.com/update-quide/vulnerability/CVE-2025-
5419

https://vivaldi.com/blog/desktop/minor-update-two-7-4/



https://support.google.com/chrome/answer/95414?hl=zh-Hant
https://support.microsoft.com/zh-tw/topic/microsoft-edge-%E6%9B%B4%E6%96%B0%E8%A8%AD%E5%AE%9A-af8aaca2-1b69-4870-94fe-18822dbb7ef1
https://support.microsoft.com/zh-tw/topic/microsoft-edge-%E6%9B%B4%E6%96%B0%E8%A8%AD%E5%AE%9A-af8aaca2-1b69-4870-94fe-18822dbb7ef1
https://support.microsoft.com/zh-tw/topic/microsoft-edge-%E6%9B%B4%E6%96%B0%E8%A8%AD%E5%AE%9A-af8aaca2-1b69-4870-94fe-18822dbb7ef1
https://help.vivaldi.com/desktop/install-update/update-vivaldi/
https://community.brave.com/t/how-to-update-brave/384780
https://help.opera.com/en/latest/crashes-and-issues/#updateBrowser
https://nvd.nist.gov/vuln/detail/CVE-2025-5419
https://chromereleases.googleblog.com/2025/06/stable-channel-update-for-desktop.html
https://chromereleases.googleblog.com/2025/06/stable-channel-update-for-desktop.html
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-5419
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-5419
https://vivaldi.com/blog/desktop/minor-update-two-7-4/
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2.3.9 EBEBRFIET Endpoint Encryption PolicyServer FEZBEEAXEZRE

CVE-2025-49212,CVE-2025-49213,CVE-2025-49214,CVE-2025-
49215,CVE-2025-49216,CVE-2025-49217

22Z & |[Trend Micro Endpoint Encryption PolicyServer (TMEE)

CVE #R5E

BT Trend Micro Endpoint Encryption (TMEE) PolicyServer 2
6.0.0.4013 (&) AR A<
o NAE:MA :
Trend Micro Endpoint Encryption PolicyServer (TMEE) 282 & 1E T
— i EEER M Windows BRENEHREO[EINERNE - BZER
NHRERENREIFANSEEERY - IHBEHERELZLNEE
MmZIERE

BERIEE

[ CVE-2025-49212 - CVSS : 9.8]

TMEE GEAZEWRFIERIE - R REE D BENRRNE
EESFEN TMEE 28 TERREDE -

[ CVE-2025-49213 - CVSS : 9.8]
TMEE GEAZEWRFIERIE - R REE D BENRRNE
EHESFTEN TMEE ZEHRTEEREN -

[ CVE-2025-49214 - CVSS : 8.8]

WEENWASINESEEZEZRM EATRERENGFERE - £FF&A
RN BERIGNITEIS - 1T TMEE PRALERFINESF
% o

[ CVE-2025-49215 - CVSS : 8.8]
WEEVWATINSEHELR% LR TEERZXIBERRE - 05FLB8
SRR EBEFER SQL I N REF ELER0ER -
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[ CVE-2025-49216 - CVSS : 9.8]

IERERHFEEE M RENNES  UEBESHFIERS AL
BN ERLE -

[ CVE-2025-49217 - CVSS : 9.8]

TMEE GEALEMNRFINERTE - REFRKE D BRENEIRIE
EESFEN TMEE 28 ITERREDRE -

B2 %88 AN
0 ==,

» Trend Micro Endpoint Encryption (TMEE) PolicyServer 6.0.0.4013

(RE)ZBIARZ

o IR :

1.

ok wn

CRITICAL SECURITY BULLETIN: Trend Micro Endpoint

Encryption PolicyServer (June 2025)

CVE-2025-49212

CVE-2025-49213

CVE-2025-49216

CVE-2025-49217



https://success.trendmicro.com/en-US/solution/KA-0019928
https://success.trendmicro.com/en-US/solution/KA-0019928
https://www.tenable.com/cve/CVE-2025-49212
https://www.tenable.com/cve/CVE-2025-49213
https://www.tenable.com/cve/CVE-2025-49216
https://www.tenable.com/cve/CVE-2025-49217
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2.3.10 ¥BEARIEFET Trend Micro Apex Central FE2{EE X EZRE

CVE #m3% | CVE-2025-49219,CVE-2025-49220

=2 E m | Trend Micro Apex Central

BRI AR B RILEITIER © https://success.trendmicro.com/en-
V74N 7
US/solution/KA-0019926

o NE:RMA :

Trend Micro Apex Central 28 2RHRE N —MEFAEEFS -
BIEZTE Trend Micro LE RS E - B11ERE - B ER:S - 18
EIREMNERRER - HRIEHEARELZASTER 21BRE !

[ CVE-2025-49219 - CVSS : 9.8]
Trend Micro Apex Central FEAZZEHNIRFBINERIE - REFREE D
BENERIRHNBEEESTZEN Apex Central ZEHTERETN -

[ CVE-2025-49220 - CVSS : 9.8]
Trend Micro Apex Central ZEAZZHIRFBINEERIE - REFAREED
BRENEGE N BEE ST EM Apex Central ZEHTEERERS -

B2 %83 A NN
0 =10

I

=>4
ik
U7

> Apex Central 2019 (On-prem)(&) Z B iR A&
» Apex Central as a Service SaaS
o ERIKR :
1. CRITICAL SECURITY BULLETIN: Trend Micro Apex Central

(June 2025)
2. CVE-2025-49219

3. CVE-2025-49220



https://success.trendmicro.com/en-US/solution/KA-0019926
https://success.trendmicro.com/en-US/solution/KA-0019926
https://www.tenable.com/cve/CVE-2025-49219
https://www.tenable.com/cve/CVE-2025-49220

BEEEERGHEIEERAE DO
m Taiwan Computer Emergency Response Team / Coordination Center

2.3.11 Veeami FVeeam Backup & Replicationtg e FEE R BRI

CVE #F%% ||CVE-2025-23121

SSEE R |Veeam Backup & Replication

FRRIEE |FBEEFE Veeam Backup &amp; Replication 12.3.2

Q2

o WA :
Veeam Backup & Replication =2 Veeam #Z /0 \EMEES - #TH Veeam £
HBERELRBAS  IEEIE(CVE-2025-23121 - CVSS : 9.9) 70 FF A
AN ERE  EREDERSFS LOERTESEIE -
o FEYS:
> Veeam Backup & Replication 12.3.1.1139 () Z BIhRZS
o ERIIR :

1. Vulnerabilities Resolved in Veeam Backup & Replication 12.3.2
2. CVE-2025-23121



https://www.veeam.com/kb4743
https://nvd.nist.gov/vuln/detail/CVE-2025-23121
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2.3.12 Tenable B4 Nessus Agent FEE X E LR

CVE #7%% ||CVE-2025-36633

2L E M |Tenable Nessus Agent
FRIRBEE |FBEFTE Tenable Agent 10.8.5 iR A
o A :
Tenable IRHEZEIENTSELF T E Nessus - WiIRHEEIKEETIE
ol e Lt EEFHERUEEZTNEREEYS - IH Tenable 55
EARELZ NE(CVE-2025-36633 - CVSS : 8.8) - IEJEETE Windows
- Nessus Agent 10.8.5(R2) ZRIIRAD - JFEREFHEDF
Fd SYSTEM #RIES MR 2301 - EBAREAERES -
o XEYH:
> Tenable Agent 10.8.5 (A=) Z Al iR A&
o ERIKR :
1. [R1] Nessus Agent Version 10.8.5 Fixes Multiple Vulnerabilities

2. CVE-2025-36633
3. CVE-2025-36633



https://www.tenable.com/security/tns-2025-11
https://www.tenable.com/security/tns-2025-11
https://nvd.nist.gov/vuln/detail/CVE-2025-36633
https://www.tenable.com/cve/CVE-2025-36633
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2.3.13 Citrixi& FNetScaler ADC #1 NetScaler Gateway FEEXE L RE

CVE #R35E ||CVE-2025-5777

=22 m |NetScaler ADC - NetScaler Gateway

BEMEMUTRE :

NetScaler ADC #1 NetScaler Gateway 14.1-43.56 (&) Z & hR2

NetScaler ADC #1 NetScaler Gateway 13.1-58.32 (&) Z & hR 2

NetScaler ADC 13.1-FIPS £1 NDcPP 13.1-37.235-FIPS £2 NDcPP

(B)Z B

NetScaler ADC 12.1-FIPS 12.1-55.328-FIPS (&) Z & R A&

® NE:MA :
Citrix JE & NetScaler ADC (R %7 Citrix ADC)@— A E - BR
Bl REREETXERAENEZRRZMEET ; NetScaler
Gateway (R 7% Citrix Gateway) Rl IR R L EMRInFEUER T3 - &
FAREENTE LS FINERERNMER - 18 - Citrix 3
BEARELZRE AL (CVE-2025-5777 - CVSS 4.x : 9.3) - b4 EEY
i - RS ARE A EENEIERRL -

BRRME

L | 52 E m NetScaler ADC # NetScaler Gateway 12.1 ] 13.0 2
& EoL(End of Life)lEmm - Citrix ZBEHA R EZIBRA

B SBR[/ £ .
0 ==,

> NetScaler ADC #1 NetScaler Gateway 14.1-43.56 (“~=) Z Al il 2~

> NetScaler ADC #1 NetScaler Gateway 13.1-58.32 (“R=) Z Al iR A~

> NetScaler ADC 13.1-FIPS £2 NDcPP 13.1-37.235-FIPS £2 NDcPP
(REB)ZBRIARA

> NetScaler ADC 12.1-FIPS 12.1-55.328-FIPS (A 2) ZBTAR A
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o ERIKIE :
1. NetScaler ADC and NetScaler Gateway Security Bulletin for CVE-

2025-5349 and CVE-2025-5777
2. CVE-2025-5777



https://support.citrix.com/support-home/kbsearch/article?articleNumber=CTX693420&articleURL=NetScaler_ADC_and_NetScaler_Gateway_Security_Bulletin_for_CVE_2025_5349_and_CVE_2025_5777
https://support.citrix.com/support-home/kbsearch/article?articleNumber=CTX693420&articleURL=NetScaler_ADC_and_NetScaler_Gateway_Security_Bulletin_for_CVE_2025_5349_and_CVE_2025_5777
https://nvd.nist.gov/vuln/detail/CVE-2025-5777
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2.3.14 Cisco lE FE R EARBEFE _BEXERRE

CVE #m3f% | CVE-2025-20281,CVE-2025-20282

S8 |ICisco ISE -~ ISE-PIC

RIBEHAILEL R TVETER !
R RIA https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurit
yAdvisory/cisco-sa-ise-unauth-rce-ZAd2GnJ6

® WA :
Cisco & N &7 BIAR#E 5122 (1dentity Services Engine + ISE)@— A&
RESTNLZEEEBYFE  oJtHEE  FHERXBWEENR  TTEHR
BEMRRMPEMREAHEEERE - BIH Cisco EHEAELR
A& (CVE-2025-20281 - CVSS : 9.8 A1 CVE-2025-20282 - CVSS :
10.0) W ¥E L BHTARAS -
[ CVE-2025-20281 - CVSS : 9.8]
5@ FTE A Cisco ISE 1 Cisco ISE-PIC B4 E APl - WEEETT
B RURFBH IR ALERE - RFFARES 0 iERNERIEELL root
BROEERBFELFKE LNTESENS -
[ CVE-2025-20282 - CVSS : 10.0]
IEmIAF#E R Cisco ISE F Cisco ISE-PIC BIAER APl - FFRKEE 5
BENERNEBERERER LEESTENRE - Moot BNERE
BIFEERAANITESE -

B SBR[ £ .
0 ==,

> [CVE-2025-20281] Cisco ISE #] ISE-PIC 3.3 ~ 3.4 iR A
> [CVE-2025-20282] Cisco ISE ] ISE-PIC 3.4 kx4~
o HRIIUE:
1. Cisco Identity Services Engine Unauthenticated Remote Code
Execution Vulnerabilities



https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ise-unauth-rce-ZAd2GnJ6
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ise-unauth-rce-ZAd2GnJ6
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2. CVE-2025-20281
3. CVE-2025-20282



https://nvd.nist.gov/vuln/detail/CVE-2025-20281
https://nvd.nist.gov/vuln/detail/CVE-2025-20282
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2.3.15 Citrixi& FNetScaler ADC #1 NetScaler Gateway FEEXE L RE

CVE #R35E ||CVE-2025-6543

=22 m |NetScaler ADC -+ NetScaler Gateway

NetScaler ADC #1 NetScaler Gateway 14.1-47.46 (2) Z & hRZ

NetScaler ADC #1 NetScaler Gateway 13.1-59.19 (&) Z & hR 2

NetScaler ADC 13.1-FIPS £1 NDcPP 13.1-37.236-FIPS &1 NDcPP

(B)ZEBRAK

® NAEMMA :
Citrix J& & NetScaler ADC (R %% Citrix ADC)@— A HE - BR
Bt GREXREELEEAENEEIRRFZE MEET ; NetScaler
Gateway (JR 7% Citrix Gateway) Rl iRt Z 2 HRInF IR T E - &
FAREENTE TS FINERERNMER - 18 - Citrix 3
BEAEZREAE(CVE-2025-6543 - CVSS 4.x : 9.2) - B EER
RE - O] BEE B IFFRHARV =GR AZ U A IR 75 PR R -

BRRME

L | 52 E m NetScaler ADC # NetScaler Gateway 12.1 ] 13.0 2
& EoL(End of Life)lEm - Citrix EZmA R EIZRA

B2 %83 A NN
0 =10

> NetScaler ADC F NetScaler Gateway 14.1-47.46 (~=2) ZBThRZS
> NetScaler ADC #0 NetScaler Gateway 13.1-59.19 (A=) Z Bl iR 4~
> NetScaler ADC 13.1-FIPS £2 NDcPP 13.1-37.236-FIPS £ NDcPP
(AE) ZEIARZA
o ERIKER :
1. NetScaler ADC and NetScaler Gateway Security Bulletin for CVE-

2025-6543
2. CVE-2025-6543



https://support.citrix.com/support-home/kbsearch/article?articleNumber=CTX694788
https://support.citrix.com/support-home/kbsearch/article?articleNumber=CTX694788
https://nvd.nist.gov/vuln/detail/CVE-2025-6543
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F3IE - ERMEHEREH
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2

B

[ELEPR]) 7/3-7/4 ~ 7/7-7/9 1SO/IEC 27001:2022

CQIl & IRCA FERE1ZEIRIZGERIZARIR - 2535)

BEMZEEE A%

SEENASRE] | 2025-07-03 09:00 ~ 2025-07-09 18:30

P EREENNIE RS- ARBAZDOAEHE
LLi3E 38 3ER22- 1583738 T AR 518 CE )

EENIHhEG

= (

altmPllES

AEENAENE | https://www.cisanet.org.tw/Course/Detail/5429

ST | |

@ CISA BB
o
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N
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N
N
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1L
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1
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| & IRCA/

CLICK HERE ©

[EA]
[®{& : 56,0007/ A

EBE : 53,0007t/ A (FRBIMER)
MIBEE : BEAaEWA

EREM - 2 - B R TRE R
HAE L : 2025-06-26

[;EENAZ / Event Deails]

ISO/IEC 27001 22X B EEABABRITENEZE
THRER

E SN

BEENRIRERERR -
BZ=EWMULUEAHBREUZEMZE

TR



https://www.cisanet.org.tw/Course/Detail/5429
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Al - BBILRER - AEEEEAEELEE TREREREXE
FRIRABEEETHEEBFATHIEEN !

[EEM] PEREEHEREGS

[B#488 0] 02-2553-3988 431 816 HE S

SEENRSR | 2025/7/5 ~ 7/6 ~ 7/12 ~ 7/13
mENtEL | IEATEEDO (Al LLEMRTEE3503K )

SEENAILE | https://www.nics.nat.gov.tw/latest news/announcements/Event Info
rmation/09cbaeff-7774-41f20-9e43-1d2756e29af2/

&\

1

2025 £ _H 51ti5
BLEREHIEERE

WIERFARERS !
BOEREN - —REELTEBEN

N—

EamE (B

"B

HZELE - 2025-06- 10
[#H=ZAR]

WEFRE

https://docs.google.com/forms/d/e/1FAIpQLSd5u4zaylNwAmM6prfsZhGhj
klyj1gTxOX9U6Z1EqgE-OWagmckw/viewform

[2MES REH]
1. EPEREE  THEAEREN 2 EL BB TR -

2. LIBRBRBUELRMAS - CEERRMAR - R ADH
BABRTEHS . BRRRIHE -



mailto:security@cisanet.org.tw
https://www.nics.nat.gov.tw/latest_news/announcements/Event_Information/09cbaeff-7774-4f20-9e43-1d2756e29af2/
https://www.nics.nat.gov.tw/latest_news/announcements/Event_Information/09cbaeff-7774-4f20-9e43-1d2756e29af2/
https://docs.google.com/forms/d/e/1FAIpQLSd5u4zaylNwAm6prfsZhGhjklyj1qTxOX9U6Z1EqE-OWqmckw/viewform
https://docs.google.com/forms/d/e/1FAIpQLSd5u4zaylNwAm6prfsZhGhjklyj1qTxOX9U6Z1EqE-OWqmckw/viewform
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3. THHEE BEXmEGETERSES  ESEUEMNERIDZHE
AR -

[ ZRF2AZ / Event Deails]

BELRMANAE -  EIEsETEEXEAEZOEEN - 2BRE

BEEREINELZAT | EL[FR#EL (Cyber Incident Responder B

SHTZM) BEESAEIRE  AEEREFEERLARIOERNE

% wHREBERAUNIERS - BFEERE - BEEEET
KFERBSFERE—5  RERERBEREAD - APTSH4H
BHERBERBENERE  WERERTE  THR(CEREER
Bt - e R IRBRER - BRAR - AEBFESRABLZNE
TR - —EIFBERI - BMCEREET |

[RIEFEEIHE)

07 B 05 H(N)  LIHEIEREEREEER

07 B 06 H(R) : #EFIINeREXBREIANmLT/)
07 H 12 HQN) : APT EZEHHE

07 B 13 H(R) : RBEBIHERE

[EME) BXREBRLEHIEL

[F%488 0] 02-6631-3526 FR/)ViE

[BUEFEZE] 79 AIER FTHNEZRREME
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2. i fER AlFogEBEINERRTIEZEZ AR (AW WHEER
HAZSNEE -~ BEEARSE) -
3. BBEBMRAEFREN - 7 Al RAEpERERR -
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$F4E - TYNBEAES
6 —

TWCERT/CC ZXB {38 %H 2ZCVSS 3108 Assl L7 mAENMTE :

LIERIY: EEFEEE L4 - Exposure of Sensitive Information

TVN/CVE ID | TVN-202506002 / CVE-2025-5893
9.8 (Critical)
CVSS CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/1:H/A:H
EEm EEFEEBAMLOELARAN
B R & &7 8 &8 % # 77 £ Exposure of Sensitive
R InformationJ@ia + KRS DRI Vizln W EBE O ZEE E
BEEINSEIRREIEIA XIS 2 -
BRI B EL5(R)UERA
~rFHEER 2025-06-09
THESELS https://www.twcert.org.tw/tw/cp-132-10167-39c6d-1.html

BIARIY: EEFEEE A4 - Missing Authorization

TVN/CVE ID @ TVN-202506003 / CVE-2025-5894
8.8(High)
CVSS CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
HEEm EEFEEEAM 102 14 K
RIBR B EFEEIE R4 17 £ Missing Authorization g
[R5 =B i 2t b ENE—RER ZEIHRNEE I FIEEINEMIZE
HERT - WEAZRKEARMS -
FERFE B EL5(2) B
YN::IS]:t 2025-06-09
THEAEL https://www.twcert.org.tw/tw/cp-132-10170-2435-1.html
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Acer ControlCenter - Remote Code Execution
TVN/CVE ID @ TVN-202506004 / CVE-2025-5491

8.8 (High)
CVSS CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
SEEm ControlCenter 4.00.3000 £ 4.00.3056 5k Zx

Acer ControlCenter Z7ERemote Code Execution)@ia ° %1%
HZEBBEETA Windows Named Pipe ¥9MBHEINEE - 28T
% Named Pipe BICEAE - R EBRERZERIREHE

- th RSB H B 8) W 77 BR AR BATNAE - Hop—TEINAEAEF L NT
AUTHORITY/SYSTEM S0 THEERET - WEE O[S
WEBEEZERF USSR ITESZEEE -

FERE EHTE4.00.3058(=) LB RS

NISE 2025-06-13

THEAE LS https://www.twcert.org.tw/tw/cp-132-10180-36818-1.html

IRISERE WIMP s HBEIEFS - SQL Injection

TVN/CVE ID @ TVN-202506005 / CVE-2025-6169

9.8 (Critical)

CVSS CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/l:H/A:H

FEEm WIMP @iE HEEIEF & 5.3.1.34642(2) LLAT R A
BIFE2RTWIMPHEILE B EIEFESFESQL Injection’f

] 28 i 2t b KRB D#ER 7 B2IgWNEBED T ALESQLIESE
B~ B EMREREARAR -

BRRFE EHE 5.3.1.34643(2) LIB R A

ABEH 2025-06-16

THESE AL https://www.twcert.org.tw/tw/cp-132-10183-99cel-1.html
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SEFRE B\ HE2E - OS Command Injection

TVN /CVE ID TVN-202506006 / CVE-2025-6559
9.8 (Critical)

CVSS CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
SCERIGE -

FEEm BRO71n, BR261c, BR270n, BR476n, BRC70n, BRC70X,
BRC76n, BRD70n, BRE70n, BRE71n, BRF61c, BRF71n
EEFREZEESE =288 5 7FF 0S Command

Ef=Erpan Injection)®)@ - WEFARKEE DR 7 EHNEEZ TATE
VEZEZRBIESWHRERE LT -

BRAE SR ERTEEOABAE - ERONARE

ABBHS 2025-06-24

THREAELS https://www.twcert.org.tw/tw/cp-132-10196-898d3-1.html

SEFERI #EH D Z23 - Exposure of Sensitive Information

TVN/CVE ID @ TVN-202506007 / CVE-2025-6560

9.8 (Critical)

CVSS CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
SCEIRIGE -

FEEm BRO71n, BR261c, BR270n, BR476n. BRC70n, BRC70X,
BRC76n, BRD70n, BRE70n, BRE71n, BRF61c, BRF71n
SEFERNEI D ER D Z e Bk F £ Exposure of Sensitive

5] 2 H 22kt Information;@a + KRB DR Vigln WEE O B EFH
2R EISEZENEEIEERE IR -

BRAE SR ERTEEABAE  EEONARE

yN:CISE:: 2025-06-24

THEAELS https://www.twcert.org.tw/tw/cp-132-10197-524ea-1.html

R % 48 £ 1 - Exposure of Sensitive System Information
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TVN-202506008 / CVE-2025-6561

TVN/CVE ID
9.8 (Critical)

CVSS CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S: U/C:H/I:H/IAH

S 5 ZR5E : HBF-09KD ~ HBF-16NK

~EEm P PN
SEFFEIRAK : V3.1.67_1786 BB11115(2) LA AR AN
M 458 F 22 RS =0 B 1R R 47 & #% ZY 5% (HBF-09KD £

s HBF-16NK)7ZEExposure of Sensitive Information)f@)f@ - 7K

i e i 2t e e N i e
RENEN ZERNEBEINEREGENAARTEERZNEE
HEERIRIRZAS -

R R7E EHFFEARAZEV3.1.70_1806 BB50604(=) A& M4

yN:GI=]: 2025-06-24

TEEAELS https://www.twcert.org.tw/tw/cp-132-10199-9¢5¢6-1.html

MiFEF BEESNERZMAEM - OS Command Injection

TVN-202506009 / CVE-2025-6562

TVN /CVE ID
8.8 (High)

CVSS CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H

e ZRIYE - HBF-09KD * HBF-16NK

SEEm oo 7 PN
SLEFFEIRA : V3.1.67_1786 BB11115(2) LB ARAS
MEHEFHDESNER R E # A 57 (HBF-09KD &2

— HBF-16NK)7#£0S Command Injection))d - /o7 2 EUS

o] el fe 2L N e . @ I
—REE ZZIsNEBE T ATEFERFIESWNREE L
HAT -

BRAE EMENFERAZEV3.1.70 1806 BB50604(=) & hliAx

ABIREA 2025-06-24

THEAELS https://www.twcert.org.tw/tw/cp-132-10201-044€9-1.html
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(Taiwan Computer Emergency Response Team / Coordination Center)

HFHIHER : 2025568308

&7 HH : CERT_Service@cert.org.tw

B4 : https://twcert.org.tw/

Facebook T 44 &H : https://www.facebook.com/twcertcc/

Instagram : https://www.instagram.com/twcertcc/
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