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Name Date modified Type

B- 5 :42 AN File folder

. .note.txt 5 52:42 AM Text Document

B 1.tct.encryptedbybert 5 52:42 AM ENCRYPTEDBYBE...

[ 2.txt.encryptedbybert 5 5 2:42 AM ENCRYPTEDBYBE...
. 3.txt.encryptedbybert 5 AM ENCRYPTEDBYBE...
B 2tct.encryptedbybert 5 52:42 AV ENCRYPTEDBYBE...
[ 5.txt.encryptedbybert 5 AN ENCRYPTEDBYBE...
. 7.txt.encryptedbybert 5/27/2025 2:42 AN ENCRYPTEDBYBE...

Bl : BERTEIZREFEFEWindowsBUINZ X - B /KR : TREND

dTHR - BERTHIREARE— DU REEE - S HLinuxRFHH
532 - IEhREAENE E REFERevil ( Sodinokibi ) 2 T 55 = ZE80%AY 4
PE - B RERMRIREEERAE 218 - BERTH RIS EE ST
[E] 5 B ENS0EICPUBM AT A& LUR A INZ IR - 1 PR R (=0R 5 P B R J&
3 o SN - B ERTIEE B S ERERNENF - DIRERINZEBENTEY -
STARINEE - PRAREREIILEIER " encrypted_by bert, - WE2PF
=

bait1. bait3.vmxf. bait4.
vmdk. encrypted vmdk.
encrypte... by bert encrypte...

2 . BERTEIRERFEELinuxAINZ X4 - B /KR : TREND

54N - BERTHIZEe RN B S —4HISONELEE - HBZ A8
(pk) ~ Base64 FRIBNENREZSHMEN - EREAPHRTER RHLH
BE - ZRAT  WEBEEOEGHEARSSETREERE] -
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5. SN TERIABZEBRNELE - BlUNfhEEES « B XARLL
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bd2c2cf0631d881ed382817afcce2b093f4e412ffh170a719e2762f250abfead

c7efe9b84b8f48b71248d40143e759e6fc9c6b7177224eb69e0816cc2db393db
hxxp://185[.]100[.]157[.]74/payload].]exe
o THEAEL
1. BERT Ransomware Group Targets Asia and Europe on Multiple
Platforms
2. Bert Ransomware
3. BERT Ransomware Can Force Shutdown of ESXi Virtual Machines to
Hinder Recovery
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2.2.1 EEBEESMNE ! GitHub Actions BIASRRK - BARREEZERZEFH !

ez B2 2 5ME | GitHub Actions B R
mk BAERESRZEFE !

ot

EFREREEMEHZE KM - GitHub Actions B & T2 F 3
EZAR0YEFENTE - A - ELZHFTAERE - GitHub Repository
secrets R ETHFEBERM  RERAREEREAERNERE - o
BEFHNE 2 78 Hlsecrets - & FREERE - 23| EMH GitHub Environment
secretsPY{RER BIFN1EEBLERY OIDC ( OpenID Connect ) 1S1EZREE « LU
BERFBHATBNZEM -

BR 7 HIRE T RIESN - #)EBEZFTEIERGitHub Action Workflow FFHY
HRAE UREREERRER  =ERNIBEREEER secretsBF
ALERZERZRT  FEPRENNESBARBREN ABAEZXB 2T -
BERERALE  NELFA -




wCer tCC

10
11
12
13
14
15
16
17
18
19
20
21

SEENEREHREREERHRA DL

Taiwan Computer Emergency Response Team / Coordination Center

steps:
- name: Checkout code
uses: actions/checkout@v4
- name: Configure AWS credentials
uses: aws-actions/configure-aws-credentials@véd
with:

aws-access-key-id: AKIAIOSFODNN7EXAMPLE
aws-secret-access-key: wlalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
aws-region: us-east-1

- name: Deploy Lambda

&1 : iFsecretsEH % AWorkflow_E - B/ A ELEgithub: airman604
HREIAR EEARENEE - 2B BGithublI M EEREE T settings

—> secrets and variables — actions ; &1

YnE2Ff

- B’ ERepository secrets

7~ ° FRETTHE - B E@E o EGitHub ActionsfIWorkflow P B iEE A

BB - NESATR
Ul D EZEEEEEZENAR -

@8 General

Access
A Collaborators

) Moderation options

Code and automation
¥ Branches

© Tags

E3 Rules

® Actions

¥ Models

& Webhooks

& Copilot

E3 Environments
& Codespaces

3 Pages

Security
@ Advanced Security
£ Deploy keys

[¥] Secrets and variables

&2 :

EEATNEE LRESHE—EEEY - R
BEK FAEREARR -

D NS

Actions secrets and variables

Secrets and variables allow you to manage reusable configuration data. Secrets are encrypted and are used for sensitive
data. Learn more about encrypted secrets. Variables are shown as plain text and are used for non-sensitive data. Learn more

about variables.

Anyone with collaborator access to this repository can use these secrets and variables for actions. They are not passed to
workflows that are triggered by a pull request from a fork.
Variables

Secrets

v Environment secrets

This environment has no secrets

Manage environment secrets

Repository secrets

New repository secret

Name =1 Last updated
B AWS_ACCESS_KEY_ID now 2 O
@ AWS_SECRET_ACCESS_KEY now /2 O

2% ERepository secrets - TWCERT/CCEEIE
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12 uses: actions/checkout@v4d

13

14 - name: Configure AWS credentials

15 uses: aws-actions/configure-aws-credentials@v4d

16 with:

17 aws-access-key-id: ${{ secrets.AWS_ACCESS_KEY_ID |}}

18 aws-secret-access-key: ${{ secrets.AWS_SECRET_ACCESS_KEY }}
19 aws-region: us-east-1

20

21 - name: Deploy Lambda

B3 : FEWorkflow® 5% E Repository secrets ° [& 7 AZEHLE github:
airman604

RIBGItHUOE S X AR - B4R - FUHEEREE "B AR
BB, BOEAZE - #eEFE BB Workflow - B3E TEE , WIMNREBL
secrets (EZE ) - ELE - ZZIRIELRTEWorkflow £ ARV BB #EIRE
s T RBVEER,  BEAXSHTE WEBEUZIUBRW
Workflow - #secrets#ii £ 2 H it st it B X2 BB E RS ZHF % - =2
SVEBER - HHBERSKEBRE - BSREREEAS AER - Bl
o & 1 R FE Workflow RO 2 B R -

() citub Docs Version: Free, Pro, & Team + Search or ask & Copilot

= GitHub Actions / How-tos / Security / Security guides |/ Security hardening

AUOUL SLOHITIY SECTEL 1 SHIVIIODTHNIEIHLS O Teguining reviews 101 snvinonmenins, see using
secrets in GitHub Actions and Managing environments for deployment.

A Warning

Any user with write access to your repository has read access to all secrets configured in your
repository. Therefore, you should ensure that the credentials being used within workflows
have the least privileges required. N

[El4: Github E75%ER - B R NESHVE airman604
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6 jobs:

7 deploy:

8 runs-on: ubuntu-latest

9

10 steps:

11 - name: Checkout code

12 uses: actions/checkout@v4

13 v

14 - name: Deploy Lambda l

15 env:

16 AWS_ACCESS_KEY_ID: ${{ secrets.AWS_ACCESS_KEY_ID }}

17 AWS_SECRET_ACCESS_KEY: ${{ secrets.AWS_SECRET_ACCESS_KEY }}
18 run: |

19 echo ">>>>>>>> Validate GitHub Actions masking <<<<<<<<"
20 echo “$AWS_ACCESS_KEY_ID"

21 echo “$AWS_SECRET_ACCESS_KEY"

22 echo ">>>>>>>> NOM NOM NOM <<<<<ccc<"

23 echo "SAWS_ACCESS_KEY_ID" | base64

24 echo "S$SAWS_SECRET_ACCESS_KEY" | base64

B5: 7RFE S ESecrets - B A AEELE github: airman604

&7 EFE RS - #EEEE FEGithubAYEnvironment secretsEEC20E
{R:E# R ( deployment protection rules ) - SIEHEHI AR EEEEER
IR EB I Msecrets - WHERBABNWRERMNIZEHFERKEG - &
Workflow S iy E @ job E 5 FF EVIE EIrIEHsecretsis - BB BEZIRIE
s EMRER A - TEEEVSIITER - R ERIIEES " settings— secrets
and variables— actions ; - {1[& 6 PA7R~ -

£ General Actions secrets and variables

e Secrets and variables allow you to manage reusable configuration data. Secrets are encrypted and are used for sensitive

rypted secrots. Variables are shown as plain text and are used for non-sensitive data. Learn more

A Collaborators
C) Moderation options v
laborator access to this repository can use these secrets and variables for actions. They are not passed to

- re triggered by a pull request from a fork.

¥ Branches

© Tags

C3 Rules v
® Actions v
3+ Models (Preview This en

Environment secrets

& Webhooks Manage environment secrets

& Copilot v

B3 Environments

& Codespaces Repository secrets
9 Pages

Securlty

@ Advanced Security
£ Deploy keys
(& Secrets and variables &
| aciens
Codespaces

Dependabot

E6: 52 E Environment secrets fiI& - TWCERT/CC#2IE
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5—IEB MR {EE I Z % FHOIDC ( OpenlD Connect ) #& & AWS

IAM - DI GitHub RREEPREAREHEERE -
i - 38Github Action

N =
RR 8

WEW - W RBEEAFNIEE N A EE RS -
PUT ZEnvironment SecretsF10IDC + IAM Role _f& 75 T ELERZR

EEREABK

SKAWSF IR VAR BRI )RR - BIME LIERTE

]S Environment Secrets | OIDC + IAM Role

IRFE AR REIRR AR ( BRIITE
£)

FRIEHIAAE tF (REERABRE ) | & (JREDX IR
IR TE - BREE)

7 Biz —BRRORAEH BRERIAN

ojEZ B—ERH = - o[ AWS
CloudTrail ~ IAM 5358

EHE EE HE - FE AWS IAM
BSERIBRE

o HEFEAS

1. Not So Secret: The Hidden Risks of GitHub Actions Secrets



https://www.youtube.com/watch?v=k3DBur7iEHM&list=TLGG63tMD-CtRegxNDA3MjAyNQ

Q SESHARGKEEERRA DL
m Taiwan Computer Emergency Response Team / Coordination Center

2.3 REERmER R
2.3.1 CitrixBleed2ifmifE B 85| 3% 5 1B As & 13l S0 L&

CitrixBleed?2

CitrixBleed2i@;E ] ES | 22
ECEREE RSN B b

ot

MEACIixE M _BEEmEELZ A LS - 7 Al %A CVE-2025-5777
(CVSS 4.x : 9.3 ) BICVE-2025-6543 ( CVSS 4.x : 9.2 ) - R EHER
RINESRERE - 5 _ @K IEFEZF ZCitrix NetScaler ADC £
Gateway 2% @ H Al @ MR A 131K 141LLF - B4 BT EW
NetScalerfR AEZEAEanBEA4LIE (EoL ) - BERPBRARELIEMR
AUEFRZE - ARES R EERUSLEEHA  WEEOREEL
MR BRETHNHEEER  NEAEEARE - BUAYSession
Token X KL IBAEF BIBMHTTPAE KNSR S - WEEUREEZBIRE R
etk - ENEBRENERINE R -
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FEMABLEBEEMKRMEZER (CISA) ER7H1I0BF6H30H
B _ERBMASHFERE (KEV) Bif - RESHEEABSHEEE
TR WIREREEEGINTH - HREAEZZR TUERERE
I - EEFTIHIRACitrix Session Token ~ EE ARG - WEE
WebFERFI K& ( WAF ) DIBRIERAKIRENEK - BRERKNERR -

CVE-2025-5777 = 8 & 1 Citrix & B & A F XK W
" Ip/u/doAuthentication.do 1 Im &4 fE FH 6 a=snprintfE)% - EXlogintE Ik
ETIEENYRLE - ENEIER AN EEEEPIREER - EM5|E
ERBR - HRBEAFESR "% s, - AIEERERHNERNE AR I
BELFBEESAZIRUNZELLREANS  BFEZETRREZHHE
af - WELFR -

(+) Bleed Attempt, leaked amount is 127:

00000000 cf a0 b9 |
00000010 3b 6e dl |
00000020 ad 19 9c liss
00000030 19 od b3 14 s 1
00000040 dl e3 07 |

l.

00000050 3c 50 da = $u0> pI

00000060 93 6d 67 2. lxm .g.6a}.". |
00000070 ub cf 57 IRk N |

(+) Bleed Attempt, leaked amount is 66:

00000000 68 20 94 b9 U4b 08 ef fc ud
00000010 cc e9 fa 8c ba c® 21 c3 e5
00000020 57 ee 8f 71 1f d5 6f 04 e8
00000030 89 5e bd 03 03 3d 93 b3 da
00000040 el

(+) Bleed Attempt, leaked amount is 127:

00000000 2f | p/u/doAuthentical|
00000010 |tion.do HTTP/1.1|
00000020 |..Host: 192.168. |
00000030 |2.10. .User-Agent|
00000040 | : watchTowrwatch|
00000050 | TowrwatchTowrwat |
00000060 | chTowrwatchTowrw |
00000070 |atchTowrwatchTo |

(+) Bleed Attempt, leaked amount is 10:

00000000 db 7b df 5 4b 99 58 84 a2 06 i B o

Bl : Labsiff 35 A B #H¥ICVE-2025-57772 B4R - BR AR -
Labs
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ESTIRHE - CVE-2025-5777# &% " CitrixBleed 2 5 - EA2023%F
R ELAICitrixBleed i ( CVE-2023-4966 - CVSS 3.x : 9.4 ) $E{Ll - 3%
BEWESRERIA  BEAARUANARENN - ERFOSERECDE
T BENVEARTHUMIEELZSEHER - DUTFTERBEXRRE
NEWEBFER

1. 58 H B LA AR AR Session - B W ERE
2. BRIRAEANCItixXRRERAARLE - BREEXRTE
3. JFEREIMB LS - MARAM I ES —HEETEN

4. TEANRFHE 248 (IDS/IPS ) XWebFERRG Xi#& ( WAF ) - 1
HEBHBK
5. NN ZEIFHAERBIT AN - REBIRKENS

HRPoCELRERBEHWEERBFA - £FE0 1%3?%’@%%&
178 - Ith - BELFENFE D2 EREEREEANRPIERERIIREE
RRAS - WISHEEHMMBNZEEHANS - LREARRMMABIE E
Tﬂiﬁo

® THEHEAS

1. CISA Adds Citrix NetScaler CVE-2025-5777 to KEV Catalog as Active
Exploits Target Enterprises

CISA Adds Four Critical Vulnerabilities to KEV Catalog Due to Active
Exploitation

Public exploits released for Citrix Bleed 2 NetScaler flaw, patch now
CVE-2025-5777: CitrixBleed 2 Write-Up... Maybe?

CitrixBleed 2 exploitation started mid-June — how to spot it

How Much More Must We Bleed? - Citrix NetScaler Memory
Disclosure (CitrixBleed 2 CVE-2025-5777)

N

o akw



https://thehackernews.com/2025/07/cisa-adds-citrix-netscaler-cve-2025.html
https://thehackernews.com/2025/07/cisa-adds-citrix-netscaler-cve-2025.html
https://thehackernews.com/2025/07/cisa-adds-four-critical-vulnerabilities.html
https://thehackernews.com/2025/07/cisa-adds-four-critical-vulnerabilities.html
https://www.bleepingcomputer.com/news/security/public-exploits-released-for-citrixbleed-2-netscaler-flaw-patch-now/
https://horizon3.ai/attack-research/attack-blogs/cve-2025-5777-citrixbleed-2-write-up-maybe/
https://doublepulsar.com/citrixbleed-2-exploitation-started-mid-june-how-to-spot-it-f3106392aa71
https://labs.watchtowr.com/how-much-more-must-we-bleed-citrix-netscaler-memory-disclosure-citrixbleed-2-cve-2025-5777/
https://labs.watchtowr.com/how-much-more-must-we-bleed-citrix-netscaler-memory-disclosure-citrixbleed-2-cve-2025-5777/
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2.4 EXtERERmIAER

2.4.1 Ciscolif FUnified Communications ManagerZ & B X E Ziw

CVE #m3% |CVE-2025-20309

SEEMm  |Cisco Unified Communications Manager

RIBEHRILEHERG IVETER !
BERINE https://sec.cloudapps.cisco.com/security/center/content/Cis
coSecurityAdvisory/cisco-sa-cucm-ssh-m4UBdpE7

o NE:MA :
Cisco Unified Communications Manager ( Unified CM ) [ Cisco Unified
Communications Manager Edition ( Unified CM SME ) 2 Cisco 2 89
m—EEe  FTEXERET - W&l ENmEIFEINEE - HAT
Cisco EmEANE LM A5 (CVE-2025-20309 + CVSS : 10.0) + %
ARRERPAZNTERFRRE - HPFIHERN root IRPAIEREF
- BHEZREREEZBEUEME - IR oIgE et A& S 7 5aaE /Y
ZEnWEE - Kroot EREARFERBLANITHERRES -

o TETL:

> Cisco Unified Communications Manager 15.0.1.13010-1 £
15.0.1.13017-1 iR AR

o ERIR :

1. Cisco Unified Communications Manager Static SSH Credentials

Vulnerability
2. CVE-2025-20309



https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-cucm-ssh-m4UBdpE7
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-cucm-ssh-m4UBdpE7
https://nvd.nist.gov/vuln/detail/CVE-2025-20309
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2.4.2 FortinethE FFortiwebZEE XK E LR

CVE #7%% ||CVE-2025-25257

2 E M |Fortiweb

BB 2 FortiWeb 7.0.11 AR ~ FortiWeb 7.2.11 k7N ~ FortiWeb
7.4.8 BRZK ~ FortiWeb 7.6.4 fR 2N

® ANAE:AA :
Fortinet JE & Fortiweb @ —FURHAILEAZERB K& Em - HI)
BENEEE B - API (RiE - R ABENERBRB TS - HAl -
Fortinet X FiE A& /ﬁ/ﬂ/\i(CVE-2025-25257 . CVSS : 9.6) - It
AR ES D RBOMEE - FEBIE R HTTP I HTTPS
KRR SQL ERIEH M -

B2 %83 A NN
0 =40

BRRME

> FortiWeb 7.0.0 £ 7.0.10 ki A<
> FortiWeb 7.2.0 £ 7.2.10 iR A&
> FortiWeb 7.4.0 & 7.4.7 ik K
> FortiWeb 7.6.0 £ 7.6.3 iR~
o ERIKIR :
1. Unauthenticated SQL injection in GUI
2. CVE-2025-25257



https://fortiguard.fortinet.com/psirt/FG-IR-25-151
https://www.cve.org/CVERecord?id=CVE-2025-25257

Q SEBRAEAREEEEED
mtm Taiwan Computer Emergency Response Team / Coordination Center

243 SAPHHIE T ZMREMBHEXRELAS

CVE-2025-42967,CVE-2025-42980,CVE-2025-42964,CVE-2025-
42966,CVE-2025-42963

SAP S/AHANA - SCM Characteristic Propagation * NetWeaver
Enterprise Portal Federated Portal Network - NetWeaver Enterprise

Portal Administration ~ NetWeaver XML Data Archiving *
NetWeaver Application server

RIBE R AILELNER S TVETIER
AR https://support.sap.com/en/my-support/knowledge-base/security-
notes-news/july-2025.html

® NE:MA :

[ CVE-2025-42967 - CVSS : 9.9]

bR EFTER SAP SI4HANA F1 SAP SCM Characteristic Propagation -
A EAFEREERNIEZNHABENGZU XY - oeexE 5
SR EM SAP 247 -

[ CVE-2025-42980 - CVSS : 9.1]

2B 7 £ FX SAP NetWeaver Enterprise Portal Federated Portal
Network - FFRFEFERE LBEAREEHNEEAS  EERNERFE
FMEEOBE BT RARTIEE -

[ CVE-2025-42964 - CVSS : 9.1]

ZOMBTFETERS SAP NetWeaver Enterprise Portal Administration - 705F
HEEHZ LEAZEAERNEERNS  BEERNBRFINCETIES
MERRAZEE -

[ CVE-2025-42966 * CVSS : 9.1]

CVE #R5E

A
D=
i
a0
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SAP NetWeaver XML Data Archiving BR7 = 1E Java RFE3{ERE - 70
FREREEBEEEZEBENKEE  FABLOKRFTHEIIE
Java MR EERARENNEEY - T2EUYKRORAK -

[ CVE-2025-42963 - CVSS : 9.1]

SAP NetWeaver Application server B9 Java Log Z 7 Java & FF3U1ER)E -
REHAREERAESIEEERNNESEZ IS EfSEEN A
o REFEERAEANEIHIRBENEZ N - SEME RO A% -

BB/ £ .
® =E1E

» SCMAPO 713,714
S4CORE 102,103,104
S4COREOP 105,106,107,108
SCM 700,701,702,712
EP-RUNTIME 7.50
J2EE-APPS 7.50

> LMNWABASICAPPS 7.50
o ERIKIE :
SAP Security Patch Day - July 2025
CVE-2025-42967
CVE-2025-42980
CVE-2025-42964

CVE-2025-42966
CVE-2025-42963

VV V VY

oohkwnE



https://support.sap.com/en/my-support/knowledge-base/security-notes-news/july-2025.html
https://www.cve.org/CVERecord?id=CVE-2025-42967
https://www.cve.org/CVERecord?id=CVE-2025-42980
https://www.cve.org/CVERecord?id=CVE-2025-42964
https://www.cve.org/CVERecord?id=CVE-2025-42966
https://www.cve.org/CVERecord?id=CVE-2025-42963
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2.4.4 \VMware ESXi * Workstation * Fusion ] Tools FZE3IEE XK ELREE

CVE #m3% | CVE-2025-41236,CVE-2025-41237,CVE-2025-41238

SEEM VMware ESXi ~ Workstation * Fusion

RIBEHRILELRERATVETER
BRI https://support.broadcom.com/web/ecx/support-content-notification/-
/external/content/SecurityAdvisories/0/35877

® ANAE:AA :

[ CVE-2025-41236 - CVSS : 9.3]

VMware ESXi * Workstation &1 Fusion B9 VMXNET3 E#HEE T EH
GHEEERIRE -

[ CVE-2025-41237 - CVSS : 9.3]
VMware ESXi + Workstation #1 Fusion B9 VMCI FEEE N alwi -
OJREERERBEA -

[ CVE-2025-41238 - CVSS : 9.3]
VMware ESXi + Workstation &1 Fusion 9 PVSCSI &HlzsFE &%
R - IJEERHRBA -

B2 %83 A NN
0 =10

» VMware Cloud Foundation
VMware vSphere Foundation
VMware ESXi

VMware Workstation Pro

VMware Fusion

VMware Tools

VMware Telco Cloud Platform

» VMware Telco Cloud Infrastructure

o ERIR :

YV VYV V VYV
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1. VMSA-2025-0013: VMware ESXi, Workstation, Fusion, and Tools
updates address multiple vulnerabilities

CVE-2025-41236

CVE-2025-41237

4, CVE-2025-41238

N

w



https://support.broadcom.com/web/ecx/support-content-notification/-/external/content/SecurityAdvisories/0/35877
https://support.broadcom.com/web/ecx/support-content-notification/-/external/content/SecurityAdvisories/0/35877
https://nvd.nist.gov/vuln/detail/CVE-2025-41236
https://nvd.nist.gov/vuln/detail/CVE-2025-41237
https://nvd.nist.gov/vuln/detail/CVE-2025-41238
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2.4.5 Cisco lE F B D HEBIRBEFEEXRERRE

CVE #7%% ||CVE-2025-20337

S8 Em (ICisco ISE ~ ISE-PIC

RIBEHAILEL R TVETER !
R RIA https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurit
yAdvisory/cisco-sa-ise-unauth-rce-ZAd2GnJ6

® ANAE:AA :
Cisco & N BB BIARTE 5122 (Identity Services Engine + ISE)@ —F&E
RBANLZEZERBYES UM  FEAERBEWRESHN - WEH
HEMR T Bt RIS AHI EEEEREK - Cisco BTEAREZRE L
& (CVE-2025-20337 - CVSS : 10.0)IEHEMMRA - IEREEFEER
Cisco ISE [ Cisco ISE-PIC 45 E API - B E BB I OB REEEH]
o] FMALRE - REREE S BENERKIEE D root BN EREREF
(LB LEBTERZEL -

o TETH:

> Cisco ISE ] ISE-PIC 3.3 * 3.4 fR K
o ERIKIE :
1. Cisco ldentity Services Engine Unauthenticated Remote Code

Execution Vulnerabilities
2. CVE-2025-20337



https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ise-unauth-rce-ZAd2GnJ6
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ise-unauth-rce-ZAd2GnJ6
https://nvd.nist.gov/vuln/detail/CVE-2025-20337
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(E25

1T

CVE-2020-36847,CVE-2020-36849,CVE-2025-5392,CVE-2025-

CVE #m3% |5393,CVE-2025-5394,CVE-2025-6058,CVE-2025-7340,CVE-2025-
7341,CVE-2025-7360,CVE-2025-7401
WordPress Simple-File-List ~ AIT CSV import/export * Plugin-GB
Forms DB - Alone — Charity Multipurpose Non-profit *

FEEm |\WPBookit « HT Contact Form Widget For Elementor Page Builder
&amp; Gutenberg Blocks &amp; Form Builder ~ Premium Age
Verification / Restriction
EH AIT CSV import/export & 3.0.4(2) ARTARA
37 Alone — Charity Multipurpose Non-profit 2 7.8.5(2) L& ik
ZIN
&3 GB Forms DB £ 1.0.3(2) &K

.. |EE# HT Contact Form Widget For Elementor Page Builder &amp;

BRRIA _ PNy
Gutenberg Blocks &amp; Form Builder £ 2.2.2(2)L & kR 7S
Premium Age Verification / Restriction s K& B EEHED - &
Fo1F FHazIhRE
E# Simple-File-List 2 4.2.3(&) B IR
B HT WPBookit £ 1.0.5()EAK

& ANAEMMA :
CVE-2020-36847 .
WordPress Z &7 23 Simple-File-List - REZZREHIanRBINEEZER
RHERLESEBAIZERNEE LESAERZAEEMAERE
ABEIEZEE TR ERE LT
CVE-2020-36849
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WordPress Z &7 2T, AIT CSV import/export KR ¥ =5g58 FEEZE -
REAREEDER 2 ERNEE FERABERFAEA LN EMR LW
17

CVE-2025-5392 .

WordPress Z #&75 23 Plugin-GB Forms DB K Z =B BEAEEH A -
A REE &R 2RI B E EAEIUEIL R E K 1T
CVE-2025-5393 :

WordPress Z #9878 Alone — Charity Multipurpose Non-profit K %=
BMEBEERKEE  nIFARLEIER ZRHENEEMRERRFR

Ly 2
ZIEE -

CVE-2025-5394 .
WordPress Z 45 &8 Alone — Charity Multipurpose Non-profit K %=
i FEEXR  nirARKEE/EAZERNEE LEREEMER
TR E AR e E#AT

CVE-2025-6058 :

WordPress Z1E7T2T, WPBookit REZ =55 FEER - RFFARL

N 7RI INEE TEREEMENTNERE LT
CVE-2025-7340 :

WordPress Z#& 75123 HT Contact Form Widget For Elementor Page
Builder & Gutenberg Blocks & Form Builder R EZZ88:8 HEEZR -
ARKE DR v B2InNEBE TEREEMEN LR EARE LT
CVE-2025-7341 :

WordPress Z#& 78723 HT Contact Form Widget For Elementor Page
Builder & Gutenberg Blocks & Form Builder REZ =55 18 RIKIESE -
ARG ER 2RI NBERRERGRBESR -
CVE-2025-7360
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WordPress Z#& 7523 HT Contact Form Widget For Elementor Page
Builder & Gutenberg Blocks & Form Builder REZ =55 18 RIRIESE -
ARG D& 2 ERNERERA LRHERERERZERTBE -
CVE-2025-7401 .

WordPress Z #E75 2, Premium Age Verification / Restriction - &%=
REFRTEINEE - REARKE N HER 2 RIRNBEENES AEEGE
ARestEss -

Pl ERBERRRENEINIT AR - FEERED L ETER -

B/ 4813 AN
0 ==+,

> AIT CSV import/export 3.0.3(2) LB RS
Alone — Charity Multipurpose Non-profit 7.8.3(2) A BThR A&
GB Forms DB 1.0.2(2)ABThRZA
HT Contact Form Widget For Elementor Page Builder & Gutenberg
Blocks & Form Builder 2.2.1(Z) LB R A

> Premium Age Verification / Restriction 3.0.2(2) A BThRZA

> Simple-File-List 4.2.2(2) LA R A&

>  WPBookit 1.0.4(Z) LA R4
o ERIKR:
https://nvd.nist.gov/vuln/detail/CVE-2020-36847
https://nvd.nist.gov/vuln/detail/CVE-2020-36849
https://nvd.nist.gov/vuln/detail/CVE-2025-5392
https://nvd.nist.gov/vuln/detail/CVE-2025-5393
https://nvd.nist.gov/vuln/detail/CVE-2025-5394
https://nvd.nist.gov/vuln/detail/CVVE-2025-6058
https://nvd.nist.gov/vuln/detail/CVE-2025-7340
https://nvd.nist.gov/vuln/detail/CVE-2025-7341
https://nvd.nist.gov/vuln/detail/CVVE-2025-7360
https://nvd.nist.gov/vuln/detail/CVE-2025-7401

https://www.wordfence.com/threat-intel/vulnerabilities/wordpress-
plugins/ait-csv-import-export/ait-c

Y YV VY

HBPboo~NoOR~wWNE

= O



https://nvd.nist.gov/vuln/detail/CVE-2020-36847
https://nvd.nist.gov/vuln/detail/CVE-2020-36849
https://nvd.nist.gov/vuln/detail/CVE-2025-5392
https://nvd.nist.gov/vuln/detail/CVE-2025-5393
https://nvd.nist.gov/vuln/detail/CVE-2025-5394
https://nvd.nist.gov/vuln/detail/CVE-2025-6058
https://nvd.nist.gov/vuln/detail/CVE-2025-7340
https://nvd.nist.gov/vuln/detail/CVE-2025-7341
https://nvd.nist.gov/vuln/detail/CVE-2025-7360
https://nvd.nist.gov/vuln/detail/CVE-2025-7401
https://www.wordfence.com/threat-intel/vulnerabilities/wordpress-plugins/ait-csv-import-export/ait-c
https://www.wordfence.com/threat-intel/vulnerabilities/wordpress-plugins/ait-csv-import-export/ait-c
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2.4.7 Sophos & FIntercept X for Windows ZF#E2{EIE X & ZimiE

CVE #m3f | CVE-2024-13972,CVE-2025-7433

2,4 Sophos Intercept X for Windows

RIBE 77 IR LR NETIEM
BRI https://www.sophos.com/en-us/security-advisories/sophos-sa-
20250717-cix-Ipe

® WA :
[ CVE-2024-13972 - CVSS : 8.8]
IERTEFFE R Sophos Intercept X for Windows FOEFFEZT o - B175 5%
EERREAR - WNEBEZUEEEmAAIE - BBAREREZN
BARMBARNER -
[ CVE-2025-7433 - CVSS : 8.8]
£ Sophos Intercept X for Windows BV B N2 ot P EE AR IE
HRE - WWRBEAHREERTERERS

Bl YBR[/ £ .
0 =TE4T

> Sophos Intercept X for Windows 2024.3.2 (AZ) L BTARZA
» Sophos Intercept X for Windows Central Device Encryption 2025.1
(AR2)LART RS
o ERIR :
1. Resolved Multiple Vulnerabilities in Sophos Intercept X for Windows

2. CVE-2024-13972
3. CVE-2025-7433



https://www.sophos.com/en-us/security-advisories/sophos-sa-20250717-cix-lpe
https://www.cve.org/CVERecord?id=CVE-2024-13972
https://www.cve.org/CVERecord?id=CVE-2025-7433
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2.4.8 Microsoft i T SharePoint Server 2B & K ELRE

CVE #m3% | CVE-2025-49704,CVE-2025-53770

S8 E B IMicrosoft SharePoint Server

RIBESHEILELBRSNETIER !
. o |Inttps://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-
BRI 49704

https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2025-
53770

® AX:MMA :
Microsoft SharePoint Server @ —RIEERFIEF S - BREHEIREA
B BIEENRE - BREEEMBESHWZOLFE -
{CVE-2025-49704 + CVSS : 8.8]
IEAREXNEIARD  AHFKBRENKNEZSRRAUTERZLDS
[ CVE-2025-53770 - CVSS : 9.8]
EAAREEERN ZRFIERE - RFFRSIEENREERTE
BT -
5 - BB AIEE - 237 Microsoft SharePoint #9 CVE-2025-49704 -
CVE-2025-49706 5 CVE-2025-53770 EEBEZE A - SFERTHEN
FE TSR EEEBEREFIER

B BRN], £ .
0 =49

» Microsoft SharePoint Enterprise Server 2016
Microsoft SharePoint Server 2019
Microsoft SharePoint Enterprise Server 2016
Microsoft SharePoint Server 2019
» Microsoft SharePoint Server Subion Edition
o ERIKR :
1. Microsoft SharePoint Remote Code Execution Vulnerability

Y V V



https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-49704
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2. Microsoft SharePoint Server Remote Code Execution Vulnerability
3. CVE-2025-49704
4. CVE-2025-53770



https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-53770
https://nvd.nist.gov/vuln/detail/CVE-2025-49704
https://nvd.nist.gov/vuln/detail/CVE-2025-53770
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2.4.9 Sophos BIBAXIE A FEIBEXRE R RE

CVE #m3f% | CVE-2025-6704,CVE-2025-7624,CVE-2025-7382

2B E M Sophos Firewall

RIBE 77 IR LR NETIEM
BRI https://www.sophos.com/en-us/security-advisories/sophos-sa-
20250721-sfos-rce

® ANAE:AA :

Sophos Z BRI KB EZ AT - FEHE T XBEmREE 3 E
EARELZRED  URHERERE  HERAFEROMERAEEER
HEEERT -

[ CVE-2025-6704 -+ CVSS : 9.8]

Z % PDF 33 (Secure PDF eXchange « SPX)MEEFEERXHE AR
B - B SPX MR EREHXBERS I AMHA)ET - olgE
YRR RIGZIBIIT -

[ CVE-2025-7624 - CVSS : 9.8]

Legacy (transparent) SMTP proxy FE—I8 SQL JF ARME - &EFE
HRIFAPRBEELER - B&H 21.0 GA ZRIBRAFHREIRBIRA - O
BEERRIRTEIBIT -

[CVE-2025-7382 - CVSS : 8.8]
WebAdmin FEWBZFARE - BEEEERA OTP & - BI0JEEE
BAEM N EEE S o A HA)EBNE L EIRFRIR RGBT -
TMEE GEAZEMWRFIERIE - R REE D BENERRKNE
EERFEN TMEE 28 TEERREDE -

B SBR[/ £ .
0 ==,

> Sophos Firewall v21.5 GA (2)LABThRZ
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o ERIKIR :
1. Resolved Multiple Vulnerabilities in Sophos Firewall
2. CVE-2025-6704
3. CVE-2025-7624
4. CVE-2025-7382



https://www.sophos.com/en-us/security-advisories/sophos-sa-20250721-sfos-rce
https://nvd.nist.gov/vuln/detail/CVE-2025-6704
https://nvd.nist.gov/vuln/detail/CVE-2025-7624
https://nvd.nist.gov/vuln/detail/CVE-2025-7382
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2.4.10 SonicWall [E FSMA100& 5 EREEEKERTRE

CVE #7%% ||CVE-2025-40599

28 E= 2 (SonicWall SMA100

RRIRMEE | AT SMA 100 RAIEMRE 10.2.2.1-90sv () Z R

® NAMMA :
SonicWall & ¥ SMA100 %51 £ m 88 1o E A E 22 R)E (CVE-2025-40599
CVSS : 9.1) - SMA100 R5EmIY Web BN HEELBEZENT
EEELERED ERNBELEEEEEER  FoiElL BT
BREEZA%  UEERRIREZELIHNT -

=

(&)

B/ 48
o =

]]]Ha
H
op

> SMA 100 %% ZEm 10.2.1.15-81sv(=) Z Al iR A~
o ERIKIE :
1. SonicWall SMA100 Post-authentication Arbitrary File Upload

vulnerability
2. CVE-2025-40599



https://psirt.global.sonicwall.com/vuln-detail/SNWLID-2025-0014
https://psirt.global.sonicwall.com/vuln-detail/SNWLID-2025-0014
https://nvd.nist.gov/vuln/detail/CVE-2025-40599
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o BEXRNE
[BMUERZ] 8ERFERERALIFH(REERAMEREZARE
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SEENRSME | 2025/08/08(F) 13:00 ~ 16:20

mENMEL | DigiBlock CEUIBIFIE(Z b AR E & EIE = ER2875CHR)
SEENAEIE | https://www.cisanet.org.tw/Course/Detail/5751

EHEEE SII!H!H 1 *’l&ﬁIﬁﬁlﬂﬁlﬂﬁ!'ﬁ
RERE - SCREXRERAAEEY - RE @AM
£, BERIS - WEBSANE  WEE ) HHEE
REWHEA LNRNRE  BERRERNRSS -

RERE @5 BRAGEMEE REK

0

8/8(F) 13:30-16:20 o

© DigiBlock CRIfiTBIHE it
(BT AREIEIE=FR2875RCHF)

13:30-14:00 REHEB
14:00-14:10 MRERS ERMEM

14201435 ERERSEES MEEARR IR
14351505 EEREREHISSRRENA  MEZARAIRRES
1505-15:20 e

15:20-16:10 ER=SAENT

a N E i i
/ = 16:10-16:20 s
1620~ s

PERERARRRY HES
02-2553-39884#816 security@cisanet.org.tw

MEZARRLRRLE

v Cljrossapoess RETE My PEAAARTEREY @o-a-anm..ﬂ

[EA]

RE

HZELE - 2025/08/07

[ %2 B1% / Event Deails]

E¥EEEX - BIBETEMA | A4 )&/ﬁiIT’EiEUEEé&@E—iﬂEE‘
REWZE  FTRREREEEFEXREEE ﬂE‘”ZEi\’EERE
=, BN WEBnHEN® - )
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FHEEBER CRSEME  ESERESREBT -
[EWMEN] BUMBMUERES

[(MITEM] MEBZEABNILFERES - PERBENRBEHS
[B#48%& 0] 02-2553-3988 731 816 B E
security@cisanet.org.tw

yRENESRE | 2025-08-12 13:30 ~ 17:30
EENMEY PEREEARERE-KERAZEDIIAERE (StMPLUES
LLIEBE3ER22- 15k a8 T K12 512 Cl& )

JEENMEUE | https://www.cisanet.org.tw/Course/Detail/5426

ERBE
ZTHZEERVMSSSE
B Z 4 N
FAZ# 1215

z
DT SonmanRIT
N7

[EA]

[R{E : 4,8007T/ A

BEE : 450070/ A

BIBEE : 4,0007T/A

BEREM - B K5TRER

HZELE - 2025-08-07

[ ZRFZ2AZ / Event Deails]

AREENEELZE  EHATHMERIEENNZL 20
T BHop . 5EEBHEEIZAMKEEH  SRRNIFERS - 1B

EENEEE



mailto:security@cisanet.org.tw
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AR EE LARE - 2 EELSMFEERSE  BY

—REBNERINZIE FF? ARERAEEEHREHEEFE

JRA] - EREEBE  HHHJEHMI D AMRSRTLIZELHASE

% ERGBLUEREEEBEAR S - ARt IEFIER - Eiha

CiEEEZFG -

[EWEN) PERBEMNRERSE

[Et4&% 0] 02-2553-3988 1% 816 MEE
security@cisanet.org.tw

[(BEZE
SRENIFMA | 2025/8/13 09:00 - 16:00

EENME PERBESATREHE-ARNAEDIIAERE (KitHPLESF
LGB 3ER22-15k a8 T K12 512 CIE )
SRENAADE | https://www.cisanet.org.tw/Course/Detail/5441

BEARE

GEER

GO csamammin
5

[EA]

RENMEE JR1E : 7,2007T/A

EBfE : 6,80070/A

MIBEE : 6,0007T/A

EREM - 2 - E¥ R TRER
HZELE - 2025/08/06

[;EENAZ / Event Deails]



mailto:security@cisanet.org.tw
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EEEURARRE - ABLEEEEACHASEANAMAEAE
AR - it ENERER  REEZEESNIEENERS
Z - RERIERER - NERZEAEIGFIFOAEANTG - KRZ
ABENMBERL TN - BEFBERIE DEMO BIE - ERY
REBARSERE W 5B %ER - E REIEZEARFESE -
BE—TRERAFLE  RLZEREBHEANEZZER - LUEAZE
HHAT  FEETERREEAZEREARENEZMR - WHE
I PRLTEEXZNIERE - BeEEAMME -
[EWEA] PEREBEANNRERE

[B#48 8] 02-2553-3988 431 816 MME S
security@cisanet.org.tw

\I
/.

SEFMME PERESNTERE-ARRBRAZDIIAEEE (BltmPLUES
LJEEE3ER22-15E 5% T K12 542 CIE )
SHENAADE | https://www.cisanet.org.tw/Course/Detail/5442

@ CISA RUTNEAS
CISAREND AW

[EH]

EEE E=E : 12,00070/A

BB : 11,0007/ A

BIBEE : 9,50070/A
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[ ZR#EAS / Event Deails]

R 2 HEBESH R @R E R ANE &8 - FUE - EESi - &8

AERABLZEREREZET RN B THERENEBRIBEDER -

B BEREENEITE - AR MERIZ BEIEN - ARER

mAARZE O BEZWEF X - WPIEM - ABAEMNEE - ’EZHE

EMEMEZE A - UIRIOE REFRHALRER  EREE

BUNEZHEET -

[EMEN) PERBEMNRBEHS
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== N SI=
£ 4E - TYVNERASG
—
TWCERT/CC ZXB {38 %H 2ZCVSS 3108 Assl L7 mAENMTE :

FEEFRIH | iSherlock - OS Command Injection
TVN/CVE ID @ TVN-202507003 / CVE-2025-7451

9.8 (Critical)
CVSS CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H

T EEmMBEMK

Hgiga iSherlock (€J& MailSherlock - SpamSherlock -
AuditSherlock)4.5 ~ 5.5

FEEm SEEN

iSherlock-maillog-4.5 < 137
iISherlock-smtp-4.5 < 732
iISherlock-maillog-5.5 < 137
iSherlock-smtp-5.5 < 732

18 E Bl % A 8¢ 2 iSherlock 77 7 OS Command Injection Jf&
i AR E D& ZERNEE T ATEIFELRFKTE

FIRR L LAWREIREE E¥IT - WRASERXINA - FREREE
e
EFEFiSherlock-maillog-4.52137(2) L& IR A&

I, EHEHiSherlock-smtp-4.52732(2) LI R
EHE #riSherlock-maillog-5.52137(2) LI R A
EHE#riSherlock-smtp-5.52732(2) LA R

~FBH 2025-07-11

HaRIEAE hittps://www.twcert.org. twi/tw/cp-132-10237-9e0f7-1.html

E R #5(BatchSignCS) - Arbitrary File Write through Path
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Traversal

TVN/CVE ID @ TVN-202507004 / CVE-2025-7619

8.8 (High)
CVSS CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
EEm %2 & PR 7% (BatchSignCS) 3.138(2) LA A 4~

&% 18 B 7 5 52 7 22 2= IR 7% (BatchSignCS) A& Windows B = 12
= - EEFEEArbitrary File WriteJ@id - FEZE RIS

FRE T EREEAEREHEL  BERNBEFEIBEATERE
ZEAERBRK  UAHENALRENTESRZEINE -

BERFE I E3.145(2) I IR A

yNI=EE 2025-07-14

THESE AL https://www.twcert.org.tw/tw/cp-132-10239-770ab-1.html

THRRRRES | AXEFIEZIEZRTH - Remote Code Execution

TVN/CVE ID @ TVN-202507005 / CVE-2025-7620

8.8 (High)

CVSS CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:U/C:H/I:H/A:H

& Em N EEE BB THv1.6.8(F) IATARA
BRAMBEESEHFZANEHFE R B R ITHFE Remote

R B H 2kt Code Executionm)d - S FEAEEZITHRIARER FE
BERERAL  BRRBEOUEETHEEEX LT -

R & BB ETEN

yNEI=E: 2025-07-14

THEAE LS https://www.twcert.org.tw/tw/cp-132-10241-2ec07-1.html

Z1ZR$ | WinMatrix3 - Insecure Deserialization
TVN/CVE ID @ TVN-202507007 / CVE-2025-7916
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9.8 (Critical)
CVSS CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
~EEm WinMatrix AP 3.8.52.5(2) BT hR A

EBREBREE ZWinMatrix3ERREXEER[IEEE
Insecure Deserialization)®)d @+ K& S DRl 7 2 InKEE

e RE H 2t
= P E R ERERI EABRAEREHATERER
S -
. EFTAPZE3.8.52.5(Web 1.2.39.5)1 % #hotfix -
B HAPZE3.9.1(Web 1.3.1)(&) B R4
yN:CISE:! 2025-07-21
TEREAESS https://www.twcert.org.tw/tw/cp-132-10256-14d55-1.html

ZHEREE | WinMatrix3 WebE# - SQL Injection

TVN/CVE ID @ TVN-202507009 / CVE-2025-7918

9.8 (Critical)
CVSS CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/l:H/AH
& Em WinMatrix Web 1.2.39.5(2) U BThRZS

2Z 5 B F 8% 2 WinMatrix3 WebE S F7ESQL Injection
53 /28 i it B - KRB DER 2 RIHEHNEED )T ATESQLIESE

- B AMREREANS -
EHTAPZE3.8.52.5(Web 1.2.39.5)1 & %hotfix - SLEFAPE

BRAE
e 3.9.1(Web 1.3.1)(Z)LUERR A
yNEISE:! 2025-07-21
THESE AL https://www.twcert.org.tw/tw/cp-132-10259-b4b38-1.html

SRfiE | EXiEHE - Stack-based Buffer Overflow

TVN/CVE ID @ TVN-202507012 / CVE-2025-7921

CVSS 9.8 (Critical)




& wvoertac

SEENEREHREREERHRA DL
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CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
o s i R AR | RTF8207TWEARTF8217
F/5E=nn -
i BBERRA : R82XXR250718(F =) A AR A
55 fB B 88 2 ER 9 B 15 1 AU 5% 77 £ Stack-based Buffer
Gl pan Overflow)m)la - KRG 7 &Rl 2 iEim WEE O] IEHIIZ 0
TR UAMIZRNTERERS -
BRRAE EHFEE AR A ER82XXR250718(2) L& IR A
~FBEEA 2025-07-21
TERESELS https://www.twcert.org.tw/tw/cp-132-10268-1583b-1.html

BEEIE | SFT - SQL Injection

TVN/CVE ID | TVN-202507013 / CVE-2025-7343
9.8 (Critical)
CVSS CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
FEEm SFT 3.7.12(&)LL N ARAK
BT BES B 8% 2 SFTTRTESQL Injection®id - RS 7 i
53 /28 i 2t Al 7 min W EE O JF AERSQLIES UIER « Eea s R
BRERE -
BRR A A B E3.7.45(2) ERAI Z 212 T KB202505001
NS 2025-07-21
THRAELSS https://www.twcert.org.tw/tw/cp-132-10270-83d95-1.html
TVN/CVE ID @ TVN-202507014 [ CVE-2025-7344
8.8 (High)
CVSS CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/l:H/IAH
FEEm BR#th& 2.5.1 build 0161(2) AT ARA
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ST E R s 2 B 573 EPrivilege Escalationy®)ld - &£

e8] B i it KIS —RERZZEHRIEZ N BREEAPINSEES
PR -

R FEHE2.3.2 build 0115(2) L _ERRAT ZHAEHE
KB202504001

yNEI=Et 2025-07-21

HHEAELS https://www.twcert.org.tw/tw/cp-132-10272-5b691-1.html

RFESME | ZTIEEBEREBEFS - Missing Authorization
TVN/CVE ID @ TVN-202507015 / CVE-2025-8322

8.8 (High)
CVSS CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
SEEm ZINEEEERBEYS

mRFSHREZINEEREF & FTEMissing Authorization)f®
b ENE—REASEREZEIRKNEBEENEREGFINE

PR BEINEE - B - EERBRIRSE - E2 0 ERIR
IR RAMEES -

B ZMPITIR IR 2 BREN - BHERF SRR EN
BRI ; SEHA RS AMNRTS - ERNRARER -

AREHA 2025-07-30

THESE AL https://www.twcert.org.tw/tw/cp-132-10304-6b375-1.html

RFSTHRE | ZTEEEEREFES - Arbitrary File Upload

TVN/CVE ID @ TVN-202507016 / CVE-2025-8323

8.8 (High)
CVSS CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H

B/ 43 = O P2y EE L7 AN
SEER ZINEEEEREYS

A
] 28 i 2t RF MR RZINEREF & FEArbitrary File Upload)f

r—
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- BIS—RERBERZZRNEE O] LETRNITH
BEMEN - EMRAEKRRHATERREIE -
AMAATIR MR 2 BREN - BB RF SRR EN

BERTT% BERN ; SRR ONRTS - EBIRR AR -
ABIEE 2025-07-30

THESE LS https://www.twcert.org.tw/tw/cp-132-10306-ccea7-1.html
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4788 - TWCERT/CC B

BITEAN . BEEMaEIE G EEERRE O
(Taiwan Computer Emergency Response Team / Coordination Center)

HFHIHER : 2025%7831H

&7 HH : CERT_Service@cert.org.tw

B4 : https://twcert.org.tw/

Facebook T 44 &H : https://www.facebook.com/twcertcc/

Instagram : https://www.instagram.com/twcertcc/



http://www.facebook.com/twcertcc/
http://www.instagram.com/twcertcc/

