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Product Engineering (Material Analysis/Process Optimization)-National Taiwan University-Hao Xue [with resume]

redacted <redacted>

Hello:
| am writing to you with the honour to submit my application for the position. | am Xue Hao from the Department of Materials Science and
Engineering at National Taiwan University. | feel that my professional background and technical capabilities are highly consistent with your

company's needs, so | sincerely ask you to consider my application.

Enclosed is my brief introduction. As the file contains contents in various formats, | have organized my resume and related information into a ZIP
compressed file. Please check it.

To comply with information security regulations, use password protection: <redacted>
We kindly ask you to take the time to review it. | look forward to having the opportunity to interview you further.
Thank you very much.

Sincerely,
Xue Hao
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FRIDATED - RBEZBENEBNERMRELT  BEENEABTSIFR
B IEBHNRBAS|IFZEZFME - MEBFR -

Invitation for Investment Research Cooperation

A Amelia_W_Chavez <Amelia_W_Chavez@proton.me>
To:  redacted

Dear <redacted>

| hope you can forgive me for the presumptuous letter | wrote to you. Our company, Yuanfu Investment Consulting Co., Ltd., has been paying close attention to the capital
market trends in Greater China. We have recently read your team's in-depth research report on the semiconductor industry and have benefited a lot from it

In order to further deepen the industry research, we write to seek your advice. Enclosed is our latest market observation report, which covers the investment opportunity
analysis of the Al server supply chain. We sincerely look forward to receiving your professional advice.

If you have any questions, | hope you will reply. | hereby send you my best wishes.
Best regards,

Yuanfu Investment Consulting Co., Ltd.

Research Department Assistant Manager

Sincerely, Zhang Zhiming
Attachment: 2025Q3_Al Server Supply Chain Investment Outlook.pdf
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1. Chinese Hackers Target Taiwan's Semiconductor Sector with Cobalt
Strike, Custom Backdoors
2. Phish and Chips: China-Aligned Espionage Actors Ramp Up Taiwan
Semiconductor Industry Targeting



https://thehackernews.com/2025/07/chinese-hackers-target-taiwans.html
https://thehackernews.com/2025/07/chinese-hackers-target-taiwans.html
https://www.proofpoint.com/us/blog/threat-insight/phish-china-aligned-espionage-actors-ramp-up-taiwan-semiconductor-targeting
https://www.proofpoint.com/us/blog/threat-insight/phish-china-aligned-espionage-actors-ramp-up-taiwan-semiconductor-targeting
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® CVE-2021-20038 (CVSS:9.8) A EEFEEAIRE « AFFARLK
B RENEEREBENTERS -

® CVE-2024-38475 (CVSS:9.1):2Apache HTTP Server Z1E R AL B
B EERRE - FZSAM 100558 - watchTowr 2158
SZmE BICVE-2023-44221 0] AHE AL W EEHE - BRI AR BRIER
AAUNC61481% A IttJmE #2 -

® CVE-2021-20035 (CVSS:6.5)F1CVE-2021-20039 (CVSS:8.8) & 7&
MLEANRE - RFKBEENRENZRRIEETIATEDRS
® CVE-2025-32819 (CVSS:8.8) 0 sF EBSSLVPNIE B & # R E
ImRNEE  HARCERRERS  MREERHEE -
— B =A% A E SonicWall SMA100£ 5381 - TiEEA—ERE
"OVERSTEP ., WBEEER - EE—TEFEHSonicWall SMA100% 5158 &
HRETHWCESEMREN  EERBRENRAKEREENF  LoHERE[G
RERZEIRMER (&M@ shell ) - FBENEEAIIRE - BIHEUREBEEY
RER  ERE—TEHPNRNE - 5 7 HBEHR - OVERSTEPEEH
ERAGRER - MIRAGHTER LR  FELABHLUEMEAR
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HRSHHNZEEERABSERET - 85D/ EE - BUSHE
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Q SEBRAEAREEEEED
m Taiwan Computer Emergency Response Team / Coordination Center

ST

NES

LAE’JI BEBAGE—HRBREAR  BE—HBRORIEFEZEN
- BlERRBECERN - BREINEEFN HB B RENEBER
° —E%&Iﬁlé - BEASBNSIERHEERIIFE - GTIC 85 .

o 1BEIREREE SonicWall SMA 100 %5184

o EMNRTEMBARHBE—RMEN (OTP)

o HREKE FHIPFAREETLS

o BMERMHAEEBAERHFFENIIT

® WEMFZKSonicWallSkEZ ASIHE) - FATENISE R O

® THEAELS

1.

2.

3.

Ongoing SonicWall Secure Mobile Access (SMA) Exploitation
Campaign using the OVERSTEP Backdoor

UNC6148 Backdoors Fully-Patched SonicWall SMA 100 Series
Devices with OVERSTEP Rootkit

SonicWall SMA devices persistently infected with stealthy
OVERSTEP backdoor and rootkit



https://cloud.google.com/blog/topics/threat-intelligence/sonicwall-secure-mobile-access-exploitation-overstep-backdoor
https://cloud.google.com/blog/topics/threat-intelligence/sonicwall-secure-mobile-access-exploitation-overstep-backdoor
https://thehackernews.com/2025/07/unc6148-backdoors-fully-patched.html
https://thehackernews.com/2025/07/unc6148-backdoors-fully-patched.html
https://www.helpnetsecurity.com/2025/07/16/sonicwall-sma-devices-persistently-infected-with-stealthy-overstep-backdoor-rootkit/
https://www.helpnetsecurity.com/2025/07/16/sonicwall-sma-devices-persistently-infected-with-stealthy-overstep-backdoor-rootkit/
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2024 FAFIRY Specula HE2R - [RAM A SALK IR BZES] - U
SE—FRBIKATIT - RN - MEEESE 2017 FE#H CVE-2017-
11774 (CVSS : 7.8) - W ER Outlook Home Page Ul 318 - 157&/&\17]%‘%33
AEZHE  REBHRE—EHEE WEEZHOUEWREAE &
Outlook f% 4 FZilRY C2 &F9 -

BZ /N5 TrustedSec #fFL & Oddvar Moe £ 2024 S/~ % Specula C2
FEZE T$B§Dﬂ 4@ Outlook B9 "Home Page s ThEERSE 4 PlniE (b5
ML EES (C2) @ ﬁﬂ?aﬁ /\zcE Windows & £ 18 7 12
EnabIeRoam|ngFoIderHomepages 1 R ERTEH WebView URL -
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Outlook MEBBH Aizlx HTML EE T VBScript - BlIffERREEFE S
B SEXIGE 2025 F 7 BN —EWHETEEEDP ( Redteam
Chronicles: A C2 Story — Outlook's One-Setting Wonder) /3#%z8 E8EE KR
BEEE B PRINGER - BERMERI R BRI HZINEE - MEZR
/AE] Mandiant 17 Z 222 F APT E5E ( 40 UNC1194 ) BB E LI
Outlook Home Page #%1ff - (MEEWIFEANHARETR  MEEEGFEN
BB -
WERZ Va2 sT ILINEE - @5 FZEIESERERE SharePoint RIS £

Outlook EEZE - AMM - MREAERIR - REBEUEHE - Bl0fER

ZMEEEERWIBE N FNEMBAZINEE - ## Outlook BEFH AR
HTML EEIH{TIEZ (HNE]L) -

WORKAROUND #1 (Recommended)_:

If the folder Home Page that you use is associated with one of Outlook's default folders, the recommended
workaround is to use WebView registry entries and point the URL target to an internal website instead of an

external website. For example, kif you wanted your Inbox to point to an internal home page, you can add the
[following WebView registry key and set the URL string to an internal location:

[HKEY_CURRENT_USER\Software\Microsoft\Office\16.0\Outlook\WebView\Inbox] "URL"="http://[place
internal URL here]"

¥ Registry Editor - a X
File Edit View Favorites Help
[ 1w WebView A || Name Type Data
E:“u‘i:s ab) (Default) REG_SZ (value not set)
abJURL REG_SZ http://internalsite

B : EFRENRAE - BRAKRR  MEES X

Moe &7~ - BRESRABEREAZENEPRINERITFE &
AEIRWBREMATE - i8R . "RAARR 7&K - MEERE
EXET  ERNHEBREBN - REWBRBRERR - AKEREE
MBEEREH -

BESA BN 2 & 58K VBScript ( Windows 11 24H3 Tl F&1#8kR% - 78
2027 =4 EEER ) - BREAREAEXEE Home Page/WebView IIEE
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LG - Specula #EZR7E 2025 SR M FAZ2REER IR R R C2 B8
TP EEE - ol FRENLL M ERRFENT

1. £ Windows 11 24H3 ARAFE - {6 =& 0l EZFEFZRBR VBScript -
FEETI2027EEH TR BER -

2. BEHARENAR Outlook - BWHRFERER - BIEH Home
Page/WebView T5EE A E PR -

3. ulZEBEEFMHERABERIMA - FIlE URL sREBRIEL

4, BEVETSREROEE - BlanLU N BB PRY URL HE0L
® HKCU\Software\Microsoft\Office\\Outlook\WebView\Inbox

® HKCU\Software\Microsoft\Office\
® HKCU\Software\Microsoft\Office\

SEIRMARELS  IESERESAEH - ENXHPRENRA
BN ABERARERR - ERVWARERICRANEAEE - D%
LN BBRERE -

o THESELS
1. Oddvar Moe: Redteam Chronicles: A C2 Story - Outlook's One-
Setting Wonder
2. Oddvar Moe: Redteam Chronicles: A C2 Story - Outlook's One-
Setting Wonder
Outlook Home Page feature is missing in folder properties
Specula — Initial Install and Setup (Video 1)
Github — trustedsec/specula

ok ow



https://www.youtube.com/watch?v=wrPU89TpitM
https://www.youtube.com/watch?v=wrPU89TpitM
https://x33fcon.com/slides/x33fcon25_Oddvar_Moe_-_Redteam_Chronicles_A_C2_Story_-_Outlooks_One-Setting_Wonder.pdf
https://x33fcon.com/slides/x33fcon25_Oddvar_Moe_-_Redteam_Chronicles_A_C2_Story_-_Outlooks_One-Setting_Wonder.pdf
https://support.microsoft.com/en-us/topic/outlook-home-page-feature-is-missing-in-folder-properties-d207edb7-aa02-46c5-b608-5d9dbed9bd04
https://www.youtube.com/watch?v=6gL4tyQwgb4&list=PLk-dPXV5k8SE_g2507i2Qsu-dj3nRnTgA&index=4
https://github.com/trustedsec/specula
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2.2 EXtEREmIAER
221 HBEBRIE T Apex One BBl AFE2EAE AT L RE

CVE #m3% |CVE-2025-54948,CVE-2025-54987

SEEM |[Trend Micro Apex One

RIBESRAILEL RS TVETIER :
https://success.trendmicro.com/en-US/solution/KA-0020652

BERIEE

o AE:MMA :
Apex One EBERFTE N —MhMELETESASE - BHEFHE
EIEE I BANMECERMAREEMNRLIHERSE - HAl
BRI T 2 MEKXKELRIE(CVE-2025-54948 - CVSS : 9.4 A
CVE-2025-54987 - CVSS : 9.4 ) - EBRIEERRIEZTIARE -
FIERENERRNEE TEERERBIUHTHS

o TETH:

> Apex One (on-prem) 2019 14.0.0.14039(=) Z BT hRZS
o ERIR :

1. Trend Micro Apex One™ (On-Premise) Management Console
Command Injection RCE Vulnerabilities

2. CVE-2025-54948

3. CVE-2025-54987



https://success.trendmicro.com/en-US/solution/KA-0020652
https://success.trendmicro.com/en-US/solution/KA-0020652
https://nvd.nist.gov/vuln/detail/CVE-2025-54948
https://nvd.nist.gov/vuln/detail/CVE-2025-54987
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2.2.2 Adobe Experience Manager (JEE) Z1E £ K& % (CVE-2025-54253)

CVE #7%% ||CVE-2025-54253

24 =2 |IAdobe Experience Manager (JEE)

B3 Adobe Experience Manager (AEM) Forms on JEE £ 6.5.0-
0108 hi A

® WA :
Adobe £t#7 Java 1E2EhR(JEE)BY Adobe Experience Manager Forms 2§
B KEZ R (CVE-2025-54253 - CVSS : 10.0) - I REIRN B & i
i WEBHEIANHEIDREGERZ EHEILRTESEINE -
° HETA:
> Adobe Experience Manager(AEM)Forms on JEE 6.5.23.0(&)Z Al
bl <
o ERIR :
1. Security updates available for Adobe Experience Manager Forms |

APSB25-82
2. CVE-2025-54253

BRRME



https://helpx.adobe.com/security/products/aem-forms/apsb25-82.html
https://helpx.adobe.com/security/products/aem-forms/apsb25-82.html
https://nvd.nist.gov/vuln/detail/CVE-2025-54253
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2.2.3 Microsoft Exchange Server £ & X & L il (CVE-2025-53786)

CVE #7%% ||CVE-2025-53786

=22 E m |[Microsoft Exchange Server

RIBESHEILELBRSNETIER !
AR A https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2025-
53786

o NAE:MA :
MENET ¥ E N E fm Exchange Server 2 E A E % RE A 5 (CVE-
2025-53786 - CVSS : 8.0) » LM EARHFNSEREERNINESE -
HEEMESHENIRIRRAER - BERRENHGEZETE
AN EEIEE -
#Zm o HE PoC BRI HEEBIRIEARE (Black Hat) 2FE/R - Of
BEMNRMEBENEEF A - Microsoft EELZ 2 M E BRI ER
EREN  ZEBERNRINGRAEREN - DY L I RE I sER
WERT -

B2 %83 A NN
0 =10

> Microsoft Exchange Server Subion Edition RTM 15.02.0.0 £
15.02.2562.017 iR

> Microsoft Exchange Server 2016 Cumulative Update 23 15.01.0 &
15.01.2507.055 R A

» Microsoft Exchange Server 2019 Cumulative Update 14 15.02.0.0
Z 15.02.1544.025 hR A

> Microsoft Exchange Server 2019 Cumulative Update 15 15.02.0 £
15.02.1748.024 R A
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o ERIKR :
1. Microsoft Exchange Server Hybrid Deployment Elevation of Privilege
Vulnerability
2. Microsoft Releases Guidance on High-Severity Vulnerability (CVE-
2025-53786)
3. CVE-2025-53786



https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-53786
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-53786
https://www.cisa.gov/news-events/alerts/2025/08/06/microsoft-releases-guidance-high-severity-vulnerability-cve-2025-53786-hybrid-exchange-deployments
https://www.cisa.gov/news-events/alerts/2025/08/06/microsoft-releases-guidance-high-severity-vulnerability-cve-2025-53786-hybrid-exchange-deployments
https://nvd.nist.gov/vuln/detail/CVE-2025-53786

@ AMBAR AR E HED D
m Taiwan Computer Emergency Response Team / Coordination Center

2.2.4 Fortinetil FFortiSIEMFEE XE R i (CVE-2025-25256)

CVE #7%% ||CVE-2025-25256

S EEm |[FortiSIEM

BEMEMTRAE :

FortiSIEM 7.3.2 kR A&

FortiSIEM 7.2.6 kiR A

BRRIE |FortiSIEM 7.1.8 AR

FortiSIEM 7.0.4 R4~

FortiSIEM 6.7.10 fR &

FortiSIEM 6.6(=2)LL M ARABS 2 EE R

® WA :
FortiSIEM & Fortinet 1€ FHRERZZERESHEEFS - EH
Al MBEEEHEAM - RANBENEAZEZEENER  BRESEERE -
dTH - Fortinet 3 E KE L miH 25 (CVE-2025-25256 - CVSS : 9.8) -
IERIFERARIESTIARE - BERHFREEIRENREE @ &
BIBEORETHNB LI NME(CL)FEX - MITAKEENERBRGZ

Bl YBR[/ £ .
0 =TE4E

Dlll'

> FortiSIEM 7.3.0 £ 7.3.1 ik K

FortiSIEM 7.2.0 & 7.2.5 kR

FortiSIEM 7.1.0 & 7.1.7 kR

FortiSIEM 7.0.0 & 7.0.3 hR A&

FortiSIEM 6.7.0 & 6.7.9 iR

o ERIKR :
1. Remote unauthenticated command injection
2. CVE-2025-25256

YV V.V V



https://fortiguard.fortinet.com/psirt/FG-IR-25-152
https://nvd.nist.gov/vuln/detail/CVE-2025-25256
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2.2.5 WindowshRZoom A Filis 7 & K E ZimilE(CVE-2025-49457)

CVE #75%% ||CVE-2025-49457

=EE m |[Zoom

RIBE L RILELEORT NETIER
BRRUEE https://www.zoom.com/en/trust/security-bulletin/zsb-
25030/?lang=null&lang=null

® WA :
Zoom E—AREBEYEEmRKNEZNE  IRFZARLEE 8D
ERGERH ﬁﬁﬁ’*?@ﬁﬁlf’ﬁ@—i%ﬂﬂ > Zoom HEISEMEARELR
@/~ £5(CVE-2025-49457 - CVSS : 9.6) - &4 Windows ik Zoom &
HﬁﬁTEKxFEH’Hﬁ B1C<TRE - ofR n:ﬁﬁ%ﬁ%‘é% YERAEMOINEEE
ZREE T EGEITHE BETIE%IQ% °

Bl YBR[/ £ .
® =TE4DT

> Zoom Workplace for Windows 6.3.10 2 Bl iR
> Windows 6.3.10 ZBThRZAS ( 6.1.16 1 6.2.12 BRSN ) B9 Zoom
Workplace VDI
> Windows kit Zoom Rooms 6.3.10 ZBThRA
> Windows B Zoom Rooms %22 6.3.10 Z Al il A<
> Windows hit Zoom Meeting SDK 6.3.10 2 Bil iR 4~
o ERIKR :
1. Zoom Clients for Windows - Untrusted Search Path
2. CVE-2025-49457



https://www.zoom.com/en/trust/security-bulletin/zsb-25030/?lang=null&lang=null&lang=null&lang=null
https://nvd.nist.gov/vuln/detail/CVE-2025-49457
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2.2.6 SAPHHIE T ZREMBHEXRELAS

CVE #m3% | CVE-2025-42957,CVE-2025-42950,CVE-2025-42951

=22 Em |SAP S/I4AHANA - Landscape Transformation * Business One

RBESHIEELE RS NETIER !
AR A https://support.sap.com/en/my-support/knowledge-base/security-
notes-news/august-2025.htmi

o NAE:MA :
[ CVE-2025-42957 - CVSS : 9.9]
bR EFTER SAP SI4AHANA F1 SAP SCM Characteristic Propagation -
A EAFEREERNKEBERNA RFC ARIBERANRE - &
13 ABAP RV T A L4 - (EMABNZENIRERS -
[ CVE-2025-42950 - CVSS : 9.9]
2O TFETER SAP Landscape Transformation (SLT) - #FFEBFH
EZHERNNEERE RFC ~2HNBEEANTRE - RIS ABAP 2
VB EAZRM - EMEBLENEERS
[ CVE-2025-42951 - CVSS : 8.8]
SAP Business One (SLD) FHEEERME - nF&BEENKNEES
BIFIUEFER AP EVSE R ENESIES IR -

B BRN]7 £ .
0 =49

» SAP S/4HANA (Private Cloud or On-Premise) S4CORE 102, 103,
104, 105, 106, 107, 108 kA<

» SAP Landscape Transformation (Analysis Platform) DMIS
2011 1 700,2011 1 710,2011_1 730,2011 1 731,2011 1 752,
2020 hRZAS

> SAP Business One (SLD) B1_ON_HANA 10.0, SAP-M-B0 10.0 ik
ZIN
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o ERIKR :
1. SAP Security Patch Day - August 2025
2. CVE-2025-42957
3. CVE-2025-42950
4. CVE-2025-42951



https://support.sap.com/en/my-support/knowledge-base/security-notes-news/august-2025.html
https://www.cve.org/CVERecord?id=CVE-2025-42957
https://www.cve.org/CVERecord?id=CVE-2025-42950
https://www.cve.org/CVERecord?id=CVE-2025-42951
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2.2.7 Cisco IE FPAXiB A MEFEEAERmIE(CVE-2025-20265)

CVE #7%% ||CVE-2025-20265

SSEEEE M |Cisco Secure Firewall Management Center

RIBEHAILEL R TVETER !
R RIA https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurit
yAdvisory/cisco-sa-fmc-radius-rce-TNBKf79

® WA :
Cisco Secure Firewall Management Center (FMC ) @ —E&£ P HEIE
FE - ARM—EIREEE Cisco FiKigEm - BT ENEBIHE
RE - WEIEBBEREIE - SHPT - REETEEER TSN -
Cisco EMEARE LA S(CVE-2025-20265 + CVSS : 10.0)1 &
BHARA - WERBGEERZZER RADIUS ETBMERER - oK
KRB ENRREE TIALE Shell ES U FEZEENTES -

o FEYS:

> Cisco Firewall Management Center ( FMC ) 7.0.7 ~ 7.7.0 IR A& H
2RI RADIUS 358
o ERIR :
1. Cisco Secure Firewall Management Center Software RADIUS
Remote Code Execution Vulnerability



https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-fmc-radius-rce-TNBKf79
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-fmc-radius-rce-TNBKf79
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2.2.8 Docker WindowshR7F7ESSRF i (CVE-2025-9074)

CVE #R35k ||CVE-2025-9074

S E M |Docker Desktop

BESRUEE |EHZE Docker Desktop 4.44.3(2) 2 B RAK

o A :
Docker Windows S48 k2 —FFE Windows Z#4t FiETHEREIE T
B BRERBMECERIZHEEIE - Docker EHEAELRE
B A E(CVE-2025-9074 - CVSS 4.x : 9.3)WELEFHRA - ItAEE
AR 22 A KM IE(SSRF) M - e B EN A APIRTSERHEES
BELEFHEMEE  BEEMESE W ZREAELFENT
Docker Desktop BY{sE FH & ATE B RO HEPR BN &) 1 A AR b -

B2 %83 A NN
0 =40

> Docker Desktop 4.44.3(R2) Z BT hRAS
o ERIKIE :

1. Docker Desktop release notes

2. CVE-2025-9074



https://docs.docker.com/desktop/release-notes/#4443
https://nvd.nist.gov/vuln/detail/CVE-2025-9074
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2.2.9 Commvault FEE AXE ZimiE(CVE-2025-57790)

CVE #75%% ||CVE-2025-57790

2 E M ICommvault

EHE Commvault 11.32.102 (&) Z#&RZA + Commvault 11.36.60

BRIEE
’ (B) IR
o MEME

BEHBHEERRENIEME CommVault - DI ERBSERSBER
FEEH XEZFE  ZRENEHHEER  TRESWHWER
RERMAERESEN - LB HERELZ RIS (CVE-2025-
57790 - CVSS 3.x : 8.8) » WEmERErEnNEBENABRERENIT
REBRENERZFEI - JEEBERZLENT -

B2 %83 A NN
0 =40

> Commvault 11.32.0 £ 11.32.101 bk &
» Commvault 11.36.0 & 11.36.59 AR A<
o ERIR :
1. CV 2025 08 2: Path Traversal Vulnerability
2. CVE-2025-57790



https://documentation.commvault.com/securityadvisories/CV_2025_08_2.html
https://nvd.nist.gov/vuln/detail/cve-2025-57790
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2.2.10 Citrixi& FNetScaler ADC #1 NetScaler Gateway F1E2{E & K E L iR

CVE #m3f% |CVE-2025-7775,CVE-2025-7776

=, fm |Citrix NetScaler ADC ~ NetScaler Gateway
BEMEMUTRE :
NetScaler ADC #1 NetScaler Gateway 14.1-47.48 (2) 2 & R A&

NetScaler ADC #1 NetScaler Gateway 13.1-59.22 (&) Z & hR 2
B R HEE (INetScaler ADC 13.1-FIPS 2 NDcPP 13.1-37.241-FIPS E2 NDcPP

(B)ZEBARAK
NetScaler ADC 12.1-FIPS E& NDcPP 12.1-55.330-FIPS £2 NDcPP
(B)ZEBARAK

® NE:MA :
Citrix J& ~ NetScaler ADC (JR %% Citrix ADC) @ — KR E - BR
Bl REAEBEFEAENEZRAARIEMEL ST ; NetScaler
Gateway (R 7% Citrix Gateway) Al iRt L Z IR EFEIBRGE - &
FAREENTE LS FINEAERNMER - Citrix E2HEKRE
Z 78 A & (CVE-2025-7775 - CVSS 4.x : 9.2 1 CVE-2025-7776 -
CVSS 4.x : 8.8) - CVE-2025-7775 Ao almiE - BRRImZER
52k DoS W E ; CVE-2025-7776 s iBiemlmiE - B A alFRAIE)
THER1T /40 DoS I8 -
54h - CVE-2025-7775 HRIBHRA B W EEZNR - RFERENY
FaERETE N - DIMILE#H ¥ bR ol gERV IR B 38 £ -
st . X EEm NetScaler ADC 7 NetScaler Gateway 12.1 1 13.0 &2
& EoL(End of Life)MZEfn - Citrix BEFA R EZIBIRA
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o pETA:

> NetScaler ADC # NetScaler Gateway 14.1-47.48 (‘R2) Z Al R A~
> NetScaler ADC #11 NetScaler Gateway 13.1-59.22 (A 2) Z Bl iR 4~
> NetScaler ADC 13.1-FIPS E2 NDcPP 13.1-37.241-FIPS &1 NDcPP

(AZ)ZRIARZR
> NetScaler ADC 12.1-FIPS 2 NDcPP 12.1-55.330-FIPS E2 NDcPP
(A ) ZRIARZR

o EiRIKIE :
1. NetScaler ADC and NetScaler Gateway Security Bulletin

2. CVE-2025-7775
3. CVE-2025-7776



https://support.citrix.com/support-home/kbsearch/article?articleNumber=CTX694938
https://nvd.nist.gov/vuln/detail/CVE-2025-7775
https://nvd.nist.gov/vuln/detail/CVE-2025-7776
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== N SI=
£ 3E s TUNTREAS
—
TWCERT/CC ZXB {38 %H 2ZCVSS 3108 Assl L7 mAENMTE :

_— SRR | AXEHE A4 - Authentication Bypass

TVN/CVE ID @ TVN-202508001 / CVE-2025-8853

9.8 (Critical)
CVSS CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
SEEm NN EIEZ 4 5.0.89.0 ~ 5.0.89.1,55.0.89.2 ik A

_—EERFEHE A XEIE R % 17 T Authentication
Bypass)ila - K& 5 i Bl 7 =i W B & o] 428 R &I NS

IR FEFEREES Token - I FIFEVS K Token & AE S
DENFH -

BRI FH1E5.0.90(2)LUE IR A

~FHBH 2025-08-11

HEAELS https://www.tweert.org.tw/tw/cp-132-10319-adc18-1.html

HIBEM | E—BABEFHERRIE R4 - Local File Inclusion
TVN/CVE ID @ TVN-202508002 / CVE-2025-8913

9.8 (Critical)
CVSS CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
I E—RABETFBRIRIFZRMA IFTOP_P3 2 1 196()LLBTAR
seféliuu

K

EieEBEE VE—S ABE T HRRIE R A F1ELocal
i) 28 e File Inclusionf@)id - KR E N iRl Zimln WEE o] F A LILE

ERE R RN TESZEIVE -
FERFE EHEIFTOP_P3 2 1 197(&)MIEBRA



https://www.twcert.org.tw/tw/cp-132-10319-adc18-1.html
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yN:ISE:! 2025-08-13
THESE LS https://www.twcert.org.tw/tw/cp-132-10321-3cae5-1.html

gl RI$; | WebITR - Missing Authentication

TVN/CVE ID | TVN-202508003 / CVE-2025-9254

9.8 (Critical)
CVSS CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
EEm WebITR 2_1 0 32(2)LABThRA

ol B2 R B 82 2 WebI TRTZEMissing Authentication’®)@

PR RAES S BB 2 B I EE TR AR R AL B S
EHBARHS -

BT EHE2_1_0_33(Z)NEHE

yNEI=E: 2025-08-20

THEAESS https://www.twcert.org.tw/tw/cp-132-10328-dbc35-1.html



https://www.twcert.org.tw/tw/cp-132-10321-3cae5-1.html
https://www.twcert.org.tw/tw/cp-132-10328-dbc35-1.html
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4788 - TWCERT/CC B

BITEAN . BEEMaEIE G EEERRE O
(Taiwan Computer Emergency Response Team / Coordination Center)

HFHIHER : 2025%8H31H

&7 HH : CERT_Service@cert.org.tw

B4 : https://twcert.org.tw/

Facebook T 44 &H : https://www.facebook.com/twcertcc/

Instagram : https://www.instagram.com/twcertcc/



http://www.facebook.com/twcertcc/
http://www.instagram.com/twcertcc/

