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ABAIER - TREE AR EN NIRRT P AESEIE -

MOST INTRUSIVE ADVERSARIES

v » < ‘ﬂ!‘ ¥
e "\ >—IiBoth— “‘ { * o— e o— % o—{' ¢
o ) 2

PLUMP VICE MUTANT SCATTERED ETHEREAL GLACIAL CIRCUIT SUNRISE
SPIDER SPIDER SPIDER SPIDER PANDA PANDA PANDA PANDA

G NS £ r . v
‘iy—o‘».- —0 t‘?}—ﬁ ), »—0 = | * ',‘ —05‘1"
g 3
FAMOUS CURLY SCATTERED FAMOUS PUNK PRIMITIVE  VENOMOUS
c SPIDER SPIDER OLLIMA SPIDER BEAR BEAR

MURKY OPERATOR
PANI

PLUMP SINFUL PHANTOM
SPIDER SPIDER PANDA GLACIAL
NCL TELE PANDA

KRYPTONITE FROZEN NIMBLE
PANDA SPIDER SPIDER

< a’ﬁ'a i o
STATIC SPECTRAL  GLACIAL PULSAR
KITTEN SPIDER PANDA KITTEN &y Z <
AL r TELECONS ) MUSTANG NIMBLE SUNRISE
PANDA SPIDER PANDA

2 ¥ 3
Safo— ) o—had

OCULAR PUNK SCION
SPIDER SPIDER SPIDER

E1: BE—FHIEIAPTALZ - B A 2RJRE : CrowdStrike
CrowdStrike ¥ Bl BHBN EREMBZBR/FERA - PR 1 PR -
Blal KERPENSHEBFEMRE (APT) HB82EEEEES
"Panda, 1 - BHI2KET - " Mustang Panda s 2 IR 2R ARV
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A woertcc

B -
#7%% (Adversary) B / $h
BEAR Russia
BUFFALO Vietnam
CHOLLIMA DPRK (North Korea)
CRANE ROK (Republic of Korea)
HAWK Syria
JACKAL Hacktivist
KITTEN Iran
LEOPARD Pakistan
LYNX Georgia
OCELOT Colombia
PANDA People’s Republic of China
SAIGA Kazakhstan
SPHINX Egypt
SPIDER eCrime
TIGER India
WOLF Tlrkiye

Z<1: CrowdStrikenn RAPTE & 4B V72 8 - HTWCERT/CCZIE#

Threat Actor Country Target Industries
SCATTERED PANDA China Retail
ETHEREAL PANDA China Healthcare, Retail
E3
GLACIAL PANDA China Telecoms*, Technology,
Retail
. Healthcare, Manufacturing
IRCUIT PANDA h ! !
CIRCU China NGO, Technology
Manufacturing, Services*,
SUNRISE PANDA China Technology, Government,
Telecoms*
H *
MURKY PANDA China Government, Services*,
Technology, Telecoms*
H *
OPERATOR PANDA China services*, Technology,
Telecoms*
VAULT PANDA China Financial*
NOMAD PANDA China Government
PHANTOM PANDA China Telecoms*
SCATTERED PANDA China Retail
ETHEREAL PANDA China Healthcare, Retail
*
GLACIAL PANDA China Te'ecomsRétT:”Ch”O'ogy'
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. Healthcare, Manufacturing,
CIRCUIT PANDA China NGO, Technology
Manufacturing, Services*,
SUNRISE PANDA China Technology, Government,
Telecoms*
KRYPTONITE PANDA China Government
MUSTANG PANDA China Government, Technology,
Services*, Hospitality
PRIMITIVE BEAR Russia Government
VENOMOUS BEAR Russia Government
H *
FAMOUS CHOLLIMA North Korea (DPRK) Technology, Services?,
Financial*
PLUMP SPIDER eCrime / Cybercriminal Financial®, Retail,
Technology
H *
VICE SPIDER eCrime / Cybercriminal Technology, Services®, Real
Estate, Telecoms*
MUTANT SPIDER eCrime / Cybercriminal Services*, Financial*, Retail
SCATTERED SPIDER eCrime / Cybercriminal Retail, Aviation
CURLY SPIDER eCrime / Cybercriminal Retal Man.ufacturmg,
Services
TUNNEL SPIDER eCrime / Cybercriminal Rgal Est_ate, Automotive,
Financial*, Technology
PUNK SPIDER eCrime / Cybercriminal Manufacturing, Financial®,
Technology
SINFUL SPIDER eCrime / Cybercriminal OppOI’tunIStI(:‘, Te:hnology,
Services
FROZEN SPIDER eCrime / Cybercriminal Hospitality, Manufacturing
Hospitality, Manufacturing,
NIMBLE SPIDER eCrime / Cybercriminal Retail, Energy, Government,
Utilities
STATIC KITTEN Iran Academic, Healthcare,
Government
PULSAR KITTEN Iran Government, Healthcare,
Real Estate, Technology

Z<2 : CrowdStrikeZ2IB 3y S BRI S IEAPTAHA - HTWCERT/CCZIE
o FHREFEAS

1. CROWDSTRIKE : 2025 THREAT HUNTING REPORT



https://media.licdn.com/dms/document/media/v2/D4E1FAQH01s-GTakn_g/feedshare-document-pdf-analyzed/B4EZh1VnUhGoAY-/0/1754315272903?e=1755129600&v=beta&t=E32GPSkwrCbDklDGXDyeY1gK9qZ-wjoJ17rbg1LMp1U
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2.1 BZigEL

211 REAERLGT  BEXEEBRAR

BREMAERUETF  EXEEBAAR

ot
M AR ERBBEERN  —EEEESE R EHEB T HERY
B2 T Scattered LapSus Hunters F'aﬁﬁﬂ%xﬁ%@ & 28 B Al Az B B 1) R
HEERIMEE  fRERINAREBRE R EAERFHEDNERE -
ZIEZEINR IR I IS RE S A RIS - 15%2‘”7]1737F§?§\ﬁ » SE8H
ZTEREEEEHE - eFMEER S —E%ZEAM " ShinyHunters J

i

WE . SHETERIMNE - BREISHNZE - m?f%#?’fiﬁ“h_?’i,%,ﬁ :
FERZEFRZOERRE  DBEF N HEEZZEENEZRY -

RIBIRBBE DM - " Scattered LapSus Hunters 5 &¢I = & %12 5%
ZHMAR - ESEFENUEMERTIZF AE RN " Scattered Spider 5 -~

il
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ST ABIR AT HENNER "LapSuss - UURERHIERRER - #5
AIFRERIINRRY " ShinyHunters s - FHULEBREE AL - SR AE
WBFENERNES  ticEEBRBE—DHR  HEXELHE
HARE AHREL -

—EREEESERAARNEERENKEFL

Scattered Spider ISCEMNMRTZETE - HEZLHER/M  TE - M
EREEREERES ZABENAERITZIEAENTFE  &BEE

#J 8 (Vishing) ~ SIM & % # (SIM-swapping) * % K ¥ 2 38 & 55 (MFA
bombing) ZF B F ZEBZE FRiE - BINAEERE L ETEOZE -
BRI ZEEZ BB S AR EE -

Lapsus ( 7REL Microsoft 153% DEV-0537 ) DUSEE ABIRI k(e
BANARERERZREE TBERNSHRER - BUARBBEE L
EEANREES - ZBHAFEIENU "F—EESKBEH. - BEFEC
RIE AEHMENBINEEREIGENFIRLING - WEAFHFE
( %0 Telegram ) B BB ERDIEER - HNEBF AEELE N B 5|
SF S BT -

ShinyHunters B 2020 FEZRAMAEERING - REXBEGSES
B ElnfkEAEAENEAZER - 2B RARTRENEFAHA
NEAREHENAFRBETAR  WHREEFBINNWER - BEEIERER
WESAFRINE - EAFEHESTEEINERRRSH -

EHEN—ERZEEET  AHBBARTRECHAETEEEH
WARFE - BEAFEVEEH - SIM swapping EAERIRSEULE S 11 -
EHRZEHESUEMFERNAREE - HENMEFRCEABRERITE

EFER BRRABRINEZSE - Mafhasa R TEKNENER - &
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- BEEESRARBEAE=SSFEBHNELZRER  BRNARER
ISZ A - IE4h - m%ELXiE’% SRR EZBEETE - EREEY

RREERINEN B RINERR - seRREH - BIMKOIE - (EMmiRHAE
SEE S EREASIS Q EHE’J&?] MEEAIREGES] -
o THEAELS
1. Hackers Reportedly Demand Google Fire Two Employees, Threaten
Data

2. How ShinyHunters Breached Google, Adidas, Louis Vuitton and More
in Ongoing Salesforce Attack Campai

CISA - Scattered Spider

DEV-0537 criminal actor targeting organizations for data exfiltration
and destruction

5. Researchers firm up ShinyHunters, Scattered Spider link

B w



https://cybersecuritynews.com/google-fire-two-employees/
https://cybersecuritynews.com/google-fire-two-employees/
https://cybersecuritynews.com/shinyhunters-breaches/
https://cybersecuritynews.com/shinyhunters-breaches/
https://www.cisa.gov/news-events/cybersecurity-advisories/aa23-320a?utm_source=chatgpt.com
https://www.microsoft.com/en-us/security/blog/2022/03/22/dev-0537-criminal-actor-targeting-organizations-for-data-exfiltration-and-destruction/
https://www.microsoft.com/en-us/security/blog/2022/03/22/dev-0537-criminal-actor-targeting-organizations-for-data-exfiltration-and-destruction/
https://www.computerweekly.com/news/366629157/Researchers-firm-up-ShinyHunters-Scattered-Spider-link
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2.2 HEERAEZR
221 LLMBBZREEKRST ? ELZHREHChatGPTIERI B EE AT EER
i

Palo Alto Networks TBAfffFE RS - AR AEESHEE (LLM ) F3E
BRI N EREEES/ N\ BABSEEARA=EEERERE INER
EIBEER - ERNEIE $REURSE  ERoscEL R ARHIRMNE
B Rt  IRBERBEES (20 : prompt BIE ) BSH W

"jailbreaking » IS 540 - ELEEARRET -

A T7TERFIIBEZREZ - Palo Alto NetworksfIHF R B EsT—EH

FEEREREREANRE (WEILFIR ) - "RIZEIE
1. RS ERRHRENELZREEAMAETR
2. BHEATEH AL ZEALLMIES prompt F5ZRIRE

3. BRZIRIELAANKKRETEE - FAEREBRRNUSIEERENR
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4. EFENARGELCHE - WHEITINEERE

MRERER - ZRiEEERKENBBCEMBETEERERK
FENNBERERIVER  BEXEXRES - 'S AMEZRMPIERIERE -
E?izEE?E)\ FEEK NKEBRIC, -

Generation Loop - Run X Times

[ Basic code request ]

— l

Improvement Loop

Re-prompt with previous output code

Request flaw detections and
improvements

Save generated sample and chat history

LﬁJ

Bl : BE{CERERENNRS - B R KR Palo Alto Networks

Palo Alto Networkstf EEIXIEE - BERBEENGEAENEE - 3
ZHRERENE - ERBINESERERSEESTH - NUEBITARI
ERHIETRE  BrRERRERETEENSEER 2B NRE BN
EE  BEZERVAESHSKR AR ERR -

RBBABEAYIRERNHE - ZBERRED "R E FRE
1% ( Predictive Threat Intelligence Cycle ) 1 - MIE2F~ - HZLIERE
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1. EERREARROBENHEF A
2. BITEMSEERHBRA - BRI ITHEBIR

3. AR ERRR IR A ERTIEE SR E2EERE - BB XL
fEwa R

Simulation Threat Lab

\

Detection Validation

\

Improved Coverage
B2 : BB RHERERIR - Bl RAR ;. Palo Alto Networks

fEEEMTAINDERE - HRIEADA ' BEREZFIEEM
KIS EAMENERBENER  EEEELZEREMBRZEERE "
2, MEE - BESEWRKSHRED - BT EFEN BB 15 5
BERE - TEEENEERE 7R REBMHAR -

o FHESELS
1. Rem Dudas & Bar Matalon: Draw Me a Virus: Proact Threat
Intelligence in the Era of Al-Gen Malware



https://www.youtube.com/watch?v=50fS76TZKYs
https://www.youtube.com/watch?v=50fS76TZKYs
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2.3 BiERS iR ER
2.3.1 Sophosif FAP6 RSB E TR FEEXRER R

CVE #&3E ||CVE-2025-10159

S EEMmM ||Sophos AP6 %543 77 AN E,

1% AP6 RFEARFINFARNIS IR AN EN £ 1.7.2563(2) 2 &
FR R

BRRME

o NAE:MA :
Sophos #T¥IE N AP6 ZAIERTFIFLEHEAE L NS (CVE-2025-
10159 - CVSS : 9.8) * ItAS NS &BIRLD - NETHEZEFIELR
FENEEROEIR IP Azl - EMESEIEE#EIR -
wat : RERRBEBENBCRIAPETFRINEF , ECFHEE
B BEFEFALUEEARARZZTRAE -

o TETL:

> AP6 25 FHEFNES AR 1.7.2563(A =) ZRIARZR

o ERIR :

1. Resolved Authentication Bypass Vulnerability in Sophos AP6

Series Wireless Access Points Firmware
2. CVE-2025-10159



https://www.sophos.com/en-us/security-advisories/sophos-sa-20250909-ap6
https://www.sophos.com/en-us/security-advisories/sophos-sa-20250909-ap6
https://www.cve.org/CVERecord?id=CVE-2025-10159
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232 SAPHHIE T ZRERBHEXRELAS

CVE-2025-42944,CVE-2025-42922,CVE-2025-42958,CVE-2025-
42933

SSEE M |ISAP NetWeaver ~ NetWeaver AS Java * Business One
RIBEE AL E LR E R TV ETIER

AR https://support.sap.com/en/my-support/knowledge-base/security-
notes-news/september-2025.html

® NAEMMA :
[ CVE-2025-42944 - CVSS : 10.0]
SAP NetWeaver ZERFAERE - RAEERBHNEEZTZEE RMI-
P4 #&#H - MEINERPEFREXBEEEH  EMAITERFFER
mms - HEAEINEEN TEU KUY EREERE -
[ CVE-2025-42922 - CVSS : 9.9]
SAP NetWeaver AS Java FEDFFAEEERS DEEHNINES HEE
BREENRE - oJEERNAFOREY - STREUENIHMISKE -
[ CVE-2025-42958 - CVSS : 9.1]
IBM i-series HYJ SAP NetWeaver EFARZHR D BN REBEWE - HF S
BRI AR EFERAEEIN - B MBREEER - TE—FTHFR
BIRTNRES LU EREIRIR(E - HERAREANHEEY - T2 UB oA
295 9= Y NE T
[ CVE-2025-42933 - CVSS : 8.8]
= P38 SAP Business One [REAFInE AR - BB SLD &nAR
BAREE D APl SBHEREENMNEES - SEREE/RETE
HTTP BIEFEEFINE - EMBREXEEAENOEE Y - STEEME
o] A -

CVE #R5E
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NS B= .

» SAP Netweaver (RMI-P4) SERVERCORE 7.50

» SAP NetWeaver AS Java J2EE-APPS 7.50

» SAP NetWeaver KRNL64NUC 7.22, 7.22EXT, KRNL64UC 7.22,

7.22EXT, 7.53, KERNEL 7.22, 7.53, 7.54

» SAP Business One (SLD) B1 ON_HANA 10.0, SAP-M-BO 10.0
o ERIKIR :

1. SAP Security Patch Day - September 2025

2. CVE-2025-42944

3. CVE-2025-42922

4. CVE-2025-42958

5. CVE-2025-42933



https://support.sap.com/en/my-support/knowledge-base/security-notes-news/september-2025.html
https://www.cve.org/CVERecord?id=CVE-2025-42944
https://www.cve.org/CVERecord?id=CVE-2025-42922
https://www.cve.org/CVERecord?id=CVE-2025-42958
https://www.cve.org/CVERecord?id=CVE-2025-42933
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2.3.3 Ivanti iE T~ Connect Secure * Policy Secure * ZTA Gateways#1 Neurons for

Secure AccessFHEZEEABZE L RE

CVE-2025-55141,CVE-2025-55142,CVE-2025-55145,CVE-2025-

CVE #R5E 55147

2 o Ivanti Connect Secure ~ Policy Secure ~ ZTA Gateway * Neurons
=
for Secure Access

A EM LU

Ivanti Connect Secure 22.7R2.9

RRSR I E Ivanti Connect Secure 22.8R2

Ivanti Policy Secure 22.7R1.6

Ivanti ZTA Gateway 2.8R2.3-723

Ivanti Neurons for Secure Access 22.8R1.4

® ANAE:AA :

[ CVE-2025-55141 - CVSS : 8.8]
IEREESTERBPRZEREES KB REEEAR
ETEEERNNEZERAS S ERERBNRE

[ CVE-2025-55142 - CVSS : 8.8]
IERAESFERBEPRZIZERS RSB EREEERKE
EEEEERNNBEEBUES S EEEBINRTE -

[ CVE-2025-55145 - CVSS : 8.9]
IREEREERBH PR BERS]  RFF&BE D BRENERK
BE . HERBEMN HTMLS E4 -

[ CVE-2025-55147 - CVSS : 8.8]

IERBESFERBEIEFE CSRFIRE - A& BEDRENRIRK
EE DSREZAPHNESBITEREERE -
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7N, = .

> Ivanti Connect Secure 22.7R2.8 (&) Z Al iR A~

> Ivanti Policy Secure 22.7R1.5 (2) Z Bl R4S

> Ivanti ZTA Gateway 2.8R2.2 (2) ZBIhRZA

> Ivanti Neurons for Secure Access 22.8R1.3 (&) ZBIARA&
o ERIKIR :

1. September Security Advisory Ivanti

2. CVE-2025-55141

3. CVE-2025-55142

4, CVE-2025-55145

5. CVE-2025-55147



https://forums.ivanti.com/s/article/September-Security-Advisory-Ivanti-Connect-Secure-Policy-Secure-ZTA-Gateways-and-Neurons-for-Secure-Access-Multiple-CVEs?language=en_US
https://nvd.nist.gov/vuln/detail/CVE-2025-55141
https://nvd.nist.gov/vuln/detail/CVE-2025-55142
https://nvd.nist.gov/vuln/detail/CVE-2025-55142
https://nvd.nist.gov/vuln/detail/CVE-2025-55145
https://nvd.nist.gov/vuln/detail/CVE-2025-55147
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2.3.4 Cisco I0OS XERFE S A MEZ R

CVE #75%% ||CVE-2025-20334

B/ E M |ICisco 10S XE

B EERMIBETER !
R RIA https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurit
yAdvisory/cisco-sa-ios-xe-cmd-inject-rPJM8BGL
® WA :
Cisco BthEARELRE A S (CVE-2025-20334 - CVSS : 8.8) - 5%
JEATFTER Cisco I0S XE B HTTP API 7 %4t - H#iARE L E - 0FF
BEEBERRNESE - 0B BBORTHAPIBERKOAREEN R
METEDRE , IRKEENRENERNEBEEFREESEEEE
PREVEAEHEMEBBORTNELSUBERRLD - EREAINF H
& WEBEAEL ot BN ERFERAF LRNITHERWS -
o TETL:
> Cisco 10S XE 2% ERIA HTTP BARERINEE - BEEEH AL
EHMRADDBEEZER RIS Z
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecuri
tyAdvisory/cisco-sa-ios-xe-cmd-inject-rPJM8BGL#fs
o ERIR :
1. Cisco I0S XE Software HTTP APl Command Injection
Vulnerability

2. CVE-2025-20334
3. CVE-2025-20334



https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ios-xe-cmd-inject-rPJM8BGL
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ios-xe-cmd-inject-rPJM8BGL
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ios-xe-cmd-inject-rPJM8BGL
https://nvd.nist.gov/vuln/detail/CVE-2025-20334
https://www.cve.org/CVERecord?id=CVE-2025-20334
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2.35 Cisco lEFMIXIBAAEE _BAEXREZRT

CVE #m 3% | CVE-2025-20333,CVE-2025-20363

SSEEM |Cisco ASA - FTD

RIBEHAILEL R TVETER !
R RIA https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurit
yAdvisory/cisco-sa-asaftd-webvpn-z5xPSEUB

® ANAE:AA :

[ CVE-2025-20333]

Cisco ZZE /X% B BEZ 2 E (ASA)H Cisco ZE M K& E B HE
(FTD)RY VPN Web fElAkg: R 7 & E X E L mE (CVE-2025-20333 -
CVSS : 9.9) - IETRIEE BRI RS ¥ EAZB A HTTP(S):BE KBRS
= $AANY VPN FABRENNES - oIEHEBORETA HTTP
AR RHRENBENERNEE oot BAEXTFEXBUTHE
2 -

[ CVE-2025-20363]
Cisco ZZFIXEBEBEL ERHE(ASA) * Cisco ZE KIS ZHE
(FTD)EREE - Cisco 10S EXEE « Cisco 10S XE ERF2F] Cisco 10S XR Er 32
B Web lRFEFTEE R E L R (CVE-2025-20363 - CVSS : 9.0) ° b7
IR HTTPE KRB FERAZERAREAS  WBEUOTLEREN
Web BRFE 23X OERETRI HTTP 35K - Rl root B R #ITEREZ IS -

WEMERRFERE PR -
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o TWTL:

> BEEZEAMEEIRADEEEZEER L REITZE -
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecuri
tyAdvisory/cisco-sa-asaftd-webvpn-z5xPSEUB

> # ASA M FTD BEAM MIlE—(EsZExE - ZZEEHA
WEARALEEEERIDRETE -
1. 10S BRASRU &R 7 BX SSL VPN If&E
2. 10S XE #rES B2 Rz BY SSL VPN IhEE
3.10S XR 8152(32 iz7t) AL A3 Cisco ASR 9001 E§FHEE B HTTP 13
ARes
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecuri
tyAdvisory/cisco-sa-http-code-exec-WmfP3h30

o ERIIR :

1. Cisco Secure Firewall ASA and FTD Software VPN Web Server
Remote Code Execution Vulnerability

2. CVE-2025-20333

3. Cisco Secure Firewall ASA, FTD, 10S Software,|IOS XE Software,

and Cisco 10S XR Software Web Service
4. CVE-2025-20363



https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-asaftd-webvpn-z5xP8EUB
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-asaftd-webvpn-z5xP8EUB
https://nvd.nist.gov/vuln/detail/CVE-2025-20333
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-http-code-exec-WmfP3h3O
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-http-code-exec-WmfP3h3O
https://nvd.nist.gov/vuln/detail/CVE-2025-20363
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£ 3F - EXMEIE RIEE
e

il

o BEXMHE

[(BEXmE] EXRAEEBERERE
JEENRFR | 2025/10/18 ~ 2026/01/09
EENtEE | BUERBR AR - SERERAS - CREIMNEAE - SEEIKE
JEENAAIE | https://csc.nics.nat.gov.tw/shield.aspx

(EH]

RE

#HFZE L ¢ 2025/10/03 17:00

[;EENAS / Event Deails]

MREFELZERFXE  BENEEZRAPEIIRZMITHNE
EANT  MERBEEEZREAEES] - UERFHEIKEERE - BEHE
wmAAEEE  ERBEEBBRETEE  BYHEREZ RIS
AEME MBS TRELNRREABD  EMREAEFAOREBRENNE
Bk -

({8 EEU) BURRES - EH

[EWEN) BUBRRBEELZEE

[FMEMU] BXRERLZZMER

[Es48E O ] 02-2528-8278 ¥ 23 ~ 24 HiFe4 ~ G/\H
cscservice@nics.nat.gov.tw

[BUZEFRE] FARERRIE-ENRFERLRIREZICLE X HAKEE

HE 22 48)
JEENRSRE | 2025/10/13 08:30 ~ 16:00

EENMEE ERTMREARBIRLR



mailto:cscservice@nics.nat.gov.tw
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tw/EventS.aspx?t=0&i1d=2989

EENHIE | https://ievents.iii.org

FARERRE-BEHRKE LR TIRE

KERERBEITRF TITERL
iz m | PRAAS L

R T P T AR Bt S B4 B R R

@
sgrzesrd 1141 0.13 08:30-16:00

smzopn @y ST ARH A B A B I B B SRR B R D3 R
ERTZIH R (4 7 70 I A R B 15

imwma| Clisuenuroans |wawe| ACW SOUTH fiy Mz nazsnus

[EA]

RE

gLt - 2025/10/07

[ ZR#2 B1% / Event Deails]

ZEENEBLRGEEARMERE  BAMERELEE -

21E Modbus T BI04 ~ HEIF AR A
BEERSENGMAEPERE  SHEERBEFEEIE -
. BUDRSREIETELERNEESN - BRA TIERFRIEKE -
[EMEEM] BUMAUEEE

EENEEE

> w0 DN

(EMEM] MEZEAEAIRRES

[BMUERE] FAREBRERE-BENRAEZZIFRENCLSE X ARER
BEN{E£4)

JEENRSRE | 2025/10/14 08:30 ~ 16:00

EENE, | ERHERE ARSI

JEENAENE | https:/lievents.iii.org.tw/EventS.aspx?t=0&id=2990



https://ievents.iii.org.tw/EventS.aspx?t=0&id=2989
mailto:yuxuanchen@iii.org.tw
https://ievents.iii.org.tw/EventS.aspx?t=0&id=2990
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SRAZHHED ffi~ R =

srzesng MG 0F T 3o 1 = e

<

7
"y
4.2

> < ¥
N

d e

[EA]
RE
AR o1k - 2025/10/07
[ ZR#2BE / Event Deails]
ARBEREEERANE BB ERELEER -
£1E Modbus S BI04 - F B @ TRIE 2 il -
BEER3ANAMAETERIER -

BEARTE MITRE ATT&CK for ICS B2 iR B BB E L RHE R
H]ﬁz o
5. RATEESENAMRSEPEHEHBELHMBES -
[EMEEM] BUMBMUEEE

[HMEN] MEEABMNIERES

[B48 % O] 06-3032260#145 FR/)VA
uxuanchen@iii.orqg.tw

[BUERZE] RARERRIE-BNRAELRIREZINERRALE

> w N

B

A

ER)
mENRGE | 2025/10/27 08:30 ~ 16:00

mEME EEHREAEIKIE
SHENADE | https://ievents.iii.org.tw/EventS.aspx?t=0&id=2991



mailto:yuxuanchen@iii.org.tw
https://ievents.iii.org.tw/EventS.aspx?t=0&id=2991
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......

SRy E S W RLITAN S e e R b
‘ja’:"rﬁ:';}:/wl_r_l‘.‘\'ik:‘/thl m/] :,‘(;'«‘mE';—_:‘;}l.’ﬂﬁ?{i}:ﬁ:”ﬂlﬂ

2723867 SRt -
SRR mw 1[0) ’7/ T
iziiss Je i p R EA R e

d i

[ER]

RE

AN AE L 2025/10/07

[ FR#ZB1E / Event Deails]

1. THREEZHAEWERE BELSANREFRE -

2. BB MMS HERRIEE - BRTEME T 2R -

3. EIETHIRIENRESITHEKBHERET R

4. BELUERBERAGERA  BERREESHABEHAESHER

R -

5. 7% MITRE ATT&CK for ICS 128 . WigEIBIEFRE| E L PHE SR
H]ﬁz °

6. ATCEEENZAGIIHA - nTEEHEZREBNEES -

[EMEM] MMUMMUERS
(7N ] MEEAER IERES

[Ht48E 1 ) 06-3032260#145 BE/\H
yuxuanchen@iii.org.tw
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== N SI=
$F4E - TUNTRERLS
—
TWCERT/CC ZXB {38 %H 2ZCVSS 3108 Assl L7 mAENMTE :

22WEE | IHEfRAREZ(TSA) - Missing Authentication

TVN/CVE ID | TVN-202508005 / CVE-2025-8861
9.8 (Critical)

CVSS CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H

FEEM F52EEARER(TSA) « 2025/2/6 VR E A XIS E
TR HAXZEFEE G R & (TSA) 77 £ Missing

5] 28 i 22kt Authenticationf@id + RS DR 2 iEmINEEFIH
FHEsE T HER - BREMFREREANSR -

BRREE BEmEERESTAEmE

yN:GI=:t 2025-08-29

THEAEELS https://www.twcert.org.tw/tw/cp-132-10360-012e7-1.html

IR | BEREXHRHER A4 - Hard-coded Credentials

TVN/CVE ID | TVN-202508006 / CVE-2025-8857
9.8 (Critical)
CVSS CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
— BEREXHREERARR 2.4.23.2131 (B) ZBIAREK -
1.5.x.XE22.0.X. X IR A BR Ah
TR UM BERE X HIRE AR R4 71 Hard-
o B g 2kt coded Credentials)®ifa - K& 5 i Rl 7 &= In KW EE o & 3
BARIRBIEPHEEIRIFEIBITIBES AR -
BRR A A B E2.4.23.2131(FR2)UEIRAK
yNEI=Et 2025-08-29
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THEEE AL https://www.twcert.org.tw/tw/cp-132-10362-¢6021-1.html

KEHMENR I | HisEZEGERS - FE2ERE
TVN/CVE ID | TVN-202509001 / CVE-2025-10264, CVE-2025-10265

CVE-2025-10264 :
10 (Critical)
CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:C/C:H/I:H/A:H

CVE-2025-10265 :

8.8 (Critical)
CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
TR ENVRZY ISR
DS-1200

DS-2100 Pro
DS-2100 Pro+
DS-2100 UHD
DS-2200 UHD
DS-2200 UHD+
DS-4200 Pro
DS-4200 Pro+
DS-4200 UHD
DS-4200 UHD+
DS-4100-RM
DS-4200-RM Pro+
DS-4200-RM UHD
DS-8x00-RM Pro+
DS-8x00-SRM Pro+
DS-8x00-RM UHD
DS-16x00-RM Pro+
DS-16x00-RM UHD

= ZFirmware R A :

X.X.X.78(R) LB AR AR
CVE-2025-10264(Exposure of Sensitive Information) :

[ 8 i 22t KRB DR 7 E IR WEE ol FH A AR EE W EIFSZNVR
BB RIS 7 BASZIR SR 2R -

CVSS

au
I
s
ad
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CVE-2025-10265(0S Command Injection) :

ESRBENERN ZEKRKNBEAEIARRFRLAFEILR
R 8T

BRI EHFNERAEXXXTIR)UEBIRA
~rEHER 2025-09-11

THEEE AL https://www.twcert.org.tw/tw/cp-132-10375-19f1e-1.html
MAEEMREE | NUP Portal - SQL Injection
TVN/CVE ID TVN-202509002 / CVE-2025-10266

9.8 (Critical)
CVSS CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/1:H/A:H
HEEm NUP Portal SP5.0(&)ABThRZS
A E B B 8 2 NUP Portal 77 #ESQL  Injection &
e8] B i b KRB DER ZERRNEEZINEALESQLIESE
B BRERRERERS -
FBRFE BT ZESP5.1(2) B R
yNEI=E: 2025-09-11
THEAELS https://www.twcert.org.tw/tw/cp-132-10377-89750-1.html

Bl | BETERERAR - Missing Authentication
TVN/CVE ID | TVN-202509003 / CVE-2025-10452

9.8 (Critical)
CVSS CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
SEEm HETERERFA1.0.1(A2)LLU N R

ENMFHE2HEEREZRF F FE Missing
Authentication;)%;lﬁ R NiER iR EE O B EL
SEMREIN - BRXEMBREREANS -

FES) L i 2

=
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BRAE EHEL0LE)ULIRAK
yN:CISE:: 2025-09-15
THESE LS https://www.twcert.org.tw/tw/cp-132-10379-70d40-1.html

BRI | N-Reporter, N-Cloud, N-Probe - OS Command Injection
TVN/CVE ID TVN-202509005 / CVE-2025-10589

8.8 (High)
CVSS CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H

o E mEE O .

Ky -~ 58
R, =FEfR .

N-Reporter, N-Cloud, N-Probe
= EFirmware iR A

By s o 6.x%:51126.1.187(20250730-1734) (A 2) LART bl A

7.X%%1)227.0.009(20250805-1505) (=) LABT ki 4~

SR EKermnel IR :

20250811094737(A~ ) ARTAR A

8 £ R B 8 2 N-Reporter ~ N-Cloud 5 N-Probe Z #£0S
[ R e 2t Command Injection)@)fd - 2EBE DA 2 EIRKNEE D]
FAEREELZBIESUNEREE LFIT -

FirmwareE ¥ :

6.X AR 35 B HT £6.1.187(20250730-1734) () A B IR A

7 X AR ZAS55 B £7.0.009(20250805-1505) (=) MAE M A

BRRGE
A5 Kernel B3 :

BEME 20250811094737(/2\)1/\/{@)#&2&

Firmware 2 Kernel H7BRIZZEHT - DIERIEBHEER -
YN::IS]:t 2025-09-17

THESE AL https://www.twcert.org.tw/tw/cp-132-10386-231ae-1.html
TR ERE | IHRKTEEMNREERS - FE2ERE
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TVN/CVE ID | TVN-202509006 / CVE-2025-9971, CVE-2025-9972

CVE-2025-9971 :

9.8 (Critical)
CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H

CVSS CVE-2025-9972 :
9.8 (Critical)
CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
J— ICG-2510WG-LTE (EU/US) 1.0-20240918(=) AR AR 4~
SEEm

ICG-2510W-LTE (EU/US) 1.0 20240411(Z) U BThRZS
CVE-2025-9971(Missing Authentication) :

REER#ER 2B NBE N RIS EINEH R EETIE
fE -

CVE-2025-9972(0S Command Injection) :

KRG DR BN BEE I EARBIEELR RIS UM
B LEWAT -

BEHICG-2510WG-LTE (EU/US)E1.0_20250811(=) MU fr A&
BHICG-2510W-LTE (EU/US)E1.0_20250811(=) U IR

Ji
Om
fim
=

x
[

BRI A

yN:SISE 2025-09-17

THES AL https://www.twcert.org.tw/tw/cp-132-10389-265a3-1.html
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4788 - TWCERT/CC B

BITEAN . BEEMaEIE G EEERRE O
(Taiwan Computer Emergency Response Team / Coordination Center)

HFHIHER : 2025898308

&7 HH : CERT_Service@cert.org.tw

B4 : https://twcert.org.tw/

Facebook T 44 &H : https://www.facebook.com/twcertcc/

Instagram : https://www.instagram.com/twcertcc/



http://www.facebook.com/twcertcc/
http://www.instagram.com/twcertcc/

