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TWCERT/CC ZEIEMBE - MHLIR RS EmARFERE
B RTREKERS - 2EZE R Microsoft 365 ARFS - FEAT ME
TR - WERREARHA SSL /&R - rlER & E A RN - S5t
HREFIE -

KEBEBENTE L~ BREEE—RRETHT  ZREAW
Microsoft 365 S/AEFHHIRIE - BE " MicrosoftiRFER B AGENAE
o o STHTEEANZIEEEREBNEHERE  ZKEERBEARSE
DREE S AW - I - WEEFA URL Pattern EFEBRR - BFS
RABEBRERCNAEERLUBIIRREE , AKSRIBEEALGEE
AEH -
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Microsoft #F B Microsoft 'E’jj‘
@ mEwHLEmalpRsn | REEAEE Signin
A > $19 T SfE ) g s ,
BB A .
7| pAwean e -
/ Xl“l‘\if'l.\“.ﬁl'!‘rﬂﬂ CREMNEEFRE - ORFR /
/ g;ﬂt;ziﬂfﬁﬁ“ﬁ?}*r’ CHREE - ROESE ,
A / -~ y,
/ P ~ @\ Sign-in options
& N o
=3 \
98
@ \ Sign ip .
~ N
ki B® Microsoft - T o e one
® B4  IIMicrosoft 365 tenant ® HTFAURL Pattern @ H/R%& B
BAEEY BRI AR EUMR 2%
HATEE - BB 2 E

VEVNEL]

Bl : £ ¥ 28 B 1Z 2 % B E Microsoft A A BN R B B EVIRES - ERIZK
J& : TWCERT/CCZ%£38
URL Pattern 2— & ARAEAIUEZEEFSHERBANARIN(E?2)
"/* KRBT login.example.com TWEH - XEEZOMABHEEHN
URL Pattern 15 #872E B2 - AEMRERNNEREHR -

ZEBUEEEBE
https://login.exampIe.comE

[E2 : URL Pattern "2 B - ERIZKIJE : TWCERT/CCEIE

FORWETEH  RERBNANRFIE - BEFA Microsoft
365 AR5 - BABREHESERR "&EE  HZEZHBE " Microsoft—=R
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EETCE H RIS A S | T

B3 ¥ E—BIELNE X AERN=E2B85 8  SESEBEHA
152 - ERIFGE | TWCERT/CCELIE
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3. MEEBABRSZENMZRENIEE  HEBME4HERE
fant - DUR SRR ol REE 4 -
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2.1 BELBE
2.1.1 LockBit 5.0 $#1REEEE TR  BEESHNEHEAETANELEN

LockBit 5.0 1 RIS EIEIE
RIRE SRR EAE FaEAE

ot

dTHALockBIt 5.0 BIREAEBEIRG @ WiHERZIBRMAAR - BRZ
WERGNEDRGFEBERLZRPHESTSESEETE ] - LockBit 5.0 &
ERERENERERQDTEIEKS] - EE—DINBEEFYSEFE
RIBEBENTMEBEFRARDHT - LockBit 5.0 2 H3R /& ¥ Windows
Linux £2 VMware ESXi 24 MIRIREBIEMNETE - ENEEIEE—
REBTAFEESENERCIRE HEEEBEREABENTE -
RIBEADHT - WindowFEH _EUEERARESREETER
it - MBZIER2TEAM - B2 438 Event Tracing for Windows(ETW) &2
BRI HERFEERINT - ZBDLLK S & A B2 E (payload) -
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Linux R AR BIEEB B F)% - WIS S5 E B MER BN ®
SOEIE - PIRSWEBEE - 5— @At VMware E B EIRIEHIESX
S BETEBRYBPMEBRZEERE S PERIEE  E—TERE
48 P 'L IR -

% 1 LockBit 5.0 windows FERA - BB-hSEOEHFERES -
HRERERFEAENE  FRMASRUEERHERTE  FREEFER
BEEEEE - WELFIR - B EZENEIEZRILBE#I6F TR EIR -
EMNERNEE - WEI2FAR - ZRADNRBESEEGEINGE - NE
BEWRTEAFEESHD ;| BRRAMZBCAEEES - SRREE
A B E IR ERE LE# AT o MLinux MREEAZWindows AR FIAZ/0\IN
BE - RIREF A - BHEBwindowshk N ABRIRIREE RIS E M - 32
LA AERARBENER  IENMEEENZEEKE - B
VMware ESXifk Bl 2#t ¥ EEHEEWEEIRIE FRERFAK - BESXiE
WEREENEAHZIEERE NEEUSEE—REMEEETHERI
T2 - IR N R E R B BRI 15 Al K AR AR B & P -




[e3] Administrator: C:\Windows\system32\cmd.exe

[Ko[eBTT5.0

USAGE

BASIC OPTIONS

OPERATION MODES

NOTES SETTINGS

ENCRYPTION SETTINGS

FILTERING

EXAMPLES

Windows x64

SEERARGEHREEERRAPO

Taiwan Computer Emergency Response Team / Coordination Center

: LockBit 5.0 WindowsiRBIERZTHE - B RKIR : 828R

Name

l docs

B 1.doc.be818afed8b3e363
B 2.xt.45601b0b3f421293
l 3.png.821c2d33833ec141
B 2jpg.85cesfcf087ccddc
B 5.0df fd48b1e2e5976764
B 6.html.8f5a07F223e6d651
. 7json.ce163643aelc2cab
B 2.mp3.c29c5fabad8d7afa
B 9.mp4.b4088b2b1f6e1e9d
. ReadMeForDecrypt.txt

B2 : LockBit 5.0 1234 2

Date modified

9/14/2025 9:12 PM
9/14/2025 9:12 PM
9/14/2025 9:12 PM
9/14/2025 9:12 PM
9/14/2025 9:12 PM
9/14/2025 9:12 PM
9/14/2025 9:12 PM
9/14/2025 9:12 PM
9/14/2025 9:12 PM
9/14/2025 9:12 PM
9/14/2025 9:12 PM

Type
File folder

BES18AFE48B3E36...
45691B0B3F42129...

821C2D33833EC14...

85CE8FCFO87CCD...
FD48B1E2ES97ET6...
8F5A07F223E6D65...
CE163643AE1C2C...

C29C5FABASBDTA...

B4083B2B1F6E1ES...

Text Document

MNPEE R RVEIER - Bl R R | BERHEX
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H¥fLockBit 5.00S TR E - EFAABEEBIREFENE
ZRhERE  LEEERCERRBNLZEEHZEEEE - TWCERT/CC
BRI FEEIRINLI N 22150

1. EMEMIE @B IFR A AMEREEE

2. MsE g REGS R B ERI - WEET/OTAEREET

3. MEELZTMAIAR - EBPRUWEIRTIERE
4. RN EARRVF EUES B RBEECR - B/ =D BB Ry E bR
5. EHBMEEER - WRSISHWEBIERKE KT

o THEEEL

1. New LockBit 5.0 Targets Windows, Linux, ESXi
2. LockBit Ransomware Group Unveils Version 5.0 on Its Sixth
Anniversary



https://www.trendmicro.com/en_us/research/25/i/lockbit-5-targets-windows-linux-esxi.html
https://dailydarkweb.net/lockbit-ransomware-group-unveils-version-5-0-on-its-sixth-anniversary/
https://dailydarkweb.net/lockbit-ransomware-group-unveils-version-5-0-on-its-sixth-anniversary/
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2 2 ﬁAﬁEEE/%n‘Egﬁ*EEEE
2.2.1 Oracle E-Business Suitel#® & E @ iECVE-2025-61882 - REREFFAA R

Oracle E-Business Suitel#® & = i& i
CVE-2025-61882 - REEEFI A AR

ot

OracleR2025F 10H 8 HHEREL NS - IBFEJHE T E-Business Suite
1223212214k A 77 —{E 5 B E 14 % Ji (CVE-2025-61882 - CVSS :
9.8) - ZMENHARKE D BENRNEEFZBHTTPHREETERFE -
O REEHURIRZIIE T - ERHEKEZTEBHERRTLER (CISA) B
B ILREMA CERE B R(KEV) - W EZRE O 8 R L EEE R
MA - ZEAFGBRMKIBOracleB F % - SREVEBEZ RN - MBlEA
MBARIIEMEARIER -

GoogleE E 1B /)\4E (GTIG) A1 Mandiantfiff 7T B FX B fit 31| B2 8) RER 52
£E "CLOP, HENKETH - AEHSHEY  WEECQZIRABN
SPEEEREE Y - B S FEHOracle E-Business Suite}=R1E & RIS
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BER . WELRERERE  EEIBNE EEHIREETEEME
W5 ACLOPE EAILRIEFE Attt - 53 Bl A support[@]pubstorm.comA(]
support[@]pubstorm.net - YEILFI7

Dearest executive,
We are CLOP team. If you haven't heard about us, you can google about us on internet.

We have recently breached your Oracle E-Business Suite application and copied a lot of documents.
All the private files and other information are now held on our systems.

But, don't worry. You can always save your data for payment. We do not seek political power or care about

any business.

So, your only option to protect your business reputation is to discuss conditions and pay claimed sum.

In case you refuse, you will lose all abovementioned data: some of it will be sold to the black actors, the rest will be
published on our blog and shared on torrent trackers.

We always fulfil all promises and obligations.

We have carefully examined the data we got. And, regrettably for your company, this analysis
shows that estimated financial losses, harm to reputation , and regulatory fines are likely to materially exceed the
amount claimed.

Lower you see our contact email addresses:
support@pubstorm.com
support@pubstorm.net

As evidence, we can show any 3 files you ask or data row.

We are also ready to continue discussing the next steps after you confirm that you are a legitimate representative of
the company.

We are not interested in destroying your business. We want to take the money and you not hear from us again.
Time is ticking on clock and in few days if no payment we publish and close chat.

Please convey this information to your executive and managers as soon as possible.

After a successful transaction and receipt of payment we promise

1) technical advice

2) We will never publish you data

3) Everything we download will be delete w/proof
4) Nothing will ever disclose

Decide soon and recall that no response result in blog posting. Name is first and soon data after. We advice not
reach point of no return.

KR CLOP

Bl : CLOPE)RMEBRAXAREZNENREHE - BRRIR : GTIG

HRiBEwatchTowr LabsiR A - WEBEF HiZimiE S 1EE 5 BB -
B2 A Mkeslngs KBS (SSRF) ~ CRLFEA ~ B0 EREHEBAXSLTEA -
R —RIBEMS MWK ERE - WERERITHE2FR -
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1. Initial POST Request 3. CRLF Injection + Auth Bypass

POST /OA_HTML/configurator/UiServiet HTTP/1.1
Host: oracle-instance:8000
Connection: keep-alive

return_url value contains:

2. URL Encoded XML Payload

o

Smuggled request ends with:

getliTypes

root@vatchTowr:~# nc -lvvnp 4444

Listening on 0.0.0.0 4444

Connection received on < wis 9736

R H job control in this shell

[oracle@apps EBS_domain]$ id

id

uid=54321(oracle) gid=54321(oinstall) groups=54321(oinstall)
[oracle@apps EBS_domain]$ i

s watchTowr

B2 : CVE-2025-61882)% A& B K E#E - [B k2R : watchTowr Labs
PUITAYERETEZMERRA
—REER - (BIEERESIHEE R (SSRF) : WEE T ARBENXMLIE>
£ Oracle EBS @ F# A R3O EZIEEMN URL 3&#E HTTP 552
FZ LIS RANERSER AR EFINNE R ER -
$F_PEER - EACRLF : &48,* ACRLFZGIEIZEHTTPIZEE - FIEA
HGETEA KN E APOSTE XK - AINERBERHARNZERE
B G BFEERE . FAHTTPIS & & 43 ¥ H (keep-alive
connection reuse) - TE[E—TCPERPEFE L IXZEFBK - BYIRA
W EE 5 Th 3 HRl/ MBS R fEL s -
FMMSER - 598BER . B Oracle EBSIRIEHMEZFAIP/TE -
WEEEARKCRERIGEEBB MRS @ SiEERENAZEIE
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HE - NSESEREFEED -
FhMEE - XSLTEA : HEEEFIE R METEARBXSLT -

& BhOracle EBSE’JXSLTFE BINgERITERJavaflil - DIFRIniE
BEHIT (RCE) @ E—TELEZRMG -

H¥EARELZEE - GTIG 1 Mandiant Z2:ZIKENEL F AN :

1. YBIEMOracleE MmN EZE®mIZD - DUE® CVE-2025-
61882)m)E - PHlE N EBEF BZREETRIRIZIBIHIT

2. BEAMEHETHNEEBSENE  BReaAERENITRE
WiTH - ANEBE OB EME (payload) B EEFREREFR

3. FHERFFAEEBSERZRDIMENIENERE - BREIE RS ELSMER
A EsRVaEETL - FRIEEBENER

4, EI::I:/ZEES§ *ﬁzﬂﬂnungﬁ—i%“%ﬁ nlL.\ 1i$1§/EJ'EE1—J—J'}‘%
VEEVBEYE <37 [k

ERRAAFCEAR - EFREHHEEBSEARE MK JavalT
BRETLKEEIN  ShEEERREAREE S

PL TR EO0racleig#tid10C :

200[.]107[.J207[.]26

185[.]181[.]60[.]11
76b6d36e04e367a2334c445b51elecce97e4c614e88dfh4f72b104ca0f31235d
aa0d3859d6633b62bccfh69017d33a8979a3belf3f0aba4bf6960d6c73d41121
6fd538e4a8e3493dda6fofcdc96e814bdd14f3e2ef8aa46f0143bff34b882c1b

o
E
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o 1HEFEAS

1. Oracle Security Alert Advisory - CVE-2025-61882

2. Oracle E-Business Suite Zero-Day Exploited in Widespread Extortion
Campaign

3. CrowdStrike Identifies Campaign Targeting Oracle E-Business Suite via
Zero-Day Vulnerability

4, Well, Well, Well. It’s Another Day. (Oracle E-Business Suite Pre-Auth RCE
Chain - CVE-2025-61882)

5. Oracle EBS Under Fire as ClOp Exploits CVE-2025-61882 in Real-World
Attacks

6. Apply Oracle Security Alert CVE-2025-61882 for Oracle E-Business Suite

(EBS)



https://www.oracle.com/security-alerts/alert-cve-2025-61882.html
https://cloud.google.com/blog/topics/threat-intelligence/oracle-ebusiness-suite-zero-day-exploitation?linkId=17192520
https://cloud.google.com/blog/topics/threat-intelligence/oracle-ebusiness-suite-zero-day-exploitation?linkId=17192520
https://www.crowdstrike.com/en-us/blog/crowdstrike-identifies-campaign-targeting-oracle-e-business-suite-zero-day-CVE-2025-61882/
https://www.crowdstrike.com/en-us/blog/crowdstrike-identifies-campaign-targeting-oracle-e-business-suite-zero-day-CVE-2025-61882/
https://labs.watchtowr.com/well-well-well-its-another-day-oracle-e-business-suite-pre-auth-rce-chain-cve-2025-61882well-well-well-its-another-day-oracle-e-business-suite-pre-auth-rce-chain-cve-2025-61882/
https://labs.watchtowr.com/well-well-well-its-another-day-oracle-e-business-suite-pre-auth-rce-chain-cve-2025-61882well-well-well-its-another-day-oracle-e-business-suite-pre-auth-rce-chain-cve-2025-61882/
https://thehackernews.com/2025/10/oracle-ebs-under-fire-as-cl0p-exploits.html
https://thehackernews.com/2025/10/oracle-ebs-under-fire-as-cl0p-exploits.html
https://blogs.oracle.com/security/apply-july-2025-cpu
https://blogs.oracle.com/security/apply-july-2025-cpu
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2.3 BEXIRBS Rl & R

2.3.1 Oracle E-Business Suite F1E & A E ZifiE(CVE-2025-61882)

CVE #73E ||CVE-2025-61882

B/ M  |Oracle E-Business Suite

RIBESRAILEL RS TVETIER :
https://www.oracle.com/security-s/-cve-2025-61882.html|

BERIEE

® ANAHEMHA :
Oracle BHEARNEZRIE A S (CVE-2025-61882 - CVSS : 9.8) - 5%
JBTFTENS Oracle E-Business Suite B9 Oracle Concurrent Processing » 5o
ARKEDHNINEBEZE HTTP BIEEE - olseEBURREZEVENIT -
it . BRICEHEIENEZNALRL - 2B RRNEGER
ahtt - DARGLEST ¥ IR o] BER IR 38 -

o TENYL:

» Oracle E-Business Suite 12.2.3-12.2.14
o ERIKIR :

1. Oracle Security Alert Advisory - CVE-2025-61882
2. CVE-2025-61882



https://www.oracle.com/security-alerts/alert-cve-2025-61882.html
https://nvd.nist.gov/vuln/detail/CVE-2025-61882
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2.3.2 Veeamhf FVeeam Backup & ReplicationfE P BE FE2(E E A E L iRE

CVE #m3f% | CVE-2025-48983,CVE-2025-48984

SSEE R |Veeam Backup & Replication

BRSRMEE [T Veeam Backup & Replication 12.3.2.4165 () Z % iR A~
o A :
Veeam Backup & Replication =2 Veeam #Z /0 EMEES - #TH Veeam £
HEAELREAANS
[ CVE-2025-48983 - CVSS : 9.9]
IItJ® 8777 Veeam Backup & Replication 9 Mount ARFE D - D FFE4
WERENFERE  EENEMEBIH ELHITERZNNG -
[ CVE-2025-48984 - CVSS : 9.9]
IR AREEERENERE  EHENERE LNITERZNE -

B2 %83 A NN
0 =10

> Veeam Backup & Replication 12.3.2.3617 () Z BIhRZS
o ERIKIE :
1. Vulnerabilities Resolved in Veeam Backup & Replication 12.3.2.4165
Patch



https://www.veeam.com/kb4771
https://www.veeam.com/kb4771
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2.3.3 SAP & ¥ 1E R Print ServicelE i & X E LA (CVE-2025-42937)

CVE #7%% ||CVE-2025-42937

24z ISAP Print Service

B2 BAMILETIER
AR https://support.sap.com/en/my-support/knowledge-base/security-
notes-news/october-2025.html

® AX:MMA :
SAP Print Service 2—BEIRSIHIFRFE - XU RHEIREZEZR
AENFRYE - IRHEE SRS ENBIINGE - 2088 SAP BEEHA
EH ZRBEE 1 BEXRELRE(CVE-2025-42937 - CVSS : 9.8) -
IREEREERAERHNBEENRSE AR  BRAREE N RE
MWEE  OLUEREEBRILES RH K -

B2 %83 A NN
0 =10

> SAPSPRINT 8.00  8.10 fR A

o ERIKIR:
1. SAP Security Patch Day - October 2025
2. CVE-2025-42937



https://support.sap.com/en/my-support/knowledge-base/security-notes-news/october-2025.html
https://www.cve.org/CVERecord?id=CVE-2025-42937
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2.3.4 SAP $HHITE N ERR % EIE R MR IEHEXELRIE(CVE-2025-42910)

CVE #75%% ||CVE-2025-42910

2 E % ||SAP Supplier Relationship Management

B 2B HEILETIER
R RIA https://support.sap.com/en/my-support/knowledge-base/security-
notes-news/october-2025.html

o NAE:MA :
SAP Supplier Relationship Management (SRM)21E AR EIZ B FE
BEFEGEB(ENZRS - (HH SAP AEEMASE  ZRBEFE 1
B EAKEZ RE(CVE-2025-42910 + CVSS : 9.0) - IETEIEIRRERD X
A ANERE  FKESBENNEE LEEERERE - —
BHRAINANA  WEBZosEEHEAENEE Y - cEMMo A
MIERBRETE -

o FEYS:

> SRMNXPO01 100 * 150 AA

o ERIKIE :
1. SAP Security Patch Day - October 2025
2. CVE-2025-42910



https://support.sap.com/en/my-support/knowledge-base/security-notes-news/october-2025.html
https://support.sap.com/en/my-support/knowledge-base/security-notes-news/october-2025.html
https://support.sap.com/en/my-support/knowledge-base/security-notes-news/october-2025.html
https://www.cve.org/CVERecord?id=CVE-2025-42910
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2.3.5 Microsoft i FSharePoint Server 2 & K ELRE

CVE #m3% | CVE-2025-59228,CVE-2025-59237

228 54 IMicrosoft SharePoint Server
RIBE HAEILE LA VETER

[ CVE-2025-59228]

— .. |Ihttps://msrc.microsoft.com/update-guide/vulnerability/ CVE-2025-
fERMEE (59208

[ CVE-2025-59237]

https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2025-
59237

o NAE:MA :
Microsoft SharePoint Server @ —mIEZERHBIFF G - R EIREA
BXHIFEINEE - BEEEMNESHZOFS -
[ CVE-2025-59228 - CVSS : 8.8]
bR A EREARZERE  DHFCKRENNESZZBMAKANTER
B -
[ CVE-2025-59237 - CVSS : 8.8]
IERAZEEZERRFEIERE @ DFSRENKNEES B BAK
HITEIH -

B BRN], £ .
0 =49

» Microsoft SharePoint Enterprise Server 2016
> Microsoft SharePoint Server 2019
» Microsoft SharePoint Server Subion Edition




BEEEERGHEIEERAE DO
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o ERIAIR :
1. Microsoft SharePoint (=l T2 55584
2. CVE-2025-59228

3. Microsoft SharePoint & I #1712 T 15 59 24
4. CVE-2025-59237



https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-59228
https://nvd.nist.gov/vuln/detail/CVE-2025-59228
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-59237
https://nvd.nist.gov/vuln/detail/CVE-2025-59237
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2.3.6 Microsoft Exchange Server £ & X & il (CVE-2025-59249)

CVE #7%% ||CVE-2025-59249

2,8 EE m |Microsoft Exchange Server

RIBESHEILELBRSNETIER !
AR A https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2025-
59249

® NAE:RAA :
MERET¥ITE N ZEfm Exchange Server #hE K& ZRE A& (CVE-
2025-59249 - CVSS : 8.8) - IEmERBE N RERE - DK E
R B 7 B AR IR TR -

B2 %88 AN
0 ==+,

» Microsoft Exchange Server Subion Edition RTM

» Microsoft Exchange Server 2019 Cumulative Update 15

» Microsoft Exchange Server 2019 Cumulative Update 14

» Microsoft Exchange Server 2016 Cumulative Update 23
o ERIR :

1. Microsoft Exchange Server #[Ei2 =552,

2. CVE-2025-59249



https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-59249
https://nvd.nist.gov/vuln/detail/CVE-2025-59249
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237 F5 (OS2 B EAE LR

CVE #m3f% | CVE-2025-57780,CVE-2025-61955

FEEm |F50S

BEMEMTRAE :

F50S - Appliance 1.8.3 iR A&

BRIRHE |F50S - Appliance 1.5.4 7S

F50S - Chassis 1.8.2 kR4~

F50S - Chassis 1.6.4 iR AN

HA -

MHZERARBENZERE F5 8% 2 fEXKELRE(CVE-2025-
57780 - CVSS 3.x : 8.8 1 CVE-2025-61955 - CVSS : 8.8) - EE A DFF
Bk BEAAFEEENNEERAER  EMATERA

= o

B2 %83 A NN
0 =10

[
>F
)
an

» F50S - Appliance 1.8.0
> F50S - Appliance 1.5.1 £ 1.5.3 iR A&
» F50S - Chassis 1.8.0 £ 1.8.1 ik A&
> F50S - Chassis 1.6.0 £ 1.6.2 iR A&
o ERIIR :
1. K000156771: F50S vulnerability CVE-2025-57780
CVE-2025-57780

2.
3. K000156767: F50S vulnerability CVE-2025-61955
4. CVE-2025-61955



https://my.f5.com/manage/s/article/K000156771
https://nvd.nist.gov/vuln/detail/CVE-2025-57780
https://my.f5.com/manage/s/article/K000156767
https://nvd.nist.gov/vuln/detail/CVE-2025-61955
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£ 35 - EXMEFEAEE

o EXRMMHE

2025 AEELZIRRESFE . IJELEE=m FHEERR
SEENSRE | 20255%12H03H 8=

mENMEE EXBREEFEEEDO 01E(E MR IEERMNEE2IRME)
JEENAEIE | https://activity.tweert.org.tw/2025/index.htm

[ER]

RE
[FEENHZTN]

%‘E%,\“?J:/tu NER(EHEREAR - FANTWCERT/CCEEEL
BEgwmm k)

(’3@7][&\12]

BAZAESE  P/NEELEE REXEE  SRREE  BELZE
EENEE EAHEEZEE - CERT/CSIRTAEA « ISACAHM - SOCAHB AT EL T
A A L BB AT -

[;EENAZ / Event Deails]

TWCERT/CC v S E2ELZBHEEFEEASNE  ARFE
T2z Em SHEEME ., AEE  BREEZBIEBRE
& . 1t AIRRE) FRORTELEIE - 2RI ARG REDE - 2
M BHREERBWUES ; E—DIRTEMELETS - 1 Secure-
by-Design 525132 - PSIRT 59#0 B 2 EHEHF - BITEREZE
BB EEENERREE - HNZAKREIREBRENE - bk
FHABNEZRER  MPmFREREZRENESEES - 115
FHIMMNELZER -

]

\\>tt

&
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({8 8E 1] FUEESD

[EWEQ) FUBENEBELEZE SEEPBGHREIEER
#Ad 0 ( TWCERT/CC)

[FMWEN] BRXREBLEZWRMR

[ #R]3G858 ) 02-8729-1099#211 =/\4H
Evelyn.Wu@taiwan.messefrankfurt.com



mailto:Evelyn.Wu@taiwan.messefrankfurt.com
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It =z B =
$F4E - TUNTRERLS
—
TWCERT/CC ZXB {38 %H 2ZCVSS 3108 Assl L7 mAENMTE :

FEEFRIH | iSherlock - OS Command Injection
TVN/CVE ID | TVN-202510005/ CVE-2025-11900

9.8 (Critical)
CVSS CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H

Brssgg =< O .
E?%}_E._nn .

iSherlock 4.5 £2 iSherlock 5.5 (E22 MailSherlock,
SpamSherlock, AuditSherlock)

T EEN

iSherlock-smtp-4.5: 774(A &) MRTARA

iSherlock-smtp-5.5: 774(A~ &) MARTARA

iSherlock-base-4.5: 440(A2) MLETARA

iSherlock-base-5.5: 440(-~=) LLAT IR A

18 & Bl 15 5 3¢ 22 iSherlock 7 £ OS Command Injection J&
5] B i B AR 2 BInNBE T ATEFERRIES
WiREARES 31T -

¥ iSherlock-smtp-4.5 EH 2 774(2) B IRAK

B iSherlock-smtp-5.5 B4 2 774(Z)UE A

BRAE

EEHT iSherlock-base-4.5 E4 £ 440(2) A& R

EEHT iSherlock-base-5.5 E4 £ 440(2) A& IR
yN::IS]: 2025-10-17
TERAELS https://www.twcert.org.tw/tw/cp-132-10440-dd55d-1.html




SEENEREHREREERHRA DL
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ERENE | ERAXEM %4 - Arbitrary File Upload

TVN/CVE ID | TVN-202510006 / CVE-2025-11948
9.8 (Critical)
CVSS CVSS:3.1/AV:N/AC:L/PR:N/UL:N/S:U/C:H/I:H/AH
HEEm ELEYNE=SEEN D
BEENE 5T 5 88 2 = R 1 XX E I & 4 17 7E Arbitrary File
[ e e 2t Uploadif®ifd - A& S niEpl 2 Rin IWEE o] LEWHITH
BEMEDN  EMRERKIHEATEREIS -
BRI A B R ETER
NIt 2025-10-20
THRAELS https://www.twcert.org.tw/tw/cp-132-10452-72cb6-1.html
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4788 - TWCERT/CC B

BITEAN . BEEMaEIE G EEERRE O
(Taiwan Computer Emergency Response Team / Coordination Center)

HFHIHER : 2025810831H

&7 HH : CERT_Service@cert.org.tw

B4 : https://twcert.org.tw/

Facebook T 44 &H : https://www.facebook.com/twcertcc/

Instagram : https://www.instagram.com/twcertcc/



http://www.facebook.com/twcertcc/
http://www.instagram.com/twcertcc/

