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IR EEEEN " Operation WrtHug . #HEZEE (ASUS) B2 - T
s A BIIENERFE

EIERIR LS EE " Operation WrtHug 1 ##
EENE (ASUS) B8EHEE - W& AP IIENEhERE

ot

B & M SecurityScorecarddy STRIKE BB HE MmN —MEEIRE -
BE 7T —IBR5EA " Operation WrtHug ; AIKRIBAREEITE) - HE1TENLE
THEZIK Z=hE (ASUS) Bz KH:R - MRS REBREREBEERS
KEEEESEMNITE - TWCERTHILEHESE R - RIESEMEE
IRES s AP EIERIL ZiE T - AREMALE -
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g BRIERTEEPASUSHHE  WEETEHHEMEIELN
AiCloud AR% - FIBE—%3IE AR FEZHIE<)EA ( OS Command
Injection ) @A ( BIHNER CVE-2023-39780 MHEARYIRIE ) fEA¥IBTFENE, -

B ATERERE S M TEs A A R -

SN A5

-1 ASUS Wireless Router 4G-AC55U

-2 ASUS Wireless Router 4G-AC860U

-3 ASUS Wireless Router DSL-AC68U

=4 ASUS Wireless Router GT-AC5300

=5 ASUS Wireless Router GT-AX11000

6 ASUS Wireless Router RT-AC1200HP

7 ASUS Wireless Router RT-AC1300GPLUS

-8 ASUS Wireless Router RT-AC1300UHP

1 B 7 AERESE - ERIZRIR ¢ SecurityScorecard
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1. TR ENZRMEE | FHLBENE BRI EME &R
K- EEEEEHRE - MIEARNREEGX -

2. MBI EoL 2E : WRMEANZE "1, (End-
of-Life, EoL ) RUEERR ASUS EsHI=S - HAEMINIE - FERRE
EEERFERBENINFEBMER -

3. BABERHEIR : EBRZZERKESE ¥ Operation WrtHug F5 K
WA R OB E K B B & B & R
(https://www.asus.com/content/asus-product-security-advisory/) - 75
P ER ASUS EmZTEZUMEE FAQ - LIESHREME
RGN

® THEAEL

1. Operation WrtHug, The Global Espionage Campaign Hiding in Your
Home Router

o)
i

i



https://securityscorecard.com/blog/operation-wrthug-the-global-espionage-campaign-hiding-in-your-home-router/
https://securityscorecard.com/blog/operation-wrthug-the-global-espionage-campaign-hiding-in-your-home-router/
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2.1 BZigEL
2.1.1 $hEIEESE C2 BB iFIR - "EtherHide s FBZZE#h3E

HEERE C2 BEFIR -
TEtherHide ; FiEZE i3

ot

FEZWeb3EAERESARMHEME - EXLHBT2IRMEEL -
WEERGT AR REY M S0 < B1ZH| ( Command & Control, C2)
ZR15 - 2023F 10 - ELMRAAEBRIEL—TERS " EtherHide J AV
fli - ZRMCERAERENEPOME - AR EREZMEYE  REER
C2EE eSSl BEMH (Payload) it 3t 2 A BAES #9(Smart Contracts)S -
MR BERAELERH N ZHE - IPHEAREEE - RSC22R
BRIBEIE -
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EtherHide X M 2R B EMBIESEARRE ENERESH - £35
BRI S LU BURPE Eﬁii BEWNERE  ZAEHARRHENSRNES
TEREELIET A0 C2 1BE - RIBEZEELSH DT - EtherHide & H B4
S T ClearFake s #BBCEA - SELUREMZFE NS - B HEtherHide
REBEMNSE  HNANEBEBVRESENEZFE -

ClearFake 2 — LM R T B BZ OB F XL - &RFEMR2023F 52
SWHRIR  WEBEZERBAOBIES - E AR RJavaScriptE=UiE (B
BEAZDFB/ETEANRFEHWordPressflh ) - EFEREABINELE
HES - @I ELAENARBNSEERERNERNE - FEHHER
.- —SEHEZ5N BEREPHNESEISESIRUZINT - B1A
= RaREmers) -

' G Google Chrome l

Something went wrong while displaying this webpage.

There was an error during the latest update of browser version,
causing some web pages to malfunction.

Follow these instructions to resolve the issue:

1. Click the 'Copy fix' button below.

2. Right-click on the Windows icon

3. Select ‘Windows PowerShell (Admin)’

4. Right-click within the open terminal window.

5. Wait for the update to complete, then refresh the page.

, |

Bl1: RS R MBI ERES R 2 &84l - B R 2RIR : wyretechnology
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1. WEBEEHKXARFREERBIWordPress4IlL - ¢ MEVSABILA0IZ
I 4

2. WSAuLEH R WEEEHIEEEEARERJavaScriptiz =
15

3. BEFEAEIAEECEAILE - R JavaScriptZ NI E = i B &
T

4, BEEABELIRE FHMAE (ClearFakeI 5 E)) - FRER
ERhE

5. BEFEFAERER - ERJavaScriptZ 4% £BSC(Binance Smart
Chain) & 8E# FEES K - B BEtherHide B iTEVIE INEE N
RERE R EESIMENE

6. RIZEHE 5<% - ZBRJavaScriptfB @ FEHIEE T —BREER

HEEEEE
7. B BERXBEIHTHEEHRETR

BSC(Binance Smart Chain) @ L E2020F E W& IRHEY e - X8
EFOEERAEETA - EtherHide3 T Z ¥ EEFEBSC L - #RIHAHE
FBRIRIBEAPINERN G BRE  HNEEEZERN HEZSDKFAT R HA
Teth_cally 7374 - WAHAREBENSESHNEHREREF  EEINRFEH
(gas) r BEASHEEEHE FB NACEE - eth calllFEREZNEEERHE
WEABBESHNBE  BRAEFEE LXEMENMRABREERR - B
RUEEBIRGE FC2ARBHIAIRE

EtherHide$x il 7] A& 52 S F & Bk H 2 LA E SHVIE KR - EIE
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2. EHREFNENATIREG  FEEES—BEEREA N
3. WNEBEEFEREEMMBEAREREE - AW ERE Rz

FI 7R EtherHide M & SR 38 /7 Bl B LAFT sHRVC238 %8 - HE BRREH
WEClearFake#f F - EEFWEZEMNNEREGE - LI NREEHERERE !

1. ZEEEBELSHERERRWordPress=E BRCMSHY RSB E 50
B EBEARZOBEINEHER E A - 10 S Web FE B FH K AS
( WAF ) 181 - BRERBEAZSBER A EPE

2. EREBNFUANTEEMES - IFMBIRFEEDEZRSE - B
TR EDFERIT - RIEBRERENEAEZEREE

3. HRUEBEZZHERKEN AR INSEHAEEHEMNE &
FEREHETHARIREER LIREAELHEEEHNMNREAA
ARZRANRVE B

4, ERRAMBLZBEHMIRPCIEEALAHBELE - BEREE
ZE N EMFEUEGEE - DR E %‘ﬁt*ﬂ%ﬁﬂ

5. BZNCHENEME R EtherHide R A AR R Z2RIR - 1iE
RAMATREAEEE R Z BRERER

L *HEQLI A

1. “EtherHiding” — Hiding Web2 Malicious Code in Web3 Smart
Contracts

2.  Etherhide Explained: The Rise of Blockchain-Based Command and

Control

EtherHiding and Fake-Updates Used to Deliver Malware

4. WatchData Documentation-eth call (BSC)
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https://medium.com/@guardiosecurity/etherhiding-hiding-web2-malicious-code-in-web3-smart-contracts-65ea78efad16
https://medium.com/@guardiosecurity/etherhiding-hiding-web2-malicious-code-in-web3-smart-contracts-65ea78efad16
https://qsweb3.com/etherhide-blockchain-cnc/
https://qsweb3.com/etherhide-blockchain-cnc/
https://wyretechnology.com/etherhiding-fake-updates-used-to-deliver-malware/
https://docs.watchdata.io/blockchain-apis/binance-smart-chain-api/eth_call-bsc
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2.2.1 WSUS SEE14iFE CVE-2025-59287 EBEFIA - HFERBEEEHN

B WINDOWS
B SECURITY UPDATE

@

WSUS SeEEimiE CVE-2025-59287
cENA  BHEAPEREEM

ot

WindowsiR2025F 10 H 38 mAlTTELZEFH A S - H@EWindows Server
Update Services (WSUS) F7&— &S & 4 m)iE(CVE-2025-59287 - CVSS :
9.8) * RN ARKEE N REBENRIHNEE - BIBEBOKFTHREK
BERFEIE  EREEEARE EUAHRERBITEERELNS - IEF
Ti1E 5 ZRIFAWSUSE AR 28 B & 89Windows Server - FEER 1B FWSUSH
BRI -

EEPRLTTHEERRTEZES ( CISA ) EFCVE-2025-5928748 A
SHRIE BER(KEV) - WEIRZRE W IBEESANA - 55X AR

ZZH0 (NCSC-NL ) MEHES  BRARDSEERIA  ZFAF
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ERIKTEWindows B 772 5% - IREVERRERRIEHE - LI LERASMBARILE
REAEX -

BZZEEHuntress 38 IR W B & |EE R IMANWSUSE R IR (8530
BA8531 ) - WA ERNEIRERERBRREK - WEBES - WEED
BeiBiBPowerShel IBZIS I TR EMME - B SHEBAMBRRBEFERE
Eifl - WHEBINHNERNBEEERHERE  BRESNANEEREE
BRI EERE -

HEHILEABTZEE - &= MARRILLNhERER

1. kMirosoftZE EF#iiem @ TR ENRE  TEHENLZEE
#T(Security Patches) &R E FH 2B WSUS & ikzs

2. BEWTRFBER/IVERA : BRIFEIRESRESEFTK - BIFEH wWsUs
k= A BB R ANERIWSUSERE -

3. ERME  EFHERKER G L - FHLIE/ETE (Block) #E#E#E
12E8530A18531HFT BN AL E -

4. ZmEERE%  BUZEZHNERFINCES 2RISR 20ERE -
PRh e AR EERNRFIELE -

5. FJZ’%’LEJ F?E}%i %ILLEIM\JJVFE Q > WSUS BRI 48 BS
=1z

® THEES
1. CVE-2025-59287 WSUS Remote Code Execution
2. Exploitation of Windows Server Update Services Remote Code Execution
Vulnerability (CVE-2025-59287)
3. Newly Patched Critical Microsoft WSUS Flaw Comes Under Active

Exploitation
4. CISA orders feds to patch Windows Server WSUS flaw used in attacks
5

Critical WSUS flaw in Windows Server now exploited in attacks



https://hawktrace.com/blog/CVE-2025-59287
https://www.huntress.com/blog/exploitation-of-windows-server-update-services-remote-code-execution-vulnerability
https://www.huntress.com/blog/exploitation-of-windows-server-update-services-remote-code-execution-vulnerability
https://thehackernews.com/2025/10/microsoft-issues-emergency-patch-for.html
https://thehackernews.com/2025/10/microsoft-issues-emergency-patch-for.html
https://www.bleepingcomputer.com/news/security/cisa-orders-feds-to-patch-windows-server-wsus-flaw-exploited-in-attacks/
https://www.bleepingcomputer.com/news/security/hackers-now-exploiting-critical-windows-server-wsus-flaw-in-attacks/
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2.3 BEXIRBS Rl & R

2.3.1 Docker ComposeF £ E AE R miE(CVE-2025-62725)

CVE #&3E ||CVE-2025-62725

SEEMm ||Docker Compose

BRRHEE || H Docker Compose v2.40.2(2) Z & IR A

& WA :

Docker Compose E R ERHEERZEETRNEATER - seEEEl
ZMEWIESFEWUER - Docker BMEANE L MIEEFH LS (CVE-
2025-62725 + CVSS 4.x : 89)31%%&%%}?)1&21: - IR BEERERE -
ORI EELE Compose WIRENEE: - EMEETHR LBEBERIER -

Bl YBR[/ £ .
0 =144g.

> Docker Compose v2.40.2(RZ) Z B R

o ERIKIE :
1. Path Traversal via OCI Artifact Layer Annotations
2. CVE-2025-62725



https://github.com/docker/compose/security/advisories/GHSA-gv8h-7v7w-r22q
https://nvd.nist.gov/vuln/detail/CVE-2025-62725
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CVE #m 3% | CVE-2025-20354,CVE-2025-20358

SSEEE @ |Cisco Unified Contact Center Express

BB 2R
BR3R 5% | Cisco Unified Contact Center Express 12.5 SU3 ES07(2) Z & kR -
Cisco Unified Contact Center Express 15.0 ES01(2) 2 & R4

o A :
Cisco Unified Contact Center Express (Unified CCX)@— M EHEETE
IRPOHNEEAR  BE5EE  BIRHE SFHAHSZEERE
B RAEPREME - HA © Cisco BHhEARELREAS(CVE-
2025-20354 - CVSS : 9.8 A1 CVE-2025-20358 © CVSS : 9.4) - CVE-
2025-20354 BRHWATENERE - RAFARKEE D BENKNEEZT
REENRFELLEEEERE - FH root #EHITERE®Z ; CVE-
2025-20358 % #8 5 7 EERE R - DJBEDFTARAL S 70 B RE I = Ik B
BEGBS NS - NESHARZUMANITHENSIEER -

o FEYS:

> Cisco Unified Contact Center Express 12.5 SU3(2) ZBThAR A&
» Cisco Unified Contact Center Express 15.0
o ERIKR :
1. Cisco Unified Contact Center Express Remote Code Execution
Vulnerabilities

2. CVE-2025-20354
3. CVE-2025-20358



https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-cc-unauth-rce-QeN8h7mQ
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-cc-unauth-rce-QeN8h7mQ
https://www.cve.org/CVERecord?id=CVE-2025-20354
https://www.cve.org/CVERecord?id=CVE-2025-20358
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2.3.3 SambafF £ E AXE R miE(CVE-2025-10230)

CVE #75%% ||CVE-2025-10230

S,EEm | Samba

RIBERRILEL MRS TVETER !

https://www.samba.org/samba/history/security.html

o AF:AA :
Samba B2— AR Em - TE2ARAEIFRELAARBNER KEZE
WHE= - THBHEKRE L RN S (CVE-2025-10230 - CVSS
10.0) - BB RIEEZRFIES EA TG - EEHEIRE Samba AD
Domain Controller Al fR28 AL WINS B ESZ 1R - KRB D EENE
IR BE O EAEEIFELRFIESI Samba AIARES E#1T

o TETL:

> Samba 4.21.9(F=)LLAT RS

> Samba 4.22.0 £ 4.22 5(AZ) R4

> Samba 4.23.0 £ 4.23.2(R2)hRAS
o ERIKR :

1. Samba Security Releases

2. CVE-2025-10230
3. CVE-2025-10230

BERIEE



https://www.samba.org/samba/history/security.html
https://www.samba.org/samba/security/CVE-2025-10230.html
https://nvd.nist.gov/vuln/detail/CVE-2025-10230
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2.3.4 SAPHEIE F2MEmMBMERER LS

CVE #m3% | CVE-2025-42887,CVE-2025-42890

S EEm |[SAP Solution Manager * SQL Anywhere Monitor

RBESHIEELE RS NETIER !
AR A https://support.sap.com/en/my-support/knowledge-base/security-
notes-news/november-2025.html

® WA :
[ CVE-2025-42887 - CVSS : 9.9]
IERmE R D A BEES - nFFKBE S RENIEETIEIRI)
BEEAAR  BABEREIE  FEZAOEEMY - TEMMoI AN -
[ CVE-2025-42890 - CVSS : 10.0]
SQL Anywhere Monitor (Non-GUI) ZEESBNERERLERM - %
FAERENPEERARE  UJEERCKRENNEEZNS 24K
BRI TESENN  FEZRFHEENE - TEMENO AN -

o EYL:

> SAP Solution Manager ST 720 iR A&
» SQL Anywhere Monitor (Non-Gui) SYBASE SQL ANYWHERE
SERVER 17.0 fR7S
o ERIR :
1. SAP Security Patch Day - November 2025

2. CVE-2025-42887
3. CVE-2025-42890



https://support.sap.com/en/my-support/knowledge-base/security-notes-news/november-2025.html
https://support.sap.com/en/my-support/knowledge-base/security-notes-news/november-2025.html
https://support.sap.com/en/my-support/knowledge-base/security-notes-news/november-2025.html
https://nvd.nist.gov/vuln/detail/CVE-2025-42887
https://nvd.nist.gov/vuln/detail/CVE-2025-42890
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2.3.5 Microsoft SQL Server FEE KE L imE(CVE-2025-59499)

CVE #7%% ||CVE-2025-59499

A= (Microsoft SQL Server

RIBESHEILELBRSNETIER !

R RIA https://msrc.microsoft.com/update-guide/zh-tw/vulnerability/ CVE-

2025-59499

o NAE:MA :
MERET ¥ E M ZEa SQL Server 4 fnE A E L ME A S (CVE-2025-
59499 - CVSS : 8.8) - IEimIE4A SQLZAJRE » MEFAEENKNESE
Z BT AR O ETHY SQL i8S W FHER -

Bl YBR[/ £ .
0 =E1E

> Microsoft SQL Server 2017 (GDR) 14.0.0 & 14.0.2095.1 R A&
> Microsoft SQL Server 2019 (GDR) 15.0.0 £ 15.0.2155.2 fiR K
> Microsoft SQL Server 2016 Service Pack 3 (GDR) 13.0.0 £
13.0.6475.1 hR K
Microsoft SQL Server 2016 Service Pack 3 Azure Connect Feature
Pack 13.0.0 £ 13.0.7070.1 kK
Microsoft SQL Server 2017 (CU 31) 14.0.0 £ 14.0.3515.1 hR A
Microsoft SQL Server 2022 (GDR) 16.0.0 £ 16.0.1160.1 iR 4
Microsoft SQL Server 2019 (CU 32) 15.0.0.0 2 15.0.4455.2 iR X
Microsoft SQL Server 2022 (CU 21) 16.0.0.0 £ 16.0.4222.2 hR K
o TRIKIR :

1. Microsoft SQL Server Elevation of Privilege Vulnerability

2. CVE-2025-59499

A\

YV V V V



https://msrc.microsoft.com/update-guide/zh-tw/vulnerability/CVE-2025-59499
https://nvd.nist.gov/vuln/detail/CVE-2025-59499
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2.3.6 CiscoliE FCatalyst CenterfF £ B AE ZimilE(CVE-2025-20341)

CVE #7%% ||CVE-2025-20341

SLEE M |[Cisco Catalyst Center

BEMEMUTRE :

Cisco Catalyst Center 2.3.7.10-VA(2) Z & hr A

® WA :
Catalyst Center 22 Cisco IRt IR EEY & - EHBEEEEEMEE
INEE - ORI EEAEERANEEEMEEEEMAKIRE -
H - Cisco ZEHEARNELZRIF/AS(CVE-2025-20341 - CVSS : 8.8) -
ZomRRERERABRBEARZ oA REZEIIORTEN R

BRRME

AEABIORRETRY HTTP 555K - B RAETRIEENIEL -
et WBEEEFEAWRE - HBAZ/DEPA " Observer ; BEHAE
RURRE

B2 %83 A NN
0 =10

> Cisco Catalyst Center 2.3.7.3-VA £ 2.3.7.10-VA(R ) Z Bl b2
o ERIKIR:
1. Cisco Catalyst Center Virtual Appliance Privilege Escalation

Vulnerability
2. CVE-2025-20341



https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-catc-priv-esc-VS8EeCuX
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-catc-priv-esc-VS8EeCuX
https://nvd.nist.gov/vuln/detail/CVE-2025-20341
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2.3.7 Fortineti€ N FortiWebF £ & X E L il (CVE-2025-64446)

CVE #75%% ||CVE-2025-64446

& Em |Fortiweb

BEMEMTRAE :

FortiWeb 7.0.12 bk A

FortiWeb 7.2.12 ki A&

FortiWeb 7.4.10 kiR A

FortiWeb 7.6.5 kiR A<

FortiWeb 8.0.2 kiR A<

® AX:MMA :
Fortinet /& & Fortiweb @ — IR AL EARENRIBIKBEm - HIN
BEHNZERBEN - API RFE - R AERTERBBONE - HAT
Fortinet ¥ A E KB ZRIA /A (CVE-2025-64446 - CVSS : 9.8) - 5
B AEEERCERRR - OB AKLETRENKNES - BB
IONERETHI HTTP S HTTPs 385K - A LHITE RS -
#&T . BA Fortinet DEIRI AR EENALRE - BEEERFEING
g mRTE e - DABS LSt ¥ bR ol sER I BB 88 4 -

o TETH:

> Fortiweb 7.0.0 £ 7.0.11 iR
FortiWeb 7.2.0 & 7.2.11 ik A
FortiWeb 7.4.0 £ 7.4.9 iR K
FortiWeb 7.6.0 & 7.6.4 IR A
FortiWeb 8.0.0 & 8.0.1 kR A
o ERIKR :
1. Path confusion vulnerability in GUI
2. CVE-2025-64446

BRRME

YV V VYV V



https://fortiguard.fortinet.com/psirt/FG-IR-25-910
https://nvd.nist.gov/vuln/detail/CVE-2025-64446
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2.3.8 Fortinetif N FortiVoiceFESQLE A iR (CVE-2025-58692)

CVE #7%% ||CVE-2025-58692

=2 E M |IFortiVoice

BEMELITARAE
BRSRMEE |[FortiVoice 7.0.8 iR AN

FortiVoice 7.2.3 lii A
o KNEMMA :

A.

FortiVoice = Fortinet E— IR EENBEN RS - BERBE R
ZE WXMEBEESEDSE  ZBEEMERIFERE - H -
Fortinet 2 T E K E L Jm i /A5 (CVE-2025-58692 - CVSS : 8.8) - &
4 SQL JEARME - nFFRBEDERENINESE - BEIBORETI
HTTP 2% HTTPs 553K @ MITAKERENIEZEN BN ES
o ENL.:
> FortiVoice 7.0.0 £ 7.0.7 iR K
> FortiVoice 7.2.0 £ 7.2.2 iR K
o ERIKIE :
1. SOL injections in voice and administrative interface
2. CVE-2025-58692



https://fortiguard.fortinet.com/psirt/FG-IR-25-666
https://nvd.nist.gov/vuln/detail/CVE-2025-58692
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2.3.9 SolarWindsig T Serv-UB R FEIBEARE L iRE

CVE #m3f% | CVE-2025-40547,CVE-2025-40548,CVE-2025-40549

288 == SolarWinds Serv-U

BEMEMUTRE :
SolarWinds Serv-U 15.5.3 iR
® WA :
SolarWinds Serv-U 2 — AR L E X EMm0EIREEEE - XEFTP -
FTPS » SFTP £Z 1@ - BEESHANEETH - UXEEFaHE
SEEFINEINEE - HAT - SolarWinds 5 7hiE NEm Serv-U 77E 3 8
ERELZRME -
[ CVE-2025-40547 - CVSS : 9.1]
&R EERRLD - dgEnstEAEEEERNBE INTER
B -
[ CVE-2025-40548 - CVSS : 9.1]
AR AERAEERD  UEnFfEEEEENNEBENTER
B -
[ CVE-2025-40549 - CVSS : 9.1]
IR EREIZERE - teEnfEEEEE#HRNKNEE  o&
Hix ERTEZ0H -

B SBR[ £ .
0 ==,

BRRME

> SolarWinds Serv-U 15.5.2.2.102 kR A<
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o HIIF

1.

2.

U

SolarWinds Serv-U Logic Abuse - Remote Code Execution
Vulnerability (CVE-2025-40547)

SolarWinds Serv-U Broken Access Control - Remote Code
Execution Vulnerability (CVE-2025-40548)

SolarWinds Serv-U Path Restriction Bypass Vulnerability
(CVE-2025-40549)

CVE-2025-40547

CVE-2025-40548

CVE-2025-40549



https://www.solarwinds.com/trust-center/security-advisories/cve-2025-40547
https://www.solarwinds.com/trust-center/security-advisories/cve-2025-40547
https://www.solarwinds.com/trust-center/security-advisories/cve-2025-40548
https://www.solarwinds.com/trust-center/security-advisories/cve-2025-40548
https://www.solarwinds.com/trust-center/security-advisories/cve-2025-40549
https://www.solarwinds.com/trust-center/security-advisories/cve-2025-40549
https://nvd.nist.gov/vuln/detail/CVE-2025-40547
https://nvd.nist.gov/vuln/detail/CVE-2025-40548
https://nvd.nist.gov/vuln/detail/CVE-2025-40549
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£ 35 - EXMEFEAEE

o EXRMMHE

2025 AEELZIRRESFE . IJELEE=m FHEERR
SEENSRE | 20255%12H03H 8=

mENMEE EXBREEFEEEDO 01E(E MR IEERMNEE2IRME)
JEENAEIE | https://activity.tweert.org.tw/2025/index.htm
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M BHREERBWUES ; E—DIRTEMELETS - 1 Secure-
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BB EEENERREE - HNZAKREIREBRENE - bk
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[15EE (] BMIEEESD

[EMEM) BURESRERLEE - SEEMABEKEIEER
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[FWEN) BXEBELZEZNRR

[#RZi550] 02-8729-10994#211 52 /)\viH

Evelyn.Wu@taiwan.messefrankfurt.com

[PEER ] SEERE TR Mac £5& : EaRBEEHE (b=

%)
EENIT R

168015
mERS
PERIS

118 27H () 13 : 30-16 : 30
128 2H(Z) 13 : 30-16 : 30
128 3H(=) 13 : 30-16 : 30

EENHhEG

168635 -
EERE :
- BETEEREATESHE $5—B

thpip

*lb\jt*'l'j(g;%qjlb\ZF + 3F E’zn..\ﬁ_
BEZEBESRRMEXNE ALIBIREEE

RGN

https://www.cisanet.org tw/News/Deta|I/7216
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RE
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REBBEFEELZHEBRSIED - 2024 FE2IKE BT EAHEFIRIT

BESHRII—FRERIO%  SEEEVIIEHEEREBE 240 8
RERER  MBEEBLDZEN=EHE  BUFSFAERRIES
ASHEE ! BHEZRER ‘%1tE’JTJE$ia NEFIREEEL T
BERE,) E "TERAE ) Bzl - HEZTEEZRIE - EHE
B3l - W RE —8 410 ﬁ”%Eﬁﬁ%BﬁEﬁSBEHRTEE X A& B AL
EZEEZNER - NERRREEEAPIRIENZZ M E R EE
FIg - XSO EBEMERE - KEEEHEEEEE - 15 0iE
%~ o8l - oIFENMERE - B —E2HE . RGOS
R BRoXEBME2NEEENER  AEAESERRE R
= |

[EMWEM] PERBENRERS

[$1TEM] PEEMARGBRAS - ERBEREOGARAS - 0
O RIBARAT - —REMRSBBRAS - PESEROBRL
=

[B48%8 O] 02-2553-3988#388 KEH &
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== N SI=
$F4E - TUNTRERLS
—
TWCERT/CC ZXB {38 %H 2ZCVSS 3108 Assl L7 mAENMTE :

—&—®# | U-Office Force - FTE2{ERH

TVN/CVE ID | TVN-202511002 / CVE-2025-12864, CVE-2025-12865

CVE-2025-12864 :
8.8 (High) CVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H

CVSS CVE-2025-12865
8.8 (High) CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/l:H/A:H
FEEm U-Office Force 29.50(A2) LB 4~

CVE-2025-12864(SQL Injection) :

ChE 2 B WBE I AERESQLIESERN ~ B kil
PREREAR -

CVE-2025-12865(SQL Injection) :

S 2 B2 WBEIEAEESQLIESER ~ 1Bkl
FRERNEAR -

g
P11}
fin
b s o)
=
=

R E EHE29.50(2) LB RS
yN:CISE:: 2025-11-10
THESE AL https://www.twcert.org.tw/tw/cp-132-10488-2df22-1.html

BE/NE® | EIP Plus - Weak Password Recovery Mechanism
TVN/CVE ID | TVN-202511003 / CVE-2025-12866

9.8 (Critical)
CVSS CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
FEEm EIP Plus RELEASE_240626(“~ =) BT ARA

[R5 =B i 2t CVE-2025-12866(Weak Password Recovery Mechanism) :

r—




@ woertoe BB B EEE GED
Taiwan Computer Emergency Response Team / Coordination Center

KRG DR 7RI EE TR RI S R NI R e B E

o EMRIINENEREREEE -

BRIRAE EHZRELEASE_240626(2) & IRA

NEEI=Et 2025-11-10

\

THESE LS https://www.twcert.org.tw/tw/cp-132-10490-2534b-1.html

H9ERE N | New Site Server - Use of Client-Side Authentication
TVN/CVE ID TVN-202511004 / CVE-2025-12868

9.8 (Critical)
CVSS CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
EEm New Site Server

49 88 & 31l B9 28 2 New Site Server 7z 7£ Use of Client-Side

e B 4 2t Authenticationmid - K& H 7 5l 2 3= I B & 0 {E LAl
Imie TS NS AUL IR EHEIR -

BERE BRI TR

NGI=EE 2025-11-10

THEAZELS https://www.twcert.org.tw/tw/cp-132-10493-bf807-1.html

BEHMURE | eHRD - FE2{EREE

TVN/CVE ID | TVN-202511005 / CVE-2025-12870, CVE-2025-12871

CVE-2025-12870 :

9.8 (Critical)
CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/1:H/A:H

CVSS CVE-2025-12871 :
9.8 (Critical)
CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/1:H/A:H
e Em a+HRD 7.5() L BThRAK

EfEE TR CVE-2025-12870 :
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a+HRDT?{-EAuthentication Abusef@ia - K& G Rl iR
MmN BERZEZFENCIESEEERERE  FHZEE
o BB E #E BF‘J‘HQ% @ e

CVE-2025-12871 :

a+HRD7TZ £ Authentication Abuse)@)E - A& B iRl 2=
N BE T BTRFEEEREE - WERZREUEE
EERTNAL -

B EZEBEBRHELZNTEMITERELSE)U

)

BR7*E FHRATZESRERN ZIEMEN, NEEES
AR A\ E B4 -
NGISE! 2025-11-12
THRAELS https://www.twcert.org.tw/tw/cp-132-10486-a3459-1.html

FoE L | ThinPLUS - OS Command Injection

TVN/CVE ID @ TVN-202511010/ CVE-2025-13284
9.8 (Critical)
CVSS CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
SEEMm ThinPLUS TPmCloud4.0
7C [ £ 3% BA 8% 2 ThinPLUS 7= £ OS Command Injection i
5] 2 H 22kt A KRG DER 7 i2ln W EBE O F ATEFERFIES
R AR 28 E#4T
BERTTIE ST Z TPmMCloud4.2(2) L& R A
ABIRHA 2025-11-17
THEAEELS https://www.twcert.org.tw/tw/cp-132-10512-e196b-1.html
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4788 - TWCERT/CC B

BITEAN . BEEMaEIE G EEERRE O
(Taiwan Computer Emergency Response Team / Coordination Center)

HFHIHER : 20258118308

&7 HH : CERT_Service@cert.org.tw

B4 : https://twcert.org.tw/

Facebook T 44 &H : https://www.facebook.com/twcertcc/

Instagram : https://www.instagram.com/twcertcc/
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