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2.1.1 OWASP 2025FWebfEZE2+ A EEIE - FREFIRRAUEES

2025 OWASP TOP 10

006507
OGFA

OWASP 20255 WebEAZ2+AHBISE -
FRESRREUEES

ot

20255FOWASP Top 10 Web[ERERNLERBBEIEN A - SF
MEFRHIRMEERS  RRENEZHBNREFEE - FHIESRD
( Broken Access Control ) & IEEE - MEZEEEHR ( Security
Misconfiguration ) EAERES fFE#E TR K ( Software Supply Chain Failures )
RIEAZ2E" -5l BrtEaERBRBEE-_SANHEIE LER
B ARHIPKEL -

< £ 20255 FOWASP Top 10 Web[ERRE %2 E B IRSEFIEM AR
Bl - RIS TEGSHEERK . M THREREEAS ) - FARGER
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2021
A01:2021-Broken Access Control

ZE EF - FEAEE

2025
> A01:2025-Broken Access Control

A02:2021-Cryptographic Failures

A03:2021-Injection
A04:2021-Insecure Design

A05:2021-Security Misconfiguration
A06:2021-Vulnerable and Outdated Components

A07:2021-Identification and Authentication Failures
A08:2021-Software and Data Integrity Failures
A09:2021-Security Logging and Monitoring Failures*

A02:2025-Security Misconfiguration
ew)-, A03:2025-Software Supply Chain Failures*
é A04:2025-Cryptographic Failures
A05:2025-Injection
\3 A06:2025-Insecure Design

> A07:2025-Authentication Failures

A08:2025-Software and Data Integrity Failures
A09:2025-Logging & Alerting Failures*

A10:2021-Server-Side Request Forgery (SSRF)*

* From the Survey

(New) A10:2025-Mishandling of Exceptional Conditions

* From the Survey

[El1 : 2025 OWASP Topl07£2021F F2025F Y& - BRIFR -
OWASP Topl0
OWASP #i#4 | Kl P
A01:2025 F R R R AT B B AR SRS HL
( Broken Access
Control )
A02:2025 Ll E S Z5 ~ R B E N A S a5 e A TR
( Security
Misconfiguration )
A03:2025 RUCHG (L e e o F=TTHEGIEE ~ BB TR
(Software Supply | # s At
Chain Failures)
A04:2025 IR TS A= 0 ~ TIESREARE ~ s eimoh
( Cryptographic SRR SRR
Failures )
A05:2025 FEATEE W%e%fﬁlimﬂl%ﬁ{maﬁ/\ AR S R
(Injection) =4
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A06:2025 N RS asa AN AR R TR e T A B b - s E
(Insecure TR TR
Design)
A07:2025 24l T EEEN L VLB 257 B 1 S R R S B R S &
( Authentication B EE A ERHE
Failures )
A08:2025 HOHS BB SRR MR | REEA R (RS 2B EAAE S
Y4 WS ECERHA By A E AV A AR
( Software or Data
Integrity Failures )
A09:2025 HEtat skl % > HEEso skl % - EEEA NI
(Logging & BEURE - HELIREAROE TIE]E
Alerting Failures )
A10:2025 FRARTE D B BN & SRR ~ SEEREEINE - S
(Mishandling of R AR 2800 nT g B E Y HAL SR 150
Exceptional
Conditions )
Z<1 : 20255FOWASP Topl0Z ®UMERAR - ERIZRIR | TWCERT/CCEEE
20255FOWASP ToplORI EENeBEMM - EAHELETEELE B
5 BEZMEAREREE  STHHF2Z280RRINBER - T5EBR
[REBEZSHRERIMER - DUFEZTWCERT/CCIRHEREE !
1. Bﬁ{tfﬂy}“%ﬁ%%u - RS/ NERSIRE] - WEEEERS
BRI RN -
2. STEBHE—_HooHEHER - BUENETI(WSBOM) - EE
HEEL 2 MEEGERT -
3. EESTHYIINRBEAILEHNITNREFE BENEHELE

Rl -

4. EMZZBSMNEREHS -
SAERRE -

BREBEREEINZBRENAZER -
FRZEF RS (MFA) - M PRSI KR
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5. BERLFEMUEMBEERPSIRT)  MLEEER EREEASHD|
B BERZFEHESRIBIDEETZ

ES
6. EMEMZETHAKMAINR - 2IESHEB LRI -

o THESELS
1. OWASP Top 10:2025 RC1
2. OWASP Top 10 2025: Official List, Changes, and What Developers
Need to Know
3. The 2025 OWASP Top 10: What’s New and Rising in AppSec Today
4.  Two New Web Application Risk Categories Added to OWASP Top 10

o



https://owasp.org/Top10/2025/0x00_2025-Introduction/
https://www.aikido.dev/blog/owasp-top-10-2025-changes-for-developers
https://www.aikido.dev/blog/owasp-top-10-2025-changes-for-developers
https://informationsecuritybuzz.com/the-2025-owasp-top-10/
https://www.securityweek.com/two-new-web-application-risk-categories-added-to-owasp-top-10/
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TWCERT/CCHBZAHABMIRSER - WINBARELEE - FWF
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1. RSYHTREFHENES  BNERB4RRZ ERE - 8
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2.3 BIElE R M E LBl
2.3.1 FEA# RCE f®id@ "React2Shell ; EAIRIEFEFI A

%React2Shell

EifiE RCE /®iE " React2Shell ;
BAREFERFIA

ot

Google B2 15#/]\4H ( Google Threat Intelligence Group, GTIG ) #TH
B AR ER - IELARIE CVE-2025-55182 HYiziniZ T AE#1T ( RCE)
E DN BEEERIRIEPIEDANA - EIEWHEEA " React2Shell ;. #
TR EE RATIHIEZR React 2 Next.js - H CVSSv3.x REENDEM D
10.0 - BREAMRIB S OIgEiE M EZEE

CVE-2025-55182 @ — &1 A& ER RCE J®lH - BRFAKEMiRE
MERKNES  EHRZAEEm ARBENEENERERREDRHITER
2L -
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HEFHEEZ IR EEFHE React 22 Nextjs WE R RIBEER
A2 ° AR React 2 IK&E AMAIIHIEZS - ™ Next.js X 2EHF MK
FimBZ (SSR) EZE - HItHEEEANEESTEmEEEERX -

WA  NEEZAARERIANREBABRSER - CMER
BAENZZVRAERSEXT  BEARSBATERIES - MINKE
% WEEETZZ2RERS  EEBNER BEARERI (HU
ZHRENEEM ) BEERREANATEERBL -

FERRE  REZAALUISERE K - {-EE’\\\ 18 NiEln, B2 TTE
PR WEBRH  WEERFISTARBIETEMELREIITAR -
Nigie s B E Wlﬂtlijiﬁgizﬁﬁiﬁﬁﬁlé °

GTIG EMERZEETE CVE-2025-55182 I EEEH ]I%Eﬁllﬁj\;.%@
PN EEZKINEE XMRig & ”’%FI GTIG WHRBHE R -
WAE—HEXNEOIRERERANEERNZEHE UNC6584 - LESh - %%B'ha
EmﬁaﬁmeﬁﬂﬂﬁEE—i%%m@! 257 - D hI% UNC5454 ( Earth
Lamia ) £2 UNC3569 ( Jackpot Panda ) ° A - GTIG BAIREZEZ B
£ hf5[@ UNC6584 - H2HE R AAME -

HRIAR LEFEZSENEENE A RRZEN BT (RCE) A
ZIH - EEERE - GTIG BZER kR SES "ERL B2 PoC 2R
WEEIERERBEMIUIMAEIERN RCE WEEESH - R THBAERRE
SRIEE - GTIG B HES) - B1357E AWS 1 GreyNoise ZigFH E1E%!
MAAER - FE FWEBE EEGEERIMA AL RE -

EREFRERTARDEN - WEDR(CHhEAEZEENT - DU
BEXWERNER - LUMEREZEREES !
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1. MIENEW
® EZEFTA{FF React WAHMIIEIF AR 2 React 19.2.1 -
® fEHA Nextjs WIRIRREZEREMEES RUEMNERIIERIRA -
2. Google Cloud Phz&1E i

® Google Cloud AP o] BRI Ak Cloud Armor WAF #2 8l cve-
canary - TERRIARMIE @ BV ESSWNERIINER -

3. HEEZEHEEEENR

o ERLZTERINBEZTHERBAE KAZREZEGWE
IRARALIZERY XMRIg 88% ~ &% CPU AR - o]t ELR
S EH M OJBERIA RIS -

o HHEAELD

1. Responding to CVE-2025-55182: Secure your React and Next.js workloads
2. React2Shell (CVE-2025-55182): Everything You Need to Know About the
Critical React Vulnerability



https://cloud.google.com/blog/products/identity-security/responding-to-cve-2025-55182
https://www.wiz.io/blog/critical-vulnerability-in-react-cve-2025-55182
https://www.wiz.io/blog/critical-vulnerability-in-react-cve-2025-55182
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2.4 BB RIEER
2.4.1 WordPressiE 2 BB T REF1E6 B Z 2R

CVE-2025-13536,CVE-2025-13538,CVE-2025-13539,CVE-
2025-13540,CVE-2025-13615,CVE-2025-13675

SEEmM |WordPress IEREEHAME T E

EB T Blubrry PowerPress £ 11.15.3(2) L E IR A
B FindAll Listing £ 1.1(Z) A IR A

EH FindAll Membership £ 1.1(2) A& R4
¥ Tiare Membership £ 1.3(2)EBIRA

¥ StreamTube Core £ 4.79(2) AR & AR A

CVE #R5E

BRIRUEE
Tiger B X BFSEE HanlBERIUNERR - A0t
o

https://www.wordfence.com/threat-
intel/vulnerabilities/wordpress-themes/tiger-2/tiger-10121-
unauthenticated-privilege-escalation

\\k

o NAERMA :
R AB 23R WordPress IBA RV ERE T BT 6 ASERLER
- BEEERETIER -
1. Blubrry PowerPress &7t 72 =\ 77 £ £ 2 18 2 £ (& (Arbitrary File
Upload) & (CVE-2025-13536) - HX1Z ﬂxﬁé PRZEmMNEBE IR
FTERBERE LETNTHAEEMER  EMERERNTER
IV -
2. FindAll Listing £2 Tiare Membership 187t 120 & Tiger R F B F1E
¥ PR 12 F+ (Privilege Escalation) )& & (CVE-2025-13538 -~ CVE-2025-
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13540 & CVE-2025-13675) - RGN iR 2 R In W E O RIS
EEEEAG  EMARAREESHILEIESER -
3. FindAll Membership & 712 N 7 & B 7 #& 5l £ 28 (Authentication
Bypass) & 8l (CVE-2025-13539) - K& G 7k 5l 7 = ln WEE RIS
—MERAERFEEFNEEEEFHGZERT  OdLIEEES
/\Y—QA%IQ‘E o
4. StreamTube Core EFZZE N FEERHAE R MEE E (Arbitrary User
Password Change) &8 (CVE-2025-13615) - K& G 7 &Rl 7 & In W2
EUEREERALERAERG  EMINEEEERITHER -

o FEYH:

> Blubrry PowerPress 11.15.2(2)LABThR A

FindAll Listing 1.0.5(2) MBI AR A

FindAll Membership 1.0.4(Z) BT AR 2

Tiare Membership 1.2(2) AT AR A

StreamTube Core 4.78(2) BT AR

Tiger A2 E & 101.2.1(R)UBTIRAK

vV V V V V
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o HRIR

1.

No ko

© 0o

10.
11.

12.

CVE-2025-13536

CVE-2025-13538

CVE-2025-13539

CVE-2025-13540

CVE-2025-13615

CVE-2025-13675

Blubrry PowerPress <= 11.15.2 - Authenticated (Contributor+)
Arbitrary File Upload via 'powerpress e

FindAll Listing <= 1.0.5 - Unauthenticated Privilege Escalation
FindAll Membership <= 1.0.4 - Authentication Bypass via Social
Login

Tiare Membership <= 1.2 - Unauthenticated Privilege Escalation
StreamTube Core <= 4.78 - Unauthenticated Arbitrary User
Password Change

Tiger <=101.2.1 - Unauthenticated Privilege Escalation



https://nvd.nist.gov/vuln/detail/CVE-2025-13536
https://nvd.nist.gov/vuln/detail/CVE-2025-13538
https://nvd.nist.gov/vuln/detail/CVE-2025-13539
https://nvd.nist.gov/vuln/detail/CVE-2025-13540
https://nvd.nist.gov/vuln/detail/CVE-2025-13615
https://nvd.nist.gov/vuln/detail/CVE-2025-13675
https://www.wordfence.com/threat-intel/vulnerabilities/wordpress-plugins/powerpress/blubrry-powerpress-11152-authenticated-contributor-arbitrary-file-upload-via-powerpress-edit-post
https://www.wordfence.com/threat-intel/vulnerabilities/wordpress-plugins/powerpress/blubrry-powerpress-11152-authenticated-contributor-arbitrary-file-upload-via-powerpress-edit-post
https://www.wordfence.com/threat-intel/vulnerabilities/wordpress-plugins/findall-listing/findall-listing-10-unauthenticated-privilege-escalation
https://www.wordfence.com/threat-intel/vulnerabilities/wordpress-plugins/findall-membership/findall-membership-104-authentication-bypass-via-social-login
https://www.wordfence.com/threat-intel/vulnerabilities/wordpress-plugins/findall-membership/findall-membership-104-authentication-bypass-via-social-login
https://www.wordfence.com/threat-intel/vulnerabilities/wordpress-plugins/tiare-membership/tiare-membership-12-unauthenticated-privilege-escalation
https://www.wordfence.com/threat-intel/vulnerabilities/wordpress-plugins/streamtube-core/streamtube-core-478-unauthenticated-arbitrary-user-password-change
https://www.wordfence.com/threat-intel/vulnerabilities/wordpress-plugins/streamtube-core/streamtube-core-478-unauthenticated-arbitrary-user-password-change
https://www.wordfence.com/threat-intel/vulnerabilities/wordpress-themes/tiger-2/tiger-10121-unauthenticated-privilege-escalation
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2.4.2 ASUS DSL (52377 7E = [El b %2 = ifmifEl (CVE-2025-59367)

CVE #7%% ||CVE-2025-59367

S, Em ||[ASUS DSL-AC51 * DSL-AC750 * DSL-N16
ERCHYREELEEERN - FEME2LIMERE :
ASUS DSL-AC51 Firmware 1.1.2.3 1010 AR A
ASUS DSL-AC750 Firmware 1.1.2.3 1010 fR K
ASUS DSL-N16 Firmware 1.1.2.3 1010 kA
EAHHEFILIXEBEOL) ZHREBRLLEZER  F2ZEA
HE - AHEENN © https://www.asus.com/security-advisory
® NE:MA :
MIEABERIT ASUS 20 DSL BISREEARGTES DRI &S
(Authentication Bypass) e (CVE-2025-59367) -
REB TR 2 ERKNEZZBILRE  HXFERIBERITRE
BEZEFH  BEEEDILETER -

B2 %83 A NN
0 =40

BRRME

/N

il

» DSL-AC51
» DSL-AC750
» DSL-N16
o ERIIR :
1. CVE-2025-59367
2. ASUS Product Security Advisory



https://nvd.nist.gov/vuln/detail/CVE-2025-59367
https://www.asus.com/security-advisory
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2.4.3 Fortinet FortiWebZ £ S & [ % = @i (CVE-2025-58034)

CVE #75%% ||CVE-2025-58034

28 [Fortinet FortiWeb

EALCHERABELIEEERN  BLEELMAETERM - #

90 R ¢ https:/fortiguard.fortinet.com/psirt/FG-1R-25-513

o NAE:MA :
Wt 3E A &353R Fortinet FortiWeb ZEFE 2 #815< 7 A (OS Command
Injection))ffE (CVE-2025-58034) -
CNEEREERZERNBEINIAERFELRFIESTUNREMKES
3T - ZRAEEBRENA - BERER L ETIEME -

Bl YBR[ £ .
0 =E1E

> FortiWeb 8.0.0 £ 8.0.1 k=&
FortiWeb 7.6.0 & 7.6.5 hii &
FortiWeb 7.4.0 & 7.4.10 kR A&
FortiWeb 7.2.0 £ 7.2.11 hr A&
> FortiWeb 7.0.0 £ 7.0.11 lix A<
o ERIKE :
1. CVE-2025-58034
2. Multiple OS command injection in APl and CLI

BERIEE

YV V V



https://nvd.nist.gov/vuln/detail/CVE-2025-58034
https://fortiguard.fortinet.com/psirt/FG-IR-25-513
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2.4.4 Fortinet IE FZTHEMBHEAELAS

CVE #m3f% | CVE-2025-59718,CVE-2025-59719

S, EEm |[Fortinet FortiOS ~ FortiProxy * FortiSwitchManager * FortiWeb

[ CVE-2025-59718]
BEMEMTRAE
FortiOS 7.6.4(2) Z &R
FortiOS 7.4.9(2) Z & hRA
FortiOS 7.2.12(2) Z B R
FortiOS 7.0.18(2) Z B kR A
FortiProxy 7.6.4(2) 2 & R A
FortiProxy 7.4.11(2) Z & iR A&
BRRHEE |FortiProxy 7.2.15(2) Z # AR A
FortiProxy 7.0.22(2) Z & IR A&
FortiSwitchManager 7.2.7(2) Z &4
FortiSwitchManager 7.0.6(2) Z & k4
[ CVE-2025-59719]
BEMELTRRA :
FortiWeb 7.4.10(2) Z B R~ -
FortiWeb 7.6.5(2) Z &R
FortiWeb 8.0.1(2) Z & kR 2
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AERAA :

[ CVE-2025-59718 - CVSS : 9.8]
FortiOS - FortiProxy & FortiSwitchManager 7#E 438 5 7 5858 R)E -
KRG D EBRAENNEZ AN ARGRN SAML B - £ FortiCloud
SSO K& 73 BgrE 1l -

[ CVE-2025-59719 - CVSS : 9.8]
FortiWeb FHE#ABE N ERFERLE - RAES D RENNEE N R
B SAML FILE - %438 FortiCloud SSO By 5 77 B v 1l -

B/ 4813 AN
ETO .

[ CVE-2025-59718]
> FortiOS 7.6.0 & 7.6.3 iR AN -
FortiOS 7.4.0 & 7.4.8 R AN -
FortiOS 7.2.0 & 7.2.11 bR A -
FortiOS 7.0.0 & 7.0.17 bR -
FortiProxy 7.6.0 & 7.6.3 hix A<
FortiProxy 7.4.0 & 7.4.10 R A&
FortiProxy 7.2.0 & 7.2.14 hR 7
FortiProxy 7.0.0 & 7.0.21 hR A&
FortiSwitchManager 7.2.0 & 7.2.6 hit7Z<
FortiSwitchManager 7.0.0 & 7.0.5 hR <

[ CVE-2025-59719]

> FortiWeb 7.4.0 £ 7.4.9 fRZS -

> FortiWeb 7.6.0 £ 7.6.4 fR A ~

> FortiWeb 8.0.0 ik~
ERIRR

1. Multiple Fortinet Products' FortiCloud SSO Login Authentication

Bypass
2. CVE-2025-59718

3. CVE-2025-59719

YV VYV VYV VYVYVY



https://www.fortiguard.com/psirt/FG-IR-25-647
https://www.fortiguard.com/psirt/FG-IR-25-647
https://www.fortiguard.com/psirt/FG-IR-25-647
https://nvd.nist.gov/vuln/detail/CVE-2025-59718
https://nvd.nist.gov/vuln/detail/CVE-2025-59719
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245 lvantilE FEPMEE2{EE X EZ R

CVE #m3f% | CVE-2025-10573,CVE-2025-13659

=LEEE M |lvanti EPM

AEMELTRA
EPM 2024 SU4 SR1 R AR
® WA :
Ivanti & A9 Endpoint Manager(EPM) @ — A B FIEH HEE BSR4 -
RAEEEARE Windows * macOS F Linux 258 -
[ CVE-2025-10573 - CVSS : 9.6]
IEARFEBIENANERE - nffEhkERaEnNEETEEE
BT PSR HITER JavaScript F2 U5 -
[ CVE-2025-13659 : CVSS : 8.8]
IEAEREEEARED  REHEREENENFEREHAZ - &
BEHFERBNNEEATARE LBATERE LTS
IR EIAT -
o FEYS:
> EPM 2024 SU4(Z) ZEThARA
o TRIKIR :
1. Security Advisory EPM December 2025 for EPM 2024

2. CVE-2025-10573
3. CVE-2025-13659

BRRME



https://forums.ivanti.com/s/article/Security-Advisory-EPM-December-2025-for-EPM-2024?language=en_US
https://nvd.nist.gov/vuln/detail/CVE-2025-10573
https://nvd.nist.gov/vuln/detail/CVE-2025-13659
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2.4.6 SAPHEIE R 2MEmMBMERERZLS

CVE #m3% | CVE-2025-42928,CVE-2025-42880

=22 m ||SAP jConnect - SDK for ASE ~ SAP Solution Manager ST 720

RBESHIEELE RS NETIER !
AR A https://support.sap.com/en/my-support/knowledge-base/security-
notes-news/december-2025.html
o NAE:MA :
[ CVE-2025-42928 - CVSS : 9.1]
IBREA&RFIERE - BEfS#ERNERZEENRLIRE - &
BEMEIVENITHNE  FEZ2FOREMY - sc2UMa Y -
[ CVE-2025-42880 - CVSS : 9.9]
FARTRZ 8 A BB T - SAP Solution Manager 7oFF B WILEE
EFI EERNINEEARBEARBRSREINE - oJsERE XA

Tt MR A -
o HHFA:

[ CVE-2025-42928]
» SAP jConnect - SDK for ASE
SYBASE_SOFTWARE_DEVELOPER_KIT 16.0.4, 16.1 hiRK
[ CVE-2025-42880]
> SAP Solution Manager ST 720 AR K
o ERIIR :
1. SAP Security Patch Day - December 2025

2. CVE-2025-42928
3. CVE-2025-42880



https://support.sap.com/en/my-support/knowledge-base/security-notes-news/december-2025.html
https://nvd.nist.gov/vuln/detail/CVE-2025-42928
https://nvd.nist.gov/vuln/detail/CVE-2025-42880
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2.4.7 Metah FReact Server ComponentsfZ % & K& Z i (CVE-2025-55182)

CVE #7%% ||CVE-2025-55182

22 % m ||React Server Components

RIBE 77 UL RE LRV BRI VETIE4 ¢
BRI https://react.dev/blog/2025/12/03/critical-security-vulnerability-in-
react-server-components

o NAE:MA :
React 2 —1EIFH Meta 722 8958)R JavaScript BITVE - AREBFERE
AH - H Meta BHEAE LR (CVE-2025-55182 + CVSS :
10.0) - 5 React Server Components ZE iz im iz LAS I TIRE ° R
React 7 B#17{823% % React Server Function IH BB RIS FELZ T -
WEBEEFBEBS2EE  HogEEARHANEEBEERER
WEEAT

Bl YBR[ £ .
® =TE4E

> react-server-dom-webpack 19.0 ~ 19.1.0 ~ 19.1.1 ~ 19.2.0 ik K
react-server-dom-parcel 19.0 ~ 19.1.0 ~ 19.1.1 ~ 19.2.0 hRK
react-server-dom-turbopack 19.0 ~ 19.1.0 ~ 19.1.1 ~ 19.2.0 AR A
= 21 React HEZREAFTEI T E B  next, react-router, waku,
@parcel/rsc, @vitejs/plugin-rsc & rwsdk -
o TRIKIR :

1. CVE-2025-55182

2. Critical Security VVulnerability in React Server Components
3. CVE-2025-55182

YV V V



https://www.facebook.com/security/advisories/cve-2025-55182
https://react.dev/blog/2025/12/03/critical-security-vulnerability-in-react-server-components
https://nvd.nist.gov/vuln/detail/CVE-2025-55182
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2.4.8 SangomafE FEFEEIE 2 #iFreePBXEFEE X E ZRiHE(CVE-2025-66039)

CVE #7%% ||CVE-2025-66039

S EM (Sangoma FreePBX

BEMEMTRAE :

FRIRIE |FreePBX 16.0.44 hRZS

FreePBX 17.0.23 iR

o AFIMMA :
FreePBX 2 Sangoma [E FNEIR IP EFEEAM - 62 EBEHKBER -
REEE « FiEINEES - T FreePBX BHEAEZLZNE @ EE A
#mBYE4E FreePBX Endpoint Manager F1E 5 7 5858 652/ E (CVE-
2025-66039 + CVSS 4.x : 9.3) - ERR AR TS " webserver |
5 ZBHAEFEESD Eﬁ?ﬂ"%tﬁﬁﬂ : # Authorization ZBENEATE
R REEAAN - HZIE session B HIZFEAE -

> FreePBX 16.0.44 IR (KR Z) ZBThRA

> FreePBX 17.0.23 IRA (R Z) ZRThRA
o ERIKIR :

1. Security Advisories

2. CVE-2025-66039



https://github.com/FreePBX/security-reporting/security/advisories?state=published
https://nvd.nist.gov/vuln/detail/CVE-2025-66039
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2.4.9 CiscolE FAsyncOSERBE 171 & A E L ifmilE(CVE-2025-20393)

CVE #7%% ||CVE-2025-20393

SLEE M |[Cisco AsyncOS

RIBE R AILELER S TVETEER
R RIA https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurit
yAdvisory/cisco-sa-sma-attack-N9bf4

o NAE:MA :
AsyncOS EX3SE Cisco EFIE&ETHINS Cisco Secure Email Gateway
Cisco Secure Email 1 Web Manager BI1EZE A4 - IRHEIB RS 4
BREIERE  REERNHBHLZEEZLIRINGE - Cisco BHEAREL
e IR AsyncOS FHEEARE L MIE(CVE-2025-20393 - CVSS :
10.0) - IERE A REBEERTZERBIIRKE 2L root #EIR#IT
RS BRICOWEIRARAEBKERE - FABARHLER
Cisco B -
° HETAH:
> FTARRZAH Cisco AsyncOS EREE19 S IE I ESRE R/ E
o ERIR :
1. Reports About Cyberattacks Against Cisco Secure Email Gateway And
Cisco Secure Email and Web Manager

2. CVE-2025-20393
3. CVE-2025-20393



https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-sma-attack-N9bf4
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-sma-attack-N9bf4
https://nvd.nist.gov/vuln/detail/CVE-2025-20393
https://www.cve.org/CVERecord?id=CVE-2025-20393
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2.4.10 WatchGuard FireboxFEE AXE ZmiE(CVE-2025-14733)

CVE #7%% ||CVE-2025-14733

B2 =M \WatchGuard Firebox

BEMEMUTRE :

WatchGuard Fireware OS 2025.1.4 AR -

WatchGuard Fireware OS 12.5.15 iR -

BERME |WatchGuard Fireware OS 12.11.6 AR A

WatchGuard Fireware OS 12.3.1_Update4 (B728352) i 2~

& &F . WatchGuard Fireware OS 11.x fR K22 EoL(End of Life)

HNEMR  BREAREIBRR

® NE:MA :
WatchGuard Firebox @ — MR KEEm - BREZEBRIE €
1EFIE ~ IPS ~ APT [RIE RAIRFBHHEIE - WatchGuard 38HhEAREL
S (CVE-2025-14733 - CVSS 4.x : 9.3) A5 » ZmBAEARR AR
B AT ERAKRBENRNEZRNTERRENXNE - HA
WatchGuard B2 2N EBE ERBEAFALRE - FARRE
WatchGuard E# -

Bl YBR[/ £ .
0 =TE4DE

> WatchGuard Fireware OS 2025.1 & 2025.1.3 fiR K

> WatchGuard Fireware OS 12.5 £ 12.5.14 iR~

> WatchGuard Fireware OS 12.0 & 12.11.5 hi A&

> WatchGuard Fireware OS 11.10.2. % 11.12.4+541730 iR A
o ERIKR :

1. WatchGuard Firebox iked Out of Bounds Write Vulnerability

2. CVE-2025-14733



https://www.watchguard.com/wgrd-psirt/advisory/wgsa-2025-00027
https://nvd.nist.gov/vuln/detail/CVE-2025-14733
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2.4.11 WordPressiEEZNEFE FEEFEI0E S EIEZ Z R

CVE-2025-67522,CVE-2025-67523,CVE-2025-67524,CVE-2025-
CVE #m3% ||67525,CVE-2025-67526,CVE-2025-67527,CVE-2025-67529,CVE-
2025-67530,CVE-2025-67531,CVE-2025-67532

B |WordPress Bt 2N A E T 7

e e DN N

Jobmonster Elementor Addon 1.1.5(2) A& k2

Jobmonster 4.8.3() & IR A&

Exhibz 3.0.10(2) & iR <

ekommart 4.3.1(2)L & AR A~

BRRHEE (Sailing 4.4.6(2)AE IR

Digiqole 2.2.7(&) LB R AKX

Fashion 5.3.0(&) L& iR~

Besa 2.3.16(=) AR

Turitor 1.5.3(&) U E R

Hara 1.2.18(=) AR K

® NE:MA :
W 5E 55 A B 383H WordPress 18 7R 12 TV B A B - RETF 7E PHP AR S
Bl & (PHP Local File Inclusion) s JEl (CVE-2025-67522 ~ CVE-2025-
67523  CVE-2025-67524 ~ CVE-2025-67525 - CVE-2025-67526 -~
CVE-2025-67527 ~ CVE-2025-67529 - CVE-2025-67530 * CVE-2025-
67531 & CVE-2025-67532) - K& G 7 i 5l 7 iz im W EE O X A bR
- FERERRR PHP BN E ARKIETREIESR - R EIRE RN
THEREIE  FEFREIRLETER -

RS
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o EYLSOL -
NS B= .

Jobmonster Elementor Addon 1.1.4(Z) LA AR A
Jobmonster 4.8.2(2) BT AR A
Exhibz 3.0.9(2) AR AR~
ekommart 4.3.1(-R2)ABTAR A
Sailing 4.4.6(~ =) LRI IR A
Digiqole 2.2.7(-F &) ABThR 7R
Fashion 5.3.0(-F &) DARTAR A
Besa 2.3.15(2) ARThR A
Turitor 1.5.3(A&)LLBI AR ZS
Hara 1.2.17(2) AR AR A~

o ERIKE :

1. CVE-2025-67522
CVE-2025-67523
CVE-2025-67524
CVE-2025-67525

2

3

4

5. CVE-2025-67526
6. CVE-2025-67527
7

8

9

1

YV YV VY VYVYVY

A\

CVE-2025-67529
CVE-2025-67530

. CVE-2025-67531
0. CVE-2025-67532



https://www.cve.org/CVERecord?id=CVE-2025-67522
https://www.cve.org/CVERecord?id=CVE-2025-67523
https://www.cve.org/CVERecord?id=CVE-2025-67524
https://www.cve.org/CVERecord?id=CVE-2025-67525
https://www.cve.org/CVERecord?id=CVE-2025-67526
https://www.cve.org/CVERecord?id=CVE-2025-67527
https://www.cve.org/CVERecord?id=CVE-2025-67529
https://www.cve.org/CVERecord?id=CVE-2025-67530
https://www.cve.org/CVERecord?id=CVE-2025-67531
https://www.cve.org/CVERecord?id=CVE-2025-67532
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2.4.12 Zimbralf T Zimbra Collaboration Suite7Z1E E K E & imilE(CVE-2025-68645)

CVE #7%% ||CVE-2025-68645

=22 m ||Zimbra Collaboration Suite

FRMEE | IRIBEAMILELRRAVETER -

o A :
- fal AR 23 £ 4% Zimbra Collaboration Suite B9 Webmail Classic Ul 7%
EE R AMIEZE S TRE (Local File Inclusion « LFI) - &8 4% 5% &
CVE-2025-68645(CV/SS : 8.8) - %@ R RestFilter Servlet ¥ F7 &
REMNBRSEEEAE  RKESPBRENRHNEZ L /hirest
ImEaaa oK - WM EREEK D3 - 8132 WebRoot B iz FPHESE

;% o
o ENL.
» Zimbra Collaboration Suite 10.0 JRZ
> Zimbra Collaboration Suite 10.1 kr 4
o EiRIKIE :
1. Zimbra Security - News & Alerts
Zimbra Daffodil 10.0.18 Patch Release

2
3. Zimbra Daffodil (v10.1.13) Patch Release
4. CVE-2025-68645



https://wiki.zimbra.com/wiki/Security_Center
https://wiki.zimbra.com/wiki/Zimbra_Releases/10.0.18#Security_Fixes
https://wiki.zimbra.com/wiki/Zimbra_Releases/10.1.13#Security_Fixes
https://nvd.nist.gov/vuln/detail/CVE-2025-68645

£ 38 - BRI E A

& BN ]

115/1/30 14:00 ~ 17:00

EENIhEG

hEHEEAE— ARMWAZDIEHEE ( EAHLLAE =R
$E#7:R TAIESIECE )

g IR

https://www.tissa.org.tw/Course/Detail/5873
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[EA]

JRf& : 4,0007T/A

EBfE : 3,8007T/A

ANEEEE : 3,5007T/A

BEREM - B K5TiRER

HAE L : 2026/01/28

[;EENAZE / Event Deails]
AFESEHHBIFHERNEREEAELZER K  WKBEEBER
MR BTGB MBE - 1T SSDLC M ARA R EmBERE
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REE  SIEEZRKIEEEHNARBZINLETER - RENSEE
[E¥REY 1ISO/IEC 27001:2022 [fi#E A.8.2.5 (ZEFssF A H) 4
SSDLC EFMNEE K ¥ ERR% - WA BN = EREREIEER
HETHER  $HHHLTE2EKREE  TERRTHAR - I FEH4%
[FpeEM) PERBSHNEREESERELS
[B48 % O] 02-2553-3988#816 thE B

security@tissa.org.tw

[(ELE :
EENRSRT | 2026-03-05 09:00 ~ 2026-03-06 16:00

SEENME PETREAE—ARMAEDIIEERE (ElbHaILiEE =221
IRFER LKIESIECE )
RENAE | https://www.tissa.org.tw/Course/Detail/5881

BD mumenzze

IPAS
Hillz2 T2

=t

]

B H @RI

LRI P

JR{& : 12,0007T/ A

B & : 11,0007t/ A

BB EE : 9,0007T/A

BRSM - BN - BEMKSTHREH
HZE L © 2026-03-02



mailto:security@tissa.org.tw
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[;EENIAZA / Event Deails]
RREMAEREBERAL  BEREENENLETHHEREE - &
VB EREBHTERT R ZH - BIKETEEHELRE - #I1TH
BMEBEEES  FEPNEBREAEESREMER  BWEEE
iPAS E BB RIMTENT - NMERHEBEE ] BENBEERKSR |
[EWEM] PERBEENREREEERELS
[ B48% 0] 02-2553-3988#816 NEE

security@tissa.org.tw

[ELZE8Mz] 115/3/18-BAEFME : EEFREBE - EISEERSHNES
SEENASME | 2026-03-18 14:00 ~ 2026-03-18 17:00
SEENMEY PETREAT—ARPRAEDOIEERE (EbmPULILEE=ER22-1
IRFETER L KIE51ECE )

EENHEIE | https://www.tissa.org.tw/Course/Detail/588

0

LRI P

J&{E : 4,0007T/A

ES{E : 3,80070/A
BMipEE : 3,50070/A
BRSM - AV K5TiRaHA
WAL 2026-03-16



mailto:security@tissa.org.tw
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[;EENAS / Event Deails ]

MFEREEINREHIEER - EERENSBUITRERSHEERR
# - FILEEEZRIR 112F 5 16 HE 114 F 10 A 17 H#ETE
IE - W =880 A RESREREZSRIRSEE] 1,500
Bor  WEKFEENTBEESLGER 72/ BRI T EHE - oK
AmEBAEHESIRS 2087T -

RERENBIAREEZZZEHEN T RERZIRF - mBEELHE
HHlE 2z 0AE - WEE DA - EARE - 2B UET
EE B8 B & R s - M RNESEEREEE 2SE—F - b
9# e PR EEINE EIERE Kﬁ?’fiﬂﬁl*%ﬂé%m

- BEAE KA VT RSHRERRE - ETESESEMITEHEISN
Hk/ﬁ o B PRAEEEX -

[EMEM] PERBENRERGEERELS

[B45% 0] 02-2553-3988#816 MhE S
securltv@tlssa.orq.tw
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It =z B =
£ 4E - TYVNERASG
—
TWCERT/CC ZXB {38 %H 2ZCVSS 3108 Assl L7 mAENMTE :

AR | EEZE I ERIE - Hard-coded Cryptographic Key
TVN/CVE ID | TVN-202512007 / CVE-2025-15016

9.8 (Critical)
CVSS CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
HEEm TEEmE R E

&= Ix & R EE 77 £ Hard-coded Cryptographic Key & i@ -

B RE 4 REE DT ZERNEBEZ N HE EkeyEL HFEE
i EMMUEEREHEEEDEARS -

BERFIE MERBZEREMEL

NEISE! 2025-12-22

THESEAS https://www.twcert.org.tw/tw/cp-132-10587-797¢6-1.html

NBEEFEE | WMPro &ZKEM - Arbitrary File Upload

TVN/CVE ID | TVN-202512008 / CVE-2025-15226

9.8 (Critical)
CVSS CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
SEEMm WMPro 5.025.2 ik Zx

CVE-2025-15226

WMPro&s £ KBl = 1E Arbitrary File Uploadf@ia - R4
ipl IR BE O LEWHTHAEEMET - EMRE
RERmATERRZEIUNE -

BERTI A BMEREZECHERTARAHKRE

ARIBHA 2025-12-29




SEENEREHREREERHRA DL

Taiwan Computer Emergency Response Team / Coordination Center

THEEE AL https://www.twcert.org.tw/tw/cp-132-10602-c1¢69-1.html

BB EILERRFME | BPMFlowWebkit - Arbitrary File Upload
TVN/CVE ID  TVN-202512009 / CVE-2025-15228

9.8 (Critical)
CVSS CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
~EEm BPMFlowWebkit 5.0.5(A =) BTAR A

CVE-2025-15228 :
BPMFlowWebkit7 #E Arbitrary File Uploadi®ia - A&

R Rl ZiEin WEBE O] FEWHNITHERPIRET - 4 ﬁ’ﬁﬁ’q\ﬁ
R IR TEREZN -

RERE A BT 25.0.5(2) U IR

~FRBHH 2025-12-29

THES AL https://www.twcert.org.tw/tw/cp-132-10604-c65aa-1.html
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4788 - TWCERT/CC B

BITEAN . BEEMaEIE G EEERRE O
(Taiwan Computer Emergency Response Team / Coordination Center)

HFHIHER : 2025812H31H

&7 HH : CERT_Service@cert.org.tw

B4 : https://twcert.org.tw/

Facebook T 44 &H : https://www.facebook.com/twcertcc/

Instagram : https://www.instagram.com/twcertcc/



http://www.facebook.com/twcertcc/
http://www.instagram.com/twcertcc/

