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® THREAEAS
1. Latest Contagious Interview malware campaign abuses Microsoft

VSCode Tasks
BeaverTail and OtterCookie evolve with a new Javascript module

Hacking Employers and Seeking Employment
4. North Korean Hackers Combine BeaverTail and OtterCookie into

Advanced JS Malware
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https://opensourcemalware.com/blog/contagious-interview-vscode
https://opensourcemalware.com/blog/contagious-interview-vscode
https://blog.talosintelligence.com/beavertail-and-ottercookie/
https://unit42.paloaltonetworks.com/two-campaigns-by-north-korea-bad-actors-target-job-hunters/
https://thehackernews.com/2025/10/north-korean-hackers-combine-beavertail.html
https://thehackernews.com/2025/10/north-korean-hackers-combine-beavertail.html
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2.1.1 MongoDBfal ik 28 HE & MongoBleedic fE 58 = 13 5h 8 & i

MongoDBfal ik 23 E i
MongoBleedzC B2 &t Sh R & b

ot

s EAMongoDB A i —IE & [ f2 E %2 JR A CVE-2025-14847(CVSS 4.x :
8.7) - & Z{EMongoDBEIAREIRA - D HEEBREERHAA -
FIKES.TEEEIMAFMNERE AR ERINB R - 2ZRER
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AN B ETTRRER - 8 T EBREENRE ) WEH/EELIRER - &
MBRUEBEENZEFENNREINERRE - MIFERRBENER R
£ - BHCIEDOEERTERVIGIER0HE (heap ) SLIBAREBER - WE
B BBELEHBKRKREBELITR  ZRNEGAENECERRE -
ZIEEEREHEALBRENIRE - iR TokensE) - &% w[ 2B

DRREIEREEEER . Y - TR AERE% " MongoBleed .
MEI1E AR -
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1.
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BEIREMongoDBIRAR MR - BREABN SV ERNE

BEAXEMEEAESEMRA@B.23 ~8.0.17 ~ 7.0.28 * 6.0.27
5.0.32 5 4.4.30) ; EFIEXENERZS - BEERARIOKR
RUEBSLZEEMMRA - BEEVENER - EER{FHzIibER4E
5% X FRELth B 4 1
ENRFIE 248 (IPS) X Web FE R K& (WAF) - DURE E S
S F zlibF E5EK - WRERETE RS

AR EEEER TR - FRHEIMongoDBEEREN
MABmERE RAEERER  DUREEBAREAERNINENE
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o THEEELS

1.
2.
3.

4.

o1

MongoBleed (CVE-2025-14847): MongoDB Memory Leak Flaw
MongoDB Unauthenticated Attacker Sensitive Memory Leak
Exploited MongoBleed flaw leaks MongoDB secrets, 87K servers
exposed

MongoDB Vulnerability CVE-2025-14847 Under Active Exploitation
Worldwide

Merry Christmas Day! Have a MongoDB security incident.
December 27 Advisory: MongoBleed - Critical MongoDB
Uninitialized Memory Disclosure Vulnerability [CVE-2025-14847]
Make minimally sized buffers for uncompressed Messages



https://www.resecurity.com/blog/article/mongobleed-cve-2025-14847-mongodb-memory-leak-flaw
https://www.ox.security/blog/attackers-could-exploit-zlib-to-exfiltrate-data-cve-2025-14847/#technical_analysis
https://www.bleepingcomputer.com/news/security/exploited-mongobleed-flaw-leaks-mongodb-secrets-87k-servers-exposed/
https://www.bleepingcomputer.com/news/security/exploited-mongobleed-flaw-leaks-mongodb-secrets-87k-servers-exposed/
https://thehackernews.com/2025/12/mongodb-vulnerability-cve-2025-14847.html
https://thehackernews.com/2025/12/mongodb-vulnerability-cve-2025-14847.html
https://doublepulsar.com/merry-christmas-day-have-a-mongodb-security-incident-9537f54289eb
https://censys.com/advisory/cve-2025-14847
https://censys.com/advisory/cve-2025-14847
https://jira.mongodb.org/browse/SERVER-115508
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n8nBEEFEFEZERERME -
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R FIRILEREEESELEnnF s  BEMNEREEL R -
5 LR O BEEBUR AR IEN R IR 2 TS 1T (RCE) S BURLERIINE
AN - HRNBnERFZEEFIEZBHEERRBHN " P1E
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CVE-2026-21858 (CVSS: 10.0) — " Ni8mare ; - £ ZRAE( >=
1.65.0 <1.121.0) : IEmBEREHFRKE D ERFENINEE - %38 Webhook /&
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HIBREPM " Content-Type B 1 TRIE - ZEERXR LERTRILES
"req.body.files s EE - WEETFEIENERE LNERERBINE
RIEEEERER) - BEIREIRERISEIEE Session Cookie - #EMm A A
ZHERBIRBELERE  MTERRELME (RCE) - mAEENSNITIE
PR -

CVE-2025-68668 (CVSS: 9.9) — "N8scape. « BEARAE( >= 1.0.0
<2.0.0) : 52— & Python/bFa 2% mE - &KLBE D ERFBHNEE - o F|
F3 Python &34 Pyodide IRIZED JavaScript Z BRI EIR/EHH] - 48 EE
BRI FEIRE] - WEBEEMMFIRZERFIAN Nodejs MEE API(H
child_process) « M Un8nfRIFZITENERNITERFERAIEST - &4
O BEEBURIBIZVIBENITREIR -

CVE-2026-21877 (CVSS: 10.0) - & &EMA%(>=0.121.2) : IbREEF
£ Git BFAINEEDR - HRNERTEERKRZ 2080EE - KB305E
RN BEIERRERECEEERZS  UHNTERREINS - 2§
B =S Bt E A ERRAR n8n F& -

CVE-2025-68613 (CVSS: 9.9) - SZZARA R ( >= 0.211.0 <1.120.4)
IERADFABEENBENKNESE  ZRREVIABERREINE -
HRRZESNREEE  WEBEOUESL "2 this, £ TFXEFR
process.mainModule.require - ZEMEARFRANITES -

ABNEH IS EREE - EFMAREIEIRIEL NEER

1. YMBIEFRA : HFKBESNERZELS - ERBESERMA
TERFE  UEERARZECE®RENEZEZMA -

2. PREVEIEETFEINEEE : BRIFAMEREEXR - B %iSn8ntHEE MK
BEERBRERER  ERELFEBVPNI NI FHEFE -
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TEREIRA S D BB HI st A FiEE (MFA ) -

3. HiSERSREMINGE : BEREUAEY - 0B BRIEEH (BN
NODES_EXCLUDE) & i /2 FHCode Node % Git Node - L% E
" N8N_PYTHON_ENABLED=false ; ) E&FA Python 1T IHEE -
FEUR RO WA AWK ER -

4, TEICHEEIHEEER - SEE TN LIEREAREARTAH
SRIBEREAEEEM Mchild process s 217 - FAANIEZREAH
BA - A LEREPEIZ O JavaScript RE -

L *E E% nI:I

1.  Critical n8n Vulnerability (CVSS 10.0) Allows Unauthenticated
Attackers to Take Full Control

n8n CVE-2025-68613 RCE Exploitation: A Detailed Guide
CVE-2025-68668: Breaking Out of the Python Sandbox in n8n
CVE-2026-21877: n8n Workflow Automation RCE Vulnerability
Ni8mare - Unauthenticated Remote Code Execution in n8n (CVE-
2026-21858)

6.  Security - n8n

b wn



https://thehackernews.com/2026/01/critical-n8n-vulnerability-cvss-100.html
https://thehackernews.com/2026/01/critical-n8n-vulnerability-cvss-100.html
https://blog.securelayer7.net/cve-2025-68613-n8n-rce-exploitation/
https://www.smartkeyss.com/post/cve-2025-68668-breaking-out-of-the-python-sandbox-in-n8n
https://www.sentinelone.com/vulnerability-database/cve-2026-21877/
https://www.cyera.com/research-labs/ni8mare-unauthenticated-remote-code-execution-in-n8n-cve-2026-21858
https://www.cyera.com/research-labs/ni8mare-unauthenticated-remote-code-execution-in-n8n-cve-2026-21858
https://github.com/n8n-io/n8n/security
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2.2 EXtEREmIAER

2.2.1 PostgreSQLEIF{EN E L EpgAdminFE S A Z 2 iRE(CVE-2025-13780

CVE #&%E ||CVE-2025-13780

SEEM |[PostgreSQL pgAdmin

BERYEE || H pgAdmin £ 9.11(F) L _ERRAE

o NAE:MA :
e A& 3838 PostgreSQL BEZ{E/TE LA pgAdmin FHEEIVEEA
(Code Injection) J& JJal (CVE-2025-13780) - &  # IR /X &l AR =8 12 =0
(Server Mode) T » EVfS— iR 2 2 Imn I BE O] L BREHBEERNE -
REBESMEE PLAIN BXENDEERINER - 2RERTEHEDE
MR pgAdmin £ ERTERRETE - FAERED L ETER -

o FEYS:

> pgAdmin 9.10(2)U FARA
o ERIIR :
1. CVE-2025-13780

2. When Regex Isn't Enough: How We Discovered CVE-2025-
13780 in pgAdmin



https://nvd.nist.gov/vuln/detail/CVE-2025-13780
https://www.endorlabs.com/learn/when-regex-isnt-enough-how-we-discovered-cve-2025-13780-in-pgadmin
https://www.endorlabs.com/learn/when-regex-isnt-enough-how-we-discovered-cve-2025-13780-in-pgadmin
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2.2.2 Digiever DS-2105 Prof#7E & [&l b %2 = ifmifEl (CVE-2023-52163)

CVE #m 3% |CVE-2023-52163

i

3

&%= ||Digiever DS-2105 Pro

BEAHTHEFISIEEOL) ZREBRELEEE -
RERINA g . @i
https://www.digiever.com/tw/support/fag-content.php?FAQ=217
o AFHMA :

W35 A B 8 3R Digiever DS-2105 Pro FHEEE A # 5 < £ A (OS
Command Injection) )& (CVE-2023-52163) - HV 1S — AR #E R 7 = Im I
BEOBERIESIEA time_tzsetup.cgi - EMAITEIRIZINE - 7w
BEBREANA - FEEREDLETER -

B2 4813 N .
0 =40

T,

B
W
ot
)il
=

» Digiever DS-2105 Pro 3.1.0.71-11
o ERIKIE :

1. CVE-2023-52163

2. DIGIEVER &% 5 Hmsl



https://nvd.nist.gov/vuln/detail/CVE-2023-52163
https://www.digiever.com/tw/support/faq-content.php?FAQ=217
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2.2.3 Veeamh# FVeeam Backup & Replicationf& P B BEFE E A E L ifilE (CVE-

2025-59470)

CVE #m3% |CVE-2025-59470

£ Em |Veeam Backup & Replication

RS

\

T,

E#7 Veeam Backup &amp; Replication £ 13.0.1.1071(2) Z & ik

ZIN

® NAEMMA :
Veeam Backup & Replication 2 Veeam #Z /OB EES - TH Veeam
MEBEAEZRB AT @ IFIE(CVE-2025-59470 - CVSS : 9.0) 0 FF
Backup 3% Tape Operator {Bi:% & interval 5 order 2% - Xl postgres
FARESDHTEIRZEIRCE) -

o XEVH:

> Veeam Backup & Replication 13.0.1.180 ()2 A 13 4
o ERIKIE :
1. Vulnerabilities Resolved in Veeam Backup & Replication 13.0.1.1071

BRRME



https://www.veeam.com/kb4792
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2.2.4 BEBRFET Trend Micro Apex Central FEE KB Z R (CVE-2025-

69258)

CVE #m 3% | CVE-2025-69258

2/EE n |[Trend Micro Apex Central

.

R A2 B HRBILEITIER | https://success.trendmicro.com/en-
/N /
US/solution/KA-0022071

® NE:MA :
Trend Micro Apex Central 82 R E N —MEFNEEYS - AR
BIEZTE Trend Micro LR E - BI1ERE - FFER:S - B
BAREMNEERE - EHBEHERELZRAEAS - ILRE(CVE-
2025-69258 - CVSS : 9.8) Z& Trend Micro Apex Central & F 89
LoadLibraryEX AT ZFHELZE 9% - WEE U EREE D EEENER
T ERSEZTEHNORE DLL SAZRKTHWERAITE - WU
SYSTEM #EPRMITIEZRIIETUMS -
o FEYS:
> Apex Central (on-premise) 7190 (‘R =) Z BT RS
o ERIR :
1. CRITICAL SECURITY BULLETIN: Trend Micro Apex Central

(on-premise) January 2026
2. CVE-2025-69258



https://success.trendmicro.com/en-US/solution/KA-0022071
https://success.trendmicro.com/en-US/solution/KA-0022071
https://success.trendmicro.com/en-US/solution/KA-0022071
https://nvd.nist.gov/vuln/detail/CVE-2025-69258
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2.2.5 QNAP NASIEARRE A FE S R k2% 2 miE (CVE-2025-59384B1CVE-2025-

59387)

CVE #m 3% | CVE-2025-59384,CVE-2025-59387

& Em [QNAP NAS FERE(
ESDHERABLEEEY BSEETRBETEN @
BRgEE AT

https://www.gnap.com/en/security-advisory/gsa-25-54
https://www.gnap.com/en/security-advisory/qsa-25-53

® NE:MA :
MREAEEIR ONAP NAS ERENFESEMEZZRE - FERE
o ZETTIERS -
1. Qfiling =F1E 1L 4R FF (Path Traversal) @) (CVE-2025-59384) - K
KB 7 RmNEE N HIDREERNKRRE ZIERN ARG
2. MARS(Multi-Application Recovery Service) 777 SQL F A (SQL
Injection) & & (CVE-2025-59387) - K& G iRl 2 = in W EE O]
AT AREFEEES -
o FEYS:
> Qfiling 3.13.x £ 3.13.1(A )R A
> MARS 1.2.x £ 1.2.1.1686(~ &)
o ERIIR :
1. CVE-2025-59384
CVE-2025-59387

2.
3. Vulnerability in Ofiling
4. Vulnerability in MARS (Multi-Application Recovery Service)



https://nvd.nist.gov/vuln/detail/CVE-2025-59384
https://nvd.nist.gov/vuln/detail/CVE-2025-59387
https://www.qnap.com/en/security-advisory/qsa-25-54
https://www.qnap.com/en/security-advisory/qsa-25-53
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2.2.6 Fortineti® T FortiFone Web Portal 71 & X & % if#ifE (CVE-2025-47855)

CVE #7%% ||CVE-2025-47855

=228 EE M0 |IFortinet FortiFone Web Portal

BEMEMUTRE :

BE3RHEE |FortiFone 3.0.24(2) 2 B R A

FortiFone 7.0.2(2) 2 & kR A

® ANAMMA :
FortiFone Web Portal /2 Fortinet FortiVoice Z#FHEDTEENE - B
REREEEBFE D - BRI BEACHKELAANEE - HAE - Fortinet 3
HEREZRABAS - Jtt;)ﬁ'a;la(CVE-zozs-47855 + CVSS : 9.8)0J 5t
AMAREE D BENNES - BRIBOKRETRY HTTP 3¢ HTTPS 553K HY
BEERE - ’“ﬁﬁﬁﬂﬁ’iﬂﬂéé/ﬂ

B2 %83 A NN
0 =10

> FortiFone 3.0.13 £ 3.0.23 lk K
> FortiFone 7.0.0 £ 7.0.1 fR K
o ERIKR :
1. Unauthenticated access to local configuration
2. CVE-2025-47855



https://fortiguard.fortinet.com/psirt/FG-IR-25-260
https://nvd.nist.gov/vuln/detail/CVE-2025-47855
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2.2.7 Fortinetil FFortiSIEMFEE XAE R miE(CVE-2025-64155)

CVE #7%% ||CVE-2025-64155

24 E= 2 (Fortinet FortiSIEM

BEMEMTRAE :

FortiSIEM 7.1.9(2) 2 & iR A&

FOrtiSIEM 7.2.7(2) 2 & iR &

FortiSIEM 7.3.5(2) 2 & iR A&

FOrtiSIEM 7.4.1(2) 2 & A&

5T : FortiSIEM 6.7 A FortiSIEM 7.0 hi A 5E B% ZEE A

® AX:MMA :
FortiSIEM 2 Fortinet JE FWRIERLZ2EMESHERYS - B
Al MBEEEAM - RAMBENEAZEZZSENER  BRESEERE -
dTH - Fortinet B E KE L RME A (CVE-2025-64155  CVSS : 98) :
IERIFELRRIESTIARE - UERHFAREEDBRENRES
BT ER) TCPEBK - BT REISENEXBH L

B2 %83 A NN
0 =10

BRRME

> FortiSIEM 6.7.0 £ 6.7.10 kA&

FortiSIEM 7.0.0 & 7.0.4 hR 2

FortiSIEM 7.1.0 & 7.1.8 hkR A&

FortiSIEM 7.2.0 & 7.2.6 kR A&

FortiSIEM 7.3.0 & 7.3.4 hR A&

FortiSIEM 7.4.0 k7S

o ERIKR :
1. Unauthenticated remote command injection
2. CVE-2025-64155

YV V.V V

Y



https://fortiguard.fortinet.com/psirt/FG-IR-25-772
https://nvd.nist.gov/vuln/detail/CVE-2025-64155
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2.2.8 Microsoft i FSharePoint Server FZE2{EE X EZLFE

CVE #m3f% | CVE-2026-20947,CVE-2026-20963

228 54 IMicrosoft SharePoint Server
RIBE HAEILE LA VETER

[ CVE-2026-20947]

v v . |Inttps://msrc.microsoft.com/update-guide/zh-tw/vulnerability/CVE-
BERIIE |12026-20947

[ CVE-2026-20963 ]

https://msrc.microsoft.com/update-guide/zh-tw/vulnerability/ CVE-
2026-20963

o NAE:MA :
Microsoft SharePoint Server @ —mIEZERHBIFF G - R EIREA
B BIFEINEE - BREXEEAEZESHZOFE - LHAMEEHERXR
B 22N (CVE-2026-20947 + CVSS : 8.8 & CVE-2026-20963 - CVSS :
8.8) - CVE-2026-20947 7= SQL JEARmE - KRRV NEE O FE B
EEHITER SQL 77 < ; CVE-2026-20963 A AR EEER ZRFIIME
i AR ENKNEESZBREBNITERIZIN -

Bl YBR[/ £ .
® =TE4DT

» Microsoft SharePoint Server Subion Editio
» Microsoft SharePoint Server 2019
» Microsoft SharePoint Enterprise Server 2016
o TRIKIR :
1. Microsoft SharePoint Server Z2im #7205 5520

Microsoft SharePoint & If#H {TIE T\ HE 59 24

2.
3. CVE-2026-20947
4. CVE-2026-20963



https://msrc.microsoft.com/update-guide/zh-tw/vulnerability/CVE-2026-20947
https://msrc.microsoft.com/update-guide/zh-tw/vulnerability/CVE-2026-20963
https://nvd.nist.gov/vuln/detail/CVE-2026-20947
https://nvd.nist.gov/vuln/detail/CVE-2026-20963
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2.2.9 SAPHHIE T ZRERMBHEXRELAS

CVE-2026-0491,CVE-2026-0492,CVE-2026-0498,CVE-2026-

CVE %% |0500,CVE-2026-0501

2 o SAP S/AHANA - Wily Introscope Enterprise Manager * Landscape
Transformation

RIBE R RILEDAR S TVETEER
AR https://support.sap.com/en/my-support/knowledge-base/security-
notes-news/january-2026.html

® NE:MA :

[ CVE-2026-0501 - CVSS : 9.9]
BB FENR SAP S/4AHANA FhBEF At EiZE (Financials — General
Ledger) - HRBIARE AR - KBS D BENNEE N HSH
BY SQL IES#ETER « BXAMREmERNEER -

[ CVE-2026-0500 - CVSS : 9.6]

5 SAP Wily Introscope Enterprise Manager (WorkStation)f# 5 < ¥
BUE=AH  KEBSSBENREEOEII AR URL FRIWE
B INLP X1 - ERZEEEIE URL IF - Wily Introscope @iR23 0] £
REEBEBM EIITIFRERFHS

[ CVE-2026-0498 - CVSS : 9.1]

IERIEFER SAP SIAHANA A BEMAMEE - nsFEBEEIEE
ERNVIEE B R RFC ARINEEHEARIRE - TS ABAP ZI0HE/
TFERMMTITIARG  HMEBLENRERS -

[ CVE-2026-0491 - CVSS : 9.1]

SAP Landscape Transformation oEF HEE EE SR ENKEER A
RFC AR EIEATRE - i$EE2 ABAP B BMEFELAAT I EAR
Mo EMmEBRVNENIRERS -
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[ CVE-2026-0492 - CVSS : 8.8]
SAP HANA ERlEFEERETRE - RN BZEREERENS
ke - BIOJJmEMAR - KimESEEE#ER -

4887 4 -
[ 5{5?;.!‘ = .

[ CVE-2026-0501]

» SAP S/4AHANA Private Cloud and On-Premise (Financials — General
Ledger) S4CORE 102, 103, 104, 105, 106, 107, 108, 109 k&A=
[ CVE-2026-0500]
» SAP Wily Introscope Enterprise Manager (WorkStation)
WILY _INTRO_ENTERPRISE 10.8 fiR K
[ CVE-2026-0498]
» SAP S/4AHANA (Private Cloud and On-Premise) S4CORE 102, 103,
104, 105, 106, 107, 108, 109 hRK
[ CVE-2026-0491]
» SAP Landscape Transformation DMIS 2011 1 700, 2011 1 710,
2011 1 730,2011_1 731,2018 1 752, 2020 hR7
[ CVE-2026-0492]
> SAP HANA database HDB 2.00 hR7<
o ERIR :
1. SAP Security Patch Day - January 2026
CVE-2026-0501
CVE-2026-0500
CVE-2026-0498

CVE-2026-0491
CVE-2026-0492

ok wnN



https://support.sap.com/en/my-support/knowledge-base/security-notes-news/january-2026.html
https://www.cve.org/CVERecord?id=CVE-2026-0501
https://www.cve.org/CVERecord?id=CVE-2026-0500
https://www.cve.org/CVERecord?id=CVE-2026-0498
https://www.cve.org/CVERecord?id=CVE-2026-0491
https://www.cve.org/CVERecord?id=CVE-2026-0492
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2.2.10 HPE IE FOneViewEFEE XE LimiE(CVE-2025-37164)

CVE #75%% ||CVE-2025-37164

/@ IHPE OneView

RIBEHRILELRERATVETER
BRI https://support.hpe.com/hpesc/public/docDisplay?docld=hpesbgn049
85en_us&docLocale=en_US#resolution-4

® ANAE:AA :
HPE OneView 2— X IT ERREEEFEMAFE - FIFBE B
HIEARES « REEEME  BEEBWIRAME - T8 HPE BHEK
**/\i(CVE 2025-37164 - CVSS : 10.0) - IEAEXIEFTARE -
RHAREENRENZRRYIEBZUANALREIRZEERERTE
BEE -
#at . BRI CERIBAREEIALRRE - &R RINERFER
Ehtn - ARG LE S ¥ TR DI BER IR B B A -

o TETH:

> HPE OneView v10.20(2) A RIFT B hR 4
o ERIKIR :

1. HPE-Support Center
2. CVE-2025-37164



https://support.hpe.com/hpesc/public/docDisplay?docId=hpesbgn04985en_us&docLocale=en_US#resolution-4
https://nvd.nist.gov/vuln/detail/CVE-2025-37164
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2211 n8nFHEAMEEXREZ RE

CVE-2025-68613,CVE-2025-68668,CVE-2026-21877,CVE-2026-
21858

=ZEEm |n8n

CVE #R5E

[ CVE-2025-68613]
BEMELTRA :
n8n 1.120.4 AR ~ 1.121.1 ARAN ~ 1.122.0 kA
[ CVE-2025-68668 ]
BEMEMTRRAE :
n8n 2.0.0 ki A
[ CVE-2026-21877]
BEMELTRRA :
n8n 1.121.3 AR
[ CVE-2026-21858]
BEMEMTRRE :
n8n 1.121.0 AR A&
® ANAEHA :
ngn E—HFAEIERZEEEIE  BRARBLENN B ESE
EAEN  EREXBEIYUEEEEEMEE - A n8n BHZEE
EZRmANE -
[ CVE-2025-68613 - CVSS : 9.9]
IEAEREXNBRTRED  EREEGT RS RBOKE
ZL n8n TR TERIZRNE -
[ CVE-2025-68668 - CVSS : 9.9]

BRRME
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~

F3758 n8n £ A3 Pyodide HY Python 2 VG e RGZ /DG AEBRE - K5
N BEEARUSEN TIERE#ERNNESE - Dingn TIZHEEE
BR7E n8n ElfR& L ITHERD S -

[ CVE-2026-21877 - CVSS : 10.0]

IEREAHE&BE N RENKHES - oFHn8n RENTESZILN -
EYRRTEWEE -

[ CVE-2026-21858 - CVSS : 10.0]
IERBEAHFRCENBRENRES A ERHTEEENRKRETE
g FHEBERENESR  ERREERATHERAERING -

o EYL:
[ CVE-2025-68613]
> n8n0.211.0 £ 1.120.4(FR &) ZBIARA
> n8n 1.121.0 fRA
[ CVE-2025-68668 ]
> n8n1.0.0 £ 2.0.0(FE)ZATRA
[ CVE-2026-21877]
> n8n0.121.2 () ZATARA

[ CVE-2026-21858]
> n8n1.65.0 £ 1.121.0(-FRZ) Z Al R4

o IR :

1. n8n-security
. CVE-2025-68613

2

3. CVE-2025-68668
4. CVE-2025-21877
5. CVE-2025-21858



https://github.com/n8n-io/n8n/security
https://www.cve.org/CVERecord?id=CVE-2025-68613
https://www.cve.org/CVERecord?id=CVE-2025-68668
https://www.cve.org/CVERecord?id=CVE-2025-21877
https://www.cve.org/CVERecord?id=CVE-2025-21858
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2.2.12 Zoom Node ZIRAS AR FEEAELRIE(CVE-2026-22844)

CVE #75%% ||CVE-2026-22844

222 M lIZoom Node Multimedia Routers

BRI RBESHIEELE RS NETIER !

https://www.zoom.com/en/trust/security-bulletin/zsb-26001/

o NE:RMA :
Zoom Node Multimedia Routers (MMRs) 2F3 Zoom )5)?1%1 tHR & Elm
ARG EZOMEE  FERAREEGRERRE - BIAHRENERM
PRARIEEZS TR - TH Zoom FEHEARELZ S (CVE-2026-22844
CVSS : 9.9) : WA/ )FARMD - EESHEETGEEBRBEFEE
MMRs $fTR IR TS

Bl YBR[/ £ .
0 =E1E

\\);t

> Zoom Node Meetings Hybrid (ZMH) MMR module 5.2.1716.0(-f
2) AR AR AR
> Zoom Node Meeting Connector (MC) MMR module 5.2.1716.0(-f~
2) AR AR R
o ERIR :
1. Zoom Node Deployments - Command Injection
2. CVE-2026-22844



https://www.zoom.com/en/trust/security-bulletin/zsb-26001/
https://nvd.nist.gov/vuln/detail/CVE-2026-22844
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2.213 OracleftHiE FZREMBEMEXELZLS

CVE #m3f% | CVE-2026-21962,CVE-2026-21969

S22 fm |Oracle Fusion Middleware ~ Supply Chain
RIBEHRILELRERATVETER
https://www.oracle.com/security-s/cpujan2026.htmi
o NE:RMA :
[ CVE-2026-21962 - CVSS : 10.0]
5 A7 #E Oracle Fusion Middleware B4 Oracle HTTP Server £2 Oracle
Weblogic Server Proxy Plug-in ZEm® - NFFARKEE D BENNEEZS
B HTTP FEARRARTS - EREERINAA - ol BEEBUR IR RIS
REREZEI ~ MR - EAMFE -
[ CVE-2026-21969 - CVSS : 9.8]
Ilt 7@ M F 7 Oracle Supply Chain B9 Oracle Agile Product Lifecycle
Management for Process EZm T * NEFARKEE D BENKNEEZEB
HTTP ZIARRZ# - EMERRAKETEZES -

B2 %83 A NN
0 =10

BRRME

[ CVE-2026-21962 ]
» Oracle Fusion Middleware 12.2.1.4.0
» Oracle Fusion Middleware 14.1.1.0.0
» Oracle Fusion Middleware 14.1.2.0.0
[ CVE-2026-21969]
» Oracle Supply Chain 6.2.4
o ERIIR :
1. Oracle Critical Patch Update Advisory - January 2026

2. CVE-2026-21962
3. CVE-2026-21969



https://www.oracle.com/security-alerts/cpujan2026.html
https://nvd.nist.gov/vuln/detail/CVE-2026-21962
https://nvd.nist.gov/vuln/detail/CVE-2026-21969
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2.2.14 Fortinet B9 FortiCloud SSO = & X & Ll (CVE-2026-24858)

CVE #7%% ||CVE-2026-24858

=22 B m |Fortinet FortiAnalyzer ~ FortiManager * FortiOS - FortiProxy

BEMEMTRAE :
FortiAnalyzer 7.6.6(&) Z & iR A&
FortiAnalyzer 7.4.10(2) Z & hR 4
FortiAnalyzer 7.2.12(2) Z & hR 4
FortiAnalyzer 7.0.16(2) Z & kR4~
FortiManager 7.6.6(=) Z & h 4~
FortiManager 7.4.10(2) 2 & A
FortiManager 7.2.13(2) Z & R A
FortiManager 7.0.16(2) 2 & kR A
FortiOsS 7.6.6(2) Z E ik A
FortiOS 7.4.11(2) 2 & iR &
FortioS 7.2.13(2) Z B R A
FortioS 7.0.19(2) Z B R A
FortiProxy 7.6.6(2) Z & hRZ
FortiProxy 7.4.13(2) Z & hr A&
# 5T : FortiProxy 7.2 F FortiProxy 7.0 55 8% £ & E R A
® NAMMA :

Fortinet £t ¥} FortiCloud SSO 2 fh &2 KE L )2 & (CVE-2026-24858

CVSS : 9.8) - IbRBE N REEBIRE - 705F¥A FortiCloud 1RIEFIE

EMRENHES - EAGFMEEMIRSROEMRE -

&t . BRI Fortinet SEIR B EENRALRE - EEEERFINEG

REgRARIENE - ARG LEST IR o gER B 38 4 -

BRRPEE
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o EYLSOL -
NS B= .

FortiAnalyzer 7.6.0 & 7.6.5 iR A<
FortiAnalyzer 7.4.0 & 7.4.9 fR A
FortiAnalyzer 7.2.0 & 7.2.11 hii A&
FortiAnalyzer 7.0.0 & 7.0.15 fR &
FortiManager 7.6.0 £ 7.6.5 kR A&
FortiManager 7.4.0 &£ 7.4.9 hrR K
FortiManager 7.2.0 £ 7.2.11 iR K
FortiManager 7.0.0 & 7.0.15 iR A&
FortiOS 7.6.0 & 7.6.5 hR A&
FortiOS 7.4.0 & 7.4.10 fRAS
FortiOS 7.2.0 & 7.2.12 JRA
FortiOS 7.0.0 & 7.0.18 iR A
FortiProxy 7.6.0 & 7.6.4 kiR A<
FortiProxy 7.4.0 & 7.4.12 iR
FortiProxy 7.2 FT B kR A
FortiProxy 7.0 FT Bkl 4s
o ERIR :

1. Administrative FortiCloud SSO authentication bypass

2. CVE-2026-24858

VVV VY VY VYVYVVYVYVYYVYVYYVY



https://fortiguard.fortinet.com/psirt/FG-IR-26-060
https://nvd.nist.gov/vuln/detail/CVE-2026-24858
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2.2.15 CiscoESREMNZIEEmMFEEARAELMIE(CVE-2026-20045)

CVE RSk

CVE-2026-20045

B ==
EEEI

RS

Cisco Unity Connection ~ Unified CM ~ Unified CM SME - Unified
CM IM&amp;P ~ Webex Calling Dedicated Instance

BRRPEE

RBESHEIEELE RS NETIER !
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurit
yAdvisory/cisco-sa-voice-rce-mORhqY4b

L Wgnﬁﬁﬁ .

Cisco

HEE FSIRREEMEMREMEREL ML QS (CVE-2026-

20045 - CVSS : 8.2) - WmiE4A HTTP BKEBEARE - REF D RE
MRt B EZORE B BRFEN HTTPRAERESFERE UHTER

5
et

< - EMIRF root #EE -

HAJ Cisco DR AW EZF AILRE - ERERXNER

wERRENE - DB LSt I RIE ol SER B 38 4 -

Bl YBR[/ £ .
0 =TE4T

PINEGR 12.5 ~ 14 K 15 AN :

>
>
>
>
>

Unity Connection

Unified Communications Manager(Unified CM)

Unified CM Session Management Edition(Unified CM SME)
Unified CM IM & Presence Service(Unified CM IM&P)
Webex Calling Dedicated Instance

o ERINR

1.

2.

Cisco Unified Communications Products Remote Code Execution
Vulnerability
CVE-2026-20045



https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-voice-rce-mORhqY4b
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-voice-rce-mORhqY4b
https://nvd.nist.gov/vuln/detail/CVE-2026-20045
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2.2.16 SolarWindsif FWeb Help Desk (WHD)ZEAEE X EZ iR

CVE-2025-40551,CVE-2025-40552,CVE-2025-40553,CVE-2025-
40554

S E M |SolarWinds Web Help Desk
RIBEHRILELNAERS NETER

AR RIA https://documentation.solarwinds.com/en/success_center/whd/conten
t/release_notes/whd 2026-1 release notes.htm

® AX:MMA :

Web Help Desk (WHD)Z SolarWinds fE N Em - TERHEDIHBE
HITITEEENRE @3 1TE8EE  EFRAMBE - EEBH
BIEE  DEZEEFHBIMER AHEHEAETLRBIAE

[ CVE-2025-40551 - CVSS : 9.8]

IERAREEERNREIERE - A REESRENKEE T
FHERTHS - OREERRIREIBINIT -

[ CVE-2025-40552 - CVSS : 9.8]

/B sREEERE  BEREENAZRER  oITAEZE S
s (RAERAERERR TS -

[ CVE-2025-40553 - CVSS : 9.8]

IERAREEERRFEINERE - B REE S RENREEDT
FHERTHS - OJREERRIGEIBINIT -

[ CVE-2025-40554 - CVSS : 9.8]

ERE D REHEBERE  EREENABZRE - oJ7£ Web Help
Desk(WHD) P 1T E B AF -

B SBR[ £ .
0 ==,

CVE #R5E

> SolarWinds Web Help Desk (WHD) 12.8.8 HF1(Z)LL AR 7S




& wvoertac

o IR :

1.

2
3.
4.
)

WHD 2026.1 release notes

CVE-2025-40551
CVE-2025-40552
CVE-2025-40553
CVE-2025-40554
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https://documentation.solarwinds.com/en/success_center/whd/content/release_notes/whd_2026-1_release_notes.htm
https://nvd.nist.gov/vuln/detail/CVE-2025-40551
https://nvd.nist.gov/vuln/detail/CVE-2025-40552
https://nvd.nist.gov/vuln/detail/CVE-2025-40553
https://nvd.nist.gov/vuln/detail/CVE-2025-40554

£ 38 - BRI E A

& BN ]

115/1/30 14:00 ~ 17:00

EENIhEG

hEHEEAE— ARMWAZDIEHEE ( EAHLLAE =R
$E#7:R TAIESIECE )

g IR

https://www.tissa.org.tw/Course/Detail/5873

LS
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[EA]

JRf& : 4,0007T/A

EBfE : 3,8007T/A

ANEEEE : 3,5007T/A

BEREM - B K5TiRER

HAE L : 2026/01/28

[;EENAZE / Event Deails]
AFESEHHBIFHERNEREEAELZER K  WKBEEBER
MR BTGB MBE - 1T SSDLC M ARA R EmBERE
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REE  FIEEZRKIEEENARZINLZETER - FRENSEE
[E¥REY 1ISO/IEC 27001:2022 [fi#E A.8.2.5 (ZEFssF A H) 4
SSDLC EFMNEE K ¥ ERR% - WA BN = EREREIEER
HETHER  $HHHLTE2EKREE  TERRTHAR - I FEH4%
[FpeEM) PERBSHNEREESERELS
[B48 % O] 02-2553-3988#816 thE B

security@tissa.org.tw

[(ELE :
EENRSRT | 2026-03-05 09:00 ~ 2026-03-06 16:00

SEENME PETREAE—ARMAEDIIEERE (ElbHaILiEE =221
IRFER LKIESIECE )
RENAE | https://www.tissa.org.tw/Course/Detail/5881

R ToshmmE

IPAS
HAR2 TR

CLREIMR B ERIDE

LRI P

JR{& : 12,0007T/ A

B & : 11,0007t/ A

BB EE : 9,0007T/A

BRSM - BN - BEMKSTHREH
HZE L © 2026-03-02



mailto:security@tissa.org.tw
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[;EENIAZA / Event Deails]
RREMAEREBERAL  BEREENENLETHHEREE - &
VB EREBHTERT R ZH - BIKETEEHELRE - #I1TH
BMEBEEES  FEPNEBREAEESREMER  BWEEE
iPAS E BB RIMTENT - NMERHEBEE ] BENBEERKSR |
[EWEM] PERBEENREREEERELS
[ B48% 0] 02-2553-3988#816 NEE

security@tissa.org.tw

[ELZE8Mz] 115/3/18-BAEFME : EEFREBE - EISEERSHNES
SEENASME | 2026-03-18 14:00 ~ 2026-03-18 17:00
SEENMEY PETREAT—ARPRAEDOIEERE (EbmPULILEE=ER22-1
IRFETER L KIE51ECE )

EENHEIE | https://www.tissa.org.tw/Course/Detail/588

0

LRI P

J&{E : 4,0007T/A

ES{E : 3,80070/A
BMipEE : 3,50070/A
BRSM - AV K5TiRaHA
WAL 2026-03-16



mailto:security@tissa.org.tw
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[;EZENIAZA / Event Deails]

MEREEINBEWIEE - BAERERBBITREESHEEZR

# o FIEEEZESRIR 112FE 58 16 HK 114 F 10 A 17 H#ETE
IE - R =EmE - AsKEEREEEZSRIRSES 1,500
Br - WEREEMNEREESHRER 72/\BRBRESHRE - K
BREHOREEWHITI RS 208 7T -
KREFBLEE L LT HEMSRERRE  SRPEEZHE
MHlE 2 OAS - WEBD AT - BORE - BB
B &R AT - M REGEEEELBER 2E—F - Ib

Sh - REFTRIBEEINEEERE  EAFREEEINESH

i BESE—RE T MBWRERE  ETESREEEMIESISEN
AT - R REMREEREX -

[EWEM] PERBEENREREEERELS

[B488 0] 02-2553-39884816 KE &

[EZEMR] 115/3/25- S HFRE—1S0 27001 B A LR K EH R BRE
JEENIERY | 2026-03-25 09:00 ~ 16:00

SEENEY  PERRAT—AERAEDIIEEZEE ( St =ER22-1
TR L AKIESIECE )
SRENAANE | https://www.tissa.org.tw/Course/Detail/5874

@B

‘ -
RC\RE

—ISO 27001:E A B2
\ RERERIE
@ nssAmawz s

(

EENEEE
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[EM]

JR{E : 7,20070/ A

EBE : 6,80070/A

BiBEE : 6,0007T/A

BEREM - 8 - B KRG R

WZE L : 2026-03-20

[;ZENAZA / Event Deails]
AREEEFEERABREZEERENLZEZEELAHAIZE 1SO
27001:2022 KMEBERBK ZERANE - RIZHE 1SO 27001:2022
RAELUE BELBER VAT - AREERE SIREHER - MUK
ENEEEEREZEND - RETMHMAZIRERES - BBoH
i BIREREZMMNEOHAHE  BREEBERELNLE
BIERAFIEEBES] - FIREZFEERRE A 1SO 27001:2022 - LIHA
SEIRAAMERELIRIE -

[EmEN) PERBENREBREBERELE

[Ht488 [ )] 02-2553-3988#816 MEE
security@tissa.orq.tw



mailto:security@tissa.org.tw

BEBEERGHEIEERED O
m Taiwan Computer Emergency Response Team / Coordination Center

£ 48 TUNRHEAS
e
TWCERT/CC XB {58 2ZCVSS 319 #As8 L ZimBAENMNTE ;

BEEENE | QOCA aim AIEBEEFA - Arbitrary File Upload
TVN/CVE ID | TVN-202601001 / CVE-2025-15240

8.8 (High)
CVSS CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
HEEm QOCA aim v2.7.5() ARThR 7S

QOCA aim AIEEEE T &7Z 7 Arbitrary File Uploadi®ia -

B RE 4t BRENEAN 7 ERIEET FETHAITHBERFRE
EC MR ERSIRAITEREINN -

RERE 3B BT RV2.7.6(E)UEBMRA

yN:GI=E:t 2026-01-05

THESEAS https://www.twcert.org.tw/tw/cp-132-10615-157a3-1.html

% | BEEFEERE - OS Command Injection

TVN/CVE ID @ TVN-202601003 / CVE-2026-0854

8.8 (High)
CVSS CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H

LTI SR EAF AR
DHO032 : v1.0.28.3858(=) A Bil ki Ax
DVR708, DVR716 : v1.3.4(2) AT R A

HEEm DVR804, DVR808, DVR816 : v1.3.4(2) AR A
NVR100L, NVR200L, NVR400L, NVR1400L, NVR2400L :
v1.1.66(2) L RThR AR

NVR3216, NVR3416, NVR3416r, NVR3816 : v2.0.74.3921(&)




BEBEERGHEIEERED O
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PARThR AR
NVR5832, NVR5832S : v4.0.24.4043(=) A BT RS
NVR5104E, NVR5208E, NVR5416E : v4.0.24.4078(=) AR AR
ZIN
Mz R e 2B B F # A 97 £0S Command Injection
B 2t - BEBE R 2 EIRNEE I ATEFEZRA
ESWRE LT -
BERTTIE BSEBEAAST(MO0L75)ETEIERAEH
yNEI=Et 2026-01-12
TRRHELSS https://www.twcert.org.tw/tw/cp-132-10624-6599¢-1.html

FZE | EEEEESME - OS Command Injection

TVN/CVE ID @ TVN-202601004 / CVE-2026-0855

8.8 (High)

CVSS CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H

FEEM BE PR S 4P2/ P3/ Z7/ P6/ 1/ IPD/ IPR/ LD/ LR 5B 5%
A& 3 2 80 0 B 1% 18 = % 8 5% 7 £ OS Command

5] e i 2t Injection)f®le - BEBEN#ER ZERKBEEIFALE
FELARIET W E LT -

I, IPD/IPR/LD/LRITESF LSRR - @FETEE - HEFRE
ERIEF2EE R AST(M00176)ETEIE IR A EF

yNEI=E: 2026-01-12

THEAE LS https://www.twcert.org.tw/tw/cp-132-10625-facsc-1.html

EEFEM | EHSRTERNERSR - FE2MERE

TVN/CVE ID | TVN-202601005 / CVE-2026-1019, CVE-2026-1021

CVSS CVE-2026-1019 :
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m Taiwan Computer Emergency Response Team / Coordination Center

9.8 (Critical)
CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/l:H/A:H
CVE-2026-1021 :
9.8 (Critical)
CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H

~EEm ZHHAERERAL.0.2(2)BIRA
CVE-2026-1019 :
LW AT E R E & # F £ Missing Authenticationf@)a - 7k
RED#ER 7 EIRNBE TN AR EINEEER  Bol KMl

. BREREARR -

5] B i
CVE-2026-1021 :
ZEWMETE R E R R IFEArbitrary File Upload®ia - K&
SnEpl 2R NEBE O LBEWHTHEEEFRE - EMm
RERGRRNITESZINN -

R E FEHE1.0.3()UEBIRA

yNI=EE 2026-01-16

HHEAELS https://www.twcert.org.tw/tw/cp-132-10637-3e4b3-1.html

L2815 | PrismX MX100 AP controller - Use of Hard-coded Credentials
TVN/CVE ID @ TVN-202601007 / CVE-2026-1221

9.8 (Critical)

CVSS CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/1:H/AH

HEEm PrismX MX100 AP controller v1.03.23.01(RZ) BT AR A
PrismX MX100 AP controller ¥ #£ Use of Hard-coded

R e Credentialsi®)d - AL EHERZ2IKNEBETAFAEA
REEEPE R EIRREBITHEAERNE -

BRAE B B EEE Ev1.03.23.01(Z) LB IR A

~RIBHA 2026-01-20
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THEEE AL https://www.twcert.org.tw/tw/cp-132-10642-3b808-1.html
IGISE2 R | MeetingHub #ZE{ES 5 - Arbitrary File Upload
TVN/CVE ID | TVN-202601008 / CVE-2026-1331
9.8 (Critical)
CVss CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
FEEm MeetingHub(FE L 2= 2I:R 15 4H)
MeetingHub & 4K {E =2 :& = 7E Arbitrary File Upload)®fa - &
Gk LG NiER ZielisEBED FEMHITHAEEFED - &
MR ERERANITERZNE -
BRAE ZHEEFHIET20251210(2) U kA
~FHEER 2026-01-22
THESE AL https://www.twcert.org.tw/tw/cp-132-10650-a5ee9-1.html

HBENREE | Z5—EAZRmEENES (1AQS ) EMEZEATINIoTHEZ

4% (16 ) - FEE21ERE
TVN/CVE ID TVN-202601009 / CVE-2026-1363, CVE-2026-1364

CVE-2026-1363 :

9.8 (Critical)
CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/l:H/A:H

CVSS CVE-2026-1364 :
9.8 (Critical)
CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/Il:H/A:H
o ZE—EZEANTZRmEE A (1AQS ) HABEAITIIoTIRE R
FEEM _
H 24 (16)
CVE-2026-1363 :
a5 it ZE—ZENZERmEEBERNSE (IAQS ) HEAFIEAIT7ITIOTIR
[ e e 2t

B E|Z 4% (16 ) TZ1EClient-Side Enforcement of Server-
Side Security)®i - RKEF DRI 2 iRIn B E O] FE 18
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HEEERIIREISEIEEHER -

CVE-2026-1364

ZEa—EANERmEERZ (1AQS ) HAEZEAITIVIOTIA
i %4 (16 ) IFFEMissing Authentication)ma - 7K £L
BniEhl 7RI BE U EFRIEAKREIREINGE -

BMECHHERAMARR ZEERELER - E£RAM3ER Z5&

BERTT A BASZIERERM  BRETER - AHERBEIREERZ
g8 b PR ENE FEFE I

NGI=EE 2026-01-23

THEAELS https://www.twcert.org.tw/tw/cp-132-10652-4cdca-1.html

BIBEM | E—RABEFHBRRBZM - ZE2@RE
TVN/CVE ID TVN-202601010 / CVE-2026-1427, CVE-2026-1428

CVE-2026-1427 :
8.8 (High) CVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:H/I:H/AH
CVE-2026-1428 :
8.8 (High) CVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:H/I:H/AH

SEEm &1 B ##ARIE 248 (V4) IFTOP_P4_181(KAE)LATAR A
CVE-2026-1427

B— ABEFHBERE Z2#FTO0S Command Injection
- BEBEENER 2 RIEREE I ATEIEELRRA
1ES R B e L#AT -

CVE-2026-1428

B ABEFH#ERE Z2#FTO0S Command Injection
- BEBEE i 2 RIENEBE I I ATEFERA
eSS R fER g E3AT -
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BERR7E EINEFRFRBAH(VAZEIFTOP P4 18110
yN:GISE:! 2025-12-29

THESE LS https://www.twcert.org.tw/tw/cp-132-10654-23f40-1.html
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4788 - TWCERT/CC B

BITEAN . BEEMaEIE G EEERRE O
(Taiwan Computer Emergency Response Team / Coordination Center)

HFIBHER : 20265E1H831H

&7 HH : CERT_Service@cert.org.tw

B4 : https://twcert.org.tw/

Facebook T 44 &H : https://www.facebook.com/twcertcc/

Instagram : https://www.instagram.com/twcertcc/



http://www.facebook.com/twcertcc/
http://www.instagram.com/twcertcc/

