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FHEIxE LM EAqua Security #ZEMNAZFRERBRHELE Trivy -
MHEAREEE A% TeamPCPRIBZ B A B R B AR R HIBERINE - WBER)
FARTERBENSERIRFEIRIVRE - RINEW Trivy EFR SEHMRAK
GitHub Actions @ i BB ETMEEEACI/CDRIEY @ ENERFHaRT
npmEHES ARERER -

RIFEZHITA BB Aqua Security FIFFFTIRZE - b REHTRFL2026
F2HE CI/ICDIRIEEEEAEEN S HEIREFE TokendNR - BEEHK3
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BlHETRERS - BREEAR  BREDNERAISD FHER - 3519
H - B2E=F 5% /&KE ¥aquasecurity/trivy-action 17228 Mool zE
(Force-push) o - EEc¥ 76 {EMRAIZE P RI75ME - LI setup-trivy B 71E fk
KIZE - BERRTEREAZEWCI/ICOREEAFMBIMR T FRITERERE
A o L9 - BZE=IETE Docker Hub EEFHEIZRRIZIVER Trivy M
1% (0.69.4 ~ 0.69.5 £2 0.69.6hR A ) -

IR EEANEEIZEI %S " TeamPCP Cloud stealer ; - 2 23\ &t
¥IGitHub Actions B TIRIFE TR IEREER ZAMITH - FBEAWS »
GCP - AzureEZEIm/&R5E - SSH =8 - Kubernetes Token - Docker 5% E &
ZEMNEBEEROZSKEER - BENERS®NEZLIME 2 ZEZEF
FIC2 ( scan.aquasecurtiy[.]org ) ; EE#RKXY  BEEINESIHZE
HIRIE DM GitHub Token - TEREEMRSE NI A% tpep-docs B2 B
FERFNINEER -

SEHEHEENEZBNERESEDMSEZHEREY - RENAHBEI
npm E7hToken - 1§54 " CanisterWorm ; B R EIBIE =B ABSE 47
BnpmEHF - FELZRELEEFNRZEIEMAS N —EEFEE -
HAI - Aqua Security EfF BRI BN ESMAEMGERIR - WEIRE
BIEMERIARZEILREGTE -

BELEZFTE  SRIB1OHE20HBFERBS T ER ARG
EX - FEiGFTAMRRE CI/ICD MEPRRFER A2 EINE - WWEREUL T
=B E SR

® & Trivy MITIEEESEMEERLEM v0.69.2 8¢ v0.69.3 ; 7%

trivy-action BT Z2 X ZEM v0.35.0 ; 15 setup-trivy B E
v0.2.6 °
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o VBRI EMZEMBUEREEESTZE CI/ICD RiZP I
REN  BEEIRHER/EREE - SSH &8 - Kubernetes Token
& npm 270 TokenZs -

o MBETF/IABARELIRE Btpep-docs WEBREFE - WER
K & FE 18 %8 B 4 55 scan.aquasecurtiy[.Jorg & IP fi it
45[]148.10.212 -

® GitHub Actions T{ERIZTF - FEEFHTEEAICommit SHA FH&1E
SHEMZA - MIEERSHWE NI Tag 128 - IS RRNHIE
AL EE -

PUN S8 IR H BRI ERI0CES ¢

scan[.]aquasecurtiy[.]org

45.148.10.212

18a24f83e807479438dcab7a1804c51a00dafc1d526698a66e0640d1e5dd671a

f7084b0229dce605ccc5506h14acd4d954a496dadb6134a294844ca8d601970d

822dd269ec10459572dfaaefel163dae693¢c344249a0161953f0d5cdd110bd2a0
e64el52afe2c722d750f10259626f357cdead0420c5eedae37969fbf13abbect
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o THEAELS
1. opensourcemalware-trivy
2. Trivy _Under Attack Again: Widespread GitHub Actions Tag
Compromise Exposes CI/CD Secrets
Trivy Supply Chain Attack Expands to Compromised Docker Images
4. Trivy Compromised: Everything You Need to Know about the Latest
Supply Chain Attack
Update: Ongoing Investigation and Continued Remediation
From Scanner to Stealer: Inside the trivy-action Supply Chain
Compromise
7. Trivy Security Scanner GitHub Actions Breached, 75 Tags Hijacked to
Steal CI/CD Secrets
8. Trivy Supply Chain Attack Triggers Self-Spreading CanisterWWorm
Across 47 npm Packages
9. Trivy Hack Spreads Infostealer via Docker, Triggers Worm and
Kubernetes Wiper

w

o o



https://opensourcemalware.com/repository/https%3A%2F%2Fgithub.com%2Faquasecurity%2Ftrivy%2F
https://socket.dev/blog/trivy-under-attack-again-github-actions-compromise
https://socket.dev/blog/trivy-under-attack-again-github-actions-compromise
https://socket.dev/blog/trivy-docker-images-compromised
https://www.wiz.io/blog/trivy-compromised-teampcp-supply-chain-attack
https://www.wiz.io/blog/trivy-compromised-teampcp-supply-chain-attack
https://www.aquasec.com/blog/trivy-supply-chain-attack-what-you-need-to-know/
https://www.crowdstrike.com/en-us/blog/from-scanner-to-stealer-inside-the-trivy-action-supply-chain-compromise/
https://www.crowdstrike.com/en-us/blog/from-scanner-to-stealer-inside-the-trivy-action-supply-chain-compromise/
https://thehackernews.com/2026/03/trivy-security-scanner-github-actions.html
https://thehackernews.com/2026/03/trivy-security-scanner-github-actions.html
https://thehackernews.com/2026/03/trivy-supply-chain-attack-triggers-self.html
https://thehackernews.com/2026/03/trivy-supply-chain-attack-triggers-self.html
https://thehackernews.com/2026/03/trivy-hack-spreads-infostealer-via.html
https://thehackernews.com/2026/03/trivy-hack-spreads-infostealer-via.html
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2.1.1 ST EEES KadNap SHERFHIEHZS

BHEEE KadNap SRR FRIEHS

ot

BEZ IS EX Black Lotus Labs #THREEIR—F 274 " KadNap 4 BIFT
SERAS - 2 E B B 2025F8 HEIE R 'EEzrﬁJr%ﬁ %%D%DDHEL%
L”t‘éa 45 (edge device)E2AZx F3(SOHO) ISR ETINE - 7I<E|/J 1%
MARBEAE - WAL AIEENIBIRE rDoppelgangerJ B— - fi
AEILEEFNA - BRIZIKMEEEBB14,0006REBERE x%%ﬂﬂ@i
ZEFRER(60%) - & - %ﬂﬁk%&ﬂﬁﬂ]‘ﬁ%’%%ﬂ’ﬂ@%tﬂﬂ °
REDTHS - KadNapEIRS EREMERTMY - WEBEBSLMAKIP
73t 75212.104.140[.]140 fEl B ge R &2 %4 "aic.sh . B ERIALE B
ZEIHEEETRS (cronjob ) &/ NREHRTLUEREEY - BETHES

il
i

Emn

&
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"kad ) FUBREHTIENEBREEE - BB T aH IR 2R SSH
IR (Port 22 ) LABISBSMNERE IR T AME SR EZE I e

KadNap# A& &b Kademlia 2 EXZUEEESR ( DHT ) BE - 518
BREIRE (P2P ) FATBESIE ST BT ( C2) EAR=3AY IP (UM FBEE LR
B P2P MSME T - EMARBERNWARELE - KRIENEZAEBE
BABERRVEES - AT - ELERRIR - ZUEEERIC2ERBAIZ LK
38 4% X Pk M 1 Bk (45.135.180[.]38 £2 45.135.180[.]177) - UEEF oI BHRFS
KGR &% -

B HESRAERFEREAREKadNapI BB ENERE &
EREVLU R B R

o THIEHMINE  BMREARIBEBFERTRAE - LIBRHEH

KZ2 2R -
o BILIRSREBIE . VU 7FERAEMIEREN  BREEHESRE (K
BRNNEFE - HIFHERR)NEHEN -

o RFIREInEEINAE : ARIEAR[NEETE(Web UNKRFER
PR - BEALZERNWANIGF IR -

o KB E  ARECSELmBHI# 2 (End-of-Life, EOL) -
EMABREALZEZENARIMZIE - BFHUVERBRIENR
&

PN 2HEZ I E K Black Lotus LabsPr i #AY10C :
85[.J158[.]111[.]100

89[.]46[.]138[.]74

154[.]7[.]253[.]12

212[J104[.]141[.]88
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91[.]193[.]19[.]226

79[.]J141[.]161[.]152

91[.]193[.]19[.]51

79[.]141].]163[.]155

23[.]227[.]203[.]221

45[.]135[.]180].]38

45[.]135[.]180][.]177
Ob3dbb951de7a216dd5032d783ba7d0a5ecda2bf872643c3a4ddd1667fb38ffe
ebfode6b67e94b2bd2b0dcdal941e04feflaldad830404813e468ab8744b7ed8

o HEAEA

1.
2.
3.

4.

Silence of the hops: The KadNap botnet

Lumen_ Github KadNap 10Cs.txt

KadNap Malware Infects 14,000+ Edge Devices to Power Stealth
Proxy Botnet

New KadNap botnet hijacks ASUS routers to fuel cybercrime proxy
network



https://blog.lumen.com/silence-of-the-hops-the-kadnap-botnet/
https://github.com/blacklotuslabs/IOCs/blob/main/KadNap_IOCs.txt
https://thehackernews.com/2026/03/kadnap-malware-infects-14000-edge.html
https://thehackernews.com/2026/03/kadnap-malware-infects-14000-edge.html
https://www.bleepingcomputer.com/news/security/new-kadnap-botnet-hijacks-asus-routers-to-fuel-cybercrime-proxy-network/
https://www.bleepingcomputer.com/news/security/new-kadnap-botnet-hijacks-asus-routers-to-fuel-cybercrime-proxy-network/
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2.2.1 Interlock ﬁb?%i)&ﬂ%..ﬂﬁﬂﬁﬁ Cisco FMC ZEHimRZEINE . FEAFE
RIZH

Interlock g ZE&F=2H4&FI A Cisco FMC ZH
Imim S EINE - FEAPEEREH

ot

Amazon B Z 1R E X8R - $)ZREESH A Interlock IEAEMRAIA Cisco
Secure Firewall Management Center (FMC) FIE XZ H®E (CVE-2026-
20131 - CVSS : 10.0) B ARBEWE - ZmEERJavak FAETRE -
AR EDBENERNEE  BRXEBORTOREIEDYE
HU1S root eSS ERIT AR EXE LRITERREINE - EEZFAPEZRKE
CiscoE S 2% - ZREVHBEZEE I I BIEF - BERFEKR AR HGEER
BUEZEEE  DIMERAFEARBEREKRER -

EEBPBRELTEERRTEZEF (CISA) E1E B CVE-2026-20131
MAEFMREERKEY)  BRZFBESANESHREZNOFNA - 1RiE
Amazon EIKF AR (MadPot) FESHIZIREE R - TECisco IET IR
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FZIUAT - Interlock B ZRENVEEAHM R 2026 £ 1 B 26 HEEBEBEEAEH
T THEs b, B MENTEEHRE K -

MRREHER  BEXMRAEZTBUNBERETHERNGERES  B8E
HEZEPONEBETBEHZERNERE  ASEZB:£M BxEIER
RERFE  BrETEHEASEERRLEE -

o INEZEFREF LJavaScriptidavaff 38 N =2 2 CRAT 4 15 12 I
PEHIAN - WERE BT B EECIEEE T AIWebShell - [HEEMAEZE
ZO e REEIVEN - WEBEEHTTPHE KERTNESH
fa - IREREERIBES -

o N /MERRIIZHIZERIE WNEBERIMELEANEINELR

T E ConnectWise ScreenConnectE&E R E &9 - 1 F A
Volatility(5C 15 55 | E“"ﬁzIE)%IEﬁ@E%%&ZW* ﬂ i 3% 28
Certify;2 F Active Directory’&z5 RS - DAFIiE EAREPRTE
#

o WEEZLnxERBEEZES/HTTPEDRIELIEE IR - I
REHRIFSA7EEEMRAABER - BILEEIER
BIEEEZ ABNEHEFES -

HEUMREARBEE  EXEREZEENASIBNRINLUTEL
RETEN
o XEFFWIIBINE Cisco #T#] Secure Firewall Management

Center BELHLEHEMER -

o HWMEBKEELERAGHT REZEEEREE#EW

ScreenConnect ZEACHE ~ EFEHEIR ( #0 TCP 45588 ) E4R - 3§

Java ServletRequestListenerfY 2 E 5 HEE -

)
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o ENRTHRANACIERMY  EEREEUZSBREZEZIEGHALGE
ME S - BREE -SFEBREE - (NERRERRWHE
BE] - DIE KT E 4Rl b 2225 &5 ARV AL g

PN 2HAWSFTIZ#rI10C :

206.251.239[.]164
199.217.98[.]153

89.46.237[.]33

144.172.94[.]159

199.217.99[.]121

188.245.41[.]78

144.172.110[.]106

95.217.22[.]175

37.27.244[.]222

cherryberry[.]click
ms-server-default[.]Jcom
initialize-configs[.Jcom
ms-global.first-update-server[.Jcom
ms-sql-auth[.Jcom
kolonialeru[.Jcom

sclair.it[.Jcom
browser-updater[.]Jcom
browser-updater[.]live
0s-update-server[.]Jcom
os-update-server|[.]org
os-update-server][.]live
0s-update-server|[.]top
d1lcaa376ch45b6aleb3a45c5633c5ef75f7466b8601ed72c8022a8b3f6c1f3be
6c8efbcef3af80a574ch2aa2224c145bb2e37¢2f3d3f091571708288ceb22d5f
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o HEAEL

1.

2.

Amazon threat intelligence teams identify Interlock ransomware campaign
targeting enterprisefirewall

Interlock Ransomware Exploits Cisco FMC Zero-Day CVE-2026-20131
for Root Access

Interlock group exploiting the CISCO FMC flaw CVE-2026-20131 36 days
before disclosure



https://aws.amazon.com/tw/blogs/security/amazon-threat-intelligence-teams-identify-interlock-ransomware-campaign-targeting-enterprise-firewalls/
https://aws.amazon.com/tw/blogs/security/amazon-threat-intelligence-teams-identify-interlock-ransomware-campaign-targeting-enterprise-firewalls/
https://thehackernews.com/2026/03/interlock-ransomware-exploits-cisco-fmc.html
https://thehackernews.com/2026/03/interlock-ransomware-exploits-cisco-fmc.html
https://securityaffairs.com/189636/malware/interlock-group-exploiting-the-cisco-fmc-flaw-cve-2026-20131-36-days-before-disclosure.html
https://securityaffairs.com/189636/malware/interlock-group-exploiting-the-cisco-fmc-flaw-cve-2026-20131-36-days-before-disclosure.html
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2.3 BERSmiE &R
2.3.1 BeyondTrust Remote Support (RS)E2Privileged Remote Access (PRA)FEE

KEZLFE(CVE-2026-1731
CVE #=%8 |[CVE-2026-1731

2 Em |BeyondTrust Remote Support * Privileged Remote Access

RIBE 77 UL RE LRV BRRTT VETIE4 ¢

BRRIA https://www.beyondtrust.com/trust-center/security-
advisories/bt26-02

= 24

o AFRAA :
BeyondTrust £t¥iE N BeyondTrust Remote Support (RS)E2 Privileged
Remote Access (PRA)Z frE AE L MmiE A5 (CVE-2026-1731 - CVSS
4x:9.9)  IEREDFTFAREE DENERNEZINEIAERIFESR
mis< W E RS _ E3TT
it HRIEBERIAEAREZNAIRE - &6 R IRINGSER
gt - ARG IE ST IR ol sE Ry I BR 38 A -
o FEYS:
> Remote Support 25.3.1(2) LA AR
> Privileged Remote Access 24.3.4(2) LA AR A
o ERIIR :

1. BeyondTrust BT26-02
2. CVE-2026-1731



https://www.beyondtrust.com/trust-center/security-advisories/bt26-02
https://nvd.nist.gov/vuln/detail/CVE-2026-1731
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2.3.2 Dell RecoverPoint for Virtual MachinesTZ#E E K& Z i (CVE-2026-22769)

CVE #m 3% | CVE-2026-22769

282 b |IDell RecoverPoint for Virtual Machines

RS

\

AR RIBESRILEDMNERAIVETER
https://www.dell.com/support/kbdoc/zh-tw/000426773/dsa-2026-079
® NE:MA :
Dell RecoverPoint for Virtual Machines 7=1E £ FBIE 4R 5 2 IR BT A5
(Use of Hard-coded Credentials) @& (CVE-2026-22769 - CVSS : 10.0) -
LERB R REEDREBNEIRNBE O ERBERE ZIRIEBITH
S ER{FEE L4 2 root #ER -
it HRIEBEIEAREEZNAIRE - 26 R IRINERER
ahtt - DARGLEST ¥ DRI o] BER IR 38 4 -

B2 %83 A NN
0 =40

> RecoverPoint for Virtual Machines 5.3 SP4 P1(2)MBThRZ ~ 6.0
6.0SP1 - 6.0SP1P1-6.0SP1P2 - 6.0SP2 - 6.0SP2P1 - 6.0SP3
% 6.0 SP3 P1 iR
o ERIR :
1. DELL Technologies DSA-2026-079
2. CVE-2026-22769



https://www.dell.com/support/kbdoc/zh-tw/000426773/dsa-2026-079
https://nvd.nist.gov/vuln/detail/CVE-2026-22769
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2.3.3 Junos OS Evolved PTX&FFHEEAXE L RE(CVE-2026-21902)

CVE #7%% ||CVE-2026-21902

=2 E M |Junos OS Evolved PTX 512 7

BEMELTRA :
FRRIEE |Junos OS Evolved PTX %51 25.4R1-S1-EVO ~ 25.4R2-EVO -
26.2R1-EVO(&) Z % IR 4~
® ANAE:AA :
Juniper Networks £t¥15E~ Junos OS Evolved PTX 23 EmEHRERKX
BZNE(CVE-2026-21902 - CVSS : 9.8) - It AR ER#EE DS
R REREE D BREBENIEZED root BHRITREIE -
o TETH:
> Junos OS Evolved PTX %31 25.4R1-S1-EVO * 25.4R2-EVO iR
o ERINIR :

1. JUNIPER 2026-02 Out-of-Cycle Security Bulletin
2. CVE-2026-21902



https://supportportal.juniper.net/s/article/2026-02-Out-of-Cycle-Security-Bulletin-Junos-OS-Evolved-PTX-Series-A-vulnerability-allows-a-unauthenticated-network-based-attacker-to-execute-code-as-root-CVE-2026-21902
ttps://nvd.nist.gov/vuln/detail/CVE-2026-21902
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2.3.4 Cisco Catalyst SD-WAN ZFEEEXE Z R

CVE #m3% | CVE-2026-20127,CVE-2026-20126,CVE-2026-20129

SLEE M |[Cisco Catalyst SD-WAN

BEMEMUTRE :
[ CVE-2026-20127]
Cisco Catalyst SD-WAN 20.9.8.2(2) 2 & k7
Cisco Catalyst SD-WAN 20.12.6.1(2) 2 & kR4
Cisco Catalyst SD-WAN 20.12.5.3(2) Z & hr A&
Cisco Catalyst SD-WAN 20.12.6.1(2) Z & hr A&
Cisco Catalyst SD-WAN 20.15.4.2(2) Z & hr A&
Cisco Catalyst SD-WAN 20.18.2.1(2) Z & hr A&
[ CVE-2026-20126 + CVE-2026-20129]
Cisco Catalyst SD-WAN Manager 20.9.8.2(&) Z & kA&
Cisco Catalyst SD-WAN Manager 20.12.6.1(&) Z & hr A&
Cisco Catalyst SD-WAN Manager 20.12.5.3() Z & hr A&
Cisco Catalyst SD-WAN Manager 20.12.6.1(&) Z & hr A&
Cisco Catalyst SD-WAN Manager 20.15.4.2(2) 2 % ik A&
Cisco Catalyst SD-WAN Manager 20.15.4.2(2) 2 % ik A&
Cisco Catalyst SD-WAN Manager 20.18.2.1(2) 2 & ik A&
® NAMMA :
Cisco Catalyst SD-WAN 2 Cisco LI ZEm A /ORI EUS T R E I AT IS S
B RHEPEE 22 NMBRERVEEL  BRIZJZBRIENT
SEi#4R - S1H Cisco BTHEAEL NS °
[ CVE-2026-20127 - CVSS : 10.0]

BRRPEE




BEEEARGKEEERR DL
m Taiwan Computer Emergency Response Team / Coordination Center

IREFFERS Cisco Catalyst SD-WAN Controller(formerly vSmart) ©J
BER AR E D BENERIEENR  DUEBAS 2 RERTILES
TR ELRMINEIRRER -

[ CVE-2026-20126 - CVSS : 8.8]

IIEmIEZE R Cisco Catalyst SD-WAN Manager(formerly vManage)
O oBAS T REEEAAKEERINIKESE - FIH REST
API 383555°K18 - BUISIERBFEEZ #4507 root R -

[ CVE-2026-20129 - CVSS : 9.8]

@ E7FE AR Cisco Catalyst SD-WAN Manager f9 APl & 5275 -
RHARAKLE BBV ERRIEBENABOKZSTH API 3K - B
netadmin BBFRENS D TR ENZT -

#F : Cisco Catalyst SD-WAN Controller (formerly vSmart) &1 Cisco
Catalyst SD-WAN Manager (formerly vManage) £ #% 22 IR &85 BB i
BEE - ARERENEESER -

o FEYS:

[ CVE-2026-20127]

> Cisco Catalyst SD-WAN 20.9 hRZx

Cisco Catalyst SD-WAN 20.11 kR 7K

Cisco Catalyst SD-WAN 20.12.5 hix &

Cisco Catalyst SD-WAN 20.12.6 iR 7

Cisco Catalyst SD-WAN 20.13 hl <

Cisco Catalyst SD-WAN 20.14 kg7

Cisco Catalyst SD-WAN 20.15 hl <

Cisco Catalyst SD-WAN 20.16 i<

> Cisco Catalyst SD-WAN 20.18 iR 7~

[ CVE-2026-20126 * CVE-2026-20129 ]

> Cisco Catalyst SD-WAN Manager 20.9 iR Z<
> Cisco Catalyst SD-WAN Manager 20.11 hiR 7

VV YV VYV VY
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YV V V V VY

>

Cisco Catalyst SD-WAN Manager 20.12.5 iR A&
Cisco Catalyst SD-WAN Manager 20.12.6 iR 7~
Cisco Catalyst SD-WAN Manager 20.13 g Zx
Cisco Catalyst SD-WAN Manager 20.14 g <
Cisco Catalyst SD-WAN Manager 20.15 hr A&
Cisco Catalyst SD-WAN Manager 20.16 iz <
Cisco Catalyst SD-WAN Manager 20.18 iz Zx

=tz N .
o ERIR

1.

ok own

Cisco Catalyst SD-WAN Controller Authentication Bypass
Vulnerability

Cisco Security Advisory Cisco Catalyst SD-WAN Vulnerabilities
CVE-2026-20126

CVE-2026-20127

CVE-2026-20129



https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-sdwan-rpa-EHchtZk
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-sdwan-rpa-EHchtZk
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-sdwan-rpa-EHchtZk
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-sdwan-authbp-qwCX8D4v
https://nvd.nist.gov/vuln/detail/CVE-2026-20126
https://nvd.nist.gov/vuln/detail/CVE-2026-20127
https://nvd.nist.gov/vuln/detail/CVE-2026-20129
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2.3.5 SolarWindshE FServ-Ui B2 Z 4B E X B LR

CVE-2025-40538,CVE-2025-40539,CVE-2025-40540,CVE-2025-
40541

=2 M |ISolarWinds Serv-U

BEMELTRA :

Solarwinds Serv-U 15.5.4(2) Z &R 2

® ANAE:AA :
SolarWinds Serv-U @ — AR LZE X4 EHE KRR EEE - SXIEFTP -
FTPS - SFTP 5% &% - EHSANEENE @ WXEBEFEHEE
HBFIEINEE - HAT - SolarWinds 37i5E N Efm Serv-U 71 4 &
ERELRE -
[ CVE-2025-40538 - CVSS : 9.1]
IEAERZEGIRE  nHFRBEERUARERES  UHBHEEEE
S FHEAEEEHER  LUFERTEE D HITEREIE -
[ CVE-2025-40539 - CVSS : 9.1]
IRV RERE - R RBEELURFERRE D NITEELRKE
A -
[ CVE-2025-40540 - CVSS : 9.1]
I AEENREERE - R RBEELRFEIREE D NITERRKE
A -
[ CVE-2025-40541 - CVSS : 9.1]
R AZEEENHSE(IDOR)RE - NFFRBEREMUFEIRRES
DRTEEREZICHN -

B SBR[/ £ .
0 ==,

CVE #R5E

BERIEE

]

> SolarWinds Serv-U 15.5 ki Zx
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o HIIF

1.

2.

0N WU

SolarWinds Serv-U Broken Access Control Remote Code
Execution Vulnerability (CVE-2025-40538)

SolarWinds Serv-U Type Confusion Remote Code Execution
Vulnerability (CVE-2025-40539)

SolarWinds Serv-U Type Confusion Remote Code Execution
Vulnerability (CVE-2025-40540)

SolarWinds Serv-U Insecure Direct Object Reference (IDOR)
Remote Code Execution Vulnerability

CVE-2025-40538

CVE-2025-40539

CVE-2025-40540

CVE-2025-40541



https://www.solarwinds.com/trust-center/security-advisories/cve-2025-40538
https://www.solarwinds.com/trust-center/security-advisories/cve-2025-40538
https://www.solarwinds.com/trust-center/security-advisories/cve-2025-40539
https://www.solarwinds.com/trust-center/security-advisories/cve-2025-40539
https://www.solarwinds.com/trust-center/security-advisories/cve-2025-40540
https://www.solarwinds.com/trust-center/security-advisories/cve-2025-40540
https://www.solarwinds.com/trust-center/security-advisories/cve-2025-40541
https://www.solarwinds.com/trust-center/security-advisories/cve-2025-40541
https://nvd.nist.gov/vuln/detail/CVE-2025-40538
https://nvd.nist.gov/vuln/detail/CVE-2025-40539
https://nvd.nist.gov/vuln/detail/CVE-2025-40540
https://nvd.nist.gov/vuln/detail/CVE-2025-40541
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2.3.6 n8nFHEAEEXRE L FHE

CVE-2026-27495,CVE-2026-27493,CVE-2026-27577,CVE-2026-
27498

=ZEEm |n8n

CVE #R5E

[ CVE-2026-27495 « CVE-2026-27493 + CVE-2026-27577 ]
BEMELTRA :
n8n 1.123.22(&) Z & iR A&
n8n 2.9.3(&) Z & A
B2RIEE (n8n 2.10.1(2) Z B AR A
[ CVE-2026-27498]
BEMELTRRA :
n8n 1.123.8(&) Z &R A
n8n 2.2.0(&) Z B A
® AX:MMA :
ngn E—MEERELEREEEEIER - BEKE( LN ERESTE
EAEN  EREXNEIUEEEEEME  EH8n BHEKRE
LNE -
[ CVE-2026-27495 - CVSS : 9.4]
IRERFREE s EEERAN BN TIEREEENESE - IF
FH JavaScript EE BT THRE - EER ZIAITERZERE -
[ CVE-2026-27493 - CVSS : 9.5]
IR __BERERNFIARED  AESSRBHKEE - alFBBEBEL
RETHREEREALIITER nen TiER - FEREXWIDFERR
WHIESER - TEEERIE ndn T EHTRIGELNN -
[ CVE-2026-27577 - CVSS : 9.4]




SEERAREHEEERRD O

| ! m Taiwan Computer Emergency Response Team / Coordination Center

IRERDHFRAENREEEEEUNBUTIERZERNNES
oM AFHN TIERZESEFRIEL - 1T n8n = LA SERINH#E
MERRIES -

[ CVE-2026-27498 - CVSS : 9.0]
IRERDHFRAENREEEEEUIBUTIERZERNIES
A git BIFELS " HHMRBIS AR ) 63 - ERREE I ER
BT -

- T

[ CVE-2026-27495 * CVE-2026-27493 * CVE-2026-27577]
> n8n 1.123.22(A =) Z A RS
> n8n2.0.0 £ 2.9.3(FR2)ZATIRA
> n8n2.10.0 £ 2.10.1(-RE) Z Al R4
[ CVE-2026-27498]
> n8n 1.123.8("FR2) ZBT AR A
> n8n 2.2.0(RZ)ZARZS

o ERIZIF :

Sandbox Escape in JavaScript Task Runner

Unauthenticated Expression Evaluation via Form Node
Expression Sandbox Escape Leading to RCE

Arbitrary Command Execution via File Write and Git Operations
CVE-2026-27495

CVE-2026-27493

CVE-2026-27577

CVE-2026-27498

NGk wNE



https://github.com/n8n-io/n8n/security/advisories/GHSA-jjpj-p2wh-qf23
http://github.com/n8n-io/n8n/security/advisories/GHSA-75g8-rv7v-32f7
https://github.com/n8n-io/n8n/security/advisories/GHSA-vpcf-gvg4-6qwr
https://github.com/n8n-io/n8n/security/advisories/GHSA-x2mw-7j39-93xq
https://nvd.nist.gov/vuln/detail/CVE-2026-27495
https://nvd.nist.gov/vuln/detail/CVE-2026-27493
https://nvd.nist.gov/vuln/detail/CVE-2026-27577
https://nvd.nist.gov/vuln/detail/CVE-2026-27498
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2.3.7 Microsoft WindowsEAOfficeZ7ESE B A [ 2 27 E

CVE-2026-21510,CVE-2026-21513,CVE-2026-21514,CVE-2026-
21519,CVE-2026-21533

SEEM |Microsoft Windows £ Office
EALACEHETRAEBELEBESH B2ZEHMBETEN - §#

e

https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2026-
21510
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2026-

R RWEE (21513
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2026-
21514
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2026-
21519
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2026-
21533

® ANAEGRMA :

B35 A B 5538 Microsoft Windows £2 Office FE 5 @S EfEZ 2 TR/E -
RV B =% 2 INBE4E 38 (Security Feature Bypass) i (CVE-2026-21510 -
CVE-2026-21513 & CVE-2026-21514) B2 7K # 2 # (Local Privilege
Escalation) @& (CVE-2026-21519 B2 CVE-2026-21533) + A& O ff AR £
Bl vHBERERAEOHBRE NMEBAKTEHE ; &0
FEBAS ER CNEBEEMAERER LIEFA#ER - ILERE
ECDERENA  SEREDWETER -

B BRN]7 £ .
0 =49

CVE #R5E

» Microsoft 365 Apps for Enterprise for 32-bit Systems
Microsoft 365 Apps for Enterprise for 64-bit Systems
Microsoft Office LTSC 2021 for 32-bit editions
Microsoft Office LTSC 2021 for 64-bit editions

YV V VY
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Microsoft Office LTSC 2024 for 32-bit editions
Microsoft Office LTSC 2024 for 64-bit editions
Microsoft Office LTSC for Mac 2021

Microsoft Office LTSC for Mac 2024

Windows 10 Version 1607 for 32-bit Systems
Windows 10 Version 1607 for x64-based Systems
Windows 10 Version 1809 for 32-bit Systems
Windows 10 Version 1809 for x64-based Systems
Windows 10 Version 21H2 for 32-bit Systems
Windows 10 Version 21H2 for ARMG64-based Systems
Windows 10 Version 21H2 for x64-based Systems
Windows 10 Version 22H2 for 32-bit Systems
Windows 10 Version 22H2 for ARMG64-based Systems
Windows 10 Version 22H2 for x64-based Systems
Windows 11 Version 23H2 for ARMG64-based Systems
Windows 11 Version 23H2 for x64-based Systems
Windows 11 Version 24H2 for ARM64-based Systems
Windows 11 Version 24H2 for x64-based Systems
Windows 11 Version 25H2 for ARMG64-based Systems
Windows 11 Version 25H2 for x64-based Systems
Windows 11 Version 26H1 for ARM64-based Systems
Windows 11 Version 26H1 for x64-based Systems
Windows Server 2012

Windows Server 2012(Server Core installation)
Windows Server 2012 R2

Windows Server 2012 R2(Server Core installation)
Windows Server 2016

Windows Server 2016(Server Core installation)
Windows Server 2019

Windows Server 2019(Server Core installation)
Windows Server 2022
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» Windows Server 2022(Server Core installation)

» Windows Server 2022, 23H2 Edition(Server Core installation)
» Windows Server 2025

» Windows Server 2025(Server Core installation)

=tz N .
o ERIR

1. CVE-2026-21510

2. CVE-2026-21513

3. CVE-2026-21514

4. CVE-2026-21519

5. CVE-2026-21533

6. Windows Shell Z& 4 IN8ERE 83584

7. MSHTML Framework Security Feature Bypass VVulnerability
8. Microsoft Word Z £ 4 INEERS 1855 Eh

9. =M Windows EIEES#PRIES 592,

10. Windows #=lin == E Ax 75 1 PR 18 = 55 %4



https://nvd.nist.gov/vuln/detail/CVE-2026-21510
https://nvd.nist.gov/vuln/detail/CVE-2026-21513
https://nvd.nist.gov/vuln/detail/CVE-2026-21514
https://nvd.nist.gov/vuln/detail/CVE-2026-21519
https://nvd.nist.gov/vuln/detail/CVE-2026-21533
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-21510
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-21513
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-21514
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-21519
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-21533
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2.3.8 KIChromiumBER 7 2B 2Z 77 S E IE % = imiE(CVE-2026-2441)

CVE #R35E ||CVE-2026-2441

HEEM IChromium BEE 7 2E 28

78 &4 Google Chrome 2| E 28 2 145.0.7632.75(=) LUIE AR A
https://support.google.com/chrome/answer/95414?hl=zh-Hant
78 B 47 Microsoft Edge 2|E 88 2 144.0.3719.130 5%
145.0.3800.58(=) L& AR A<

https://support.microsoft.com/zh-tw/topic/microsoft-edge-
%E6%9B%B4%E6%96%B0%E8%A8%ADY%ES%AEY%IA-
iR 4% |(af8aaca2-1h69-4870-94fe-18822dbb7ef1

a8 & Vivaldi B3R E 7.8.3925.73 (B)IBIRAK
https://help.vivaldi.com/desktop/install-update/update-vivaldi/
78 & 47 Brave BB 2R E 1.87.188(2) IR A
https://community.brave.com/t/how-to-update-brave/384780
8 BT Opera BB 23 £ 127.0.5778.64(2) LB RS
https://help.opera.com/en/latest/crashes-and-issues/#updateBrowser
o WA :
I A E 23R Google Chrome * Microsoft Edge * Vivaldi ~ Brave &
Opera &l Chromium BEME 7 2B 7 REME IS (Use
After Free)J® A (CVE-2026-2441) - K& G 7 iRl 7 iz lin W E & o] F| F
538 HTML BEEABZCIERER - EMRNAERVDEIREIITER
IV - A EBREANA - BRERERD W ETER -

B SBR[/ £ .
0 ==,

> Google Chrome 145.0.7632.75(F &) LARThR 2

Microsoft Edge 144.0.3719.130 £2 145.0.3800.58 (-~ =) BT AR A&
Vivaldi 7.8.3925.73(-~ =) LA BT R AR

Brave 1.87.188(-~ =) LA fli A<

Y V V
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> Opera 127.0.5778.64(“F =) LABT R4S
o ERIKE :
1.

©ONOUA W N

CVE-2026-2441

BB 7 Google Chrome

Microsoft Edge S #1:8 E

Update Vivaldi on desktop

How to update brave

How to update your Opera browser

Stable Channel Update for Desktop

Chromium: CVE-2026-2441 Use after free in CSS

Minor update (2) for Vivaldi Desktop Browser 7.8

10. Release Channel 1.87.188
11. Opera 127.0.5778.64 Stable update



https://nvd.nist.gov/vuln/detail/CVE-2026-2441
https://support.google.com/chrome/answer/95414?hl=zh-Hant
https://support.microsoft.com/zh-tw/topic/microsoft-edge-%E6%9B%B4%E6%96%B0%E8%A8%AD%E5%AE%9A-af8aaca2-1b69-4870-94fe-18822dbb7ef1
https://help.vivaldi.com/desktop/install-update/update-vivaldi/
https://community.brave.com/t/how-to-update-brave/384780
https://help.opera.com/en/latest/crashes-and-issues/#updateBrowser
https://chromereleases.googleblog.com/2026/02/stable-channel-update-for-desktop_13.html
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-2441
https://vivaldi.com/blog/desktop/minor-update-two-7-8/
https://community.brave.app/t/release-channel-1-87-188/649373
https://blogs.opera.com/desktop/2026/02/opera-127-0-5778-64-stable-update/
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2.3.9 Cisco IE FEAKig M EFE2EEXRE LR

CVE #m3% | CVE-2026-20131,CVE-2026-20079

=% & |Cisco Secure Firewall Management Center

B H R YRS ETIERE
[ CVE-2026-20131]

— ... . |Ihttps://sec.cloudapps.cisco.com/security/center/content/CiscoSecurit
BERIEA |y Advisory/cisco-sa-fme-ree-NKhnULJh

[ CVE-2026-20079]

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurit
yAdvisory/cisco-sa-onprem-fmc-authbypass-5JPp45V2

® WA :

Cisco Secure Firewall Management Center (FMC ) @ —E&£ P EIE
FE - AR —EIREEE Cisco FiKigEm - IRHTENEBIHE
RE - WEIEBBREIE - SH2T - REETEERERTEEINGE
d1H Cisco BEHBAELZ RS °

[ CVE-2026-20131 - CVSS : 10.0]

IBREFEER FMC WABREETH - AEE2BENERIESE -
o] BELL root B2 WAITHEE Java 2085 -

[ CVE-2026-20079 - CVSS : 10.0]

IEREFEER FMC WABREETEH - AEED/BEENEIRIESE -
OEEEBAS T RETERTENTENITHR - EMESHEREF
24789 root IFEVER -

B BRN], £ .
0 =49

» Cisco Secure Firewall Management Center (FMC) 6.4.0.13 -~
6.4.0.14 -~ 6.4.0.15 -~ 6.4.016 -~ 6.4.017 ~6.4.0.18 ~7.00 -
7001-701-7011 702 ~7021 703 704 ~7.05 -~




& woertcc

706 ~7.061 ~7.06.2
710 ~7101 -~ 7102
7201 ~723 ~7231
726 ~ 727 ~ 1252

72102 ~7.2101 ~7.30

741 ~7411 ~74.2

743 ~744 ~745 ~76.0

SEERAREHEEERRD O
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~7063 ~707 ~708 ~7081 -
7103 ~ 720 ~721 ~722

~ 724 ~ 7241 ~ 725 ~7251 »

~ 728 ~ 7281 ~729 ~ 7210

731 ~7311 ~7312~740 ~

~ 7421 ~7422 ~7423 ~7424 -

761 762 ~7621 763

76.4 ~770 ~7.710 ~77.10.1 -~ 7.7.11 -~ 10.0.0 fRA

o IR :

1. Cisco Secure Firewall Management Center Software Remote Code

Execution Vulnerability

2. Cisco Secure Firewall Management Center Software Authentication

Bypass Vulnerability
CVE-2026-20131
4. CVE-2026-20079

w



https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-fmc-rce-NKhnULJh
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-fmc-rce-NKhnULJh
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-onprem-fmc-authbypass-5JPp45V2
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-onprem-fmc-authbypass-5JPp45V2
https://nvd.nist.gov/vuln/detail/CVE-2026-20131
https://nvd.nist.gov/vuln/detail/CVE-2026-20079
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2.3.10 BERINIE FApex OneBE R FI S FE2EEAXEL R

CVE #m3% | CVE-2025-71210,CVE-2025-71211

=22 EE m |[Trend Micro Apex One

RIBEEHAILE LR AN ETIER
https://success.trendmicro.com/en-US/solution/KA-0022458
® RNZERHE :
Apex One EBEARTE N —FMInHLE2EEHNAHE  BHEDHE
BINgE o BUELE R ETZIEABRLTHBIEE - HA -
BERERRET 2 BAEXKELRIE(CVE-2025-71210 - CVSS : 9.8 A
CVE-2025-71211 - CVSS : 9.8) - BEBREEEERT - DEF AR
Do NRFWNEZE oA FI LEREERTHTEEREL
i -
o XEYH:
> Trend Micro Apex One 2019(On-prem) Rz
o EHIFE :
1. SECURITY BULLETIN: Apex One and Apex One (Mac) - February
2026
2. Trend Micro Apex One Console Directory Traversal Remote Code
Execution Vulnerability

3. Trend Micro Apex One Console Directory Traversal Remote Code
Execution Vulnerability

BRRME



https://success.trendmicro.com/en-US/solution/KA-0022458
https://success.trendmicro.com/en-US/solution/KA-0022458
https://www.zerodayinitiative.com/advisories/ZDI-26-136/
https://www.zerodayinitiative.com/advisories/ZDI-26-136/
https://www.zerodayinitiative.com/advisories/ZDI-26-137/
https://www.zerodayinitiative.com/advisories/ZDI-26-137/
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2.3.11 SAP NetWeaver {EEA OPILEBFESEAE LRIA(CVE-2026-27685)

CVE #7%% ||CVE-2026-27685

=2 E m |SAP NetWeaver Enterprise Portal Administration

RBESHIEELE RS NETIER !
AR A https://support.sap.com/en/my-support/knowledge-base/security-
notes-news/march-2026.htmi

o NAE:MA :
SAP &t ¥ 1E N Zan SAP NetWeaver Enterprise Portal Administration &
EANEZREAS(CVE-2026-27685 - CVSS : 9.1) - nFFERHH#E
HKNEE LEARGEEREBEANRE K2k FIEEERE - o
BEH FRARNEE S - TEUN AN ERTE -

Bl YBR[/ £ .
0 =E1E

» SAP NetWeaver Enterprise Portal Administration Version(s) - EP-
RUNTIME 7.50
o IR :
1. SAP Security Patch Day - March 2026
2. CVE-2026-27685



https://support.sap.com/en/my-support/knowledge-base/security-notes-news/march-2026.html
https://www.cve.org/CVERecord?id=CVE-2026-27685
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2.3.12 Zoom Workplace WindowshR & F & KX & L il (CVE-2026-30903)

CVE #7%% ||CVE-2026-30903

S | Zoom Workplace Windows

RIBES RIS LRVBR VETIEM

https://www.zoom.com/en/trust/security-bulletin/zsb-26005/
® W*"‘Hﬁ
#TH zZoom £+¥F Zoom Workplace Windows WRAEREAE L NS
(CVE-2026-30903 - CVSS : 9.6) ' &ZlmaFEREHINGES - FER
BREE S ol MRS - OlBEMEF AR A B N RFEN R EZR BN
BN RFLIRTAHER -

Bl YBR[/ £ .
0 =E1E

BRRME

> Zoom Workplace for Windows 6.6.0 Z BT8Y AR A
> Zoom Workplace VDI Client for Windows R 7K 6.4.17 ~ 6.5.15 0
6.6.10 Z BRI ARZR
o ERIKE :
1. Zoom Workplace for Windows - External Control of File Name or
Path



https://www.zoom.com/en/trust/security-bulletin/zsb-26005/
https://www.zoom.com/en/trust/security-bulletin/zsb-26005/
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2.3.13 Broadcom & F Vmware EB{CEEFE2EEXRELTRA

CVE #m3f% | CVE-2026-22719,CVE-2026-22720

- Broadcom VVmware Aria Operations * Cloud Foundation ~ Telco
= = |:|

RS

Cloud Platform ~ Telco Cloud Infrastructure

RIBEHRILELRERATVETER
BRI https://support.broadcom.com/web/ecx/support-content-notification/-
/external/content/SecurityAdvisories/0/36947

o MEZ -
Broadcom #¥11E N Z{E Vmware EB{CEBEERBEHEARAEL NS -
[ CVE-2026-22719 - CVSS : 8.1]
It &IE<FE AJRIE - Aria Operations Sz 1E 17 B & & & %2 (support-
assisted product migration)i 2 - QR B DRl 2 BRI EEF]
RLCRERZFERENTERES
i1 BRICHZERIIARBENALRE - 2@ R RNERERE
it - DB LE ST #ETRIR o BERY I BB B8 4 -
[ CVE-2026-22720 - CVSS : 8.0]
W RRFEERAENAERE - TﬁELH@nTnﬂE’fﬁﬁ(custom
benchmark)ﬂ‘ Rz ZEREBETABEME - EmPIEEEERNIT

ZHRIRIE -

B SBR[/ £ .
0 ==,

> VMware Aria Operations 8.05 &£ 8.18.6(‘F =) A AThRZS
VMware Cloud Foundation 4.0 £ 5.2.3(-F2) U BIARA
VMware Cloud Foundation 9.0 & 9.0.2.0(~2) LB AR S
VMware Telco Cloud Platform 4.0 & 5.1(Z) LB RS
VMware Telco Cloud Infrastructure 2.2 & 3.0(2) LB R4S

YV V.V V
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o ERIKIR :
1. VMSA-2026-0001: VMware Aria Operations updates address
multiple vulnerabilities
2. CVE-2026-22719
3. CVE-2026-22720



https://support.broadcom.com/web/ecx/support-content-notification/-/external/content/SecurityAdvisories/0/36947
https://support.broadcom.com/web/ecx/support-content-notification/-/external/content/SecurityAdvisories/0/36947
https://nvd.nist.gov/vuln/detail/CVE-2026-22719
https://nvd.nist.gov/vuln/detail/CVE-2026-22720

¢ SMBNAR AR E HED L
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2.3.14 PAIChromiumABER ZAEREFEIVBAEREZLRIT

CVE #®3% |CVE-2026-3536 £ CVE-2026-3545

HEEM IChromium BEE 7 2E 22

78 841 Google Chrome 2| & 23 £ 145.0.7632.159(=) LI B kR A

78 8 #7 Microsoft Edge 2| & 28 2 145.0.3800.97() LB AR K

FE BT Vivaldi 2| E 28 2 7.8.3925.76() U B R A

78 & 47 Brave BB 2R ZE 1.87.192(3) B RA

o A :
w35 A E 238 Google Chrome * Microsoft Edge - Vivaldi & Brave 1)1
Chromium AE# 7 2B =71 10 @S E %< 2)/R)E(CVE-2026-3536
2 CVE-2026-3545) - AR 612 B Em M (Integer Overflow) CHREA
(Out-of-bounds Write) & /0 #8 26 i% (Sandbox Escape)ss @ WEEDE B
58 HTML ABRIEFRE NG ISR ‘JE%%}.EW% - AR
PR TS -

B2 %83 A NN
0 =40

BRRME

> Google Chrome 145.0.7632.159(-A2) LA AR A&
Microsoft Edge 145.0.3800.97 (R =) LLBT AR A~
Vivaldi 7.8.3925.76 (-~ =) DL AT AR 2~

Brave 1.87.192(-F &) LARTAR A

YV V V
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o ERIKIE :
1. Google Chrome 57AE

CVE-2026-3536
CVE-2026-3537
CVE-2026-3538
CVE-2026-3539
CVE-2026-3540
CVE-2026-3541
CVE-2026-3542
9. CVE-2026-3543
10. CVE-2026-3544
11. CVE-2026-3545

0N WLN



https://support.google.com/chrome/answer/95414?hl=zh-Hant
https://nvd.nist.gov/vuln/detail/CVE-2026-3536
https://nvd.nist.gov/vuln/detail/CVE-2026-3537
https://nvd.nist.gov/vuln/detail/CVE-2026-3538
https://nvd.nist.gov/vuln/detail/CVE-2026-3539
https://nvd.nist.gov/vuln/detail/CVE-2026-3540
https://nvd.nist.gov/vuln/detail/CVE-2026-3541
https://nvd.nist.gov/vuln/detail/CVE-2026-3542
https://nvd.nist.gov/vuln/detail/CVE-2026-3543
https://nvd.nist.gov/vuln/detail/CVE-2026-3544
https://nvd.nist.gov/vuln/detail/CVE-2026-3545

¢ SEBRAERREREEED
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2.3.15 Microsoft i FSharePoint Server ZE2{EE K ELRE

CVE #m3f% |CVE-2026-26106,CVE-2026-26114

S8 E B IMicrosoft SharePoint Server

RIBEHAEILELNE RS ETIER
[ CVE-2026-26106 ]

v v . |Inttps://msrc.microsoft.com/update-guide/zh-tw/vulnerability/CVE-
R RIIE |12026-26106

[ CVE-2026-26114)

https://msrc.microsoft.com/update-guide/zh-tw/vulnerability/ CVE-
2026-26114

® ANAE:AA :
Microsoft SharePoint Server @ —RIEERFIEF S - BREHEIREA
B BIESINEE - BREEEMNESHZOLFE - TH Microsoft 2
2 BERELRE A S(CVE-2026-26106 - CVSS : 8.8 1 CVE-2026-
26114 - CVSS : 8.8) - Eh CVE-2026-26106 4 i A 5275 = ®iE
RN EBEE B BAKNITEZEINE ; CVE-2026-26114 AAR
EEERNRFIERRE @ AHKEENREESBHEBATERS -

Bl YBR[/ £ .
® =TE4DT

[ CVE-2026-26106]

> Microsoft SharePoint Enterprise Server 2016 16.00 2%
16.0.5543.1000 hR A

> Microsoft SharePoint Server Subion Edition 16.0.0 £
16.0.10417.20102 RS

> Microsoft SharePoint Server 2019 16.0.0 2 16.0.19725.20076 ik 4~

[ CVE-2026-26114]

> Microsoft SharePoint Enterprise Server 2016 16.0.0 %
16.0.5543.1000 hR A
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» Microsoft SharePoint Server 2019 16.0.0 £ 16.0.10417.20102 hxZx
o ERIKIR :
1. Microsoft SharePoint Server ZiF#H T2 A5 55 24

2. Microsoft SharePoint Server 3= 3 (T2 U A% 59 24

3. CVE-2026-26106
4. CVE-2026-26114



https://msrc.microsoft.com/update-guide/zh-tw/vulnerability/CVE-2026-26106
https://msrc.microsoft.com/update-guide/zh-tw/vulnerability/CVE-2026-26114
https://nvd.nist.gov/vuln/detail/CVE-2026-26106
https://nvd.nist.gov/vuln/detail/CVE-2026-26114
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2.3.16 lIvantiiE FEndpoint Manager 77E = Bl b ¥ % i ll (CVE-2026-1603)

CVE #R35E ||CVE-2026-1603

2E & |lvanti Endpoint Manager

RIBES RIS LRVBR VETIEM
RERINE https://hub.ivanti.com/s/article/Security-Advisory-EPM-February-
2026-for-EPM-2024?language=en_US

o MEIE
Ivanti & A9 Endpoint Manager(EPM) @ — A B FEH HEE B EIBMN A2 47
R HEIEFIRE Windows ~ macOS A Linux =& - #18f Ivanti 2 E
KB 2R /A S5 (CVE-2026-1603 - CVSS : 8.6) - IbBEH B AIES
E - KRB BENERNEZINSRHESDHANER -
it HRIEAREANRLRRE - BREFRRNEREREER - DI
IEST ¥ RE ol BER I B 38 & -

Bl YBR[ £ .
® =TE4E

> lvanti Endpoint Manager 2024 SU4 SR1(2) AT AR A
o ERIKIE :

1. Security Advisory EPM February 2026 for EPM 2024

2. CVE-2026-1603



https://hub.ivanti.com/s/article/Security-Advisory-EPM-February-2026-for-EPM-2024?language=en_US
https://nvd.nist.gov/vuln/detail/CVE-2026-1603
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2.3.17 Cisco 10S XR Software FHE2{E E X E LR

CVE #m 3% | CVE-2026-20040,CVE-2026-20046

2/48== 0 ICisco 10S XR Software

BEMEMTRAE :
[ CVE-2026-20040]
Cisco 10S XR Software 25.2.21 iRZ
Cisco 10S XR Software 25.4.2 R A&
#%5E : Cisco 10S XR Software 25.1(2) ZBIARA ~ 25.3 iR - 35
B EE TR
[ CVE-2026-20046]
Cisco 10S XR Software 25.2.2 hix &
&= : Cisco 10S XR Software 25.1(2) ZRIARAK - 3
TN
® ANAE:MA :
#1H Cisco #1¥} 10S XR Software 3 HERXE L /A5 (CVE-2026-20040 -
CVSS : 8.8 1 CVE-2026-20046 - CVSS : 8.8) - E5% CLI #IRIRFR
& - CVE-2026-20040 OJREREF B S 2 B AR EZE - L root
BAESFTERBENREBFELRANITERIES ; CVE-2026-20046
BERFE CLIIESHEREAEKR - tJERrBa o mEnI At
WEERAH#R  THSZEZERENTEETRIEHIE -

B BRN], £ .
0 =49

BRRIEE

)
i
xR
bl
o]
Al

[ CVE-2026-20040]

> Cisco 10S XR Software 25.1(&) Z Al iR 2~
> Cisco 10S XR Software 25.2 i~

> Cisco 10S XR Software 25.3 iR




BEBEERGHEIEERED O
m Taiwan Computer Emergency Response Team / Coordination Center

> Cisco 10S XR Software 25.4 iR A
[ CVE-2026-20046 ]
> Cisco 10S XR Software 25.1(2) Z BIhRA
> Cisco 10S XR Software 25.2 iR A
o ERIKE :
1. Cisco I0S XR Software CLI Privilege Escalation Vulnerabilities

2. CVE-2026-20040
3. CVE-2026-20046



https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-iosxr-privesc-bF8D5U4W
https://nvd.nist.gov/vuln/detail/CVE-2026-20040
https://nvd.nist.gov/vuln/detail/CVE-2026-20046
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2.3.18 Veeami FVeeam Backup & Replicationtg R FEZ B EAXRE L RE

CVE 43k CVE-2026-21666,CVE-2026-21667,CVE-2026-21668,CVE-2026-
"R 1121672,CVE-2026-21708,CVE-2026-21669,CVE-2026-21671

L E M |Veeam Backup & Replication

i BT 2 U AR
BRRMEE |[Veeam Backup &amp; Replication 12.3.2.4465 iR 4
Veeam Backup &amp; Replication 13.0.1.2067 hk 2
® NHMA :
Veeam Backup & Replication =2 Veeam #Z /0 \EMEES - #TH Veeam £
MEABEZREAAS -

[ CVE-2026-21666 - CVSS : 9.9]
EFAERFENRAEEAEEREDERSE D ERATEIE -

[ CVE-2026-21667 - CVSS : 9.9]
EFAERFENREEAEEEDERSE L ERATEIE -

[ CVE-2026-21668 - CVSS : 8.8]
DEFRES D RENESEREGEBRT - WRABEDHREEPH
TEE=E -

[ CVE-2026-21672 - CVSS : 8.8]

E 1 Windows BY Veeam Backup & Replication f@AR=: - 77 AN R
RIRME

[ CVE-2026-21708 - CVSS : 9.9]
mEtEDEERUERES D ERNITEIUS -

[ CVE-2026-21669 - CVSS : 9.9]
EFAEREFENREEAEEEDERSE LERATIETE -

[ CVE-2026-21671 - CVSS : 9.1]
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nHEABENEEEAENEREBERHETEL Veeam Backup &
Replication F95 o] Bt (HA) 28 fizlnHTRERES -

B 4BEN]7 4N -
[ E{f?;.!‘ = .

[ CVE-2026-21666 * CVE-2026-21667 * CVE-2026-21668 * CVE-2026-
21672 * CVE-2026-21708]

> Veeam Backup & Replication 12.3.2.4165 (&) ZBIAR A

[ CVE-2026-21669 * CVE-2026-21671 * CVE-2026-21672 * CVE-2026-
21708]

> Veeam Backup & Replication 13.0.1.1071 (&) ZBThR S

o HNIR

1.

2.

WooNOUL AW

Vulnerabilities Resolved in Veeam Backup & Replication
12.3.2.4465

Vulnerabilities Resolved in Veeam Backup & Replication
13.0.1.2067

CVE-2026-21666

CVE-2026-21667

CVE-2026-21668

CVE-2026-21672

CVE-2026-21708

CVE-2026-21669

CVE-2026-21671



https://www.veeam.com/kb4830
https://www.veeam.com/kb4830
https://www.veeam.com/kb4831
https://www.veeam.com/kb4831
https://nvd.nist.gov/vuln/detail/CVE-2026-21666
https://nvd.nist.gov/vuln/detail/CVE-2026-21667
https://nvd.nist.gov/vuln/detail/CVE-2026-21668
https://nvd.nist.gov/vuln/detail/CVE-2026-21672
https://nvd.nist.gov/vuln/detail/CVE-2026-21708
https://nvd.nist.gov/vuln/detail/CVE-2026-21669
https://nvd.nist.gov/vuln/detail/CVE-2026-21671
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2.3.19 HPE Aruba Networking AOS-CX FHE2BIE X E L RH

CVE #m3f% | CVE-2026-23813,CVE-2026-23814

22 EE m ||Aruba Networking AOS-CX

RIBEHRILELRERATVETER
https://networkingsupport.hpe.com/home/
® AAERM :
#THA HPE £1# Aruba Networking AOS-CX #EfmEAEZ /A E(CVE-
2026-23813 - CVSS : 9.8 A1 CVE-2026-23814 + CVSS : 8.8) - CVE-
2026-23813 Z1E/IX AOS-CX R¥gzHY Web HEIENE - OJgE/RFTAR
KENEENRRNEEZEBE D BERS - £ELBR b - st
EYEEEREER ; CVE-2026-23814 BT EATRE - DJEERFF
LB NREEEREERNERKESE  TAMNBTEEWRS -
o WETL:
> AO0S-CX 10.17.0001 ()L hA
> AO0S-CX 10.16.1020 () AT kA
> AO0S-CX 10.13.1160 ()L T ha
> AO0S-CX 10.10.1170 () A TR A
o ERIKR :
1. HPESBNWO05027 rev.1 - HPE Aruba Networking AOS-CX, Multiple
Vulnerabilities

2. CVE-2026-23813
3. CVE-2026-23814

BRRME



https://support.hpe.com/hpesc/public/docDisplay?docId=hpesbnw05027en_us&docLocale=en_US
https://support.hpe.com/hpesc/public/docDisplay?docId=hpesbnw05027en_us&docLocale=en_US
https://nvd.nist.gov/vuln/detail/CVE-2026-23813
https://nvd.nist.gov/vuln/detail/CVE-2026-23814
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CVE #m 3% | CVE-2026-21992

/2 E M |Oracle Identity Manager ~ Web Services Manager

RIBES RIS LRBOR VETIEM -

RRIRMEE _
https://www.oracle.com/security-s/-cve-2026-21992.html

® NE:MA :
#1H Oracle #1%7 Identity Manager (7uff: REST WebServices)® Web
Services Manager(7C£F: Web Services Security) EEfThE K ELZ A H
(CVE-2026-21992 - CVSS : 9.8) » s&Zm B K& 28GR IRK
BEOERZEHBNT -

o FEYS:

> Oracle Identity Manager 12.2.1.4.0 kR
> Oracle Identity Manager 14.1.2.1.0 kR
> Oracle Web Services Manager 12.2.1.4.0 iz
> Oracle Web Services Manager 14.1.2.1.0 kiR K
o ERIR :
1. Oracle Security Alert Advisory - CVE-2026-21992
2. CVE-2026-21992



https://www.oracle.com/security-alerts/alert-cve-2026-21992.html
https://nvd.nist.gov/vuln/detail/CVE-2026-21992
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CVE #®35% |CVE-2026-3055

/2 E M |NetScaler ADC ~ NetScaler Gateway

BEMELUNRA
NetScaler ADC #1 NetScaler Gateway 14.1-60.58(=) 2 & i 4~
NetScaler ADC #1 NetScaler Gateway 13.1-62.23(2) Z & IR A<

NetScaler ADC FIPS and NDcPP 13.1-37.262(2) Z B hR A

® WA :
Citrix & NetScaler ADC (JR &% Citrix ADC)@ — A HE - BR
Bl REREETXERAENEEZERRZBMEET ; NetScaler
Gateway (R 7% Citrix Gateway) RIIR R L ZMRInFEUER TR - &
EREENEE T FINEAENMER - 218 - Citrix 3
BRELRIEAS(CVE-2026-3055 © CVSS 4.x : 9.3) - A FRER
miE - EERBWARE A EENIERBEE -

o FEYS:

> NetScaler ADC #1 NetScaler Gateway 14.1-60.58(-F =) Z B AR A&

> NetScaler ADC # NetScaler Gateway 13.1-62.23(-~ =) Z Bl ik A<
> NetScaler ADC FIPS and NDcPP 13.1-37.262(-F2) Z BT b4~

o ERIKR :
1. NetScaler ADC and NetScaler Gateway Security Bulletin for

CVE-2026-3055 and CVE-2026-4368
2. CVE-2026-3055

BRRPEE



https://support.citrix.com/support-home/kbsearch/article?articleNumber=CTX696300
https://support.citrix.com/support-home/kbsearch/article?articleNumber=CTX696300
https://nvd.nist.gov/vuln/detail/CVE-2026-3055
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2.3.22 QNAPEEZRAFES EbEE L imiE(CVE-2025-66277)

CVE #7%% ||CVE-2025-66277

SEEm [ONAP QTS * QuTS hero
RIBE 7 AL E R ERR S TEITIER -

https://www.gnap.com/en/security-advisory/gsa-26-05

o NE:RMA :
MFEANEEIRE QNAP 1ER R M FEEL B HE(Link Following) )i
(CVE-2025-66277 * CVSS 3.x : 9.8) » K& B pl ZiRlm I EE O]
AMALILREFIARREZEZRFELR - FREFEILETER -

o WETL:

> QTS 5.2.x £ 5.2.8.3350 build 20251216(~ =) ik 4~

> QuTS hero h5.2.x 2 h5.2.8.3350 build 20251216(-~ &) ik A<
o ERIR :

1. Multiple Vulnerabilities in QTS and QuTS hero

2. CVE-2025-66277

BRRME



https://www.qnap.com/en/security-advisory/qsa-26-05
https://nvd.nist.gov/vuln/detail/CVE-2025-66277

& wvoertac

£ 3F - EXMEIE RIEE

il

—

o EXRMMHE

(&= ] 115/4/16 AIRLBEE ZPHE : BEXKAREBELZHIEMHE
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Taiwan Computer Emergency Response Team / Coordination Center

EENRSFR] | 2026-04-16 13:30 ~ 2026-04-16 17:00

mEthE S RBREEEETDOL02ABEZE(EIEHPIEERMNEE25E)
SEENAILE | https://www.tissa.org.tw/Course/Detail/5967

R BN

[EM]
RE  TESLUARMNEEING "ABEASEERE L - SEH
B FREFRIAN T
AR 2026-04-14

[;EENAZS / Event Deails]

EHE AIRE - SWELR LTS ? FRAMREBAAENEURN - 5
EMARET - MERAITFEE - BISMHEE - RREENEZF ST
& NFEFERE "UAIREHE,  EESZRAEN - LIEEME
wHEFSMEEERED - TEEE BEEE - RETARKRE
Z . TIEEH - HEEY  BRAEBRAE 2R BRMR F
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ZERENEORLE  FRENRMABFEDZE | A AIETR Al 17Z

R~
(EMEMU] PERBENRERBBXEELE - EXFHMHlRE
&

[B48 %] 02-2553-3988#812 B EFES
security@tissa.org.tw

CYBERSEC 2026 E#E % KKE
SEENISRT | 2026-05-05 ~ 2026-05-07

aENthE | EERERE 2 fE
EENHEIE | https://r.itho.me/CYBERSEC TWCERTCC

CYBERSEC 2026
SEERXKE
55-57altmERRES

Taipei Nangang Exhibition Center, Hall 2

R ENBEEE
RESILIENT FUTURE

STRONGER THROUGH EVERY CHALLENGE

[EM]

RER THE [RSHBRUENFREZE 500 7]

[;EENAZA / Event Deails]

CYBERSEC 2026 E2E% A&l "RESILIENT FUTURE ; BEFE
FE - FAULOERRERENFRNKE - 2ENERFEEE B
BHZOABRERERR  B2ESEERE - AEKE - WiHHE
TERENME ; EE—RERT - ERUEERNBEHEL - KEEF



mailto:security@tissa.org.tw

G‘woertcc
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ETEZL

ZHRH

R

°R = 2

BART
R
[ R AR AR

BE . BEEIKE ZETS'Z TiﬁE§°
DNEBRIRER

=45 400
ITHE

NI
=

FERIEK -
ZmBZEREDL - BEIRKSIMERE

AR EHBI8 300 HEEEM
S % E

>+rm

«Hho

‘.

| 20,000+ %%Ai?t% %é RMEEERIMRM
| 4,000+ (ERIEERRE - ZIREXEHFEH
| 300+ HERFEZFERE - m’aéiﬂ)ﬁ;ﬁ-ﬂ%ﬁt%%maz
| SHEH - 30 HZH - EE2E—ERKE

~
—

=
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$F4E - TYNBEAES

—

TWCERT/CC ZXB {38 %H 2ZCVSS 3108 Assl L7 mAENMTE :

2 =REE | IDExpert Windows Logon Agent - F7E2{E if&E

TVN/CVE ID

TVN-202603001 / CVE-2026-2999, CVE-2026-3000

CVSS

CVE-2026-2999 :

9.8 (Critical)
CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/l:H/A:H

CVE-2026-3000 :

9.8 (Critical)
CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/l:H/A:H

IDExpert Windows Logon Agent 2.7.3.230719%2.8.4.250925 ik
Z/N

CVE-2026-2999(Remote Code Execution) :

REBDER 2 2R NBEFER2A N HERTEENITE
EAHAT -

CVE-2026-3000(Remote Code Execution) :

KRB DR 2 BRI BE O RA NEERESDLLE
AT -

BRRFTE

BMEMBETER WEZSERNIEEHLE -
BEHREAE

u]

https://www.changingtec.com/news_detail.jsp?item id=348

NGI=EE

2026-03-02

THRAES

https://www.twcert.org.tw/tw/cp-132-10740-b2eb2-1.html

— & —R$ | U-Office Force - Insecure Deserialization
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TVN/CVE ID @ TVN-202603002 / CVE-2026-3422

9.8 (Critical)
CVSS CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
& Em U-Office Force 29.50(=) L AT AR A

— % — R ¥ B g8 ~ U-Office Force 77 £ Insecure

BB Deserialization)f)fd - K& S 7385l 2 B IR I EEE 0] 3538 58
EERRIEASRERSARNITESZINN -

BR7E B E M E29.50SP1(R) Z B IRA

~FRBH 2026-03-02

THRAELS https://www.twcert.org.tw/tw/cp-132-10742-45b13-1.htm

R | EHG2408% 5135188 - Stack-based Buffer Overflow
TVN/CVE ID TVN-202603004 / CVE-2026-3823

9.8 (Critical)
CVsS CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
FEEm EHG2408/EHG2408-2SFP#A2v3.36 (A~ =) A BT AR A

&R B 38 2 EHG2408 % 3l XX #8228 77 1& Stack-based

[ RE A Buffer Overflow)@)a - KA S 7 8 bl 27 3= Ui 2 & o] 122 )
EXNRTREZEMATERRZIS -

BRTE B B AR Ev3.36(2) B IRA

~2FHBHA 2026-03-09

THESE AL https://www.twcert.org.tw/tw/cp-132-10752-5a4d9-1.html

BB | E—BABEFBEFIRFE R - Local File Inclusion

TVN/CVE ID @ TVN-202603005 / CVE-2026-3826

9.8 (Critical)
CVSS CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H

HEEm BB ABETHIRIRIZZRMA IFTOP_P4_181(A2) AR AR AN




& wvoertac

SEENEEEHEREERHRA DL

Taiwan Computer Emergency Response Team / Coordination Center

CVE-2026-3826(Local File Inclusion) :

s R i e RG> #R 2 = in W EE O A A I RE R E RSB M T
EERERE -

BRR A EHZEIFTOP_P4 181(Z)LAEBRRA

yNEI=E: 2026-03-11

THRAES https://www.twcert.org.tw/tw/cp-132-10755-94136-1.html

PEEREA | GCB/FCBEIHT £ mll B Z A RRIE1ZENES - Missing Authentication

TVN-202603006 / CVE-2026-4312

TVN/CVE ID
9.8 (Critical)
CVSS CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
i GCB/FCBH T & il & & #H AR 1S % BR B2 20260108(A =) L AT AR
%génn
PN
HhEFEMFEE VGCB/IFCBH /A M EBE L HETEZMIETR
[ e e 2t fEMissing Authenticationif®id - KRB Al 2 R IR I E
Z o BEEFERAPITIEER IS E B #EEIRSE -
BERFAE E ¥ E£20260108(=) A RRAK
~FIBEER 2026-03-17

THEAELS

https://www.twcert.org.tw/tw/cp-132-10784-41f67d-1.html

BIZ & | Vitals ESP - Incorrect Authorization

TVN/CVE ID @ TVN-202603007 / CVE-2026-4639
8.8 (High)

CVSS CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/AH

HEEm Vitals ESP 6.3() BT AR A
CVE-2026-4639(Incorrect Authorization) :

] 28 i 2t B2EBEN#ER IR INEE O HITE D EIEREPRINGE -
HEMIRAHER -




@ ST REEHED
m Taiwan Computer Emergency Response Team / Coordination Center

R A Wt B R i1 T4/
yN:CISE:: 2026-03-23

THESE LS https://www.twcert.org.tw/tw/cp-132-10794-704a2-1.html




@ SMBNAR AR E HED L
m Taiwan Computer Emergency Response Team / Coordination Center

4788 - TWCERT/CC B

BITEAN . BEEMaEIE G EEERRE O
(Taiwan Computer Emergency Response Team / Coordination Center)

HFIBHER : 2026%E3H31H

&7 HH : CERT_Service@cert.org.tw

B4 : https://twcert.org.tw/

Facebook T 44 &H : https://www.facebook.com/twcertcc/

Instagram : https://www.instagram.com/twcertcc/
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