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BEEESAHEE " The Gentlemen s £ 5&SystemBCEE BB EAWERE
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ZHFEZAM " The Gentlemen .
tE B SystemBCE R AR IE AN E R E

ot

s Z=ENFEENARTS ( RaaS ) #H4 " The Gentlemen, H 2025 E£4 gl
FE1E - MEAIBES SystemBC fUIRRB TS - EHITERBEMN 2026 F
F—FANRER - ZASKNSENANESHRRE - AENEZE
BEHRFAESR - TMRITETAREBEBFZERING - DUFREEX
NEENEN -0 EXMAAEGESHRIEFAER IR - The
GentlemenZE ARRIEP AEEE "SystemBC , KIEZEEFE - KoM
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RERERE - BERAEEHEEZNEEHSEIHY - BEHTERREA
HIRIE - MIF—MREAERE -

"SystemBC 1 E—HREERWAMARABRFEARREFHNIER
B - —ERZTERIRCHMEIE - ZEESAIZ 1 SOCKSS #ESME -
TW3EAEE] RCA NIBHEELRE C2 [AMR:R - WENBRIEEENER
TWBERERHCRNEAEQRENEES - BFES 7 E=ME (Payload ) M
nEINEE - JREBEENBEES AMIKRSOIARIEET - &£ The
Gentlemen V2B EE) S - SystemBC & 17 [5) Cobalt Strike E#&2E 1T H -
TERZUINBIESIEGIELR ~ DB REGS - FITEBIME RETFEIR
HEFINZOEE

HEIHBERHESEHEENESRNBENE  tEEBGEZEMY
HIRhERE £ - Bt - HREZEEZE4E ( Zero Trust Architecture ) ZPHEER
PDHARNZLD - BEREEZLIZEKREHEBE (RDP) EEEERNAH
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4. EE3I2-1HEHRE  BEUSE=MNERBHEZERES - BERE
WEBINED  ER2EAEREGEERSE  UHAEPINERRE
h ol BR AN Bt AR PR B -
Check Point TR BB 2 &% The Gentlemen BIIXE1TENEE R 4EREEA
FE1Z (loC) WK :

faat loC

Cobalt Strike C&C 91.107.247[.]163

SystemBC 992c951f4af57ca7cd8396f5ed69c2199fd6fd4ae5e93726da3el198e78bec0a5
SystemBC C&C 45.86.230[.]112

The Gentlemen Windows 025fc0976c548fb5a880c83ea3eb21a5f23c5d53c4e51e862bb893clladf712a
22b38dad7da097ea03aa28d0614164cd25fafeb1383dbc15047e34c8050f6f67
2ed9494e9b7b68415b4eb151c922¢82c0191294d0aa443dd2ch5133e6bfe3d5d
3ab9575225e00a83ad4ac2b534dab5a710bdcf6eb72884944c437b5fbe5¢c5¢9235
48d9b2ce4fcd6854a3164ce395d7140014e0b58b77680623f3ed4ca22d3a6e7fd
62c2c24937d67fdeb43f2c9690ab10e8bb90713af46945048db9a94a465ffch8
860a6177b055a2f5aa61470d17ec3c69da24flcdf0a782237055chad431158923
87d25d0e5880b3b5cd30106853cbfc6eflad38966b30d9bd5b99df46098e546¢
8c87134c1b45e990e9568f0a3899b0076f94bel6d3c40fa824aclebc6ee892db
91415e0b9fe4e7ched3ec0558a7adf89423de30d22b00b985¢c2e4hb97e75076b1
994d6d1edb57f945f4284cc0163ec998861c7496d85f6d45c08657¢c9727186e3
9f61ff4debB8afced8blecdc8787a134c63bde632b18293fbfc94a91749e3e454
a7al9cab7aab606f833fa8225bc94ec9570a6666660b02cc41a63fe39ea8b0ad
b67958afc982cafbelc3f114b444d7f4c91a88a3e7a86f89ab8795ac2110d1e6
c46b5a18ab3fb5fd1c5c8288a41c75bf0170c10b5e829af89370a12¢c86dd10f8
c7f7b5a6e7d93221344e6368c7ab4abf93e162f7567ela7bcb8786¢ch8al83a73
ec368ae0b4369b6ef0da244774995¢819¢c63cffb7fd2132379963b9c1640ccd2
efaf8e7422ffd09c7f03flas5b4e5c2cc32b05334¢18d1cch9673667f8f43108f
f736be55193c77af346dbe905e25f6aldee3eclaedca8989ad2088e4f6576b12
fc75ed2159e0c8274076e46a37671cfb8d677af9f586224dal713df89490a958

Embedded binaries cc14df781475ef0f3f2c441d03a622ea67cd86967526f8758ead6f45174db78e
(psexesvc.exe/psexec.exe) | 078163d5c16f64caa5al4784323fd51451b8c831c73396b967b4e35e6879937b
gentlemen.bmp fe1033335a045c696c900d435119d210361966e2fb5cd1ba3382608cfa2c8e68
The Gentlemen Linux 5dc607¢8990841139768884b1b43e1403496d5a458788a1937bel139594f01dca

788ba200f776a188c248d6c2029f00b5d34be45d4444f7ch89ffe838c39b8b19
leecelelba4b96e6c784729f0608ad2939cfbh67bc4236dfababbeld09268960c
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® THESELS
1. SystemBC C2 Server Reveals 1,570+ Victims in The Gentlemen
Ransomware Operation
2. DFIR Report — The Gentlemen & SystemBC: A Sneak Peek Behind the

Proxy
3. Unmasking The Gentlemen Ransomware: Tactics, Techniques, and
Procedures Revealed

4. License to Encrypt: “The Gentlemen” Make Their Move



https://thehackernews.com/2026/04/systembc-c2-server-reveals-1570-victims.html
https://thehackernews.com/2026/04/systembc-c2-server-reveals-1570-victims.html
https://research.checkpoint.com/2026/dfir-report-the-gentlemen/
https://research.checkpoint.com/2026/dfir-report-the-gentlemen/
https://www.trendmicro.com/en_us/research/25/i/unmasking-the-gentlemen-ransomware.html
https://www.trendmicro.com/en_us/research/25/i/unmasking-the-gentlemen-ransomware.html
https://www.cybereason.com/blog/the-gentlemen-ransomware
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2.1 BRI FHEERES
2.1.1 KrCERT/CC2&n " Operation SearchStrike 1 3% : B2 ZEIUSEOH{EGithubd

RN

KrCERT/CC2%% " Operation SearchStrike 4
WE : RELSEOSHEEGithubEifh B EEEE

ot

PRE BN B EIB BT/ 0 ( KICERT/CC ) MEIBITE 1T
BB EAEE F 2% " Operation SearchStrike | R - ZIREEE - WEE
[ER A S5 ZHE(EDE(SEO Poisoning ) 1%1lf - EES5|EIIHERE
BEGitHub FE - EBItEHEBREE - LNEXEZHTEEHEERNE
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SERNVEMAE - BEMLERBNR - EMEE A RENEDE
BB AWE -

BRI EF EZELR SEO Poisoningi X T RFESHR - IEASER
MSIZEIENRE GitHub R EEREZESEARERE - ERAEELERE
Tftpd64 + WinDbg ~ PsExec * Postman * USMT S4848& ,\,EL/\E = H

MWTE . ?E’ﬂf—(@ﬁ?@%%&ﬁ’\]%‘ﬁl g2 . ME1fRR - —B% iR NEl
WHT ZFEEEES=EALL Nodejs FEHNE uﬁz_b 0 A A
Ethereum EEZ2&5XER T EEH|(C2)BMEE - ANEAEF OB

i - DI PR YT EE AL 1P AYMREE - ﬁh,ﬁﬁ)ﬁkﬂmﬁéﬂ%ﬁﬁﬁ - T
BRI ~ FBEIEELIRAVEHE -

wnload tpa6e 0 = e doweiond WeDtg gt x| m 4 @

Google) Search “Download Windbg github”
(Bing) Search “download tftpd” @(4-»309 i = S

= (Bing) Search “download PsExec github”
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ot

[E1 : SEO Poisoning#RiE =528 H - ERIHKIR . KICERT/CC
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BEHE I FESERMSEOK E - KICERT/CCEEZEXEBRTMAS
PRENLU MBI SRS
1. BEEEERRIEE | FERERSIREISE FERE - BRE
2 @ Microsoft Store ~ EA LA E AR B GitHub REFE
HETE - #¥ GitHub X - EHER FNHRIMNENT "B
F#82 ( Due Diligence ) 1 - fFAAY SR FEERIESE ( Stars ) &
£ - EREEL 4% ( Contributors ) KMIRSEZEIIHER - DIBEER
MERRV BRZ B EEERNBEESR -

2. BFEBAREE (10C) BE : EXELZEKISBESRERN
loC - $tHIEABIRFETRERE  FEEMESERMEE
(Hash) ~ EBEE  #HHERBMMNESHTKS

3. RUBREERR  ERAIRERAPIZRCUKRITR - B
EIREN EZEEESE - BrlemRT BRI RNBEE—
TRAKE  WHHREERRETREEXLARIREZ B
EEAEREBUERR -

KrCERT/CCET ¥ IERIMBIRAARIEIR (10C ) 40D -

3

FETTHERH LK SHA256
2026-02-17 Tftpd64 d6acbd0cf0c99c76c3f09f68792eabb843fd5
39ae42573ecdfedab3fa695dcd2
2026-02-17 Postman 3ddfcc93aefab5a671edb4c643a810b7a2a7
b35629c27f3f68849¢cf390a26025
2026-02-23 Tftpd64 ¢3910810dc87e1a5993d4e4234fd3f94fa7e
cf66735fd0396be73b2379aafabd
2026-03-09 Tftpd64 3abe9aalb6a9f2f779f875773e077e0129e7
70e98fcbee60c0137f656f4fe82e
2026-03-10 Tftpd64 ece54f2a68530222604014dd5b23520bb17
29efe7eal5a822cleal6556ed8257
2026-03-10 WinDbg ab79d9ef9fddb880bbfc5e2587566884da95
10988005f2737493cfc25437b8ba
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2026-03-10 PsExec c03e9aade86079a2d4007b58e3b419dfe82
1bf64366fd3a9c3d04dd63b5e7779
2026-03-10 UsMmT eb2a4c6e88adc5b56dcb6a39bf749564d5b
72fbb5ba2dc3c603bal83a99bcch4
2026-03-10 IntuneWinAppUtil | fc9dale9c12930f1c324b4dee5918033a644
d090a96f69ff3669711d4219158b
2026-03-10 BglInfo e3df11e259647e00de5f6119fce20c07f551
b4bb5b3c4da3fb07956c0c3d69ff
2026-03-10 RDCMan f88532089976d65463869al1ab5e8f050d8f3
eed49501a5fa7883f80ac86b20a84

C2 Domain :
jariosos[.Jcom
hayesmed[.]Jcom
regancontrols[.Jcom
salinasrent[.]Jcom
justtalken[.Jcom
mebeliotmasiv[.Jcom
euclidrent[.]Jcom
0-parana[.]Jcom
palshona[.]Jcom

aurineuroth[.Jcom
o MHEAEAL
1. Operation SearchStrike



https://www.boho.or.kr/kr/bbs/view.do?bbsId=B0000133&pageIndex=1&nttId=71998&menuNo=205020
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2.2 IERE R M E LBl
2.2.1 UAT-10608 KX FRIE B ENEFEZE1TE) : $HEReact2Shelli@m A A R#7008
Next.js{al iR g8

UAT-10608 X RIEBEENLFAZETTE :
#H E React2ShellifmiE A 27005 Next.jsfal Ak 23

ot

BRIETEZHBIBERAMITERK Cisco Talos (THIBE - —EHE
fit7 TUAT-10608 s MEIBHE - ESHHEENMEAINext jsIEREE
BAHAEEEBEREBNTE  ZAEABVNREFEFEESBEIN
React2Shell J&)@ ( CVE-2025-55182 ) - #5544 " NEXUS Listener 5 fY
BE{EERNBERER  ERFHBRNARERED666EH  FEHEE
IS 2 A E B E RIS HED -

React2Shell ( CVE-2025-55182 ) & —I85 Ak RCE @@ @ OEF AR
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BENERNEE  ERZEEWARENEENERAENIRERNT
EERENE - 2 React 81 Nextjs EEMAIKIEZR - HSEL - UAT-
10608 WINEBESE L4 E - 5TFE 8 Shodan ~ Censys =t B i) iR iE s
KRB IFARER AR Next jsIRIE ;| BFRBEFERIE - BIE Server
Function In#a 3R E RIS - INEAREEIE Node.js EFRTHITER
IS -

WMEBYGEEFIERE  WBESEZRS tmp B NEABEEGBH
Shell <85 - WA nohup FESHTT - EFRBENEERESE - BINAR
MEIRIL/RE (W SSH LMEIEEFNLE ) EREASRIRIEEN
( #0 Kubernetes EAZE1% metadata ) ~ AFRIRIESE (WRIBEE ) LUK
RIFRETEEFNTENSERER -

IVREREGOEBEEZC2ERRMIUEEFRERER  TEBEZAR
"NEXUS Listener ; NABRARINFN - tARAERRL - ZIEREET
ZHEFETE (GUI) BnifERM - JEIEREIREEIHEE - FE
PARBEAMBITINE - WIRHIESINEE - MBI NBHREKREE R PEIE
SEEER £ TUHHBBERENEEFIER -

H ¥ UAT-10608 BOI E1T&) - Cisco TalosiE & B =AU FRIEHE
i
o BhEBHEREE : IENE#E Next.js IRIED A CVE-2025-55182 -
o THRERE  BERILEBAR BHRIAME JEINBRREH
API&i% - Wk GRSSH SR KEEFER -
o HMILEMBIZEERZ : i AWS EC2 BIA IMDSV2 - [REPES

BRFSEERER ; CSRMBRER  He@ERExFINE
1 SSH IR -
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o TERXIEIGM : 1 E getServerSideProps £2 getStaticProps E1E - &

SERERINE - WEEEA NEXT_PUBLIC_ B

o EZEARBIR(IC) : EE /tmp/ BREPEEER - AFER

nohup #iT4CER - DINERARENESEHIN HTTP/S E4R

o HHEAELS

1.

W N

UAT-10608: Inside a large-scale automated credential harvesting operation
targeting web applications

Automated Credential Harvesting Campaign Exploits React2Shell Flaw
Hackers exploit React2Shell in automated credential theft campaign
Cisco-Talos/IOCs



https://blog.talosintelligence.com/uat-10608-inside-a-large-scale-automated-credential-harvesting-operation-targeting-web-applications/
https://blog.talosintelligence.com/uat-10608-inside-a-large-scale-automated-credential-harvesting-operation-targeting-web-applications/
https://www.darkreading.com/cyberattacks-data-breaches/automated-credential-harvesting-campaign-react2shell
https://www.bleepingcomputer.com/news/security/hackers-exploit-react2shell-in-automated-credential-theft-campaign/
https://github.com/Cisco-Talos/IOCs/tree/main/2026/04
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2.3 IEREmiE &5
2.3.1 Internet Systems Consortium (1SC) BYBINDZFTE E X E & iffifE(CVE-2026-

3104)

CVE #®3% ||CVE-2026-3104

FE&Em |BIND

AR R RIBE R AILE LR VETER
T https://kb.isc.org/docs/cve-2026-3104

® ANAE:AA :
#TH Internet Systems Consortium (ISC)&t#f BIND S HhEAEZ NS
(CVE-2026-3104 - CVSS : 7.5) - bR Aol B BIE LTS - &
A% BIND 1z P iE i 2R
o TEYH:
> BIND 9.20.0 £ 9.20.20 iR 7<
> BIND 9.21.0 £ 9.21.19 R4
> BIND 9.20.9-S1 £ 9.20.20-S1 iR K
® ERIKRIR :
1. CVE-2026-3104: Memory leak in code preparing DNSSEC

proofs of non-existence
2. CVE-2026-3104

0



https://kb.isc.org/docs/cve-2026-3104
https://kb.isc.org/docs/cve-2026-3104
https://nvd.nist.gov/vuln/detail/CVE-2026-3104
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CVE #m 3% || CVE-2026-35616

SLEEm |FortiClientEMS

BRHEE |FEEH 2 FortiClientEMS 7.4.7(2) 2 B A

® NAEMMA :
FortiClientEMS 2 Fortinet 1 N —minE &2 Ekee - AREPEHE
FortiClient fOIERE I - XHFIRFEIE - REHERE - DHBEHEARE
Z i N 5 (CVE-2026-35616 - CVSS : 9.8) - It A AREEFEUESERFE -
OEENRTREE N BEBENNES  ZRBOEBBNAERKATREE
EHEXBI DS -

o FEYS:

> FortiClientEMS 7.4.5 & 7.4.6(2)hR7s
o ERIRIR :

1. API authentication and authorization bypass
2. CVE-2026-35616



https://fortiguard.fortinet.com/psirt/FG-IR-26-099
https://nvd.nist.gov/vuln/detail/CVE-2026-35616
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2.3.3 CiscoliE FSmart Software Manager(ZA#E8E hR) F1E E X E ZimiE(CVE-

2026-20160)

CVE #m3% |CVE-2026-20160

722 Em |Cisco Smart Software Manager On-Prem

FE B HT £ Cisco Smart Software Manager On-Prem 9-202601 (&)~
EJIEN
° W’“ AR
#TH Cisco £t ¥§ Smart Software Manager 2 E KE LA 5 (CVE-2026-
20160 - CVSS : 9.8) * &ZmMAOBENFTARKE N EBENERRNEBER
EBEERZF LMTEEDS -

B2 4813 N .
0 =40

BRRME

> Cisco Smart Software Manager On-Prem 9-202502 £ 9-202510 hk
ZIN
o ERIRR :
1. Cisco Smart Software Manager On-Prem Arbitrary Command

Execution Vulnerability
2. CVE-2026-20160



https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ssm-cli-execution-cHUcWuNr
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ssm-cli-execution-cHUcWuNr
https://nvd.nist.gov/vuln/detail/CVE-2026-20160
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2.3.4 CiscoliE FIntegrated Management Controller F1E2E E X & ZiRiE

CVE #m3% | CVE-2026-20093,CVE-2026-20094

=2 E m |Cisco Integrated Management Controller

RIBEHAEILELNE RS ETIER
[ CVE-2026-20093]

— ... . |Ihttps://sec.cloudapps.cisco.com/security/center/content/CiscoSecurit
BERIEA |y Advisory/cisco-sa-cime-auth-bypass-AgG2BxTn

[ CVE-2026-20094 ]

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurit
yAdvisory/cisco-sa-cimc-cmd-inj-3hKN3bVt

® WA :
Cisco JE NEEEIRIEHIZZ( Integrated Management Controller - IMC)
E—HNEFR Cisco E5? ﬁkﬁiﬁﬁ’]ﬂﬂlﬁ%ﬁ&?@éﬁlﬁ - TR EIAR
srminEa it - BENEIEINEE - 2H Cisco BHEAREL A E(CVE-
2026-20093 - CVSS : 9.8 A1 CVE-2026-20094 - CVSS : 8.8) - CVE-
2026-20093 mE 2 EREEARE - DR RFTARK S 7 5 EE AR In
BEEZBBDES  WASEEBSDEFIAA ; CVE-2026-20094 77
£ IMC B9 Web &3 H @ AT IATRE - £ 0 EENER
WEBEUEESFENRBIFERFE L  AITEEENHEIDS
A5 #EBRIE T+ 2 root

B BB, £ .
0 =449

[ CVE-2026-20093 ]

> Cisco 5000 Series ENCS 4.15(&) Z B iR A&

Cisco Catalyst 8300 Series Edge UCPE 4.16(=) ZBIAR A&
Cisco Catalyst 8300 Series Edge uCPE 4.18 7~

UCS C-Series M5 Rack Server 4.2(=) Z BIRA

Y V V
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UCS C-Series M5 Rack Server 4.3 iR A<

UCS C-Series M6 Rack Server 4.2(2) 2Bl iR 4~

UCS C-Series M6 Rack Server 4.3

UCS C-Series M6 Rack Server 6.0

UCS E-Series M3 3.2 (&) ZBI R4S

UCS E-Series M6 4.15 (2) Z Bl iR A
CVE-2026-20094 ]

Cisco Catalyst 8300 Series Edge uCPE 4.16(&) ZBThR A&

Cisco Catalyst 8300 Series Edge UCPE 4.18 hRZx

UCS C-Series M5 Rack Server 4.2(2)Z Bl kA

UCS C-Series M5 Rack Server 4.3 iR &

UCS C-Series M6 Rack Server 4.2(2)Z Bl kA

UCS C-Series M6 Rack Server 4.3

UCS C-Series M6 Rack Server 6.0

UCS E-Series M6 4.15 (2) Z Bl iR A

UCS S-Series Storage Server 4.2(2) ZBIhRZA

UCS S-Series Storage Server 4.3
o ERIRR :

1. Cisco Integrated Management Controller Authentication Bypass
Vulnerability
2. Cisco Integrated Management Controller Command Injection and

Remote Code Execution Vulnerabilities

CVE-2026-20093
4. CVE-2026-20094

YV VVVVVVY V" ™VYVYYVYYVYYVYYVY

Y

w



https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-cimc-auth-bypass-AgG2BxTn
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-cimc-auth-bypass-AgG2BxTn
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-cimc-auth-bypass-AgG2BxTn
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-cimc-cmd-inj-3hKN3bVt
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-cimc-cmd-inj-3hKN3bVt
https://nvd.nist.gov/vuln/detail/CVE-2026-20093
https://nvd.nist.gov/vuln/detail/CVE-2026-20094
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2.3.5 GNU Inetutils Telnetd 71 & X E L ifmifE(CVE-2026-32746)

CVE #7%% ||CVE-2026-32746

28 E 2 IGNU Inetutils Telnetd

EEIFH Telnet IR - WREBMENELEGERERN ; X
= - FEIRGEIFEAPRE @b -
® WA :
R A B IR GNU Inetutils Telnetd 77 # % & & & fiI (Buffer
Overflow) &) (CVE-2026-32746 - CVSS : 9.8) - A& BN ERFEMN
ERNEZUANBIEREAATERREINS - FEREILETER -
o FEYS:
> GNU Inetutils Telnetd 2.7(2) U BTARZR
o ERIR :
1. CVE-2026-32746

BRRME



https://nvd.nist.gov/vuln/detail/CVE-2026-32746
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2.3.6 Junos OS MX & 5|EFEHEEAXE ZimiE(CVE-2026-33785)

CVE #7%% ||CVE-2026-33785

B2 = Junos OS MX

FE BT E Junos OS MX %71 24.4R2-S3 ~ 25.2R2 ~ 25.4R1 (&)
B hRA
® ANAE:AA :
Juniper Networks Junos OS MX %35l gsH) CLI FIEEARE LR
(CVE-2026-33785 - CVSS : 8.8) * LA Am et 2ia:E 2 EERER
ERTARERSHEIRIES - UEENRBEERREES -
o TETH:
> Junos OS MX %51] 24 4R2-S3 fRA (A 2) Z B iR A
> Junos OS MX %5l 25.2R2 iR A&

o ERIKR:
1. 2026-04 Security Bulletin: Junos OS: M X Series (CVE-2026-33785)

BRRME



https://supportportal.juniper.net/s/article/2026-04-Security-Bulletin-Junos-OS-MX-Series-Missing-Authorization-for-specific-request-CLI-commands-in-a-JDM-CSDS-scenario-CVE-2026-33785
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2.3.7 Juniper Networks Support Insights VLWCTF#E E K E % iR iE(CVE-2026-

33784)

CVE #m3% |CVE-2026-33784

=2 E mn |Juniper Networks Support Insights vLWC

5 B2 Juniper Networks Support Insights vVLWC 3.0.94 (2) 2
EITRN
o AFHMA :
Juniper Networks Support Insights (JSI) Virtual Lightweight Collector
(VLWC) FHEE KE L J®JE(CVE-2026-33784 - CVSS : 9.8) - & fF

ARENRE RN EEZERACHRRRREEALISSER
FHL - EmolREEHlER -

B 4813 N .
0 =10,

BERIEE

> Juniper Networks Support Insights vVLWC 3.0.94 (A&) ZBIhRZ
o ERIR :
1. 2026-04 Security Bulletin: vLWC (CVE-2026-33784)



https://supportportal.juniper.net/s/article/2026-04-Security-Bulletin-vLWC-Default-password-is-not-required-to-be-changed-which-allows-unauthorized-high-privileged-access-CVE-2026-33784

SEENEEEHEREERHRA DL
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2.3.8 Juniper Networks CTP OS FHEE A E L imiE(CVE-2026-33771)

CVE #7%% ||CVE-2026-33771

2LEE M [Juniper Networks CTP OS

BESRYEE ([R5 E#1 2 Juniper Networks CTP OS 9.3R1(2) Z &K

a2

o WA :
Juniper Networks CTP OS Z £ E A E L m)la)(CVE-2026-33771 - CVSS
4x:9.1) WEA/HBEEKFE - clgEReTAR&S 0 ERIAKEINE
& - NSRRI S Z SRS R AT -
o TEYL:
> Juniper Networks CTP OS 9.2R1 # 9.2R2 hZx
o ERIKR :
1. 2026-04 Security Bulletin: CTP OS (CVE-2026-33771)



https://supportportal.juniper.net/s/article/2026-04-Security-Bulletin-CTP-OS-Configuring-password-requirements-does-not-work-which-permits-the-use-of-weak-passwords-CVE-2026-33771
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2.3.9 Palo Alto Cortex XSIAM / XSOAR FHEE XKEZRmiE(CVE-2026-0234)

CVE #R35k ||CVE-2026-0234

gsaz= 2 Palo Alto Cortex XSIAM / XSOAR

BEMEMUTRE :
BRR L | Cortex XSIAM Microsoft Teams Marketplace 1.5.52(2) Z & k4~
Cortex XSOAR Microsoft Teams Marketplace 1.5.52(2) 2 & hr A&
® WA :
T H Palo Alto Networks 38 th EE KB L2 &5 (CVE-2026-0234 - CVSS :
7.2) - Cortex XSOAR #1 Cortex XSIAM F& %4 Microsoft Teams iF -
FENBZEAERED  NHFREEIBBNREEGFINEHENRR
RENER -

B2 %83 A NN
0 =40

> Cortex XSIAM Microsoft Teams Marketplace 1.5.52 (“R&)Z Bl ik
PN
> Cortex XSOAR Microsoft Teams Marketplace 1.5.52 (“R=)Z Bl ik
PN
o ERIKE :
1. CVE-2026-0234 Cortex XSOAR



https://security.paloaltonetworks.com/CVE-2026-0234
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2.3.10 Fortinet T FortiSandbox 1 & A& % & (CVE-2026-39808)

CVE #7%% ||CVE-2026-39808

S E M |FortiSandbox

BERHEE |FE S £ FortiSandbox 4.4.9 () 2 & A

® NAMMA :
FortiSandbox ;2 Fortinet 18 N —MEI BBHEMRTE - OIHTEIRESD
A RIS R AR FIAY B8 B B - Fortinet 227h FortiSandbox FEE X
B Z R (CVE-2026-39808 - CVSS : 9.8) - It RIFEAFRIEITIATR
B - O ALBE S BEBENHES - BRSENHTTPE KT
RISHENERNBNIES -

o TETH:

> FortiSandbox 4.4.0 £ 4.4.8(2)iRAK

o ERIKIE :
1. OS Command Injection through API endpoint
2. CVE-2026-39808



https://fortiguard.fortinet.com/psirt/FG-IR-26-100
https://nvd.nist.gov/vuln/detail/CVE-2026-39808

SEENEEEHEREERHRA DL
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2.3.11 Fortinet i FortiSandbox JRPC AP| ZEEE A E ZiRiE(CVE-2026-39813)

CVE #7%% ||CVE-2026-39813

B2 2= M |IFortiSandbox

BEMEMUTRA
fR3RUEE |FortiSandbox 4.4.9 (2) 2 % k7R
FortiSandbox 5.0.6 (&) Z & kA

® HNERHER
Fortinet 2875 FortiSandbox JRPC APl 1 & K& % )& (CVE-2026-
39813 - CVSS : 9.8) « WAKKIERRE - JBERTAKBE 7 ERE
NINEBE @ FERHENHTTPHEKEBE D ERE -
o WETL:
> FortiSandbox 4.4.0 £ 4.4.8 (2)h 4
> FortiSandbox 5.0.0 £ 5.0.5 (&) 4~
o ERIKIR:
1. Unauthenticated Authentication bypass and Privilege escalation in

FortiSandbox
2. CVE-2026-39813



https://fortiguard.fortinet.com/psirt/FG-IR-26-112
https://fortiguard.fortinet.com/psirt/FG-IR-26-112
https://nvd.nist.gov/vuln/detail/CVE-2026-39813
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2312 SAPBFRREASHMBBRRARNEXENERAREFEEXER R

(CVE-2026-27681)

CVE #m 3% | CVE-2026-27681

/2 M |SAP Business Planning and Consolidation ~ Business Warehouse

RIBE R RILEDRAR S TVETER
AR https://support.sap.com/en/my-support/knowledge-base/security-
notes-news/april-2026.html

® AX:MMA :
SAP TH¥IE M Em B E R =B 5 B 5 I 3% & 4 (SAP Business
Planning and Consolidation) 1 & 2% & #l 2 @ % #t (SAP Business
Warehouse) 28 1 E K & LA & (CVE-2026-27681 - CVSS : 9.9) -
R ENRENREE - FBRFHEN SQL FBAE « B mER
EREER  HRFEOEEY - SEEMOBAMEREE -

B2 %83 A NN
0 T=v0..

» HANABPC 810, BPC4AHANA 300, SAP_BW 750, 752, 753, 754,
755, 756, 757, 758, 816
o EHIUR
1. SAP Security Patch Day - April 2026
2. CVE-2026-27681



https://support.sap.com/en/my-support/knowledge-base/security-notes-news/april-2026.html
https://www.cve.org/CVERecord?id=CVE-2026-27681
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2.3.13 Cisco & F B &b IRIBEFEIBEXREL R

CVE #m 3% | CVE-2026-20180,CVE-2026-20186,CVE-2026-20147

2 E M |[Cisco ISE

am s 2 UM R

[ CVE-2026-20180 - CVE-2026-20186]

Cisco ISE 3.2 Patch 8
Cisco ISE 3.3 Patch 8
Cisco ISE 3.4 Patch 5

[ CVE-2026-20147]

Cisco ISE 5% Cisco ISE-PIC 3.1 Patch 11

Cisco ISE 3% Cisco ISE-PIC 3.2 Patch 10

Cisco ISE 5% Cisco ISE-PIC 3.3 Patch 11

Cisco ISE 5 Cisco ISE-PIC 3.4 Patch 6

Cisco ISE 5 Cisco ISE-PIC 3.5 Patch 3

5T : Cisco ISE-PIC EFIEARE - 3.4 fRAZBHRE —ESZIERR

Z/N

o AFMMA :
Cisco fE N B2 # BIARTE 5128 (1dentity Services Engine - ISE)@ — &
REPNZEZEBFS - olitHKE  EHEREWESTN - TEH
BEEREPEMREAFEEERR - 1H Cisco EHEAELR
NEYA= I
[ CVE-2026-20180 - CVSS : 9.9 &1 CVE-2026-20186 - CVSS : 9.9]
ENERNTENERE - nfr&GohENERKEE  oJEx
T ENEBFEZA LATERMS - BEAAEZRE - AR A LE
RENRIRAKREERVEREESIEEER -

BRRMEE
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[ CVE-2026-20147 - CVSS : 9.9]
BT RE N BENER N BE S ERBENRBIEELRR
ERTEESGS  RIIFBERENRANEER MEAAUN
BRERE -

o FEYH:

[ CVE-2026-20180 * CVE-2026-20186]
> Cisco ISE 3.2(&) ZBIARA
> Cisco ISE3.2 ~ 3.3 * 3.4 kK
[ CVE-2026-20147]
> Cisco ISE ¥ Cisco ISE-PIC 3.1(&) Z Bl iR A
> Cisco ISE 3} Cisco ISE-PIC 3.2 ~ 3.3 ~ 3.4 ~ 35 hRAS
#85T © Cisco ISE-PIC BFIEIRE © 3.4 AR &RE — BRI
o ERIKR :
1. Cisco ldentity Services Engine Remote Code Execution
Vulnerabilities
2. Cisco Identity Services Engine Remote Code Execution and Path
Traversal Vulnerabilities
3. CVE-2026-20180
4. CVE-2026-20186
5. CVE-2026-20147



https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ise-rce-4fverepv
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ise-rce-4fverepv
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ise-rce-traversal-8bYndVrZ
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ise-rce-traversal-8bYndVrZ
https://nvd.nist.gov/vuln/detail/CVE-2026-20180
https://nvd.nist.gov/vuln/detail/CVE-2026-20186
https://nvd.nist.gov/vuln/detail/CVE-2026-20147
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2.3.14 Cisco Webex Services FE E A E LA (CVE-2026-20184)

CVE #75%% ||CVE-2026-20184

248 == |Cisco Webex Services

RIBE R AILELER S TVETEER
R RIA https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurit
yAdvisory/cisco-sa-webex-cui-cert-8jSZYhWL

o NAE:MA :
#TH Cisco BHMEBAREL R®IE A S (CVE-2026-20184 - CVSS : 9.8) -
IR RFEEREE A& - T£ Cisco Webex Services B — & A (SSO)
Control Hub E5BRED - TR RKEENEENERIBEER
R PERSERSE -
o FEYS:
> & Cisco Webex Services 52 %48 SSO £ Control Hub 25872
o ERIR :

1. Cisco Webex Services Certificate VValidation VVulnerability
2. CVE-2026-20184



https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-webex-cui-cert-8jSZYhWL
https://nvd.nist.gov/vuln/detail/CVE-2026-20184

@ SMBNAR AR E HED L
m Taiwan Computer Emergency Response Team / Coordination Center

2.3.15 Microsoft SQL Server FHEE A E ZifFilE(CVE-2026-33120)

CVE #75%% ||CVE-2026-33120

A= (Microsoft SQL Server

RBESHIEELE RS NETIER !
AR A https://msrc.microsoft.com/update-guide/en-US/vulnerability/CVE-
2026-33120

® WA :
MERET ¥ IE N Zmm SQL Server fHhE KE L RIE A S (CVE-2026-
33120 - CVSS : 8.8) + k% Untrusted Pointer Dereference J&)a - 70FF
RENKBEZBRBENTEINS -
o EYL:
> Microsoft SQL Server 2022 (GDR) 16.0.0 £ 16.0.1175.1(-F &) ik
Z/N
o ERIR :

1. Microsoft SQL Server Remote Code Execution Vulnerability
2. CVE-2026-33120



https://msrc.microsoft.com/update-guide/en-US/vulnerability/CVE-2026-33120
https://www.cve.org/CVERecord?id=CVE-2026-33120
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2.3.16 Windows Desktop i2ln R EH R FlnF £ E AE L miE(CVE-2026-32157)

CVE #7%% ||CVE-2026-32157

2/E & m |Windows Desktop

RBESHIEELE RS NETIER !
AR A https://msrc.microsoft.com/update-guide/en-US/vulnerability/CVE-
2026-32157

o ABIMMA :
WMERETEIIE T 2 m Windows Desktop 2l R HE IR hEAEL R
Y825 (CVE-2026-32157 - CVSS : 8.8) - bR MEF RAIRER B
EEBREEHTEIE -
o TETH:
» Windows Desktop Z=Im £ EZ=Fln 1.2.0.0 £ 2.0.1070.0 kA
o ERIR :

1. Remote Desktop Client Remote Code Execution VVulnerability
2. CVE-2026-32157



https://msrc.microsoft.com/update-guide/en-US/vulnerability/CVE-2026-32157
https://www.cve.org/CVERecord?id=CVE-2026-32157
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2.3.17 Adobe Acrobat ReaderZ % 5 /B f& % £ fEiE(CVE-2026-34621)

CVE #75%% ||CVE-2026-34621

=22 & m ||Adobe Acrobat Reader
ELCHERAELIBERN - F2EZELHRBETEM - &
BRMEE |1 T -
https://helpx.adobe.com/security/products/acrobat/apsb26-43.html
o AR :
W9t A B 5537 Adobe Acrobat Reader 7= 7£ JR 2 # 7T 2 (Prototype
Pollution) & E(CVE-2026-34621 - CVSS : 8.6) - RES DRI 2 W&
ZOREEHERMERERER  SREXANTRZYERE .
EMRBEREABEERNTESEDIS - IREEBRENE - &
BRI ETER -
o TETL:

> Acrobat DC Continuous 26.001.21367(&) MBI AR A&
> Acrobat Reader DC Continuous 26.001.21367(=) A BThRZS
> Adobe Acrobat 2024 Classic 24.001.30356(=) MBI AR A
o ERIKR :
1. Security update available for Adobe Acrobat Reader | APSB26-43
2. CVE-2026-34621

3

\



https://helpx.adobe.com/security/products/acrobat/apsb26-43.html
https://nvd.nist.gov/vuln/detail/CVE-2026-34621
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2.3.18 Apache ActiveMQ ClassicT#7E = Bl b % £ %8 (CVE-2026-34197)

CVE #7%% ||CVE-2026-34197

2= | Apache ActiveMQ Classic
ERCHEREELEBEEN  FSEBSAMPETEN - &

gRppE [T
https://activemg.apache.org/security-advisories.data/CVE-2026-
34197-announcement.txt

o NAE:RMA :
T AEE5IR Apache ActiveMQ Classic 77E A~ i A BRFE (Improper
Input Validation) £2%2 =(, % J= A (Code Injection)f 8l (CVE-2026-34197 -
CVSS : 8.8) - [Al Web Console ZF& 7 Jolokia IMX-HTTP 7T EI/0EFH
TRERFERZBARR  FEEBSNEIZERNEEZ DS
ABEBZEY  EMATERENS - WRAEEBZENA  FER
MR EITIER -

o FEYS:

> Apache ActiveMQ Broker 5.19.4(-F &) BT AR A
> Apache ActiveMQ Broker 6.0.0 £ 6.2.3(A2) k4~
> Apache ActiveMQ 5.19.4(ARZ) U BTAR A
> Apache ActiveMQ 6.0.0 £ 6.2.3(‘FRZ) iR
o ERIZKIE :
1. Severity: important
2. CVE-2026-34197

3

\



https://activemq.apache.org/security-advisories.data/CVE-2026-34197-announcement.txt
https://nvd.nist.gov/vuln/detail/CVE-2026-34197
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£ 3T - EXMEEEE

o EXRMMHE

CYBERSEC 2026 =
EENIGEE | 2026-05-05 ~ 2026-05-07

aENtE | EERERE 2 fE
EENHEIE | https://r.itho.me/CYBERSEC TWCERTCC

CYBERSEC 2026
SEERXKE
55-57altmERNES

Taipei Nangang Exhibition Center, Hall 2

a SN

RESILIENT FUTURE

STRONGER THROUGH EVERY CHALLENGE

[EM]

RERTHE [RSHBRUENFEREE 500 7T ]

[;EENAZA / Event Deails]

CYBERSEC 2026 E2E% A&l "RESILIENT FUTURE ; BEFE
FE - FAULOERRERENFERNKE - LENERFEEE B
BHZOABREMERR  B2EASEERE - AEKE - WiHFHE
T’EE’\J&?]'TSE EE—xaRd  BRUSHHRNEREL - KBEF
FIRELEREARMER - FHEEA 300 HEEER - WEL 400
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ZREFEZmESERY AR MBERELEEALTHE
B BETIKELHMEE -
DNFREEREZERERMTS - AEBAHS !

® EAE|20,000+ F¥EATHERRE  FEEERMM

® HEEIE | 4,000+ FHIETEHRE  ZRIEEXEKER

o ITEZE | 300+ HEEEE - m’z\ﬂzﬁ)ﬁ;ﬂgaﬁ%ﬂ

o [EEMAK |3HEH 30EHSH  SEE—HNERAELES
[ITEt5] 5/21-815-ERFEZEBER R LIEH(RERFESE)
SEENASE | 2026-05-21 13:30 ~ 2026-05-21 16:30

EENEL | DigiBlock CEUIEIFh E it (ZlbhAREFEE =ER28735CHR)
EENHEIE | https://www.tissa.org.tw/Course/Detail/5977

BIRFEEEERITIFS
ERERENEIES

HEREELF O SHERREERTR?

TIBZTRIIEY  HRERAEREXFTACHRE S ZOE  FBF
Rt MARR2GEHE RERBRERRE - THSEHRSEHH
BT MEHRER 5 R0 - BRI - EEFIERE RS > SE
IEMEANARMEE  REAETFBREMEME - A

5/21(PM) 13:30-16:30

DigiBlock CEfi gl E it
(EBIEHARERERE =F28T5RCER)

EENEEE
[(ER]

RE

HAE L 2026-05-18
[;EENAS / Event Deails]
RIEEE LM - MNWEEREZE IS ?

RGRMIIFY - A REELERTRAMTRREES EZBER -
FIEF#EN " EELEREEE ) ERERBEERSE - N H5E

%5
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B0 HEWET  BREER YR - BlF0E - BEEHE
Z2EFrE - wOoZAERNEREE  BAEABREZAR LXK

7N

[(REERFEERS  BHAR  WARERS  BROfs -
[EWEN] BUREBIUEEE

[1TEM] MEZEAEBNILERES - PERBENRBEHS
[ B48% 0] 02-2553-3988#816 NEHEE
security@tissa.org.tw
HESTE—H— R LREEACREENRBES

2 0)

=
= F~

EENISR | 2026-03-25 13:30 ~ 2026-07-30 14:30
mENMEL | RFEAE B LETeamsBZE
SEENAAILE | https://www.tissa.org.tw/Course/Detail/5976

BEASHERERZZ
HEESTELS RS
EENEEE (2]
&

wWEELL : 2026-07-30

[;EENAZ / Event Deails]

BEEREARSGH  BXR—H-—RBNREHFIU! SLEINEELZRE
MHERtE - KBERENR ?/UZE 2 875l E 200 B0 E



mailto:security@tissa.org.tw
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% | RFHARE + EXEXREXHMIERZEE Lon 1 42 L& -
AEmRERTRERRED - BRERMIEBENNESEEF
% PR 50 REMARIEEEZ S - BRI E |
*EEREER (BE] Bl BM=EBESENBRE - A AZW
FENEMNE T —8—R LREARE - HE
[EMEM] MEEZAENIERES
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TWCERT/CC ZXB {38 %H 2ZCVSS 3108 Assl L7 mAENMTE :

ZI5REE | WinMatrix - Missing Authentication

TVN/CVE ID | TVN-202604001 / CVE-2026-6348
8.8 (High)
CVSS CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:C/C:H/I:H/A:H
HEEMm WinMatrix agentf2 =t 3.5.13%3.5.26.15iR 4
Z ¥5 & B B 88 Z WinMatrix agent 72 0 & 7£ Missing
PqEE AuthenticationJ@)ld - ERBE DR 2 NI W EE O iR
= H L x> oo | vr = (| ~ \] = d35
A BIZIRIBAPT B L 8tagentiZ2 =0 2 1% E IR K EIR#H
THEERENE -
BERTTE +5 B Hragenti2 =0 £3.5.27.5(2) LI AR &
yN:SISE 2026-04-16
THREAELS https://www.twcert.org.tw/tw/cp-132-10839-2d9a7-1.html

FEERIH | iSherlock - OS Command Injection

TVN/CVE ID @ TVN-202604002 / CVE-2026-6349
9.8 (Critical)
CVSS CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/1:H/A:H
EEm
Hgiga iSherlock 4.5825 5(81 2 MailSherlock + SpamSherlock
AuditSherlock)
=44 TEER:
iSherlock-base-4.5 476 (-~ =) A BT AR A
iSherlock-audit-4.5 261(“~ =) LLAT AR~
iSherlock-base-5.5 476 (R =) A BT AR A
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iSherlock-audit-5.5 261(“~ =) LA AR A~

18 & & 1% 8 Z iSherlock 7% £ 0S Command Injection &
[0 8 i 22t B KRB DER 2 A IR EE I ATRIEELRMRIS
LR E AR EE EHAT -
EHTiSherlock-base-4 5E A E476(=)IE RAK
E#iSherlock-audit-4. 5E 42 261(2) L E R A

R E
E#miSherlock-base-5.5EH 2476(2) L E R A
EHTiSherlock-audit-5.5E 4 £261(2) LAB IR A
NEISE! 2026-04-16
TRRAELS https://www.twcert.org.tw/tw/cp-132-10842-3f255-1.html

HIZE M | MailGates/MailAudit - Stack-based Buffer Overflow

TVN/CVE ID @ TVN-202604003 / CVE-2026-6350
9.8 (Critical)
CVSS CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/1:H/A:H
e MailGates/MailAudit 6.0 : 6.1.10.054(“F =) ABT A4S
HEEM . ) ) PN
MailGates/MailAudit 5.0 : 5.2.10.099(-F =) ABT A4S
CVE-2026-6350(Stack-based Buffer Overflow) :
B R KRB DA 2B m KB E o IEHIEN NI TR L HITHE
RIZTUME -
s MailGates/MailAudit 6.0 : Update to version 6.1.10.054 or later
BRI E
MailGates/MailAudit 5.0 : Update to version 5.2.10.099 or later
yNI=EE 2026-04-16
THRAEL https://www.twcert.org.tw/tw/cp-132-10844-1405d-1.html

REEE | EasyFlow.NET - F1E2{E %=
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TVN/CVE ID | TVN-202604006 / CVE-2026-5963, CVE-2026-5964

[ CVE-2026-5963 ]

9.8(Critical)
CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H

[ CVE-2026-5964 ]

9.8(Critical)
CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H

[ CVE-2026-5963 ]
EasyFlow .NET V6.1.x, V6.6.x, V8.1.1, V8.1.2, V8.1.3, V8.1.4

[ CVE-2026-5964 ]
EasyFlow .NET V6.1.x, V6.6.x, V8.1.1, V8.1.2

[ CVE-2026-5963(SQL Injection) ]
KGRI ZEHPEET EATESQLIESERN - 1B
HEMBRERNEANSR -

[ CVE-2026-5964(SQL Injection) :
KGRI Z R HPEET EAEESQLIESERN « 1B
HEMBRERNEAR -

[ CVE-2026-5963 ]

B E v8.1.5(R) B AT #1TPatchE# £ 2026/01/20 HY
AR

[ CVE-2026-5964 ]

BT E v8.1.3(R) IB AR AL F {TPatchE#7 £ 2026/01/20 FY
R
yNEI=E: 2026-04-20

CVSS

D=
B}
20

BRI

THESE LS https://www.twcert.org.tw/tw/cp-132-10831-a734d-1.html

MIBEIiIZE | ThreatSonar Anti-Ransomware - Privilege Escalation
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TVN/CVE ID @ TVN-202604007 / CVE-2026-5967

8.8 (High)
CVSS CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
EEm ThreatSonar Anti-Ransomware 4.0.0(-F2) LB AR A&

[ CVE-2026-5967(Privilege Escalation) ]

[0 8 i 22t 2R E 5 7Rl H Bshel IR FH#R 2 2 In WEBE O )T AMF
E R MmIEZ W LLroot EEPR AT -

FERAE A 2 ERIE 020260302k A

~FRBH 2026-04-20

THEAELS https://www.twcert.org.tw/tw/cp-132-10854-03015-1.html

NFEAFRE | NewSoftOA - OS Command Injection

TVN/CVE ID | TVN-202604008 / CVE-2026-5965
9.8 (Critical)

CVSS CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/AH

HEEm NewSoftOA 10.1.8.3(“R2)LLET R4S
75 Bl PR 5 3% 2 NewSoftOATz f£0S Command Injection;f

[0 B i 2t B REB DR 2 AT EBE T I ATERIEFERRIE
SRR E AR EHAT

FERE FHE10.1.8.3(R)UAERAK

NGI=EE 2026-04-21

THEAEAS https://www.twcert.org.tw/tw/cp-132-10856-4979f-1.html

B8 RI$: | Borg SPM 2007 - FE3{ERE

TVN-202604009 / CVE-2026-6885, CVE-2026-6886, CVE-
TVN/CVEID | 2026-6887

[ CVE-2026-6885 ]

CVSS 9.8 (Critical)
CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
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[ CVE-2026-6886 ]

9.8 (Critical)
CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/l:H/A:H

[ CVE-2026-6887 ]

9.8 (Critical)
CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
HEEmM Borg SPM 2007(/32008 =€)

[ CVE-2026-6885(Arbitrary File Upload) ]
REBpiEpl 2 2R EE O FETHNTHAEERPIET -
EMRERERNTESZIS -

( CVE-2026-6886(Authentication Bypass) ]

FIRRL RESHER BB RBEETUTEEREEALS -
¢ CVE-2026-6887(SQL Injection) ]
REEHER 7B WEETEATESQLIES H - £
W RMBRERERE -
WAZGIRART  NASEESHEANIES BHE
B B RENETER - ﬂzﬁzﬁ:?éa“—%}im%ﬁ(spwo% SP1
oiE Lﬁﬁ¢my SEE@EANBNEEERZRA
2HIRE  ERREENSREEEEES -
N:GI=:L 2026-04-23

THESE AL https://www.twcert.org.tw/tw/cp-132-10861-b8709-1.html




@ SMBNAR AR E HED L
m Taiwan Computer Emergency Response Team / Coordination Center
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(Taiwan Computer Emergency Response Team / Coordination Center)

HFIBHER : 2026548308

&7 HH : CERT_Service@cert.org.tw

B4 : https://twcert.org.tw/

Facebook T 44 &H : https://www.facebook.com/twcertcc/

Instagram : https://www.instagram.com/twcertcc/
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