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iR 22 CRAENEHI SRR | ZIKERATEHIE SBOM EHE A E

B2 CRA EARHISHRFEER !
FIKEH A RIS SBOM EIRFhPRER

ot

(458145 5%) ( Cyber Resilience Act, CRA ) F{TIRREEER#E
ABIEPEE - REHBNNE 14 % "REBEHRERE L 8102026559811
H IEZU&HI8IT - Bl - PAEEARBHSHNEEBEUNEEER &5
NEE "EBRRBEA A ( Actively Exploited Vulnerability ) 1 - 22357504
A N\RRBHEBHRE - EERENERAEERBREANEES
¥ BHRIKEFHERBEHETRKEANWERENE  BEMEANEEZEH
F1 4R 2 an 7 38 BT Rl PR R H ) -
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RBERREZNETEN  HEPHEEXRREESEEHSEY SN
BERD  CENWBERIBREMN24A/NEA - ZBME TE—@RFE
(SRP)y MIEMEKEZETSHIEEERK (CSIRT) KMENEBLER
(ENISA) ZHERHATEE - Wik72 /N AR RE KB AL - LESh
FEBURNBIENERERE 14 AN HEQEFTRIRZRSE -
EBREAELZSHIANEZ—EARRER - — BXRERTERBARE
B EmARKELRE  ERMERSSERELS00EE T EIKFEUW
2.5%H S EESE - HEAEMTOBEES MR - BRI RFIHESREE
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EENEMACEMSRBRENUERNENEIREBES - EEfE
EASMREE (SBOM ) BAER LA TSR IR RS - BRA
FRIREBMIGDIE - HEBERZ EWMNERAGTESE  RED®E
24 NEABEAEMER B EmFIERRA EXAZEEREDOEE -
FHIE - BIEEE(E - E1RE(ERY SBOM BIEZE - EABR 2B
EIE  MEXIXRBEAMETEEENSEHESROVERZL -

ERIPEERE £ - B2 R ES|IBRIKREEERE "wWahE, &
o "TARZE ) FREEE - MER 7 /AEE ACycloneDX 5 SPDX %
R SBOM BT B - WASBEHbRBiEHaRNITEXRE
ZIN - M ERBEBEERPHERLZEENRTIEK - EERER
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WMEEEIR - OB RSB BENER L BREm LLMERAK
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1. UBIEEEMMEILEASBOM : BEZEHFEUEEMAING
BBRNEMRSE - WETHBZOEmERTERN SBOM - 1
REEBISEIBSE =K EHERIREEE Tl -

2. BIImDEEMGIEANEER | STEIAEERRY T 24/MNFET2
NG o WBFRESPR - (R SE/RARRERIE AR B EEMATE - B8
BEFNEEER - BEREm  BLEABEKEERIRAST
PBHFRE

3. FITT PSIRTEIB I B\ E R IEES « BBt 2NN R B
"ERERSHEMZEY (PSRT). - LHEERRAENEE
TEDRS S - BRI LN -

4. HEBREBIMFREDERENE BT AR Security by
Design RIRA - EEmRsTHBRVIMEIZEELZEY - BRFHE
RIMBZETHR "t WERMRIEE - DB
SEIFCEC RSP

® *H E’E Ln\l:l

1. Cyber Resilience Act - Reporting obligations

2. EU Cyber Resilience Act: Key 2026 milestones toward CRA compliance

3. One Year Countdown to EU CRA Compliance - September 11, 2026,
Changes Everything

4. REURBABRZIRAYREE . CRATES) M 78 %



https://digital-strategy.ec.europa.eu/en/policies/cra-reporting
https://www.hoganlovells.com/en/publications/eu-cyber-resilience-act-getting-ready-for-cra-compliance-in-2026
https://www.keysight.com/blogs/en/tech/nwvs/2025/09/11/one-year-countdown-to-eu-cra-compliance-september-11-2026-changes-everything
https://www.keysight.com/blogs/en/tech/nwvs/2025/09/11/one-year-countdown-to-eu-cra-compliance-september-11-2026-changes-everything
https://www.nics.nat.gov.tw/latest_news/announcements/Latest_Announcement/cb13197e-d300-4d45-99a0-998f1049ddc0/
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2.1 BEZigEL
211 THEBEE, NANERFERES  CXPASKTIEEIE

TEREW ) BRI
TEEAGREERIR

ot

MM ELCMREEREELZMBHEEL BB EREFNAHE
# TEvilTokens s BOFTEIAEIEBERFFF S (PhaaS ) - a5 ALTEZEH
BEtTH - st EEBASEE " KBNS (Device Code) 1 2IRINEE -
REABURIEFE  FREAEREHSIEATHRERR - 35
bR TN 4B 2 K B s8 (MFA) L EIRSE - EMBINASERER - B
ZEFZFFRIEL - ARMEAzureEiGoogle i A E I 3 & £ OAuth 2.05
ERRHNEREF LGFEEE  NEREERERESERHE -
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BEXERLZEMARHMNEMELRERL  WEBHLER "&
B SARGIRFNRAKE - 'RKEWH ) FEARTIREAZER /&=
R EEE (10T ) SAEMARREBIRBAIRETARERE - R
m - WWRENINEEIREMAREERNERE -

cﬂﬂi%‘f

A7ERX8PEL

Bl REESHIARZEAEREEA - ERHKIR : proofpoint

WEBEBFTZREAZTRENARIRENG  NEREEEANEREE
f@/\%’?‘é”—* WEZSERELRARY - BRREZHEFRLEA

EWSIEZEEBNMRENKEEARHR - I
EEUAEEI%Z Hﬁﬁ%ﬂ CERMREERILSTMEZRA FiRER  ERELERRE
WEBENBAGBKTHRE - ARZERSREEBABILERMRE
HEBRY - AERELXEED " REMUZEEHRE ) ARSIV
KRBT EY  ERZEEBRGREEMOMZE

—BEWEMNT) - WBEEEIRAERE AERL = EESRS - #
WTHYEZWF%E%BEWE’\JOneDriveEEHﬁﬁffE.S% OutlookEHFBUKE R - I
B O pEE— L 5| R FEEF MARFRATEANNHERISDEE -

MR EE %ﬁﬁ%ﬁﬂ%ﬁ’ﬂ SHBINIBR -
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£ Micronon
BACEELIFTR
OCRN LS Froan.

G :;:rmz
s\
+F = -

flm : FEMR
OneDriveZ2 i

%3 - Outlook
EHEHEEH

B2 : &M ( Device Code ) IR TR EBRERIE - ERKIR :
BEZbr

ZEE Huntress E—T O MMAETEZZE IR FETE OAuth 2.0 BE
E%T%&%H:E’Jgfﬁ%ﬁ BRI EEBXIBNERNIEEEEEBEEALA
B o TEER Azure IRIES - AREHI AT HNEBEERKPEEEREE
Bl ID(Client ID) - BzE o[#ERKEBNAISH S E RN FEER
(Access Token) - =552 8EF) A Microsoft Graph API :BHYE F #4 -
FHHRIESR  ERXRERAMEENUFENEZEENEZIEEN (Primary
Refresh Token, PRT) - ZEMEEIRIRET ; TEGoogle IRIZEF - Google
HREREWHRENERRGIRA RS - E05T8/ )R TS BENIRE
EIERETARRHISS B E N G ETRERDBEINEE S - BILE
Google IRIEF S HIBERERMEIRIE -

EZIRIRE  IWENEBEEZBMENESAE A EHTAE AEMFAR
ig - FHESREAOMETRIE  ERtXEUEABERREEAIE
ImiztE - WEEWA NPhEET

1. ERRGNFEHEENRE  EXEIEEBNSREEEZ
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ERFEX EELE  ZHZE8 " EHFXFEUREI(Conditional
Access Policy) , THIHEHEEWRIZ , BB ETHEIIE - BIE
FRBBHNBZERKS  ETESHAENERE - B5E2fF
LR TIPS B AL ThRE

2. BIEEAHREZEEEZRERNE  BEXEKENRE 7“""}\
H 75 B8 1 E 7 Device Code AYEEN - HRIBEBHNEAGF
S EHBEIFFFRIGERETRENRRE - BRI EUESHEER
SRRV E A REAFTAEARIEER -

3. RABIHEMHERKNENELZEH | BRONVKRMEINIRS
AEDEHICHEMARES - HBREHEEL - BHEE "5
SKBARRER, ~ ET%FZH%ET s METTERINS D BREE
NWEGHENERKRIESES  UZERERNER NaAKRE
INTR AR IEERRNERERS -

® THEAEA

Inside an Al-enabled device code phishing campaign

Device Code Phishing is an Evolution in ldentity Takeover

How EvilTokens Turbocharges Old School Phishing with Al

How OAuth 2.0 Device Code Phishing Works in Azure and Google

REAGAIZBECTEERKENEET - EXRIRERER
5t O BE B & RS BURNE R IME

12

o kN E



https://www.microsoft.com/en-us/security/blog/2026/04/06/ai-enabled-device-code-phishing-campaign-april-2026/
https://www.proofpoint.com/us/blog/threat-insight/device-code-phishing-evolution-identity-takeover
https://www.huntress.com/blog/device-code-phishing-ai-mfa-bypass
https://www.huntress.com/blog/oh-auth-2-0-device-code-phishing-in-google-cloud-and-azure
https://www.nics.nat.gov.tw/latest_news/announcements/Latest_Announcement/ad1facea-1596-4bbb-be3c-59bb59746842/
https://www.nics.nat.gov.tw/latest_news/announcements/Latest_Announcement/ad1facea-1596-4bbb-be3c-59bb59746842/
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22 IERE R MELERE
2.2.1 BZE 4% UAT-8616 #HE Cisco Catalyst SD-WAN i 73 i fc 82 W 22

B2 E 404 UAT-8616 $H7E
Cisco Catalyst SD-WAN jm % i@ s S e

ot

CiscolfHEREARZEM NS - BEWEEE N Catalyst SD-WANHS
KB P— IS REMNE 7 58 418/ H (CVE-2026-20182 - CVSS :
10.0) - ZREBDHFARLENBENRRNEE  BORERHFEKRE
BiEB BN RERS - EMISAE S #RIRSE EEIRSE (non-root) « B
EE-BEREIER - E0E1EEH "NETCONF, R - #BItEEEN
SD-WAN MK E « Bl S SRR AR EABAE 4
% - BRIEBRAKL S BERREZ 2B (CISA) B ILRBMAERNR
AERKEV) ; BIRFTAIRERT~ - =M UAT-8616 IETEMRA]ALLTR
BRFWNE  FEEBAEEVWRESEE  TERKTKIHENEEE
B -
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ARZZENERLERERZ fKEﬁﬁ%%ﬁﬁﬁIiﬂﬂﬁ”ﬁ@%(On-
Prem Deployment)s% B Ciscoft, & HYZE Iim AR 25 (2 Cisco SD-WAN Cloud) &
FARETE BERSXTENZRMAEZIRE S SD-WAN vSmartE’\JC|sco
Catalyst SD-WAN Controller - 1 & [R & % SD-WAN vManage #9 Cisco
Catalyst SD-WAN Manager °

EZ N TRapid7HAERL - ZZOBEEREE DTLS HEK
vdaemon fR#F 9 - IR E R 2 FNE S5 0 REEE FEREERE -
= SR M B 2 S5 HE B AR L 2 45 E BV [B1 FE ERL R (CHALLENGE_ACK) - #% B
BHRFEHREESRFEENME - 2FANREEN JETERTHRE
REMER NERIT  ERNBESUBERZREENAELE S8R -

Rapid7£—F 1 - MINEEZE2RELE  WE %“%’JTEEHﬂ
AISSH/A§ A%)\%JWWBm’féﬁﬁﬂlﬁﬁ(vmanage admin)®® - IWEEEEEIE
EREM P ZSERIRIE S D - BBTCPIENIE 830 7B NETCONF AR#% -
I NETCONFARFE ol AR &R AR EAR - EREENIINA » KWE
EOgEE— D ERCISD-WAN HEAR @ HEFERKREEHESEREMSE

}ﬁg/@ o

El1 : A AvHubRRZBAMSSHE T AREE - ERAIR :
Rapid7
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BREBIBHRE K Talos &R/~ - BxEHBUAT-8616 B A IETS B F]
IEEHETRE S T - HIE ¥ A28E  MEREAR - #ERESSH

Ei® - BECX NETCONF #HAE - Wi #E— LG REPRIZF Z2root B4R - #EMITH
EEBEAHBIORNIHER -

AEREFBEASHNEIESY T  ZZEIBER BN EEE
i

1. UBIEMRAKEN : BEGRAFRE Cisco BN BLENEHE
A - DIREE®IZERmE -

2. WMBEBDEEHN EREEEBREAMHN  BIREEBRE
RAIARLIZIPRERACEE - 45 5 FE 2 ¥ vmanage-admin ik 5% Y
N8E A (Accepted publickey) #ETEFETEZ -

3. EEERHEZEER MEHNEGAUMNBZIEREN
(Peerlng Events) - BIANTEIFTREARGEIRL ~ RIRIPHEHH - U2
BB AREABARTHNER TS -

o HHEAELS

1. Ongoing exploitation of Cisco Catalyst SD-WAN vulnerabilities

2. CVE-2026-20182: Critical authentication bypass in Cisco Catalyst SD-
WAN Controller (FIXED)

3. Cisco Catalyst SD-WAN Controller Authentication Bypass Vulnerability



https://blog.talosintelligence.com/sd-wan-ongoing-exploitation/
https://www.rapid7.com/blog/post/ve-cve-2026-20182-critical-authentication-bypass-cisco-catalyst-sd-wan-controller-fixed/
https://www.rapid7.com/blog/post/ve-cve-2026-20182-critical-authentication-bypass-cisco-catalyst-sd-wan-controller-fixed/
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-sdwan-rpa-EHchtZk
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2.3 BEXIRBS Rl & R

2.3.1 Palo Alto Networks PAN-OST#7E & X & %)l (CVE-2026-0300)

CVE #R3E |CVE-2026-0300

S8 =M |Palo Alto Networks PAN-OS

RIBEHRIEELRER A TVETER
https://security.paloaltonetworks.com/CVE-2026-0300

BERIEE

o AE:MMA :
Palo Alto Networks FYPA K& F2E % 4% PAN-OS Ry User-1D 8255 A 43
It AR 75 17 £ 45 18 & 3 1R 8 (CVE-2026-0300 - CVSS : 9.3) - Itb®)E
RERLEDBRENNEEZEBREGENWER - £ PA 238 VM
ZFMKAE L - B root B TERERN -

o EVYH.:

> PAN-OS 12.1.4-h5(-RZ) LB AR AN

PAN-OS 12.1.7(-A2) L BT A

PAN-OS 11.2.4-h17(RE) BT AR AN

PAN-OS 11.2.7-h13(-RE) LB AR AN

PAN-OS 11.2.10-h6(“~ =)L BT AR A~

PAN-OS 11.2.12(FAZ) ARThRZS

PAN-OS 11.1.4-h33(A2)LBT AR A

PAN-OS 11.1.6-h32(A =)L BT AR A

PAN-OS 11.1.7-h6(RZ) LB AR A

PAN-OS 11.1.10-h25(-FZ) LB AR 4~

PAN-OS 11.1.13-h5(-RZ) LB AR A

PAN-OS 11.1.15(A~2) A BTAR A

YV V.V V VYV V V V V VYV V
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PAN-OS 10.2.7-h34(RE) LB R4S
PAN-OS 10.2.10-h36(4A2) B ik 2~
PAN-OS 10.2.13-h21(-RZ) LB R4S
PAN-OS 10.2.16-h7(A2) AR iR 2~
> PAN-OS 10.2.18-h6((R ) LRI AR A
o ERINIR :
1. CVE-2026-0300

YV V V V



https://security.paloaltonetworks.com/CVE-2026-0300
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2.3.2 Apache ActivelvlQT‘I—E%‘Hﬁﬁﬁéiﬁaiﬁ(CVE-2026-40466£ﬁiCVE-2026-

41044) - iE& Foll TS

CVE #m3f | CVE-2026-40466,CVE-2026-41044

SLEE M ||Apache ActiveMQ

EL T REELIBEEN - 5L

HER

B R HEE |https://activemq.apache.org/security-advisories.data/CVE-2026-
40466-announcement.txt
https://activemg.apache.org/security-advisories.data/CVE-2026-
41044-announcement.txt

® AR :
W5 A B 23R Apache ActiveMQ 2 1E 2 &S &l [ % £ JR)E (CVE-2026-
40466 B2 CVE-2026-41044) - FEIE1Z A & 8 A B2 7& (Improper Input
Validation) 272 = #5 £ A (Code Injection) - E@BBE 7 # Rl 2 2k K
EEZ0MALRE - £ ActiveMQ SARBERTERE - EMHAITERZ
IUHS - ARIRMERETIER -

Bl YBR[/ £ .
0 =TE4DE

W

EBTTMmARBETERM - A

> Apache ActiveMQ Broker 5.19.6(-~F2) L AT iR A
Apache ActiveMQ Broker 6.0.0 £ 6.2.5(F2) kR
Apache ActiveMQ All 5.19.6(“FRZ) LB AR 4~
Apache ActiveMQ All 6.0.0 £ 6.2.5(F2)iRA&
Apache ActiveMQ 5.19.6(-F2) LB AR A

Apache ActiveMQ 6.0.0 £ 6.2.5(A =) iRA&

o ERINIR :

CVE-2026-40466

CVE-2026-41044

CVE-2026-40466-announcement.txt
CVE-2026-41044-announcement.txt

YV V V V

Y

PO



https://nvd.nist.gov/vuln/detail/CVE-2026-40466
https://nvd.nist.gov/vuln/detail/CVE-2026-41044
https://activemq.apache.org/security-advisories.data/CVE-2026-40466-announcement.txt
https://activemq.apache.org/security-advisories.data/CVE-2026-41044-announcement.txt
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2.3.3 lvantif& FEndpoint Manager Mobile (EPMM)Z 2B E K E ZiwiH

CVE #m3% | CVE-2026-5786,CVE-2026-5787

2%E & |Ilvanti Endpoint Manager Mobile

RIBE R RILEDAER S TVETEER

fR3RHes% (https://hub.ivanti.com/s/article/May-2026-Security-Advisory-lvanti-
Endpoint-Manager-Mobile-EPMM-Multiple-
CVEs?language=en_US

o A :
Ivanti Endpoint Manager Mobile (EPMM)2@—R B BB EEBERLHE -
BEEEHEIE i0S - Android ~ macOS F] Windows 5% - #TH Ivanti 2§
HEAELREAANS
[ CVE-2026-5786 - CVSS : 8.8]
LAHGFIRZEHAERD  tHKEIRENERNBEEENSEE
HUHEPR -
[ CVE-2026-5787 - CVSS : 8.9]
IERBREREAE ARSI BENERNEE ISR DM
B Sentry E# IS B ME) CABERFPIR/&RE ©
o FEYS:
> lvanti Endpoint Manager Mobile 12.8.0.0(2) & 8 R kR 7x
o ERIKR :
1. May 2026 Security Advisory Ivanti Endpoint Manager Mobile
(EPMM) (Multiple CVEs)

2. CVE-2026-5786
3. CVE-2026-5787



https://hub.ivanti.com/s/article/May-2026-Security-Advisory-Ivanti-Endpoint-Manager-Mobile-EPMM-Multiple-CVEs?language=en_US
https://hub.ivanti.com/s/article/May-2026-Security-Advisory-Ivanti-Endpoint-Manager-Mobile-EPMM-Multiple-CVEs?language=en_US
https://nvd.nist.gov/vuln/detail/CVE-2026-5786
https://nvd.nist.gov/vuln/detail/CVE-2026-5787
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234 SAPHHIE T ZREMBHEXRELAS

CVE #m3% | CVE-2026-34260,CVE-2026-34263

SEEM |ISAP S/4AHANA ~ Commerce cloud

RBESHIEELE RS NETIER !
AR A https://support.sap.com/en/my-support/knowledge-base/security-
notes-news/may-2026.html

o MEIE
[ CVE-2026-34260 - CVSS : 9.6]
SAP S/4AHANA (SAP Enterprise Search for ABAP) 2 7£ SQL ;T AJm)E -
LB E D ERENINEE - 218 user-controlled JE AR SQL 78)
WHERBESRENEENEL NEEEEERNE  SHNESED
BENS A EENGRERNEFIER  TEEAENNORERME
o] R4 -
[ CVE-2026-34263 - CVSS : 9.6]
SAP Commerce cloud P ARKERBHNNEZENITER
VS EA - EREEERERENENIT - olgER s
2 SeEEM BT -

B2 %83 A NN
0 =10

MR B
R 2 TURY 1

II]HW cl]]ﬂ

[ CVE-2026-34260]

» SAP S/4AHANA (SAP Enterprise Search for ABAP)
Version(s) - SAP_BASIS 751, SAP_BASIS 752, SAP_BASIS 753,
SAP_BASIS 754, SAP_BASIS 755, SAP_BASIS 756, SAP_BASIS
757, SAP_BASIS 758, SAP_BASIS 816

[ CVE-2026-34263]

» SAP Commerce cloud
Version(s) - HY _COM 2205, COM_CLOUD 2211, 2211-JDK21
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o ERIKIR :
1. SAP Security Patch Day - May 2026
2. CVE-2026-34260
3. CVE-2026-34263



https://support.sap.com/en/my-support/knowledge-base/security-notes-news/may-2026.html
https://support.sap.com/en/my-support/knowledge-base/security-notes-news/may-2026.html
https://support.sap.com/en/my-support/knowledge-base/security-notes-news/may-2026.html
https://www.cve.org/CVERecord?id=CVE-2026-34260
https://www.cve.org/CVERecord?id=CVE-2026-34263
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2.3.5 Ivantiif FEndpoint ManagerZ1E & & I & % ifiE (CVE-2026-8111)

CVE #R35E ||CVE-2026-8111

=2 E m ||lvanti Endpoint Manager
BERYEE [FEEH 2 Ivanti Endpoint Manager 2024 SU6 (2) Z & hR &
& NAHEMAA :
lvanti & F 89 Endpoint Manager(EPM)@— MBS HERBEEIEN
i IREEEMIRE Windows » macOS f Linux 3£E - 318
lvanti #HEBERELREASE(CVE-2026-8111 - CVSS : 8.8) - %5
SQL FARE - BN BENERNEEERERENENT -
o FEYS:
> lvanti Endpoint Manager 2024 SU6(~ =) BT R A
o ERIR :

1. Security Advisory lvanti Endpoint Manager (EPM) May 2026
2. CVE-2026-8111



https://hub.ivanti.com/s/article/Security-Advisory-Ivanti-Endpoint-Manager-EPM-May-2026?language=en_US
https://nvd.nist.gov/vuln/detail/CVE-2026-8111

BEBEERGHEIEERED O
m Taiwan Computer Emergency Response Team / Coordination Center

2.3.6 Ivantilf T Xtraction1Z £ = &l b B 2w (CVE-2026-8043)

CVE #R35E ||CVE-2026-8043

L& EE mn ||lvanti Xtraction
BRRHEE |FEEHZE Ivanti Xtraction 2026.2(2) Z B RS
® NAMMA :
lvanti J& B9 Xtraction @—E IT HERAEERNFB(EFE - OiEAE
IT 2N ERESER—EFRR - HEIREFEEST - 08 Ivanti
BhMEBEARELRE AL (CVE-2026-8043 - CVSS : 9.6) - IREDEF
REDBBHINEEBNSRESR  TRER HTML BEES AL
o TETH:
> lIvanti Xtraction 2026.1(2) LABThR A
o ERIKR :

1. Security Advisory - lvanti Xtraction (CVE-2026-8043)
2. CVE-2026-8043



https://hub.ivanti.com/s/article/Security-Advisory---Ivanti-Xtraction-CVE-2026-8043?language=en_US
https://nvd.nist.gov/vuln/detail/CVE-2026-8043
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2.3.7 Fortineti FFortiAuthenticator 1 B A& %2 i®fE (CVE-2026-44277)

CVE #7%% ||CVE-2026-44277

=228 EE M0 |IFortinet FortiAuthenticator

BEMEMTRAE :

FortiAuthenticator 8.0.3(2) Z &R -

FortiAuthenticator 6.6.9(2) Z RS

FortiAuthenticator 6.5.7(2) 2 & kA

® NAEMMA :
Fortinet /& & FortiAuthenticator 7= an 73 £ A & 77 BUZ &l % & (CVE-
2026-44277 - CVSS : 9.8) » KRB D HRBN N EEZ BEEBRHEHL
AR BT AR ENRENBR DS -

B2 %83 A NN
0 =40

BRRME

> FortiAuthenticator 8.0.0 kiR
> FortiAuthenticator 8.0.2 hiR 7
> FortiAuthenticator 6.6.0 £ 6.6.8 iR 2N -
> FortiAuthenticator 6.5.0 & 6.5.6 kR4

o ERIKR :
1. Improper access control on APl endpoints
2. CVE-2026-44277



https://fortiguard.fortinet.com/psirt/FG-IR-26-128
https://nvd.nist.gov/vuln/detail/CVE-2026-44277
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2.3.8 Fortineth® FFortiSandbox * FortiSandbox Cloud ] FortiSandbox PaaST#1E

B AE LR (CVE-2026-26083)

CVE #R5k

CVE-2026-26083

B/ 488 =2 O
SEEm

Fortinet FortiSandbox * FortiSandbox Cloud * FortiSandbox PaaS

BRRMEE

BEMEMTRRAE :

FortiSandbox 5.0.2(2) Z & iR A
FortiSandbox 4.4.9(2) 2 & iR
FortiSandbox Cloud 5.0.6(2) 2 & iR A&
FortiSandbox PaaS 5.0.2(2) Z &R
FortiSandbox PaaS 4.4.9(2) Z &R

® NE:MA :
Fortinet J& & FortiSandbox * FortiSandbox Cloud # FortiSandbox PaaS
M E N EFER DR RE(CVE-2026-26083 - CVSS : 9.8) - OJ&E
BHFREENERENNEE - BB HTTPHE KA ITARLIRENIZENE
AT e

B2 %83 A NN
0 =10

Y

VV YV VY VYVYVY

FortiSandbox 5.0.0 & 5.0.1 AR A<
FortiSandbox 4.4.0 & 4.4.8 ki K
FortiSandbox Cloud 24 Ff & kR 7K
FortiSandbox Cloud 23 Ff & kR X
FortiSandbox Cloud 5.0.2 £ 5.0.5 hit &
FortiSandbox Paa$S 23.4 Ff A ks
FortiSandbox Paa$S 23.3 Ff A ks
FortiSandbox Paa$S 23.1 FT B ks
FortiSandbox Paa$S 22.2 Fff & ks
FortiSandbox Paa$S 22.1 Fff & ks
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FortiSandbox PaaS 21.4 Fff A hRZs
FortiSandbox PaaS 21.3 FiA i 4
FortiSandbox PaaS 5.0.0 & 5.0.1 kA

> FortiSandbox PaaS 4.4.5 £ 4.4.8 fRA
o ERIKR :

1. Incorrect global authorization

2. CVE-2026-26083

YV V V



https://fortiguard.fortinet.com/psirt/FG-IR-26-136
https://nvd.nist.gov/vuln/detail/CVE-2026-26083
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2.3.9 Cisco Catalyst SD-WAN FEE A E ZifmilE(CVE-2026-20182)

CVE #7%% ||CVE-2026-20182

SLEE M |[Cisco Catalyst SD-WAN
RIBESHILELNEERAVETER

R RIA https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurit
yAdvisory/cisco-sa-sdwan-rpa2-v69WY2SW

o MZIE
Cisco Catalyst SD-WAN & Cisco LI ZEIm 4% /ORI ERES TE 2 B I8 A IS 2
18 TEL\:KEPEEE ZENEKRERAMEREE  BEZSEIREND

SEEAR - TH Cisco 8B AREL NS -
[ CVE-2026-20182 - CVSS : 10.0]
5@ 7FTE A Cisco Catalyst SD-WAN Controller (formerly vSmart) £3
Catalyst SD-WAN Manager (formerly vManage) - 70FF i@ lm W B & 2%
FEBEKRERAE DR - BSAESERIRIE (non-root) - WEEE
B0 F) S R PRIRSEZEN NETCONF - 1824 SD-WAN AR EERE -
B BRI R AN E A A -
ZF : Cisco Catalyst SD-WAN Controller (formerly vSmart) &2 Cisco
Catalyst SD-WAN Manager (formerly vManage) & #% 82 IR fE R F] S
8258 - BRERERIEZE -

B SBR[/ £ .
0 ==,

» Cisco Catalyst SD-WAN On-Prem Deployment
Cisco SD-WAN Cloud-Pro

Cisco SD-WAN Cloud (Cisco Managed)

Cisco SD-WAN for Government (FedRAMP)

YV V V
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o ERIKIE :
1. Cisco Catalyst SD-WAN Controller Authentication Bypass

Vulnerability
2. CVE-2026-20182



https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-sdwan-rpa2-v69WY2SW
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-sdwan-rpa2-v69WY2SW
https://nvd.nist.gov/vuln/detail/CVE-2026-20182
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2.3.10 Cisco Secure Workload FEE AE ZfiE(CVE-2026-20223)

CVE #7%% ||CVE-2026-20223

28 == |Cisco Secure Workload

BEMEMTRAE :
BR3RHEE |ICisco Secure Workload 3.10.8.3(2) Z & AR A
Cisco Secure Workload 4.0.3.17(2) Z # k&

® AAERMHA :
Cisco Secure Workload FE R KR #ER APl 7 EURE (CVE-2026-
20223 : CVSS : 10.0) » JEERFHFARLE N EBENRIRNEE - LU Site
Admin FERFIAIEER -
o TEYH:
> Cisco Secure Workload 3.9(2) MBI AR A
> Cisco Secure Workload 3.10.8.3(A2) U RThR A
> Cisco Secure Workload 4.0.3.17(A2) LB R4S
o ERIKR :
1. Cisco Secure Workload Unauthorized APl Access Vulnerability
2. CVE-2026-20223



https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-csw-pnbsa-g8WEnuy
https://nvd.nist.gov/vuln/detail/CVE-2026-20223

@ SMBNAR AR E HED L
m Taiwan Computer Emergency Response Team / Coordination Center

2.3.11 Microsoft i FSharePoint Server I E X = % & H(CVE-2026-45659)

CVE #75%% ||CVE-2026-45659

S8 E B IMicrosoft SharePoint Server

RBESHIEELE RS NETIER !
AR A https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2026-
45659

o NAE:MA :
Microsoft SharePoint Server @ —mIEZERHBIFF G - R EIREA
BEXBIFEINRE - REEEAESHZOFE - LHAMEEHERXR
BZNE(CVE-2026-45659 - CVSS : 8.8) : IbRAAARETERKR
FIERE - &N RENHNEE OB BRAEHITEINNS -
o FEYS:
> Microsoft SharePoint Enterprise Server 2016 16.0.5552.1002(4A &)
ZBIRRZR
> Microsoft SharePoint Server 2019 16.0.10417.20128(-~ =) Z Al ik

Z/N
> Microsoft SharePoint Server Subion Edition 16.0.19725.20280(+ &)

ZBIRRA
o ERIKE
1. Microsoft SharePoint *=lmHTIE 55584
2. CVE-2026-45659



https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-45659
https://nvd.nist.gov/vuln/detail/CVE-2026-45659
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%SE‘QEJJ

o BEXRNE
I5FEABRERLZZMHETE—H—R LEREZHREENRBE RS

&J\)
SEENASMR] | 2026-03-25 13:30 ~ 2026-07-30 14:30

B ROEE]

EENMRE | IRFEAIE] - R ETeamsEEE

SR BN, https://www.tissa.org.tw/Course/Detail/5976

BAEEHERZZ
EsEst 24 LR
EENEEE (2]
RE

IwZE L ;. 2026-07-30
[;EENAS / Event Deails]

BEFREARAGH  EXR—H-HREFINU ! SELINEEZE
MEERTE - KSEERENR 7 /WDRE 2 Bt £ 200 BTl R ET
i% | NEEHRAR + EXEXERK W EMREE Lon 1 4R L/ER
AMeBHREHRLEERRE - BEREEMOTEFENEZEEF
AR50 REAMRBFRESE - UAHELHRA |
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*EEREER [(BFE) #0 BF=EAXAENEE - &AW
FBNENE  ZHF—H— R CREEHGER - HE
[EMEM] MEEABMNITERES
[#M1TEM] PERBENREREEERELS
[B%488 0] 02-2553-39884816 KEHE &
security@tissa.org.tw
[(EZf) EZRSEESSEIE
mERE | 11556 A26HZ7H24H - 828119:002816:30 - G530/
EENE | IR RAAXAKRIESIL(EItHPLUERREE=E 133 %)
JEENAENE | https://forms.gle/u87UwQgP2fH3a22B9

l' || BREBEZZMER
l »)  National Institute of Cyber Security

MERRAZNMN X MESEARER

HERERB!

6/158L

23:59 Fi5E
SEENE Lonbolba
() Brrazsmzr | @3 MmmmamAnEr gzawme | (g eumziEes
[ERH]
&

HWZELE - 115%6H15H 23:59

[;EENAZ / Event Deails]
FEEHURNREAARALEATUNXRHN—E D - ERLEEAER
RELMTEIFINEIRHAME - EXLTEREEPMEEBRRAE - &

AEESERAREE  RELVEATEREEERRERES -

7/

fed
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ARTBEZNBUIYE  BXEBLZTMARFELM [(BELE|
SREEREN] HlFtE - EATESREIER  BEERERS
ZERXER  tTHELRBEZERESIE -
[EWEN) BXREBELZZMER
[(HmEN) PERBEMNRRERBERRRERS - ELRIKE
2 -AE2ERTEKRE
[Et48% 0O ) 02-6631-3535 fifi//\4H

nics.tect@nics.nat.gov.tw

)

il



mailto:nics.tect@nics.nat.gov.tw
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== N SI=
£ 4E - TYVNERASG
—
TWCERT/CC ZXB {38 %H 2ZCVSS 3108 Assl L7 mAENMTE :

NBEERIE: | CTMSIESEIIKERM - SQL Injection

TVN/CVE ID | TVN-202604012 / CVE-2026-7489
8.8 (High)
CVSS CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
HEEm CTMSISFIIARET P AR
[ CVE-2026-7489(SQL Injection) ]
S = i 2t BEBE ER ZERNEE DT ALESQLIEZERN
B EMBRENEARR -
BE RT3 IA MEREERMEEMIEN - BEKRIE - FEEBHERY -
YN:CISE 2026-04-30
THRAES https://www.twcert.org.tw/tw/cp-132-10894-1ac1f-1.html
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4788 - TWCERT/CC B

BITEAN . BEEMaEIE G EEERRE O
(Taiwan Computer Emergency Response Team / Coordination Center)

HFIBHER : 20265E5H31H

&7 HH : CERT_Service@cert.org.tw

B4 : https://twcert.org.tw/

Facebook T 44 &H : https://www.facebook.com/twcertcc/

Instagram : https://www.instagram.com/twcertcc/
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