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hic#z eSIM BYFERH : - BEABERERNDREIRI

E"‘Tﬁ eSIM RYBaERH
= HEABERKENTREEBIRN

ot

EZERIEREMREKLR 2025 FELBIMETE USENIX Security
Symposium R EBFEM TS (eSIMplicity or eSIMplification? Privacy
and Security Risks in the eSIM Ecosystem) - $H# &+ ERiE eSIM
HETERAE - BIRZERYE eSIM EEFAHome-Routed Roaming ( HRR )
g FREREAEXNSHAREEL D - MBAREERERI

( Home Network ) &1z EEIEE S E FHIOMRTE - B9 %EE
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MARFERBEARPE - RIERENREZ KB PHEERENER
Aehfi o £ HRR R8N - AERB BB ERBHRL - KRUE
DNS &4t KT FERVARF S IR - BIEEHECHRA TLS & - &
LEGERNCERDIRAR  HEZREATIBNEmEEBEMN
BE =AM -

ZReSIMREGZPEIEEFREERRM

WIS E B E R traceroute £2 1P IR BB R ERYELYE - RS
eSIM B Public IP OB EAE R EBREM AT - UBLREREN
Holafly &%l - MEERLHP B E RN E BEREE IMNEL - Public
IP B,REREIEAN - HF] B EIEE K ( Subion Manager Data
Preparation - SM-DP+ - EIE X5 eSIM REEBLFHOHEREIEET
FHWEIHERR ) T EPEBERLE - 3K eSIM REEBW N E
HERREAS TR EZ LS -

e INEEIRER ) eSIM B EAEAER SIM Application Toolkit ( STK))
BS  UEFEREANT ARENERL N X EEEREREWE -
MRAEHRIFE eSIMEFRAEAFMBNIERLT - BBRREEITE
HRZIBIMA AR - WEBPRE & B IRIBRIB -

ki eSIM BEFUEHARUETQNREBARSIES

R AEEENPIERE - IklE eSIM mMBGFEASEEY  BHED
REAEBAEEERRN - EQTEIAEZEE ( MNO - Mobile Network
Operator ) SHITE EHE B EZE ( MVNO - Mobile Virtual Network
Operator ) HLEHRTEREBEE -

et - HRAEEEFERIRFERIR  EEFHOEBL APl FEHY
MATHERBENEETEARBFHEAM ( IMSI - International Mobile
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Subscriber Identity ) ~ {TE1FBF 5845 ( MSISDN ) REBNE ( BHEE
o3EXN 08 AR ) @  WEHERFERAEREERZE _EMUBE (binary SMS)
FIBES] - binary SMS @—BAEBREFEREGAWRGE - BEEBEEE
2HEENRGNERE  OARBIEEERTE - B ERBERT
& BERBEARREAREFEREFNNES - WEASIENREE
HREHBABERERN - B0 FEEATEERREHRAERENRER
Public IP - FERETEIMIRBEETN  FHEERRSEESNERE -

HEFREHABNELZE

= AEE L HRR ZRIBAVREE eSIM FEVAREARTS - PREERIRE
RARKAERBEENZORMER - TREL - ANEFABEILBEF
OleREBIERAEEL FMERS - URER - EMEUEER - UK
FEREINNERER - ANEME N BB ah AR B RE R 2 BRI
R HEFRAENABUE - BIEEHECNE - BLERERN
BREERMD IR ARFE RS AR -

MRE—TiEL  FERBETERERESZANBRIRINGE =77
¥&  EREFHDFEGHEBMENAREAEMEZZEER - DUKBEW
BEEBEEEE - B3OIRE eSIM B SM-DP+ fEl AR 25 A AR FE A IR /B (5 —
RANEE - UK eSIM RERRN N ATERE RS INVE Z £ HZEH]
SBEAN - MIFERR LARE -

B EAZRB RSN - AR BRAINRIR eSIM RREEREEERSFHE
ETIESSME - MR ERREREENRBEMRIRE - MRBARKIERE
SM-DP+ fAlfRzs - AR E UL RZRERER/RAT - EFHEBMUR QR
Code EMZERRFWNE "E&RE, HrMEE - AMEXEFHEE
TolRERER - HFRMIED - WEE o ERBEEMREEEERE PR
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BER - EMRBNEZIZECDRS  EMIEEREENLERRER
HIBE] (ElL) -
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Profile X 15
mstalled m 1UE|

LUE1 g
Prafile X
has heen A

deleted 1 SM-DP+Server

- Request to download Profile X

UE2

Request is rejected

il
&

B2 : eSIM REEMRBMEBRB ~NEE - ERKIR
( Motallebighomi et al., eSIMplicity or eSIMplification? Privacy and
Security Risks in the eSIM Ecosystem, USENIX Security 2025 )

FhEE s

1. BUERTE LEECK  fIEJEHR eSIM XEBRE - &
SKEZBESFESERME - IP HOMERKEREIRIME - ¥
SEREFZABRBRILERREEZNIRE eSIM FIASE

BB o "% VPN ol AIRIMNETS 1 BEARMEZBIRINERE
B ARERZZREIE -

2. HEHESEAAFEGES VPN : FRIATEER - AWRF
RAEER —E2ERTEZEN VPN SIEEERABEFI
( ZTNA - Zero Trust Network Access ) ZE183E47 - HEIRRSLL
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ZIEEEER -
3. EEEZERMEESTANLEHZEEZZRFE ( MFA - Multi-Factor
Authentication ) : BREIEIN IP BEASERA - HIRDPE - 8
Zine S ALixF I BN EE - B MFAEIERERA - IE

MBS AL -

. *H EELII\E
1. eSIMplicity or eSIMplification? Privacy and Security Risks in the eSIM

Ecosystem
2. ENISA, Embedded SIM Ecosystem, Security Risks and Measures



https://www.usenix.org/conference/usenixsecurity25/presentation/motallebighomi
https://www.usenix.org/conference/usenixsecurity25/presentation/motallebighomi
https://www.enisa.europa.eu/publications/embedded-sim-ecosystem-security-risks-and-measures
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2.1 BLiB
2.1.1 FNBFRHEZS TanStack # " Mini Shai-Hulud 1 EEINE . RiEZEEME
B

N2 FIRIEZS TanStack # " Mini Shai-Hulud 4
HEEINE - ERZEEEZETE

ot

MBREEREBRENEZ TanStack A9 npm EG A HER B E B &
TeamPCP 2 &% 7% " Mini Shai-Hulud ; BOARRIBEGEHEREE B
L DIEANER 7 42 @ " @tanstack/* ; BN 84 EEERA -
ARUWENZEEHEREHEBME SLSA ( BiEEHERL 2HELR ) 53
HERIRERR - FHINRESEZENHEE - 2B NREEBRERERE
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B ERERLZE Mistral Al ~ UiPath B3 OpenSearch &5 170 2@ npm £2 PyPI
EN  FERAE Al T OpenAl AFETEHBEEB AR - HRRBIHE
ZEERKEERFR -

HR1E TanStack BT 8 MRS RGBS - ERAOOBEBZFRLIBERT -
RARREERBZER —BBIRSFEHE—TE - BENEAHENE - 5=
15555 "HA—AD, - BE—RMEACPUBAILRININE - DI 2R
TanStack B 75 ¥ S B EIERY = I8 59 RO BT

1. 5MEBPull Request ( PR ) BIE F BXREIRIRH T

E R "bundle-size.yml ; TERIZEM " pull_request_target ; 3%
&4 EIEINEBPull Request (PR ) 333K - WEFEXRBENITIERIZIRIE
a2 EAF AT IMNEAZE VA EZ:;%JEEE’\JT EEBIEXENHEBEERER
BEEBRER LIFRER S ERARXTEEEERESEEER
AR E 2 SIS 85 - Bt - GitHub Actions FYREEFIER A
REVES - ﬁﬁﬁﬁ’\J%ﬁﬂﬁ%%WﬁBE’\JToken - RIEAR TERZMEE#ERIR
#l; HR - RENSERERXREHRZE @ RAFEEFEEEL N XPHITRIIND
PRE%ZZ&EEE,% eSO AR IS R EEXZBRRINER -

2. (REMRAIEURZESHERETRETL AR

BETEINIBPRIAB K P RIGHF ENBEMA (vite_setup.mjs ) - 1&5E
SERE ApnpmiIFEFEEES - TEREBEGEHRRIZE (release.yml )
HEMREEHE - EZPRABKEENZIEERE  BE2EREANE
KIEN#E A GitHub Actions FIH RIS - BEAREASHRINTIEE
SERBRZAMP  BRERXREMSZEABEHEET o - WEE
"release.yml s B LIERIE - TEREF - "RELE , TEOEE
B ANLRRZRINESR  FEENTEARBEARSEEERNES




@ BEEEARGKEEERR DL
m Taiwan Computer Emergency Response Team / Coordination Center

AT °
3. iR F OIDC Token #R - BIRZ EHRVHITIRIRIRER

B TBESEB OIDC EEMERE npm LHHEH - EAH
"release.yml s B LTERES S "id-token: write s #EFR - 28 - B8
ERANEZIRZEER - SEREENRINENITER LERE - ZEERW
PR_EFNEXFEEERELRPHEBER  SLEREEXAEEZH=ZH
GitHub Actions BT8RN TIEEERERF - EHBEIZEFWEIRELE -
BEERPIRINEEI AL OIDC Token « EX{SOIDC Token - BERE
I EMEEED npm FEMREZE POST BKERTEEN @ LR TRE
BYEARTIFRABRPREREEN "BHEHL DB -

IEREEENBTZEHEER  CMEERBERERRERZERE -
SEHBTHEWTEM " @tanstack/react-router ; AR 42 BAEH=
 BEREBEARHEERER  ETEHIESTANAZEEZERES
HMEH  FXBEEKRKE " @mistralai ; ~ " @uipath |
" @opensearch-project » &£ %@ 170 B EX - £ EE B 5

"router_init.js 1 B EIME ZETAFEEREHI - TEIEE CI/ICD IR
REARBEAOEEER - BEERNITKEEZZEHRN C2 BEP#E
It - MRS EREER (P2P ) BRINE - &KHED/OER Session
FNARETHERNE G - EREAREN—RIBHREENEE -
FEHEENE ZERBANEZFAMRES  SHEETERN
GitHub TokenBXMAREE ; ZENZE | TokenE&BHIH - BEZRIEEZAMR
BS  BRXEENEEHERMER -

TWCERT/CC g s B EEPEEUEIMAARNEEZR - WIREL
NFEEE TR
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1. BEXEHE : UABEZEM lockfile & CI Hi @ HEREE
ZRIZEYEENNMRAES -

2. BIEBREREIN  BRHEMINER Token ZRIFE N FEiBE
macOS 5% Linux Z 4 F 2 ETF1E gh-token-monitor & 542 037 %
HBR - DU S SRR IEE R PR %S -

3. THEBREERSE  BUBEROEBRESRPIRIEPHMM
BR:E - B& GitHub/npm Token ~ ElnHtERERE  SSH £i8

lavaxy

4. 5&81E CI/CD E OIDC TfEi#E : E18&E & GitHub Actions - %%
£ RIBRRE AR A= EERIPuUll Request ( PR ) B - £
" pull_request_target ; TEARBEEIEH - WEIFIEE T EREE
EEARNEER ; 59 - FEEE OIDC TokenHI&/NERIRA! -
EERZEENEFNEELSRETHER -

5. Z7)EB—1{k#8 SLSA &R : LlbRE4EE - B SLSA KIREH
MEGTOESERRERNS BERLEEEAEHRR B
ZRENTABETEEGZMIEEZEH ( Cooldowns ) HHl -
LX B R[5 &P R AL e s L Pgp -

® THESELS

1.  Postmortem: TanStack npm supply-chain compromise

2.  Malware in 42 @tanstack/* packages exfiltrates cloud credentials,
GitHub tokens, and SSH keys

3. TanStack Npm Packages Compromised Inside The Mini Shai Hulud
Supply Chain Attack

4. TanStack npm Packages Compromised in Ongoing Mini Shai-Hulud
Supply-Chain Attack

5. TeamPCP's Mini Shai-Hulud Is Back



https://tanstack.com/blog/npm-supply-chain-compromise-postmortem
https://github.com/TanStack/router/security/advisories/GHSA-g7cv-rxg3-hmpx
https://github.com/TanStack/router/security/advisories/GHSA-g7cv-rxg3-hmpx
https://snyk.io/blog/tanstack-npm-packages-compromised/
https://snyk.io/blog/tanstack-npm-packages-compromised/
https://socket.dev/blog/tanstack-npm-packages-compromised-mini-shai-hulud-supply-chain-attack
https://socket.dev/blog/tanstack-npm-packages-compromised-mini-shai-hulud-supply-chain-attack
https://www.stepsecurity.io/blog/mini-shai-hulud-is-back-a-self-spreading-supply-chain-attack-hits-the-npm-ecosystem
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2.2.1 rFortiBIeedJ ﬂm RS TR AT EN ;. B EERH KIS BV PNESR i H B /& b

"FortiBleed ; A#R1EFREBHEVTE :
1B 2B X i BV PN 5% 75 TH S 21 b

ot

BB 1B S InfoStealers T HIEFE R A " FortiBleed 1 FIARRIZ/RE
SNBEM - 2IKKT758 S FortiGatePi K& VPN B AN E ARED
BECERI - ELMRAEM  IFERBAISTIKESINEE Fortinet
REN—F  PRBBRZSERTE BUSHKEBREREMRMSAHSE -

WEIEL - WKEBA%S "FortiBleed y F/RFEBEUSE) - R LIREMHEEE
ZEBRILSEER AR - IR AEDHT - WEBEE ¥ HI32ES FortiGate
REREBNIEBREAREED - WEHBIE16E S Microsoft SQL Server
(MSSQL) EIfRERETHIIBERENRR - B REEHEARERH - RE
e &k B E{CIEERE
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FREMEABEINRIARENERIRBEN - ZEBELZHHE
SSL VPN B&RE =18 - WiEHAMA5EIGPUAERY - 1 FiHashtopolisE ¥R A
AREETRAEE - IS EXRER  WEBEUgEE—TROB
E) = AL Active Directory Izl - FEULZ I A5 REAFEVEIR - HHEAD
ARAEMEARTERPBHEEAREREREMREMZENRYESERE -
RIEERREZERRNOEEZREELSHINVRERNEEMANA - SEHEE
WEE - EENTERERBEREE  DUAREREEEAEENSSTZRE

BT -
WEABRS  LRECOEETEREDERRERHEE - B
SFortinet RAE2025F VES IR EMBHEBE AN SHA-256 ABBE

%2H) PBKDF2 - BEHEASHEAS LY - SRS R ETRE
BIBERE T RE - —DREHEME  RBENTRRETR
N - KBRS ERERROAR -

S I - FortinetZon - B ATRBIRE L% BRI Fortios 538 -
BEENTEOBEELSHIENES - UREBRNRAST X
BHERTE - REHERES  EABEE  AXBBSRTRE
(MFA) BORME - TAEEREAR - Fortinet ©HEFSHEER - 1
THHRTESYENE SRR -

AREESEERRSEERSRTINAR - RIRCERAH
@Ems  BECEERERRRL T E2E

1. RIPERUEBREE  PEFMEETHNEEETFER - =@
B 5% Fortinet VPN BRI SIRIRRVE - Wt EESBENER
BEER

2. TEHMAZAFERE (MFA) : B AFASEERT K VPN
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FEHEIRIEE MFA - UBMELE/&REINEE RS -
3. FH#R FortiOS W HER B EET | iREHRESZIE PBKDF2
BEVENENMRAK - BN - BRKELEZRIRERNERTE -
4, MERBERFEZXEANS  BEXAE - VPN FHRERERE
MEREESEBAKKRENEN  UTHEoSGHEEMELENRERE
TEH - ERRBERKLTZ2E5EE ABIRSE - AWM
"forticloud ; - " fortiuser ; ~ T fortinet-support 4 3% " fortinet-
tech-support ; 5 -
5. MAEBEABEARFREACE  WEEREB AL  BRAEEBER
BRA IP UMW EINEITS ; BT ERRAEEFs=HR - 18

WEROZY - EEFIN - ol RERIDEE) MRER BRI E L
I

6. [RAIEETHN L AREN  EEERREEE T AEERERAE
R - ERSEEMTEHEL A RAREERE - EorREER
IP B0B B H R/ VPN T FEY -

7. PEUENEBEAREE  MEIIREBEEA ~ RAIRFKINREE
B BUBRESHRE  BREEIRABERSA - RFNE
RIERIEEGFE -
o HREAEL
1. FortiBleed: 75,000 Fortinet Firewalls Compromised

2. Analysis of Reported Credential Compromise of FortiGate Devices
3. CISA Urges Hardening Fortinet Devices After Reports of Credential

Exposure
4. Hudson Rock’s FortiBleed Checker



https://www.infostealers.com/article/fortibleed-75000-fortinet-firewalls-compromised-global-enterprises-exposed-claim-your-ethical-disclosure/
https://www.fortinet.com/blog/psirt-blogs/analysis-of-reported-credential-compromise-of-fortigate-devices
https://www.cisa.gov/news-events/alerts/2026/06/18/cisa-urges-hardening-fortinet-devices-after-reports-credential-exposure
https://www.cisa.gov/news-events/alerts/2026/06/18/cisa-urges-hardening-fortinet-devices-after-reports-credential-exposure
https://www.hudsonrock.com/fortinet
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2.3 BEXIRBS Rl & R

2.3.1 PostgreSQLFE1ILES B L =imiE - FiEERED I ETIEMH

CVE-2026-6472~CVE-2026-6479,CVE-2026-6575,CVE-
2026-6637,CVE-2026-6638

SEEMm ||PostgreSQL

ELCHEREBELIEEER - 552

fRshyy |7 IR
https://www.postgresql.org/about/news/postgresql-184-
1710-1614-1518-and-1423-released-3297/

CVE #R5E

W

EELMIBETE

i

® NE:MA :
W5E A B 3838 PostgreSQL F1E 11 {65 /& b %2 2 ) (CVE-2026-6472
£ CVE-2026-6479 ~ CVE-2026-6575 * CVE-2026-6637 & CVE-2026-
6638) - A G = & AY 4% 7 & /& U (Stack-based Buffer Overflow)
SQL ¥ A(SQL Injection) & Z2E(30 £ (Integer Wraparound)% © BExlER BB
OFENE—RERZZRKIEZFNTEEEIN - BFERERL
T1E% -
o FEYS:
> PostgreSQL 14 hR 7
PostgreSQL 15 AR A&
PostgreSQL 16 AR A&
PostgreSQL 17 AR A&
PostgreSQL 18 hr A&
o ERIIR :
1. PostgreSQL 18.4,17.10,16.14, 15.18, and 14.23 Released!
2. CVE-2026-6472

3. CVE-2026-64/3
4. CVE-2026-6474

YV V V

Y



https://www.postgresql.org/about/news/postgresql-184-1710-1614-1518-and-1423-released-3297/
https://nvd.nist.gov/vuln/detail/CVE-2026-6472
https://nvd.nist.gov/vuln/detail/CVE-2026-6473
https://nvd.nist.gov/vuln/detail/CVE-2026-6474
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CVE-2026-6475
CVE-2026-6476
CVE-2026-6477
CVE-2026-64/8
. CVE-2026-6479
10. CVE-2026-6575
11. CVE-2026-6637
12. CVE-2026-6638

Wo~N O



https://nvd.nist.gov/vuln/detail/CVE-2026-6475
https://nvd.nist.gov/vuln/detail/CVE-2026-6476
https://nvd.nist.gov/vuln/detail/CVE-2026-6477
https://nvd.nist.gov/vuln/detail/CVE-2026-6478
https://nvd.nist.gov/vuln/detail/CVE-2026-6479
https://nvd.nist.gov/vuln/detail/CVE-2026-6575
https://nvd.nist.gov/vuln/detail/CVE-2026-6637
https://nvd.nist.gov/vuln/detail/CVE-2026-6638
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2.3.2 Oracle I E F ZREMBHERELARS

CVE-2026-46833,CVE-2026-46840,CVE-2026-46775,CVE-2026-
46839,CVE-2026-2332,CVE-2026-33557,CVE-2025-15467,CVE-
CVE #m3% |2026-41044,CVE-2026-46822,CVE-2026-46824,CVE-2026-
46817,CVE-2026-46819,CVE-2026-46837,CVE-2026-46826,CVE-
2026-46827,CVE-2026-34311

Oracle Database Server * REST Data Services * Communications

== o Unified Assurance ~ iAssets * Universal Work Queue * Payments »

Internet Procurement Connector + Flow Manufacturing - Payroll -
Hospitality OPERA 5 Property Services

AR RIBESRILBEDNERAIVETER
https://www.oracle.com/security-s/cspumay2026.html
® NE:MA :
[ CVE-2026-46833 - CVSS : 9.0]
IERIAFFE R Oracle Database Server 4 Net Service 7o + BRF ALK S
DEREN N EEE R TLS 77H Net Service 7o - CIgE¥I EH Mt EmiE
REATE -
[ CVE-2026-46840 - CVSS : 10.0]
IEmIAF#E R Oracle REST Data Services B Backend-as-a-Service 701 -
REAREG BB EEER HTTPS #A8EK7FHL Oracle REST Data
Services °
[ CVE-2026-46775 - CVSS : 9.9 * CVE-2026-46839 - CVSS : 9.9]
IR EF#E RS Oracle REST Data Services f4 Core 7o - {EHEPRAY B
Z0]358 HTTPS A&7 HX Oracle REST Data Services - & IHF O]
BEZE 2 Oracle REST Data Services #5c 2 £

[ CVE-2026-2332 - CVSS : 9.1]
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I REFFERS Oracle REST Data Services F4 Core (Eclipse Jetty) 704 -
RHFREE DB EEE R HTTPS A FH Oracle REST Data
Services © & KINAATBEEBRKIREMIE - MIBRSIE XA REIE -
[ CVE-2026-33557 - CVSS : 9.1]

IEREEF RS Oracle Communications Unified Assurance fJ Message
Bus (Apache Kafka)7ot @ A ARKEE D RENNEEZES TCP HE
778X Oracle Communications Unified Assurance - & A% IhF) O] SEE 2
R HERTIE - MIBRSVIZ A RAREE -

[ CVE-2025-15467 - CVSS : 8.8]

Itt &% Y& 77 £ 5 Oracle Communications Unified Assurance BY Core
(MySQL Server)Toff - REFARKEE D ERENINEBE DL HTTP Ak E
HY Oracle Communications Unified Assurance ° %&£ s D FI B L RE S
MHEBRINEBEE ZIMNEMEREGSD -

[ CVE-2026-41044 - CVSS : 8.8]

IIEmEETER Oracle Communications Unified Assurance B9 Message
Bus (Apache Kafka)sot - (EHERMINEE OB HTTPS A FEY
Oracle Communications Unified Assurance - #= BX IO & A o] BE B
Oracle Communications Unified Assurance #5c % 1l

[ CVE-2026-46822 - CVSS : 9.9]

@A FTE AR Oracle iAssets B Internal Operations 7o - 1R RRAVIL

EEOFE%E HTTPS AE577HY Oracle iAssets W FEHESWE - BRI

A A TIBEE R Oracle iAssets #7582 1254l -

[ CVE-2026-46824 - CVSS : 9.9]

IR FE RS Oracle Universal Work Queue A9 Work Provider Site Level
Administration 7ot - EERAINEE O[ZEE HTTPS A8 ZEX Oracle
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Universal Work Queue - & B IO OJBEZE 2L Oracle Universal Work
Queue #Z5TE & -

[ CVE-2026-46817 - CVSS : 9.8]

IREFFERS Oracle Payments Ay File Transmission Joi - EF RS
DEERNINEESE HTTP 17 E Oracle Payments - & B INA A O]
BEE 2 Oracle Payments #%5c & 12l -

[ CVE-2026-46819 - CVSS : 9.1]

Itt )& )8 %7 7E 52 Oracle Internet Procurement Connector B9 Internal
Operations o @ WEFARKE D BBENINEEZ BB HTTP HEFH
Oracle Internet Procurement Connector - # B Ih I o] SEE B AR AR 1
Wiz - MIBRSVIB LR R EUE -

[ CVE-2026-46837 - CVSS : 8.8]

IREFFERS Oracle Flow Manufacturing B9 Security 7o - 1E#EFERY
WEBETEME SQL FHMAE - B INANAETEEER Oracle Flow
Manufacturing #5823l -

[ CVE-2026-46826 - CVSS : 8.8]

ItEJ@EFTE R Oracle Payroll B9 Internal Operations 7o - 1B RAVIL
BE058E HTTPS A FHY - &R INAI - oJ8E& 2 Oracle Payroll #
ST -

[ CVE-2026-46827 - CVSS : 8.8]

Jtl:i)?'ﬁilﬂT_Eﬁ’\\ Oracle Payroll B Self Service Manager 7o - 1E#RRY
WEEDBEBHTTP B FE - &K INFFH o] gEZE 2L Oracle Payroll #
EERATIE

[ CVE-2026-34311 - CVSS : 9.8]

IEREF7ERS Oracle Hospitality OPERA 5 Property Services B9 Opera
T RIEFARAREDBENNEEZER HTTP A FEL Oracle
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Hospitality OPERA 5 Property Services - % A LI F Ol BEE 2 OPERA
5 Property Services # 5% 12l -
° HETL:

[ CVE-2026-46833]

> Oracle Database Server 23.4.0 2 23.26.2 fR K

[ CVE-2026-46840 - CVE-2026-46775 * CVE-2026-46839 - CVE-2026-
2332]

> Oracle REST Data Services 24.2.0 2 26.1.0 hix A~

[ CVE-2026-33557 * CVE-2025-15467 * CVE-2026-41044 ]

> Oracle Communications Unified Assurance 6.11 2 7.00 kiR 72
[ CVE-2026-46822]

> Oracle iAssets 12.2.3 £ 12.2.15 kK

[ CVE-2026-46824]

> Oracle Universal Work Queue 12.2.3 £ 12.2.15 f K

[ CVE-2026-46817]

> Oracle Payments 12.2.3 & 12.2.15 iR

[ CVE-2026-46819]

> Oracle Internet Procurement Connector 12.2.3 £ 12.2.15 iR 2
[ CVE-2026-46837]

> Oracle Flow Manufacturing 12.2.3 £ 12.2.15 kR4

[ CVE-2026-46827 ~ CVE-2026-46826 ]

> Oracle Payroll 12.2.3 & 12.2.15 fR A&

[ CVE-2026-34311]

» Oracle Hospitality OPERA 5 Property Services 5.6.19.24 ~

» Oracle Hospitality OPERA 5 Property Services 5.6.22 -

» Oracle Hospitality OPERA 5 Property Services 5.6.25.19 »

» Oracle Hospitality OPERA 5 Property Services 5.6.27.6 »

» Oracle Hospitality OPERA 5 Property Services 5.6.28

o ERIIR :
1. Oracle Critical Security Patch Update Advisory - May 2026



https://www.oracle.com/security-alerts/cspumay2026.html
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2.3.3 Palo Alto Networks PAN-OST#7E & A & %l (CVE-2026-0257)

CVE #R5k

CVE-2026-0257

B/ 488 =< 1
SEEm

Palo Alto Networks PAN-OS - Prisma Access

BERIEE

RIBE R RILEDAER S TVETEER
https://security.paloaltonetworks.com/CVE-2026-0257

® NAEMMA :
Palo Alto Networks B XiE1EZEZ 4 PAN-OS #Y GlobalProtect A 43
WEABEREFEES N RREEARE  NEBEUNAZREEAL
ZPRHIIE TR ERHER VPN EAR -

B2 4813 N .
0 =40

>

YVVVVVYVYVVYVYVVYVYVYVYYVYYVYY

Ivanti Endpoint Manager Mobile 12.8.0.0(2) & E £ k4 PAN-OS
12.1.4-h6(AZ)LLBI AR AR

PAN-OS 12.1.7(A2) U RTR R
PAN-OS 11.2.4-h17(-RZ) ARThR AN
PAN-OS 11.2.7-h14(-RE) LB AR AN
PAN-OS 11.2.10-h7(“RZ) L BT AR A
PAN-OS 11.2.12(FZ) ARThRZS
PAN-OS 11.1.4-h33(RZ) LB AR AN
PAN-OS 11.1.6-h32(“F =)L BT AR A~
PAN-OS 11.1.7-h6(“R =) AT RS
PAN-OS 11.1.10-h25(-RFZ) LB AR 4~
PAN-OS 11.1.13-h5(A2) BT AR 2
PAN-OS 11.1.15(A &)L BT R A
PAN-OS 10.2.7-h34(RZ) LB AR A
PAN-OS 10.2.10-h36(“R =) LA AR A~
PAN-OS 10.2.13-h21(“RZ) LA AR A~
PAN-OS 10.2.16-h7 (R Z) LB AR A
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> PAN-OS 10.2.18-h6 (-~ =) LA AR A~
> Prisma Access 11.2.7-h13(-RZ) LA AR A
> Prisma Access 10.2.10-h36(R~ =) BT AR A
o ERIKIR :
1. CVE-2026-0257 PAN-OS: GlobalProtect Authentication Bypass

Vulnerabilities
2. CVE-2026-0257



https://security.paloaltonetworks.com/CVE-2026-0257
https://security.paloaltonetworks.com/CVE-2026-0257
https://nvd.nist.gov/vuln/detail/cve-2026-0257
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2.3.4 Ivanti Neurons for ITSMTZE S & b & L (CVE-2026-9614)

CVE #R35k ||CVE-2026-9614

S8 E= 2 llvanti Neurons for ITSM

RIBE DAL ELRER T VETTIESR !
BRRUEE https://hub.ivanti.com/s/article/Security-Advisory-lvanti-Neurons-
for-ITSM-CVE-2026-9614%language=en_US

o MEIE
ITSM 2 Ivanti JE N —ROSERERK 1T RBEEWEERSTE - O 78]
HEBIRARENE  BERIT EEGHRKELE - AHEH Ivant
Neurons for ITSM 2§t EXKE L /A& (CVE-2026-9614 - CVSS : 8.8) -
IERE o A& E T RENERNEENSAAEEFIVER -

Bl YBR[/ £ .
0 =E1E

> Ivanti Neurons for ITSM (On-Premises) 2025.4(=) Z BT AR A&
> Ivanti Neurons for ITSM (Cloud) 2026.1(&) Z B AR A&

o ERIKR :
1. Security Advisory Ivanti Neurons for ITSM (CVE-2026-9614)
2. CVE-2026-9614



https://hub.ivanti.com/s/article/Security-Advisory-Ivanti-Neurons-for-ITSM-CVE-2026-9614?language=en_US
https://hub.ivanti.com/s/article/Security-Advisory-Ivanti-Neurons-for-ITSM-CVE-2026-9614?language=en_US
https://hub.ivanti.com/s/article/Security-Advisory-Ivanti-Neurons-for-ITSM-CVE-2026-9614?language=en_US
https://nvd.nist.gov/vuln/detail/CVE-2026-9614
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2.3.5 lvantifE FSentryFE2E E X E Z iR/

CVE #m3% | CVE-2026-10520,CVE-2026-10523

=& EE m |[lvanti Sentry

BEMEMTRAE :

Ivanti Sentry 10.5.2(2) 2 & ik A&

Ivanti Sentry 10.6.2(2) Z & A

Ivanti Sentry 10.7.1(2) Z B A

® AF:MMA :
JTH Ivanti #H¥FET Sentry BTHEARELZRAAS
[CVE-2026-10520 - CVSS : 10.0]
RERIEFERFMTIARD  DHFARLEIRENERHERE
PLroot #IR#TEIRIZIE -
[CVE-2026-10523 - CVSS : 9.9]
IbRERE D BESEBRD  RHAKLESRENRENEBER
TEREEERE  TETINSEEERR -

B2 %83 A NN
0 =10

BRRME

> lvanti Sentry 10.5.1(2) AR AR A
> Ivanti Sentry 10.6.1(2)ABTARZA
> lvanti Sentry 10.7.0(2) BT AR A
o ERIKIR :
1. Security Advisory lIvanti Sentry (CVE-2026-10520, CVE-2026-

10523)
2. CVE-2026-10520

3. CVE-2026-10523



https://hub.ivanti.com/s/article/Security-Advisory-Ivanti-Sentry-CVE-2026-10520-CVE-2026-10523?language=en_US
https://hub.ivanti.com/s/article/Security-Advisory-Ivanti-Sentry-CVE-2026-10520-CVE-2026-10523?language=en_US
https://nvd.nist.gov/vuln/detail/CVE-2026-10520
https://nvd.nist.gov/vuln/detail/CVE-2026-10523
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CVE #m 3% | CVE-2026-44963

28t |Veeam Backup & Replication

75 BT Veeam Backup &amp; Replication £ 12.3.2.4854(&) 2%

bR Z<

o NE:MA :
Veeam Backup & Replication 2 Veeam #Z /OB EES - 2TH Veeam
HERELRBAS @ IRE(CVE-2026-44963 - CVSS 4.x : 9.4)7
FREDBRENAEERE  EREMHERS LRITERZEIVE(RCE) -

B2 4813 N .
0 ==44.

BERIEE

> Veeam Backup & Replication 12.3.2.4465(&) Z A 12 hRZA

o ERIKR:
1. Vulnerability Resolved in Veeam Backup & Replication 12.3.2.4854
2. CVE-2026-44963



https://www.veeam.com/kb4869
https://nvd.nist.gov/vuln/detail/CVE-2026-44963
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2.3.7 Oracle PeopleSoft PeopleTools FHEE A E ZiFiE(CVE-2026-35273)

CVE #7%% ||CVE-2026-35273

2SEEE R |Oracle PeopleSoft Enterprise PeopleTools

RBESHIEELE RS NETIER !
https://www.oracle.com/security-s/-cve-2026-35273.html
® WA :
3T H Oracle 1454 PeopleSoft PeopleTools 2 #h & K& L /A &5 (CVE-2026-
35273 - CVSS : 9.8) » #&miAl ;uET ARG 7 BgrE F iR In W E & 0= ln
EICHEEAT -
o WETL:
> PeopleSoft Enterprise PeopleTools 8.61 * 8.62 i<
o TRIKIR :
1. Oracle Security Alert Advisory - CVE-2026-35273
2. CVE-2026-35273

BRRME



https://www.oracle.com/security-alerts/alert-cve-2026-35273.html
https://www.cve.org/CVERecord?id=CVE-2026-35273
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2.3.8 Fortineth® FFortiSandbox * FortiSandbox Cloud ] FortiSandbox PaaST#1E

B AE LR E(CVE-2026-25089)

CVE #7%% ||CVE-2026-25089

=2 E M |Fortinet FortiSandbox ~ FortiSandbox Cloud * FortiSandbox PaaS

BEMEMUTRE :

FortiSandbox 5.0.6(=) 2 % iR A&

BR3RHE% ([FortiSandbox 4.4.9(2) 2 & AR

FortiSandbox Cloud 5.0.6(&) 2 # kA&

FortiSandbox PaaS 5.0.6(=) Z &R

o NE:MA :
Fortinet J& T~ FortiSandbox * FortiSandbox Cloud & FortiSandbox PaaS
HAE N EFER/DEERE (CVE-2026-26089 - CVSS : 9.8) - OJ8:
RHFRLEDBEBENRESE - BB HTTPERIAITARERENEZILS

WS -

B2 %83 A NN
0 =10

> FortiSandbox 5.0.0 & 5.0.5 iR 7~
> FortiSandbox 4.4.0 & 4.4.8 fR7x
> FortiSandbox Cloud 5.0.4 & 5.0.5 kR A&
> FortiSandbox PaaS 5.0.4 £ 5.0.5 iR 4~
o ERIIR :
1. Second-Order OS Command Injection via JSON Input on start vnc

feature
2. CVE-2026-25089



https://fortiguard.fortinet.com/psirt/FG-IR-26-141
https://fortiguard.fortinet.com/psirt/FG-IR-26-141
https://nvd.nist.gov/vuln/detail/CVE-2026-25089
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2.39 SAPHHIE T ZTREMBHEXRELAS

CVE #m3% | CVE-2026-40128,CVE-2026-27671,CVE-2026-44748

== o SAP NetWeaver Application Server Java (Web Container) »
/=
NetWeaver AS ABAP and ABAP Platform

RBESRIEELE RS VETIER !
A https://support.sap.com/en/my-support/knowledge-base/security-
notes-news/june-2026.html

D=

® ANAEGRA :
[ CVE-2026-40128 - CVSS : 9.0]
SAP NetWeaver Appllcatlon Server Java (Web Contamer)ﬁ:ﬁﬂ%%(é pa)
BRI EE  BBBORGIHTTP EABKEMBREBERBETS -
{CVE-2026-27671 - CVSS : 9.8]
FH5S SAP NetWeaver AS ABAP and ABAP Platform FTfEEFBRY RFC 17
ERBATR KB DBEFENHNEECZEBBLEETI RFC FK
N AR BEE R EMIEE -
[ CVE-2026-44748 - CVSS : 9.9]
SAP NetWeaver AS ABAP and ABAP Platform FFE A E BHIEALK
BARENHBENSEANEEZENEE  HRENHATETEX
BRRARESE -
o EYH.:
[ CVE-2026-40128]
» SAP NetWeaver Application Server Java (Web Container)
Version(s) - ENGINEAPI 7.50

[ CVE-2026-27671]
> SAP NetWeaver AS ABAP and ABAP Platform
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Version(s) - KRNL64NUC 7.22, 7.22EXT, KRNL64UC 7.22,
722EXT, 7.53, KERNEL 7.22, 7.53, 7.54, 7.77, 7.89, 7.93, 9.16,
9.18,91.9

[ CVE-2026-44748 ]

>

SAP NetWeaver AS ABAP and ABAP Platform

Version(s) - SAP_BASIS 702, SAP_BASIS 731, SAP_BASIS 740,
SAP_BASIS 750, SAP_BASIS 751, SAP_BASIS 752, SAP_BASIS
753, SAP _BASIS 754, SAP BASIS 755, SAP_BASIS 756,
SAP_BASIS 757, SAP_BASIS 758, SAP_BASIS 816, SAP_BASIS
918, SAP_BASIS 919

o ERIZIF :

1.

2.
3.
4

SAP Security Patch Day - June 2026
CVE-2026-40128
CVE-2026-27671
CVE-2026-44748



https://support.sap.com/en/my-support/knowledge-base/security-notes-news/june-2026.html
https://www.cve.org/CVERecord?id=CVE-2026-40128
https://www.cve.org/CVERecord?id=CVE-2026-27671
https://www.cve.org/CVERecord?id=CVE-2026-44748
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2.3.10 Check Point i Security Gateways £ Spark Firewalls FEE X & %%

(CVE-2026-50751)

CVE #m 3% | CVE-2026-50751

=/ EE M |Check Point Security Gateways * Spark Firewalls
SRR RIBESRILEDMNERAIVETER
https://support.checkpoint.com/results/sk/sk185033
® NE:MA :
Check Point £t¥11& T Z fr Security Gateways £ Spark Firewalls 5572
REZREAS (CVE-2026-50751 - CVSS : 9.3) » IbREDEFARL
NREBNERIRNEENA IKEvl SRV EREBERE - &8
FRHES SRR  EEFEVNEENERL FNE1UERFH VPN E4R -
EMEFIRASEIRSIEAER -
#&sE . BRI Check Point EFIREIEHNEEFALLRE - BEBEEREF
HUE RS AR YE N - DABHLESTEY LD TR ol BER IR 38 & -
o FEYS:
> Security Gateways R82.10 Jumbo Hotfix Take 19 (&) ZBIARA&
Security Gateways R82 Jumbo Hotfix Take 103 (&) Z Bl hRAx
Security Gateways R81.20 Jumbo Hotfix Take 141 (&) Z AR

Security Gateways R81.10 (EOS),R81 (EOS),R80.40 (EOS)
» Spark Firewalls R80.20.X (EOS), R81.10.X, R82.00.X

o ERIIR :
1. checkpoint CVE-2026-50751
2. CVE-2026-50751

YV V V



https://support.checkpoint.com/results/sk/sk185033
https://nvd.nist.gov/vuln/detail/CVE-2026-50751
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2.3.11 OracleHt¥H i E FZMREMBEMREARELLD

CVE #mi% |- 2 B MM 4
EEm HFRERWY
RBESHIEELE RS NETIER !
https://www.oracle.com/security-s/cspujun2026.html
o NE:RMA :
Oracle THATEL 115 F 6 HEARZZUEHENEN LS - B12%(E
EARLZT WA - EERERLETER - GFRMEERR)
o FEYS:
> HREEMRMH

o ERIKIE :
1. Oracle Critical Security Patch Update Advisory - June 2026

BRRME



https://www.twcert.org.tw/tw/cp-169-10979-a7f04-1.html
https://www.twcert.org.tw/tw/cp-169-10979-a7f04-1.html
https://www.twcert.org.tw/tw/cp-169-10979-a7f04-1.html
https://www.oracle.com/security-alerts/cspujun2026.html
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2.3.12 Fortinet BAXIBESRIGESREBININE - S5EREERIIIZHE
CVE #R5E |3

=& Em |Fortinet B KGER VPN £ &

BEEENE SREIREEENTEHESERENAE ,Zﬂftﬁ"
TREENTECARARAEER  Enfr2EE0 IPEE

Bk VPN 75 T FEY -

THEEXBEDW | YAIEHPAA Fortinet S HEENT H A

. |IVPN 2 EEER -

BRI RAZEAFEREET (MFA) . EEREMARILKFINESEEE

RERFAZREERRE -

s AR EIEE A | AR FortioS 18 - KA EEER IV E

A—RBKIE - S BEF BN AR B 2R AR

B PBKDF2 jE@& % -

o WA :
HFEAEBIRBEWEEETE Fortinet B K A& B VPN B ERFHEITK
RERBEBINNE  HRUZBEHEBEREZIRE E‘H EMARE
W R AR R R R P R TR I
EAMNIEHTERIESRBEEE2EBE - WaRERINK
=150 -
T EE4 - https://www.hudsonrock.com/fortinet



https://www.hudsonrock.com/fortinet
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2.3.13 Cisco lE & A #BIRIBFEEAE L RE(CVE-2026-20181)

CVE #7%% ||CVE-2026-20181

S, Em |[Cisco ISE ~ ISE-PIC

B EMELUNRAK

Cisco ISE #1 Cisco ISE-PIC 3.3 Patch 11

Cisco ISE ] Cisco ISE-PIC 3.4 Patch 6

Cisco ISE ] Cisco ISE-PIC 3.5 Patch 4

o A :
Cisco & N B3 # 5 IR#% 52 (Identity Services Engine - ISE)@ — &
RESTHNZEZEEBYFE ot  FHEXRBEWREESN - TR
BEMER P ENMREAMEEEERSE - TH Cisco BEHEAREL R
JB/AE (CVE-2026-20181 - CVSS : 9.1) - I RBOIEER LB E 715
REHERRNESE  EXTERXRNERFERZAZ LWNTESDS -
et . ENRALRE  REBEZELBREAEVNEEERE -

B2 %83 A NN
0 =40

BRRME

> Cisco ISE F Cisco ISE-PIC 3.3 (2) Z B2
> Cisco ISE &0 Cisco ISE-PIC 3.4 hRZ~
> Cisco ISE # Cisco ISE-PIC 3.5 R A&
o ERIIR :
1. Cisco Identity Services Engine Remote Code Execution and Information

Disclosure VVulnerabilities
2. CVE-2026-20181



https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ise-multi-G5WP8vv
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ise-multi-G5WP8vv
https://nvd.nist.gov/vuln/detail/CVE-2026-20181
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%SE‘QEJJ

o BEXRNE
I5FEABRERLZZMHETE—H—R LEREZHREENRBE RS

&J\)
SEENASR] | 2026-03-25 13:30 ~ 2026-07-30 14:30

B ROEE]

EENMRE | IRFEAIE] - R ETeamsEEE

SR BN, https://www.tissa.org.tw/Course/Detail/5976

BAEEHERZZ
EsEst 24 LR
EENEEE (2]
RE

IwZE L ;. 2026-07-30
[;EENAS / Event Deails]

BEFREARAGH  EXR—H-HREFINU ! SELINEEZE
MEERTE - KSEERENR 7 /WDRE 2 Bt £ 200 BTl R ET
i% | NEEHRAR + EXEXERK W EMREE Lon 1 4R L/ER
AMeBHREHRLEERRE - BEREEMOTEFENEZEEF
AR50 REAMRBFRESE - UAHELHRA |
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AEREERE (HE] BU - BFT=ETSENEE - ERABUW
FENENE - T —8—R CReEAGE - HE
[EMEM] MEZEAENTERES
[BTEM] PERBENNRERGEERELAS
[Bt48% 0] 02-2553-3988#816 MhE S
security@tissa.org.tw
115 FELREHEETEMARAE_BITRERAE (BAN)
SEENRSRS | 115/07/17(F)~115/08/14(F)
EENMEL  RITRBAZBEHER (kETHPIRERITIE2205% ) C402H =
JEENAENE | http://eec.uch.edu.tw/web3/index3.asp?cid=318250

YBERSEC UF' ICIDENT, q P

EENEEE
[EHA]
RFIIREBNERE - BFERMBES
[(BEHR]
F—RREXRULENBZAGEEE N EMEZETAES - HZ2E
RABZAZZ ITAE ~ HIWAE - 2t NBERENEEAE
[Fa#E AN ]

TEERBERNE AR - TCP/IP RERHERHBES) - 1F
FRMERAE - ELZMEMZ(REE RWEZMERSINRE K



mailto:security@tissa.org.tw
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i~ hEERE - ARBEIZRSAS)  UAEMZZEEERRZWE
fRat )

[REER]

TREZSHNELIERASE  BELSHERE EXSHEEZ
MIERMABELZSHNERNI R  BRRISRTRELSIHER
FEERYMAE - W48 NIST SP 800-61 EL S ERIBL BRI 4 @

EERANEINS - EfREEREE - ERIEIEER - FIE - RERER
RFEER - SREEMR -

[ENEN AR ] HESER / BRTRRASET ABEER
[EMEMU] BXREBEBLEMRR - BITREKE

SEENRSR | 115/07/18(75)~115/08/15(75)
mEIhET BIOTREASBHER (MEHPIBEERITI®2205% ) C402H =
SRENAANE | http://eec.uch.edu.tw/web3/index3.asp?cid=318249

gt

EENEEE
[(EHR]

REIIREBUNEIRE - BERIMAEL
[(BEHZ]

[}

OoH
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F—RREARULEHNBZAGEEE N EHMEZETAE - HZEHE
RABZEAZZ ITAE ~ HITAE - 2B NBERENEEAE
[ FRfEANGE ]

TEEREBERAEAERE - TCP/IP RERRBEHES) - 1F
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HFIBHER : 202656 H30H

&7 HH : CERT_Service@cert.org.tw

B4 : https://twcert.org.tw/

Facebook T 44 &H : https://www.facebook.com/twcertcc/

Instagram : https://www.instagram.com/twcertcc/
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