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1 |[EiExHe Arbitrary File Read
2 |EX AR Arbitrary File Upload
3 |ERMER Arbitrary File Write
4 |ER @ —“Ff RS Acrbitrary User Password Change
5 |5ldiE » Argument Injection
6 |REWFIE Authentication Abuse
7 | E A FEu| G Authentication Bypass
8 |¥rwiFii Buffer Overflow
9 |ABF AL~ Code Injection
10 |4p £ L » Command Injection
11 [t %r A s Cross-Site Scripting
12 |FE TR A% Denial of Service
13 [fE Privilege Escalation
14 R Al4a= % Prototype Pollution
15 [RE TS E Exposure of Sensitive Information
16 [PEAF A1 S B iE = Heap-based Buffer Overflow
17 |# % 3284 Improper Access Control
18 |7* % %% Improper Authentication
19 |7 % B#E®%E Improper Certificate Validation
20 |7 g W HE Improper Input Validation
21 |7 % EUTE R G - Ak Improp_er Handling of Length Parameter
Inconsistency
22 (U EE Improper Privilege Management
23 |2 % 22 F R Insecure Deserialization
24 | H % 224 AR Insecure Direct Object Reference
25 (L ATREMRET L Insufficient Update Integrity Verification
26 |BEE Integer Overflow
27 |13 i B Link Following
28 |~k tE Local Privilege Escalation
29 [FElRAEERdp Memory Corruption
30 |FEREEE Memory Overflow
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31 |# 2L ¥ A Ew Missing Authentication
32 [NTLM F & NTLM Reflection
33 |1FE hsdg £ OS Command Injection
34 A%R B~ Out-of-Bounds Read
3B |A&F 7~ Out-of-Bounds Write
36 (BT i R Path Traversal
37 |PHP A% ¢ 3 PHP Local File Inclusion
38 |FFEBIA T Protection Mechanism Failure
39 [#ALiE Race Condition
40 |Ap R T B Relative Path Traversal
41 3B TARNAE Remote Code Execution
42 |7 it Sandbox Escape
43 | % > A WEE Security Feature Bypass
44 | RIR B RE Server-side Request Forgery
45 |SQL /2 » SQL Injection
46 |3 g R R Stack-based Buffer Overflow
A7 |FEAIR A Type Confusion
48 |* F 31 BLIEH BT Unquoted Search Path
49 |FKER iR Unset Parent Pointer
50 |ABkE 2 TR Unverified Password Change
51 | * fciscmty Use After Free
52 | * * = R Use of Client-Side Authentication
53 |i& * “hIRErd)2 #2381 F B |Use of Externally-Controlled Format String
54 | * Al %2 tRHLIE {72 Use of Hard-coded Credentials
55 | * A4 4t i Use of Uninitialized Variable
56 |SRFEHF]IF L Weak Authentication
57 (33 A5 w 4R 154 Weak Password Recovery Mechanism
58 (XML ;& » XML Injection
59 |H s Others
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