[TLP CLEAR] Oracle $t3iH T ZXEmMBHERELNE

pETe
[ Oracle Database Server)

Portable Clusterware 19.3-19.32, 21.3-21.23, 23.4.0-23.26.3 i A&

[ Oracle Autonomous Health Framework )

Oracle Autonomous Health Framework 26-26.1.0, 26.2.0, 26.3.1, 26.5.0, 26.5.2 A

[ Oracle Essbase )
Oracle Essbase 21.8.1.0.0 i A

[ Oracle Application Testing Suite )
Oracle Application Testing Suite 13.3.0.1 fix A&

[ Oracle Commerce]
Oracle Commerce Guided Search / Oracle Commerce Experience Manager 11.4.0 i 4

Oracle Commerce Platform 11.4.0 A

[ Oracle Communications )

Management Cloud Engine 25.2.0.0.10 fAs

[ Oracle E-Business Suite )
Oracle Payments 12.2.3-12.2.15 A& ~
Oracle Workflow 12.2.3-12.2.15 i A& ~
Oracle Call Center Technology 12.2.3-12.2.15 A ~
Oracle Customers Online 12.2.3-12.2.15 A& ~
Oracle Flow Manufacturing 12.2.3-12.2.15 A& ~
Oracle General Ledger 12.2.3-12.2.15 fi 4 -
Oracle Payroll 12.2.3-12.2.15 igA& ~
Oracle Product Hub 12.2.3-12.2.15 g A ~
Oracle Purchasing 12.2.3-12.2.15 A& ~
Oracle Risk Management 12.2.3-12.2.15 fi 4 -
Oracle Sales for Handhelds 12.2.3-12.2.15 ijg A& ~
Oracle Sales Foundation 12.2.3-12.2.15 A
Oracle Scripting 12.2.3-12.2.15 k4 -
Oracle Teleservice 12.2.3-12.2.15 fiA ~
Oracle U.S. Federal Financials 12.2.3-12.2.15 JA
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Oracle Work in Process 12.2.3-12.2.15 fA ~
Oracle Yard Management 12.2.3-12.2.15 jii K

[ Oracle Enterprise Manager )

Oracle Enterprise Manager Base Platform 13.5, 24.1 g4

[ Oracle Financial Services Applications)
Oracle Financial Services Behavior Detection Platform 8.0.8.1, 8.1.2.11 A ~
Oracle Financial Services Trade-Based Anti Money Laundering Enterprise Edition 8.0.8.0 fitA& -
Oracle Financial Services Enterprise Case Management 8.0.8.2, 8.1.2.11 A&

[ Oracle Food and Beverage Applications)

Oracle Hospitality Simphony 19.8-19.8.5, 19.9-19.9.3, 19.10-19.10.1 i A&

[ Oracle Fusion Middleware )
Oracle Internet Directory 12.2.1.4.0, 14.1.2.1.0 fiiA& ~
Helidon 4.5.3,3.2.18,4.5.0, 3.2.18, 1.4.20, 1.4.19 jii & ~
Oracle Identity Manager 12.2.1.4.0, 14.1.2.1.0 fijg 4 ~
Oracle Identity Manager Connector 12.2.1.4.0, 14.1.2.1.0 i A& ~
Oracle Managed File Transfer 12.2.1.4.0, 14.1.2.0.0 x4 ~
Oracle Reports Developer 12.2.1.19.0, 14.1.2.0.0 f A -
Oracle WebCenter Enterprise Capture 12.2.1.4.0, 14.1.2.0.0 fiiA& ~
Oracle WebCenter Portal 12.2.1.4.0, 14.1.2.0.0 fjiAS
Oracle WebCenter Sites 12.2.1.4.0, 14.1.2.0.0 fi A& ~
Oracle Weblogic Server 12.2.1.4.0, 14.1.1.0.0, 14.1.2.0.0, 15.1.1.0.0 fjjg& ~
Oracle Access Manager 12.2.1.4.0, 14.1.2.1.0 f 4 -
Oracle Internet Directory 12.2.1.4.0, 14.1.2.1.0 fix A& ~
Oracle WebCenter Enterprise Capture 12.2.1.4.0, 14.1.2.0.0 {x A& ~
Oracle Web Services Manager 12.2.1.4.0, 14.1.2.0.0 f 4 -
Service Delivery Platform 14.1.2.0.0, 12.2.1.4.0 fx A& ~
Oracle SOA Suite 12.2.1.4.0, 14.1.2.0.0 jiiA& ~
Oracle Virtual Directory 12.2.1.4.0, 14.1.2.0.0 fx A&

[ Oracle Analytics])

Oracle Bl Publisher 8.2.0.0.0, 12.2.1.4.0, 26.01.0.0.0 fjgA& ~
Oracle Business Intelligence Enterprise Edition 12.2.1.4.0 i A4S
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[ Oracle Hospitality Applications )
Oracle Hospitality OPERA 5 Property Services 5.6.28.0-5.6.28.1 fi 4~

[ Oracle Hyperion])
Oracle Hyperion Data Relationship Management 11.2.25.0.000 f A ~
Oracle Hyperion Financial Management ffi4s
Oracle Hyperion Calculation Manager fg4s
Oracle Hyperion Infrastructure Technology fAs -
Oracle Hyperion Data Relationship Management ffg4s

Oracle Hyperion Profitability and Cost Management fii <

[ Oracle JD Edwards )
JD Edwards EnterpriseOne Tools 9.2.0.0-9.2.26.4 fli 4

[ Oracle PeopleSoft )
PeopleSoft Enterprise PeopleTools 8.61-8.63 /A

[ Oracle Siebel CRM]
Siebel CRM Cloud Applications 22.3-26.6 fi4s
Siebel CRM Integration 22.3-26.6 i A ~
Siebel CRM Administration 22.3-26.6 AN
Siebel Apps - Self Service 17.0-26.6 fjlx 4~
Siebel Apps — Marketing 17.0-26.6 x4 ~
Siebel CRM Cloud Applications 22.3-26.6 fi 4~
Siebel CRM Deployment 17.0-26.6 i 4
Siebel CRM End User 17.0-26.6 i A4S

[ Oracle Supply Chain]
Oracle Agile PLM 9.3.6 A& ~
Oracle Agile PLM MCAD Connector 3.6 i A ~
Oracle Demand Planning 12.1, 12.2 f A
Oracle Agile Engineering Data Management 6.2.1 fi A4S
Oracle Product Lifecycle Analytics 3.6.1 fjx A
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[ Oracle Database Server)

CVE-2026-71063 (CVSS:9.6) ~ CVE-2026-71064 (CVSS:9.6)

[ Oracle Autonomous Health Framework )

CVE-2026-70715 (CVSS:8.8)

[ Oracle Essbase )
CVE-2026-29167 (CVSS:9.8) ~ CVE-2026-70689 (CVSS:9.8)

[ Oracle Application Testing Suite )
CVE-2026-70862 (CVSS:9.1) ~ CVE-2026-70863 (CVSS:8.8)

[ Oracle Commerce])

CVE-2026-70995 (CVSS:9.8) ~ CVE-2026-70954 (CVSS:9.8) »
CVE-2026-71037 (CVSS:9.3) ~ CVE-2026-70976 (CVSS:9.1) ~

(

(

CVE-2026-70979 (CVSS:9.1) ~ CVE-2026-70981 (CVSS:9.1) »

CVE-2026-71014 (CVSS:9.1) ~ CVE-2026-71015 (CVSS:9.1) »
(

CVE-2026-71036 (CVSS:9.1) ~ CVE-2026-70980 (CVSS:9.0)

[ Oracle Communications )

CVE-2026-42779 (CVSS:9.8)

[ Oracle E-Business Suite )

CVE-2026-60782 (CVSS:9.8) ~ CVE-2026-70926 (CVSS:9.8) »
CVE-2026-70747 (CVSS:8.8) ~ CVE-2026-62450 (CVSS:8.8) ~

(

(

CVE-2026-70918 (CVSS:8.8) ~ CVE-2026-70948 (CVSS:8.8) ~

CVE-2026-70710 (CVSS:8.8) ~ CVE-2026-60976 (CVSS:8.8) ~
(

CVE-2026-62462 (CVSS:8.8) ~ CVE-2026-70792 (CVSS:8.8)

[ Oracle Enterprise Manager )

CVE-2026-2332 (CVSS:9.1) ~ CVE-2026-61284 (CVSS:8.8) ~

[ Oracle Financial Services Applications )

CVE-2026-33557 (CVSS:9.1) ~ CVE-2026-33557 (CVSS:9.1)
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+ CVE-2026-71102 (CVSS:9.1)
+ CVE-2026-70688 (CVSS:8.8)

CVE-2026-70953 (CVSS:9.8
CVE-2026-70977 (CVSS:9.1

)
)
CVE-2026-70984 (CVSS:9.1)
)

CVE-2026-71026 (CVSS:9.1

CVE-2026-70812 (CVSS:8.8

CVE-2026-70761 (CVSS:8.8
CVE-2026-70729 (CVSS:8.8

CVE-2026-70737 (CVSS:8.8)

~ CVE-2026-70922 (CVSS:8.8)

)
CVE-2026-70686 (CVSS:8.8)

)

)

~ CVE-2026-70998 (CVSS:9.3) ~
~ CVE-2026-70978 (CVSS:9.1) ~
~ CVE-2026-70994 (CVSS:9.1) ~
~ CVE-2026-70997 (CVSS:9.1) ~

~ CVE-2026-70813 (CVSS:8.8) ~

CVE-2026-70941 (CVSS:8.8) ~

~ CVE-2026-70707 (CVSS:8.8) ~
~ CVE-2026-61319 (CVSS:8.8) ~



[ Oracle Food and Beverage Applications )

CVE-2026-60591 (CVSS:9.1)

[ Oracle Fusion Middleware )

CVE-2026-61241 (CVSS:10.0) ~ CVE-2026-73930 (CVSS:9.9) ~ CVE-2026-60720 (CVSS:9.9) ~ CVE-2026-61066 (CVSS:9.9) ~

CVE-2026-60990 (CVSS:9.9) ~ CVE-2026-60995 (CVSS:9.9) ~
CVE-2026-62608 (CVSS:9.9) ~ CVE-2026-60916 (CVSS:9.9) ~
CVE-2026-60702 (CVSS:9.9) ~ CVE-2026-71074 (CVSS:9.8) ~
CVE-2026-73905 (CVSS:9.8) ~ CVE-2026-73912 (CVSS:9.8) ~
CVE-2026-60721 (CVSS:9.8) ~ CVE-2026-60727 (CVSS:9.8) ~
CVE-2026-62639 (CVSS:9.8) ~ CVE-2026-62614 (CVSS:9.8) ~
CVE-2026-62633 (CVSS:9.8) ~ CVE-2026-62635 (CVSS:9.8) »
CVE-2026-62622 (CVSS:9.8) ~ CVE-2026-62624 (CVSS:9.8) ~
CVE-2026-62621 (CVSS:9.8) ~ CVE-2026-62630 (CVSS:9.8) »
CVE-2026-60946 (CVSS:9.8) ~ CVE-2026-60947 (CVSS:9.8) ~
CVE-2026-60971 (CVSS:9.8) ~ CVE-2026-70970 (CVSS:9.8) ~

CVE-2026-61001 (CVSS:9.6) ~ CVE-2026-60905 (CVSS:9.6)
CVE-2026-71167 (CVSS:9.4) ~ CVE-2026-73920 (CVSS:9.4) ~
CVE-2026-62613 (CVSS:9.3) ~ CVE-2026-62637 (CVSS:9.3) »
CVE-2026-73865 (CVSS:9.1) ~ CVE-2026-73866 (CVSS:9.1) ~
CVE-2026-73922 (CVSS:9.1) ~ CVE-2026-73924 (CVSS:9.1) »
CVE-2026-70668 (CVSS:9.1) ~ CVE-2026-60737 (CVSS:9.1) ~
CVE-2026-61034 (CVSS:9.1) ~ CVE-2026-61029 (CVSS:9.0) »
CVE-2026-61118 (CVSS:8.8) ~ CVE-2026-60716 (CVSS:8.8) »
CVE-2026-62619 (CVSS:8.8) ~ CVE-2026-62623 (CVSS:8.8) »
CVE-2026-61002 (CVSS:8.8) ~ CVE-2026-61231 (CVSS:8.8) »
CVE-2026-60731 (CVSS:8.8) ~ CVE-2026-61017 (CVSS:8.8) ~
CVE-2026-61040 (CVSS:8.8) ~ CVE-2026-61042 (CVSS:8.8) ~

[ Oracle Analytics)

CVE-2026-71059 (CVSS:9.9) ~ CVE-2026-71058 (CVSS:8.8) ~

[ Oracle Hospitality Applications )
CVE-2026-71106 (CVSS:8.8)

[ Oracle Hyperion])

CVE-2026-70880 (CVSS:10.0) ~ CVE-2026-70921 (CVSS:10.0) ~ CVE-2026-61206 (CVSS:9.9) ~ CVE-2026-70920 (CVSS:9.9) ~
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(
(
(
(
(
(
(
(
(
(
CVE-2026-60977 (CVSS:9.8) ~ CVE-2026-60672 (CVSS:9.8)
(
(
(
(
(
(
(
(
(
(
(
(

CVE-2026-61248 (CVSS:9.9
CVE-2026-60730 (CVSS:9.9
CVE-2026-71152 (CVSS:9.8
CVE-2026-73921 (CVSS:9.8
CVE-2026-61258 (CVSS:9.8
CVE-2026-62626 (CVSS:9.8
CVE-2026-70669 (CVSS:9.8
CVE-2026-62640 (CVSS:9.8
CVE-2026-62617 (CVSS:9.8
CVE-2026-60921 (CVSS:9.8
CVE-2026-61018 (CVSS:9.8

CVE-2026-60861 (CVSS:9.6
CVE-2026-62629 (CVSS:9.4
CVE-2026-62618 (CVSS:9.3
CVE-2026-73916 (CVSS:9.1
CVE-2026-62610 (CVSS:9.1
CVE-2026-60728 (CVSS:9.1
CVE-2026-60726 (CVSS:8.8
CVE-2026-60722 (CVSS:8.8
CVE-2026-62631 (CVSS:8.8
CVE-2026-60729 (CVSS:8.8
CVE-2026-61022 (CVSS:8.8
CVE-2026-61058 (CVSS:8.8

CVE-2026-71055 (CVSS:8.8)

) ~

) ~

) ~

) ~

)

)

)

)

)

)

)
CVE-2026-60696 (CVSS:9.8) *

)

)

)

)

)

)

)

)

)

)

)

)

CVE-2026-61003 (CVSS:9.9) ~
CVE-2026-61021 (CVSS:9.9) ~
CVE-2026-71164 (CVSS:9.8) ~
CVE-2026-70905 (CVSS:9.8) ~

~ CVE-2026-62634 (CVSS:9.8) ~
~ CVE-2026-62632 (CVSS:9.8) ~
~ CVE-2026-62611 (CVSS:9.8) ~
~ CVE-2026-62609 (CVSS:9.8) ~
~ CVE-2026-60958 (CVSS:9.8) ~
~ CVE-2026-60970 (CVSS:9.8) ~
~ CVE-2026-60698 (CVSS:9.8) ~

CVE-2026-70670 (CVSS:9.6) ~

~ CVE-2026-71166 (CVSS:9.4) ~
~ CVE-2026-71065 (CVSS:9.3) ~
~ CVE-2026-70673 (CVSS:9.3) ~
~ CVE-2026-73917 (CVSS:9.1) ~
~ CVE-2026-62638 (CVSS:9.1) ~
~ CVE-2026-61008 (CVSS:9.1) ~
~ CVE-2026-60715 (CVSS:8.8) ~
~ CVE-2026-62612 (CVSS:8.8) ~
~ CVE-2026-70674 (CVSS:8.8) ~
~ CVE-2026-61213 (CVSS:8.8) ~
~ CVE-2026-61032 (CVSS:8.8) ~



@woertoc

CVE-2026-60858 (CVSS:9.8) ~ CVE-2026-70871 (CVSS:9.8) ~ CVE-2026-70873 (CVSS:9.8) ~ CVE-2026-70817 (CVSS:9.8)

CVE-2026-70739 (CVSS:9.8) ~ CVE-2026-70740 (CVSS:9.8) ~ CVE-2026-70745 (CVSS:9.8) ~ CVE-2026-62457 (CVSS:9.8)

CVE-2023-50164 (CVSS:9.8) ~ CVE-2026-62539 (CVSS:9.8) ~ CVE-2026-62541 (CVSS:9.8) ~ CVE-2026-62543 (CVSS:9.8) ~

CVE-2026-62544(CVSS:9.8) ~ CVE-2026-62582 (CVSS:9.6) ~ CVE-2026-70958 (CVSS:9.6) ~ CVE-2026-62463 (CVSS:9.6) ~

CVE-2026-70872 (CVSS:9.1) ~ CVE-2026-70883 (CVSS:9.1) ~
CVE-2026-70854 (CVSS:9.1) ~ CVE-2026-70741 (CVSS:9.1) ~
CVE-2026-70874 (CVSS:8.8) ~ CVE-2026-70877 (CVSS:8.8) »
CVE-2026-70940 (CVSS:8.8) ~ CVE-2026-71150 (CVSS:8.8) »
CVE-2026-70821 (CVSS:8.8) ~ CVE-2026-70928 (CVSS:8.8) »

CVE-2026-70876 (CVSS:9.1
CVE-2026-70730 (CVSS:9.1

CVE-2026-70818 (CVSS:8.8
CVE-2026-70944 (CVSS:8.8

CVE-2026-70884 (CVSS:9.1) ~
CVE-2026-61276 (CVSS:8.8)
CVE-2026-70899 (CVSS:8.8)
CVE-2026-70819 (CVSS:8.8)
CVE-2026-70787 (CVSS:8.8)

( )
( )
( CVE-2026-70886 (CVSS:8.8) *
( )
( )
( )

CVE-2026-70742 (CVSS:8.8) ~ CVE-2026-62500 (CVSS:8.8) ~ CVE-2026-70965 (CVSS:8.8) ~ CVE-2026-70966 (CVSS:8.8)

[ Oracle JD Edwards )
CVE-2026-61272 (CVSS:9.8) ~ CVE-2026-61273 (CVSS:8.8)

[ Oracle PeopleSoft )

CVE-2026-60821 (CVSS:9.8) ~ CVE-2026-60967 (CVSS:8.8) ~ CVE-2026-60879 (CVSS:8.8)

[ Oracle Siebel CRM]

CVE-2026-61317 (CVSS:9.9) ~ CVE-2026-62452 (CVSS:9.9) ~ CVE-2026-62512 (CVSS:9.9) ~ CVE-2026-62588 (CVSS:9.9) ~

(
CVE-2026-62585 (CVSS:9.8) ~ CVE-2026-61318 (CVSS:9.8) ~ CVE-2026-62592 (CVSS:9.8) ~ CVE-2026-70855 (CVSS:9.3) ~
(
(

)
)
CVE-2026-60754 (CVSS:9.1) ~ CVE-2026-60751 (CVSS:8.8) ~ CVE-2026-60767 (CVSS:8.8) ~ CVE-2026-61330 (CVSS:8.8) ~
CVE-2026-61341 (CVSS:8.8) ~ CVE-2026-70949 (CVSS:8.8) ~ CVE-2026-70951 (CVSS:8.8)

[ Oracle Supply Chain])

CVE-2026-71040 (CVSS:9.8) ~ CVE-2024-10095 (CVSS:9.8) ~ CVE-2022-37434 (CVSS:9.8) ~ CVE-2026-70846 (CVSS:9.6) -

CVE-2026-71052 (CVSS:8.8) ~ CVE-2026-71039 (CVSS:8.8) ~ CVE-2026-71044 (CVSS:8.8) ~ CVE-2026-71045 (CVSS:8.8) ~

CVE-2026-71046 (CVSS:8.8) ~ CVE-2026-71067 (CVSS:8.8) ~ CVE-2026-71051 (CVSS:8.8)
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