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& Z %1 £ = OpenSourceMalware 31 £ 5% 35 i (& 2 18 A K FFHnpm
EH " bianira-ui 5 £ T fluid-type-ui s c ERNEREABREBERHN
EtherHidingERIZE R I0 - IR ABRERER T E% NullReceiver -
T Itb RIGE O REBI b8 B = A0 A 188 - EtherHiding & i —#&Dead
Drop Resolver ( DDR ) 1 - 216 EE R P EIL (C2) NEES
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FEE =S8 (WGitHub ~ PastebinZ ) - B EEHEESC2EMNIE
e S SR E - BU# A S EtherHiding

" EtherHiding o — %3 &% & FH Guardio Labs$%2023 108 I & -
Googleth £ 2025F10AME S FiEL - IR R RINEBHBFH IR
REREFZE  UHEEEHEENIIESESHNKREE -

BE#EIEtherHidingTF )% - BE ERRNBENEBRHNBEIESC2E
ABRERXZH] input datat@ iz - FE LA REREE RN ARMERIFAX
HEBEHEEREAR - EREIRAINullReceiver I IREUR BRI UL - HiER
MIEFANERMERSEUERIRIE ( receiver ) A - FHEEHE

NARSMIBAUBEKNERFER - £—DBINBSE MRS

MEABEE—LT DM NullReceiver FUZEIES T EEIR - WEEET
( OxA658863Ea658863E68656C6c6f6970626f742121 ) Hth—5 3554048
Rinput data@AINE S "0x1 - WARIEFEtherHidingF AR Z ML F
WEEEMN (NEL) E—TREZERXGE  ZERXFEIEFEN
EEWEMIU - FEABEEMIBE TSR - Bl @iTHNBERE S
AL RV IPATIE %5 166[.]88.134.62 - HEI2FA7R - L 2a% - NullReceiverf
BIECEERSHIRIMNRSEREA - MEEEINARAHERLS S
HEEWEIDERHERN - BRERERENEELRERXSERMBAURMNSE -
1B INRL £ b8 & B M AH B B SR iRV B /S -
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@ Transaction Hash:
@ Status:
@ Block:

@ Timestamp:

SEENEEEHEREERHRA DL

Taiwan Computer Emergency Response Team / Coordination Center

0x59e4ed5balbc117a751ce0c2dcaff47182¢1561d0198bfebdfe1224bala0ac60 (0

© Success
@ 25736999 724 Block Confirmations

2 hrs ago (Aug-12-2026 06:02:59 AM +UTC) v

(@ Sponsored:
@ From: 0xa322E5f3D311D3080e6f0121063e9aDC2490Ef1a (D
© szt
® To: 0xA658863Ea658863E68656C6c6{69706261742121 (O il
Az TAREE S
IR R E B PR
@ value: $ 0ETH ($0.00) &9 1P {idik o

(@ Transaction Fee:

@ Gas Price:

® Gas Limit & Usage by Txn:

@ Gas Fees:

0.000063948959445 ETH ($0.12)

3.045188545 Gwei (0.000000003045188545 ETH)

42,000 | 21,000 (50%)

Base: 0.045188545 Gwei | Max: 3.091492166 Gwei = Max Priority: 3 Gwei

@ Burnt & Txn Savings Fees: & Burnt: 0.000000948959445 ETH ($0.001795) & Txn Savings: 0.000000972376041 ETH ($0.001839)

(@ Other Attributes: Txn Type: 2 (EIP-1559) Nonce: 109 Position In Block: 46

© input Data #ifl

RES 0x WRFMIEF T
B84 EtherHiding F&FE

@ Input Data: 0x

Bl : NBEEENRSLHFEDT - ERIKIRE : TWCERT/CCEIE

0xA658863Ea658863E|68656C6c6f6970626f742121
%4 Bytes (FEIEES)
RIS R AR EPMILSEY IP it RIERAREFTR
166.88.134.62 helloipbot!!
= (5]
7N
BEDHEL (C2) A F B [ 155

| NullReceiver 4§ 3 B chiltisaY IP (4L RS ST B RIS TN E bt > |
TR B9 input data M » SUBE{ER AR SR E MAVETAENE o

B2 : BEZEMHEZISEEC2 04T - ERIEKIRE : TWCERT/CCEL3E
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NullReceiver E2fE 4 EtherHiding WZEE - FMEEREBRENNEE
UE P ERNBEENERENRIREGAA - BERNBEITHER
ESTEABREH#ERZWinput data - IRIBGoogleEZ AE DT - BREM
BRIETHANLELIE2ETT ; MNullReceiver {E2E N EEMNMIE -
BENREERGNZFWE I - WERB—MURKBREBERSZAHE
£ KIBLIKIS ( Ethereum ) IR S#E - I —Z2BEA RGN REE
TE R AR%321,000 Gas ( BERLIEIT ) - EEMIAILHEHREN&RER
18 - B E Ainput dataFBFEE B =18 NGasE FRIMUZ - NullReceiver

— I RENBEESHNRERERE -

BEESETINZE - NullReceiverll IFEEAEE —npmEH - RIBEE
Zt1 £ F =0penSourceMalware& £2026 F8 H12HHERHIEE - B &
IR 15@npmE AR FINulIReceiver L F 7% - %%é*@L#UE%%’%
FRZTMHNEEESHSE - o] 2R OpenSourceMalware FiT 22 38 fY 4 78

#C0$E - OpenSourceMalware Community-driven threat intel

WU XREHTTR - EtherHiding W B FENMEFTBEE ﬂ: °
NullReceiver MENEREHF I - B BERENEZENHEERR -
RBERXS TESRESERRMNESE - R EHET ZH’\JFJZ’;%’
EMtATEME  FTHRERENKE - ARELSH 2 EE[EEE

(10C) {F :
[o]e=piAll IOC{E
e E SR I 0xa322e5f3d311d3080e6f0121063e9adc2490efl1a

SR hTE P 166[.]88.134.62



https://opensourcemalware.com/?search=%23nullreceiver
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o THEAELE
1. Trojanized npm Packages Employ NullReceiver Tactic to Decode C2 IP
from Blockchain

2. Etherhide Explained: The Rise of Blockchain-Based Command and
Control

3. “EtherHiding” Hiding Web2 Malicious Code in Web3 Smart Contracts

4. NullReceiver's Blank Crypto Transfers Solves the Challenges of
EtherHiding



https://thehackernews.com/2026/08/trojanized-npm-packages-decode-c2-ip.html
https://thehackernews.com/2026/08/trojanized-npm-packages-decode-c2-ip.html
https://qsweb3.com/etherhide-blockchain-cnc/
https://qsweb3.com/etherhide-blockchain-cnc/
https://guard.io/labs/etherhiding-hiding-web2-malicious-code-in-web3-smart-contracts
https://opensourcemalware.com/blog/nullreceiver-dprk-c2-technique
https://opensourcemalware.com/blog/nullreceiver-dprk-c2-technique

Q ST AR B GRS
m Taiwan Computer Emergency Response Team / Coordination Center

ININEEEREH

2
N
i
R

2.1 BEZigEL
2.1.1 CRAMBILENEEHESRZ 2 TR - SBOMB L EEEEETH

CRAZ{CERRSHEHELZ T K -
SBOMRTEEXEZEETH

ot

PEEEREE (ABEEEFNME)E) ( Cyber Resilience Act, CRA ) 1BREF & fE
& % - SBOM ( Software Bill of Materials - BXEEMRIEE ) BN RIE
E I (best practice ) i ATERRABEERAHISGEKRKNEZEIREN - ¥
REMIRBAUTHLHETMBMSHNFEEMS - MR - #EKS
HESBOM - ERAEEHERL THNERRE

SBOMEHBE NS MU E -« sorHEF - ERMEI - BHGHIK
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HESESZIREHEZE - EXEREZESBOMAEREZIN - TMFE
UBENERKEERE  DUERBEETHEMERTEN - oMk
Kui5 @R

SBOMEfE

SBOMZ2— 1 IEN Bz ol B MRS o5 E - AR EiEFh
£ B At & ( component ) ~ R = E ( library ) & *ﬁ T E
( dependency ) - LIKRABBEAIMRA - HERIREEKEERSE - £1BSBOM -
RO ZREMBBEmIVAR - WiE—TEU ST B HERE 2 Er0EE
il

SBOMBIZ/MEEEXEZRRIUIEEEN—ERRE ( Transparency ) -
o B84 ( Traceability ) ~ &#% ( Compliance ) ~ Z= ( Security ) °

o ZHRE : EETEEMMMERNE=SERETH  BER
k> OB B A ATE R E S AH VIS -

o oiEMM  BusieooiE DHED - EmA NEERE
52 BROE R - —ERESTTHREEIRLEARE - T RERE
HEMERFEIRE - AHZEALER -
o SR RELFKETER BEFRFEXRKHERLZEZEERL
EREER - - BRI RS A A KR E IR R -
® L% :iFSBOMAITHBELRZIIBEELETILYE - AEME
SHRAFENEmIRA - W ERERREEES -
HIEHER - SBOMARZRHEEBIZTHBE - MEFRTEHRE
EEREENEZEERER - ERETTHHIRZE R HEES A4 -
OB BESBOMRFEER I EHE - AARBINEEMTRRE -
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CRAYISBOMRIZEK

CRASTEI EBHUTTENEM ( products with digital elements ) 237
ML 2K - WEKE IS B EEBRIT S REREYRIEE -
SBOMEHZEEmT 2 /D& EERMBMM ( top-level dependencies ) - i
KA HBE#SFENST - DIXERREARENNEEREELZED
AT e

Al ERFAIIEENEREZIZZERNLERGE  EXERSA
SBOME; @ IRE—TEIBTLHBREE - ERAST - BEREI - B
AR EED T RAERFSENTEENEE - B - EEREIES
FZ1ISBOMSN - MNEMERE AN BREN MMM EREEZAR - WEIIISESE
R SRS -

ELERRHEASE

ENISA £ 2025 £ 12 H 17 H 35 75 { SBOM Landscape Analysis —
Towards an Implementation Guide) AHERTERAEREE - ABETH
FEEASBOMAIARIEREHIFARHESE  BEXRKEFEEASBOM
ENADEREE : BE - RE - T BT £XE  WHEHESERER
A ERNIRFER  oFREERBISBOMEEKFINSE -

ENISAE X O{FRSBOMIREIESE - MEXREBLEHRLEN

(SBOMBIRE LEFEAHZRAR) - BIRE/EEMASYf ~ TrivyiEERE LR
EEXRHEELSBOMIER - BHEGoogleRIOSVHIRRAERE - 1B
X MBESHERASRTEEREIEEREK  2EMHBIEREEIEL
SBOMEZR - nT KEERE -

HIEEMS -  SBOMHNEASZMAEER "Bu—MBEE, @ BXE
RERBENSEFERMRIIBERMAMN - WolmEEBRELZSH
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BEREIHEELS - PREU BN THJEMY - BE o EESH
R HEEEZENR BEREZERFESRTVIRINEEEZETR
fitt °

o FHEEELS
1. SBOM LANDSCAPE ANALYSIS
2. Call for Feedback: Advancing Software Supply Chain Security

together!
3. BIXREBEZEWEM (NICS) » (2026 FE3825HF H )

SBOMBHR T E{FEF:RAR -
4.  TWCERT/CC. (2026, July 29). SBOM{#{ Y - B EETBEASIR ?
ENISATHEEE I — it



https://www.enisa.europa.eu/sites/default/files/2025-12/SBOM%20Analysis%20-%20Towards%20an%20Implementation%20Guide_v1.20-Published.pdf
https://www.enisa.europa.eu/news/call-for-feedback-advancing-software-supply-chain-security-together
https://www.enisa.europa.eu/news/call-for-feedback-advancing-software-supply-chain-security-together
https://material.nics.nat.gov.tw/material/maintainable/Guide_to_SBOM_and_OSV_Tools/
https://material.nics.nat.gov.tw/material/maintainable/Guide_to_SBOM_and_OSV_Tools/
https://www.twcert.org.tw/tw/cp-104-11053-02aca-1.html
https://www.twcert.org.tw/tw/cp-104-11053-02aca-1.html
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2.2 BRI FHESELER
2.2.1 CISAEIZHZE B S5 "Gunra, $IRNETFEZER

CISAEZEZEHBE S M
"Gunra. $ERIEEEER

ot

WERLETHEBRFEAR  B5 "Gura, WE R EIRE
( Ransomware-as-a-Service ) B2025 & 4 HER#XIRE - HEAKERE
TREEBRELTHIN A BREE - Gunrafi " £ E £ & ( Double
Extortion ) 4 BT - BRINBEZAEBERIN - TERMEBRBIRER - I
D AHAICEEERBRERERRAEN BN EHBANEBERERING
2B -

EEPRLEEBEERRTELZER (CISA) ~ BFBHAES (FBl ) KE

[
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RLZZ2F (NSA ) EZREEHEZTEHPERBH S S HFANEZTER
ELHRUBENBCKEHTERE - 7 - BT - AHREREMEE
EARETAS - WEEMS - Gunra FIZRMKNBERWIFERRER
BHAS  MEBACSHABERRERD  REALRZER - EiREFER
BRATIREBEERSEFE  BEHREMRSESE -

REARNEFHNEHE - Gunra WBEEVIBEIPEE - BROlAES
BHEMRLERESEAFTETHBNRI  tEHEHIIERENHERE
2z % - B W Fortinet FortiOS #1 FortiProxy #J CVE-2024-
55591(CVSS:9.8) £2 CVE-2025-24472(CVSS:8.1)E 5 s @RE - &
HEREFERBDERTHREE WEEOEEIEE R EIRENTFE
IR - £E—DERBENENIIAR -

NS EIRE - WEBEREETERNER - TENZEZNAE
W WELEEASRERSEHE (VDI) RIENRERE ; BREARM
BMEREN  BREZBRPHEREIERZRELR " ENCRT, - ERE
ERABEIEHER  FIAMENERNKANEEZE MERS " RBADM3.ixt
RENRRAAIE - GunrallBR S ENREHPERREEZRIREMRAL
- SARERER KA KRB EBIERRERRERIE A ARTEENE
b - TEMERYNREASEPENESER - GunraBREFSERL

>

REEE oL

N Y A - VPN - SSH - GAEAG
R AR - T - BRI
PEEE AD ~ VDI  PYEIAEIES RLIESE )
R ARG - RELR

#=1 : Gunra B RtEx - ERKRE - TWCERT/CCZL3E
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fR 7 B mREI - ERANEEZBVPNEEREINE - SSH
A Z BE SR E RIS R A E RN ERFHER - EMETILTAR -
EEH DR - WEENHIRRRE EZHS SSL-VPN RENEHEESRE
PR - EMESCRERRIRRURRE - IBRFRE S B REEE - BIEER
EAREPRER - IS - Gunra RBETZAHRREZRFHRETR
BARHEANMERRENESR  TEBBFHRAAHTE (Log ) HanE
FHBSFEAREBELZASRA -

R1Z Gunra W EBF X - BEREFHEABMERLL NMEREN

1. BEmEINRFFEERRERD | B RE IMNRF R R4t
R iE - B2 VPNREIERS - MiKis kiEln = E RDP - HERIEEZM
RN AREIEBRHESERTRE  BERBNEEEE
ROZRRRE [ -

2. FEMARBEAUERNED  FHREEHENEESR - BEMHE
EWARGFEETEREREERR S0 BURRNZEZZ[/F -

3. EIfAERRER . KAKIERERNEEMETRESE - REIA
EHRERAFEANENELR  TXZZEEEREE - NAS ~ VDI
ZEZERNEINER  BREE—RMEARE WEZFE—D
ETROBES REATLEHENEME -

4. BAZAFEE (MFA)  HIR VPN - EEEFHYKFERIE
FxERFIMAMFA - WEHEEER - FRERIAKRERN
IRAE - BRANZENFEER - SEIE MFA 3FEHE—K -
378BH &0 /R75 K Session Token BFEEY - A BEH A EBER
aa el -
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5. RIEEREHEZHASHRERED B VPN~ B5R%HE - AD -
'ﬁlﬂﬁ%‘%&ﬂﬁﬁmﬁ SEEZANHRREASG TR KIERES
- BEEEIREE AESERFN - ERERHEH K o] 2/
EIE%I%B%?‘T?% = IR AR E ASNEIRIRIF - BIZEIEST
MRSE - Imwa KA ELAREE - DIRERBERIBEBERK KSR
VRV E P -

RETFEMABHBUIELZRE - D N REZERHREZ KB
RIMWSELZ Gunra $IRTGEEHBABEETAO L ¢

RN loC

MD5 7dd26568049fac1b87f676ecfaac9bal

MD5 9a7c0adedc4c68760e49274700218507

MD5 ae6f61c0fc092233abf666643d88d0f3

MD5 f6664f4e77b7bcc59772cd359fdf271c

SHA1 bb79502d301ba77745b7dbc5df4269fc7b074cda

SHA1 0c3c878b678c7254446e84cca6f0d63caeb51880

SHA1 77b294117cb818df701f03dc8be39ed9a361a038

SHA1 be6ee00fa5284ee4237f877fAbd5cfa871fdc6ef

SHA1 79e19d3d8405425735e4b3cd36a8507d99dfee20

SHA1 912217b09b13e1e53f7f26335f7f84b3c3918491

SHA1 8404521cf2a53de3459a75ff946873c43211afbb

SHA256 | 2dc70a12d158d437e45a55b1d52f3d61c6082al1e1667573302ba3b62813e2751
SHA256 | 834efe9b392c6c000877ea5613a079445affc16fe8af5997d68c55cafc95e5d1
SHA256 | 91f8fc7a3290611e28a35a403fd815554d9d856006cc2ee91ccdb64057ae53b0
SHA256 | a82e496b7b5279cb6b93393ec167dd3f50aff1557366784b25f9e51cb23689d9
IP 86[.]54.28.216

o *H Eﬁ L II\|:|

1. CISA - #StopRansomware: Gunra Ransomware

2. Gunra Ransomware Exploits Fortinet FortiOS, FortiProxy Flaws to Breach
Networks

3. GUNRA RANSOMWARE: What You Don't Know!

4. Gunra Ransomware Group Unveils Efficient Linux Variant

Gunra Ransomware — A Brief Analysis

o1



https://www.cisa.gov/news-events/cybersecurity-advisories/aa26-222a
https://thehackernews.com/2026/08/gunra-ransomware-exploits-fortinet-and.html
https://thehackernews.com/2026/08/gunra-ransomware-exploits-fortinet-and.html
https://theravenfile.com/2025/09/23/gunra-ransomware-what-you-dont-know/
https://www.trendmicro.com/en_us/research/25/g/gunra-ransomware-linux-variant.html
https://www.cyfirma.com/research/gunra-ransomware-a-brief-analysis/
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2.3 BIERS miR &R
2.3.1 Microsoft ExcelZE S B % 2R (CVE-2026-62870) - iAfBRED I #ETT

fE 4]
CVE #m8% ||CVE-2026-62870

Microsoft 365 Apps for Enterprise * Microsoft Excel 2016 *

5y 488 == O ) ) . i
F7&EERMR ||Microsoft Office 2019 * Microsoft Office LTSC 2021 ~
Microsoft Office LTSC 2024

EXLCHERAELEMEL - B2SEEHRIAETE

fRrus || AL
https://msrc.microsoft.com/update-guide/vulnerability/CVE-
2026-62870

& WA :
wr3E A& 3838 Microsoft Excel FEERERZECIEER(Use After Free)
>JE|='§7IE(CVE-2026-62870) - RAL G 7 Bl 2 = Im B & o K FH b TR a0,
TERRENS - AERERWLETER -

o FEYS:

» Microsoft 365 Apps for Enterprise for 32-bit Systems
» Microsoft 365 Apps for Enterprise for 64-bit Systems

> Microsoft Excel 2016 (32-bit edition) 16.0.5561.1001(-"F =) LBl ik
P/
Microsoft Excel 2016 (64-bit edition) 16.0.5561.1001(& =) B ik

ZIN

Microsoft Office 2019 for 32-bit editions
Microsoft Office 2019 for 64-bit editions
Microsoft Office LTSC 2021 for 32-bit editions
Microsoft Office LTSC 2021 for 64-bit editions
Microsoft Office LTSC 2024 for 32-bit editions
Microsoft Office LTSC 2024 for 64-bit editions

Y

YVVYVYYVYYVY




BEBEERGHEIEERED O
m Taiwan Computer Emergency Response Team / Coordination Center

o ERIIKE :
1. CVE-2026-62870
2. Microsoft Excel & THE S 55 EE



https://nvd.nist.gov/vuln/detail/CVE-2026-62870
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-62870
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CVE #®35k |CVE-2026-20200

=2 &= m |Cisco Integrated Management Controller

RIBE R RILEDRAR S TVETER
AR RIA https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurit
yAdvisory/cisco-sa-cimc-arg-inject-upSHdMfU

® NAEMMA :
Cisco & FE & EIREHIZs( Integrated Management Controller - IMC)
E—EFR Cisco B EBRANERRRTEETR - RHER
Frinln et - eEMEIEINGE - 21 H Cisco BMBEAREL AEH(CVE-
2026-20200 - CVSS : 8.8) » Zma B 2GR NEE O
EEXFENREREBFELRAL - AITESENSHMS - WRER

B ZE root °

B2 %83 A NN
0 =449

> UCS C-Series M7 and M8 Rack Servers in standalone mode
o ERIKIR:
1. Cisco Integrated Management Controller Arqument Injection

Vulnerabilities
2. CVE-2026-20200



https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-cimc-arg-inject-upSHdMfU
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-cimc-arg-inject-upSHdMfU
https://nvd.nist.gov/vuln/detail/CVE-2026-20200
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2.3.3 CiscoliE T 10S XE Software F1E2{EE AEZLFE

CVE #®35% |CVE-2026-20267,CVE-2026-20272

B/EE M |ICisco 10S XE

BEMELTRA :

Cisco 10S XE 17.12.18(&) ZE IR A -

Cisco 10S XE 17.15.6(2) Z &4

Cisco 10S XE 17.18.4(2) Z &4

Cisco 10S XE 17.18.4a(2) Z B AN

Cisco 10S XE 26.1.2(2) Z # 7

® AF:MMA :
Cisco I0S XE S EEN AN L2 EEHEIRZIELZERE -
TESERER - BRIMARIRARBERNELERBDEBIESRIA -
RBNEPERHELEEMUELRB\ERIE - Cisco 2K
BRI B RIEREZE - CVE-2026-20267(CVSS : 9.0) A7 EUIZEHIR
ZRME ; CVE-2026-20272(CVSS : 9.8) Akt E AR E =S RIERE -

B2 %83 A NN
0 T=v0..

BRRMEE

> Cisco I0S XE 17.9 fR 7S
> Cisco 10S XE 17.12 kiR K
> Cisco 10S XE 17.15 kiR K
> Cisco 10S XE 17.18 kiR K
> Cisco 10S XE 26.1 hikK
o ERIKR :
1. Cisco I0S XE Software Security Hardening Release: Auqust 2026

2. CVE-2026-20267
3. CVE-2026-20272



https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-hardening-iosxe-V8NMuMZJ
https://nvd.nist.gov/vuln/detail/CVE-2026-20267
https://nvd.nist.gov/vuln/detail/CVE-2026-20272
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2.3.4 Cisco Catalyst SD-WAN ZFEAEE X E Z R

CVE-2026-20303,CVE-2026-20304,CVE-2026-20310,CVE-2026-
20312

L E M |Cisco Catalyst SD-WAN

BEMELTRA :

Cisco Catalyst SD-WAN 20.9.10(&) Z & iR A -

Cisco Catalyst SD-WAN 20.12.8.1(2) Z B

Cisco Catalyst SD-WAN 20.15.6(=) Z B -

Cisco Catalyst SD-WAN 20.18.4(2) Z B 7 -

Cisco Catalyst SD-WAN 26.1.2(2) 2 & kR4S

® AF:MMA :
Cisco Catalyst SD-WAN 2 Cisco DA =i 4 /ORI ER S & & & I8 AT IS 42
B REEFEE Z2NBRERAVEEEEL  BRIBZJRENT
SEiE4R - Catalyst SD-WAN iSRS ERN AL EEHE RIS
B2 RE - WESEMER - BRIEARZIRAR BB N L REE
FEMAA - A EFAREHNELEEMUG(EREBERRE -
Cisco 2 ARBERERAEN RIERMEZ - CVE-2026-20303(CVSS : 9.9)
B ABEAERE ; CVE-2026-20304(CVSS : 9.9)AFEUZEHIAE
J@I8 ; CVE-2026-20310(CVSS : 9.9)% X 417 BV B E 45 B2 AT A IEHE
CVE-2026-20312(CVSS : 8.8) ALY R EEURERM -

B SBR[ £ .
0 ==,

CVE #mii%

BRRME

> Cisco Catalyst SD-WAN 20.9(&) Z Bl iR 2~
Cisco Catalyst SD-WAN 20.10 iR A&
Cisco Catalyst SD-WAN 20.11 iR A&
Cisco Catalyst SD-WAN 20.12 iR
Cisco Catalyst SD-WAN 20.13 iR

YV V.V V
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Cisco Catalyst SD-WAN 20.14 A
Cisco Catalyst SD-WAN 20.15 R A&
Cisco Catalyst SD-WAN 20.16 i A
Cisco Catalyst SD-WAN 20.18 A
> Cisco Catalyst SD-WAN 26.1 ki<
o ERIKR :
1. Cisco Catalyst SD-WAN Software Security Hardening Release:
August 2026
CVE-2026-20303
CVE-2026-20304

CVE-2026-20310
CVE-2026-20312

YV V VYV V

ko



https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-hardening-sdwan-faLcR3K
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-hardening-sdwan-faLcR3K
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-hardening-sdwan-faLcR3K
https://nvd.nist.gov/vuln/detail/CVE-2026-20303
https://nvd.nist.gov/vuln/detail/CVE-2026-20304
https://nvd.nist.gov/vuln/detail/CVE-2026-20310
https://nvd.nist.gov/vuln/detail/CVE-2026-20312
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2.3.5 Veeam Service Provider Console Z1E2{E E X E L FE

CVE #®358% |CVE-2026-58073,CVE-2026-58072

248 == |\/eeam Service Provider Console

:a18 Veeam Service Provider Console E#1E 9.3.0.35057 (&) 2%

BRIEE
’ B
® ANEIRAA :

EHBEERNRENEZEME Veeam E N EIHEEZEHIZE (Veeam
Service Provider Console - VSPO)Z2— AR E AR E R ERIRIE
MEREZEEEETH  HaEARE®MSAMEZRE(CVE-
2026-58073 - CVSS 4.x : 9.5 A1 CVE-2026-58072 - CVSS 4.x :
9.0) - CVE-2026-58073 it AR B nEREMNNEE  ERRENIE
I EVIS 2 REE ; CVE-2026-58072 nirEiE AR ETTE
EXEBA - OEBEHEIGENEINT

B2 %83 A NN
0 =10

> Veeam Service Provider Console 9 iR
» Veeam Service Provider Console 9.2.1.33875
o ERIKR :
1. Vulnerabilities Resolved in Veeam Service Provider Console 9.3

2. CVE-2026-58073
3. CVE-2026-58072



https://www.veeam.com/kb4893
https://nvd.nist.gov/vuln/detail/CVE-2026-58073
https://nvd.nist.gov/vuln/detail/CVE-2026-58072
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2.3.6 cPanel B2 WHM (WebHost Manager) 71 & A & Zif# )8 (CVE-2026-58048)

CVE #75% ||CVE-2026-58048

& EM lcPanel/ WHM

BEMEMUTRE :

cPanel/WHM 11.110.0.137 AR A -

cPanel/WHM 11.118.0.71 AR A

BESRIEE |cPanel/WHM 11.126.0.78 AR A

cPanel/WHM 11.134.0.48 AR A -

cPanel/WHM 11.136.0.32 hR 7~ -

cPanel/WHM 138.1.6 ( WP2) iR 7~

° W’“ A

#TH cPanel BFHEARNE L /A S (CVE-2026-58048 - CVSS 4.x : 9.4)

IEREEER cPanel 22 WHM ( WebHost Manager ) B2 &G T - B
REREATRE - E@BE D EEEES MySQL/MariaDB E il BTz
HU#EBREY cPanel 1RFE - OIgERAILRERTERERNERESHNTE
EIERER -

® g/gﬁﬂ\/éé\.

> cPanel £2 WHM (WebHost Manager) Fi & hR 2

o ERIKIR :

1. Security: CVE-2026-58048 Database Privilege Escalation
2. CVE-2026-58048



https://support.cpanel.net/hc/en-us/articles/42285745783703-Security-CVE-2026-58048-Database-Privilege-Escalation
https://nvd.nist.gov/vuln/detail/CVE-2026-58048
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2.3.7 pgAdmin AFESEMZ 2 RE(CVE-2026-17566) + E@EER I ETIER

CVE #75% ||CVE-2026-17566

S EEm |[pgAdmin 4
EFCHERIRLERRS  BSETTRPETER - £
gRppE [T

https://www.postgresgl.org/about/news/pgadmin-4-v917-released-
3356/

® ANAE:AA :
3 AE 838 pgAdmin 4 FHEIEZE Z# < FE A (OS Command
Injection) S &} % 2 &8 (CVE-2026-17566) ° FAS pgAdmin 4 Z &R}
P& A /BE 4 T B (Import/Export Data) K %=&IE SQL & - &85
AR ZIERNESE - A ALRENTERZNE - FERER
TGETTIER -

o XEYH:

> pgAdmin4 2 1.0 £ 9.16 iR AR
® ERIKIR :

1. CVE-2026-17566
2. pgAdmin 4 v9.17 Released



https://nvd.nist.gov/vuln/detail/CVE-2026-17566
https://www.postgresql.org/about/news/pgadmin-4-v917-released-3356/
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2.3.8 SAPHHIE T ZTMEMBHEXRELAS

CVE-2026-58231,CVE-2026-34265,CVE-2026-44758,CVE-2026-
58243

SAP Commerce Cloud * NetWeaver and ABAP Platform -

Manufacturing Integration and Intelligence ~ ABAP Developer
Tools

RIBETHIEELE RS VETIER !
BRRMEE https://support.sap.com/en/my-support/knowledge-base/security-
notes-news/august-2026.html?isu_page=1

® AX:MMA :
SAP #Mm)\AMAIITEY - EfF 4EBRSRMREZRE -
[ CVE-2026-58231 - CVSS : 10.0]
SAP Commerce Cloud SoEF AR B D ERe NI EE BT S 7 5aqE
AP MRELERT SERBIOREIRERBORETHEA - BRI
AR E o e B E R BT HIRAETH -
[ CVE-2026-34265 - CVSS : 9.8]
SAP NetWeaver and ABAP Platform 70EF A& 5 7 ERrE I EE ol F
Fi DIAG W EMTP VR EREE R - DIREE NG IRIRIEER - BREE A
[ CVE-2026-44758 - CVSS : 9.1]
SAP Manufacturing Integration and Intelligence 785FE A SERIE
EOREZEZENNERRIBORITHNEA - ERERDSRENIE
R BEREENSEANRERIUERBFERFE LA TERDS -
[ CVE-2026-58243 - CVSS : 8.8]
SAP ABAP Developer Tools FIRLEIHEER TN ENIRERE - B
REPREREAY I E2 3 O] ¥ SAP NetWeaver AS ABAP H{TREIRENE

CVE #mii%

B/ 488 =<
SEEm
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WERE - ZRIARL R TSN REEERNGREN « Bk
FE Rt R 2 A B SR -

B 488 [T 4 -
[ 5{5?;.!‘ = .

» SAP Commerce Cloud (Data Hub Adapter)
Version(s) - COM_CLOUD 2211, 2211-JDK21

» SAP NetWeaver and ABAP Platform
Version(s) - KRNLG64NUC 7.22, 7.22EXT, KRNL64UC 7.22,
7.22EXT, 7.22EXT2, 7.22EXT3, 7.53, 7.54, 7.77, 7.89, 7.93, 8.04,
9.16 9.18, 9.19, KERNEL 7.22, 7.53, 7.54, 7.77, 7.89, 7.93, 8.04,
9.16, 9.18, 9.19

» SAP Manufacturing Integration and Intelligence
Version(s) - XMII 15.4, 15.5

> SAP ABAP Developer Tools
Version(s) - SAP_BASIS 750, SAP_BASIS 751, SAP_BASIS 752,
SAP_BASIS 753, SAP_BASIS 754, SAP_BASIS 755, SAP_BASIS
756, SAP_BASIS 757, SAP_BASIS 758, SAP_BASIS 816,
SAP_BASIS 918, SAP_BASIS 920

o ERIR :

1. SAP Security Patch Day - August 2026

2. CVE-2026-58231

3. CVE-2026-34265

4. CVE-2026-44758

5. CVE-2026-58243



https://support.sap.com/en/my-support/knowledge-base/security-notes-news/august-2026.html?isu_page=1
https://www.cve.org/CVERecord?id=CVE-2026-58231
https://www.cve.org/CVERecord?id=CVE-2026-34265
https://www.cve.org/CVERecord?id=CVE-2026-44758
https://www.cve.org/CVERecord?id=CVE-2026-58243
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2.3.9 SonicWall GMS F&E2{EE X E Z iR

CVE #m3i% | CVE-2026-66145,CVE-2026-66147

SLEEMR (Sonicwall GMS

BERHEE |71 SonicWall GMS B £ 9.5.2(2) Z B hRAS

® NAMMA :
Sonicwall ¥ JE N Em GMS EHmEARELRMA A S (CVE-2026-
66145 - CVSS : 9.1 #1 CVE-2026-66147 - CVSS : 9.4) = CVE-2026-
66145 HARKLE N BEBENEIHEZNBANTRE - AFRIEHEEZEB
zipslip EINBRER T HTERERZEEA ; CVE-2026-66147 & KRA
BAoBENmTIEIARE  AFRKHKEEOEBIBEORTIGEK
HITRIBEIN -

o EYH.

> SonicWall GMS 9.5.1(2) Z Al iR A&
o ERIKIE :
1. SonicWall GMS Security Affected By Multiple Vulnerabilities

2. CVE-2026-66145
3. CVE-2026-66147



https://psirt.global.sonicwall.com/vuln-detail/SNWLID-2026-0011
https://nvd.nist.gov/vuln/detail/CVE-2026-66145
https://nvd.nist.gov/vuln/detail/CVE-2026-66147
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2.3.10 Fortineth® FFortiWebFHEE X E LimiE(CVE-2026-26035)

CVE #75% ||CVE-2026-26035

S EEm |Fortiweb

BEMEMUTRE :

FortiWeb 7.2.13 fRA(2) Z B AR AN -

BRIRBEE |[Fortiweb 7.4.12 lRAR(Z) Z B IRAS -

FortiWeb 7.6.7 hRA(2) Z B bR 7N -

FortiWeb 8.0.3 fR AN () Z & AR S

o AFHMA :
Fortinet JE ~ Fortiweb E— IR AL EARENH KB ER - HIN
BENEREBEN - API RE - B AEZRBRTERRMBONE - HAT
Fortinet % 75 & A & 2 % 8 /A £ (CVE-2026-26035 - CVSS : 9.8) -
FortiWeb %=l Radius R EB SR N RERETHFES D RELS
i FRRENIFRRRTER - ORENFF ARG 7B ERI

BE  FHBEREREZEMEEE A Fortiweb GUI/CLI -

B2 %83 A NN
0 =10

> FortiWeb 7.2.0 £ 7.2.12 ki K
> FortiWeb 7.4.0 £ 7.4.11 lR K
> FortiWeb 7.6.0 £ 7.6.6 ilRA&
> FortiWeb 8.0.0 & 8.0.2 ik A
o ERIIR :
1. Broken access control in the RADIUS type admin group
2. CVE-2026-26035



https://fortiguard.fortinet.com/psirt/FG-IR-26-158
https://nvd.nist.gov/vuln/detail/CVE-2026-26035
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2.3.11 Oraclett¥EFZANEMBEREKX

CVE #m5% | Z M 457 R
SEEm 7R M AR
RBESHIEELE RS NETIER !
https://www.oracle.com/security-s/cspuaug2026.html
o NE:RMA :
Oracle #TEATEWL 115 F 8 HEARZZMERENENAS - B12%(E
EARLZT WA - EERERLETER - GFRMEERR)
o FEYS:
> FRMHERAA

o ERIKIE :
1. Oracle Critical Security Patch Update Advisory - August 2026

BRRME



https://www.twcert.org.tw/tw/cp-169-11113-7fede-1.html
https://www.twcert.org.tw/tw/cp-169-11113-7fede-1.html
https://www.twcert.org.tw/tw/cp-169-11113-7fede-1.html
https://www.oracle.com/security-alerts/cspuaug2026.html
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2.3.12 Ciscoli FCisco Crosswork ZEABE XKELiFE

CVE-2026-20030,CVE-2026-20357,CVE-2026-20358,CVE-2026-
20359

SEE M (ICisco Crosswork

BRIRIE (S ZE Cisco Crosswork 7.2.1-SP(2) 2 B kA&

o AF:MMA :
Cisco Crosswork BN AL B EAGRIRZIBELE R
TESMER - BAIMARRARBERNELERBDEIESRIA -
AHBE P REHEZEEMUELRBBERE - Cisco 2
B R B = B2 - CVE-2026-20030(CVSS : 10.0)%4 SQL 5%
FifE BRI R AT S EIERE ; CVE-2026-20357(CVSS : 10.0)
BEBRINEETR D B9 5RERE ; CVE-2026-20358(CVSS : 10.0)4 4
ERIEHE R B R RE ; CVE-2026-20359(CVSS : 9.8) 4 &KiE f+
EARRE -

o TETH:

> Cisco Crosswork 7.2.1(2) LB AR A
o ERIKR :
1. Cisco Crosswork Security Hardening Release: August 2026
2. CVE-2026-20030
3. CVE-2026-20357
4. CVE-2026-20358
5. CVE-2026-20359

CVE #mii%



https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-hardening-crosswork-UzDTU9Vh
https://nvd.nist.gov/vuln/detail/CVE-2026-20030
https://nvd.nist.gov/vuln/detail/CVE-2026-20357
https://nvd.nist.gov/vuln/detail/CVE-2026-20358
https://nvd.nist.gov/vuln/detail/CVE-2026-20359
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2.3.13 Cisco Secure Workload FEABE XK EZHA

CVE-2026-20231,CVE-2026-20315,CVE-2026-20317,CVE-2026-
20318

B2 M |ICisco Secure Workload

BEMELTRA :

B RMEE |[Cisco Secure Workload 3.10.9.1(2) Z B AR A

Cisco Secure Workload 4.0.4.16(=) 2 # kA&

® ANAE:AA :
Cisco Secure Workload BN 22 BEHERIRZIELE R
B WERMREBHE - BRI AZIREREBENE L REDEREBR
A - BB EPREHNELETEMIALREBERE - Cisco 22
FAAEREE RIB BRI KB R R - CVE-2026-20231(CVSS : 9.9) & 555 T
ZXRBEERIERT ; CVE-2026-20315(CVSS : 10.0) & FEIZEH A=
@ ; CVE-2026-20317(CVSS : 10.0) B85 0 &E A& %)@ ; CVE-
2026-20318(CVSS : 9.6) & ARG A& RE

B2 %83 A NN
0 =10

CVE #mii%

> Cisco Secure Workload 3.10(2) M BTARA

» Cisco Secure Workload 4.0 fR 2
o ERIKIR :
1. Cisco Secure Workload Software Security Hardening Release: August
2026
CVE-2026-20231
CVE-2026-20315
CVE-2026-20317
CVE-2026-20318

ok own



https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-hardening-csw1-shSvndWP
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-hardening-csw1-shSvndWP
https://nvd.nist.gov/vuln/detail/CVE-2026-20231
https://nvd.nist.gov/vuln/detail/CVE-2026-20315
https://nvd.nist.gov/vuln/detail/CVE-2026-20317
https://nvd.nist.gov/vuln/detail/CVE-2026-20318
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2.3.14 NetScaler ADCE2NetScaler GatewayF#E2{E E K E ZiFH

CVE #®358% |CVE-2026-19489,CVE-2026-19490

u

T,

W= NetScaler ADC & NetScaler Gateway * NetScaler ADC FIPS ~
- NetScaler ADC FIPS & NDcPP

BEMEMUTRE :

NetScaler ADC #1 NetScaler Gateway 14.1-73.32 (2) Z &R K

BRRME |NetScaler ADC F NetScaler Gateway 13.1-63.21 () Z B RN -

NetScaler ADC FIPS 14.1-73.32(&) Z B kR A -

NetScaler ADC FIPS £2 NDcPP 13.1-37.277(2) Z & hr A&

® NAEMMA :
Citrix J& & NetScaler ADC (R %% Citrix ADC)@— A HE - BR
Bl - REREETXERAEXNLEZRMRZE MEET ; NetScaler
Gateway (R 7% Citrix Gateway) Rl IR LR FEERA LR - &
FAREENTE LS FINERERNMER - 18 - Citrix 3
EARELRE NS (CVE-2026-19489 - CVSS 4.x : 8.8 + CVE-2026-
19490 - CVSS 4.x : 9.3) - CVE-2026-19489 « iR B HiRE - o
BEE A OIFEAIMNIT 4, DoS IE ; CVE-2026-19490 - S FFEImHL
BETEBAOHNEAERNBERLN  BEEEARKBEDRE -

B SBR[ £ .
0 ==,

R

> NetScaler ADC £2 NetScaler Gateway 14.1 & 14.1-73.32(4A2) ik

PN
> NetScaler ADC £2 NetScaler Gateway 13.1 £ 13.1-63.21(A2) ik
PN

> NetScaler ADC FIPS 14.1-73.32(F &) LABThR A
> NetScaler ADC FIPS £2 NDcPP 13.1-37.277(-F &) LART AR A
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o ERIKIR :
1. NetScaler ADC and NetScaler Gateway Security Bulletin for CVE-
2026-19489 and CVE-2026-19490
2. CVE-2026-19489
3. CVE-2026-19490



https://support.citrix.com/support-home/kbsearch/article?articleNumber=CTX696939
https://support.citrix.com/support-home/kbsearch/article?articleNumber=CTX696939
https://nvd.nist.gov/vuln/detail/cve-2026-19489
https://nvd.nist.gov/vuln/detail/CVE-2026-19490
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2.3.15 SonicWall NetExtender LinuxfZ7E & X & % (CVE-2026-66152)

CVE #75% ||CVE-2026-66152

248 == 2 |SonicWall NetExtender Linux

BRRBEE B EF1 2 NetExtender Linux Client 10.3.6(2) Z &4
L Wgnﬁ H .
SonicWall £ %358 T 2= f& SonicWall NetExtender Linux 3 fiE A E LR

B2 (CVE-2026-66152 - CVSS : 8.8) - tARKEERE - WEBE
—_“//UFU}EH;/(/E/HJ//{ root BN BAEEREE

B2 %88 AN
0 ==,

> NetExtender Linux Client 10.3.5(2) BT AR A

o ERIKIE :
1. SonicWall NetExtender Linux Client Multiple Vulnerabilities 8.8
2. CVE-2026-66152



https://psirt.global.sonicwall.com/vuln-detail/SNWLID-2026-0013
https://nvd.nist.gov/vuln/detail/CVE-2026-66152
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2.3.16 Veeam ONE 13.1FE2BAEXKEZLFA

CVE #®358% |CVE-2026-64633,CVE-2026-65641

& EM IVeeam ONE

BEEHELITNERA :

[ CVE-2026-64633]
w mase [VE€2M ONE 13.1 (build 13.1.0.7034) -
RERIA Veeam ONE 13.0.2 Patch 1 (build 13.0.2.7159)

[ CVE-2026-65641)

Veeam ONE 13.1 Patch 0O (build 13.1.0.7233)
VVeeam ONE 13.0.2 Patch 1 (build 13.0.2.7159)

® RNZERHE :
Veeam ONE 2 FHRESIEAMIE Veeam B EREZEHE - 3TH - Veeam
BMEANEZL RS (CVE-2026-64633 - CVSS 4.x : 10.0 A1 CVE-
2026-65641 - CVSS 4.x : 9.3) - CVE-2026-64633 70FF R H 7 Eaza iy
WEEERIEF M FRIRHITENM | CVE-2026-65641 A ARKES
RS NI E AT RIS IRIRETT SMB B 78858 -
o WETL:
> Veeam ONE 13.0.2.6723 (&) ZRIhRZX
> Veeam ONE 13.1.0.7034 (&) Z BT hRZS
o ERKIR:
1. Vulnerabilities Resolved in Veeam ONE 13.1
Vulnerability Resolved in Veeam ONE 13.1 Patch 0

2.
3. CVE-2026-64633
4. CVE-2026-65641



https://www.veeam.com/kb4892
https://www.veeam.com/kb4905
https://nvd.nist.gov/vuln/detail/CVE-2026-64633
https://nvd.nist.gov/vuln/detail/CVE-2026-65641
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£ 35 - EXMEFEAEE

o EXRMMHE

115 FELZSHEE
SEENRSFRT | 115/10/19(—)~115/10/23(Fh)
EENE | SARERABEENEETR S (EPHAEERERE215E )
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