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https://support.f5.com/csp/article/K21905460
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https://www.openssl.org/source/
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#SFE 8 Cisco JE I ACE~ ASA 23 EEmMREESA TLS session
IS 55 e - B%EBS WAk Bleichenbacher attack - F &
ROBOT(Return Of Bleichenbacher's Oracle Threat) WEH =, - &t
¥l RSA R EY  BELEEEANEREERMDE  bER
Transport Layer Security 2218 P AW EAE Y PKCS#1 padding 25
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ROBOT Attack
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http://www.kb.cert.org/vuls/id/144389
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Red Hat Enterprise Linux 7 251 ER 27 EH EI 9% - A%
B2 =151 PostgreSQL #¥A1E script 2 Race condition & - %
BHEZE root - HUSSTEEHIHE - Red Hat S IREERIRMEELE
B -

Postgre SQL
BERIRIR

https.//securitytracker.com/id/1040007
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Apple 18RI Z RS RACEBR Em - 2= ol ¥ AirPort Eith 53
g Key Reinstallation Attack #8EV B & i 821813 ; sl A HomeKit
MAREIRE AREEXE MERMEREE,; BuERHHEHER
524 Safari-iTunes-iCloud =z WebKit £2 Wi-Fi & F - B3 Memory
Corruption DISITHERHS ; & Apple push notification service
TR AR BAIRIE - B EZRER - Apple B AREE OS &
firmware IR ¥ EL 2 BT -
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https://support.apple.com/en-us/HT208326

3.3.11 - Palo Alto E#BAKiG{FE 24t PAN-OS FRIEHS N INE

Palo Alto Networks 8% R & [ Kiig s - HIFS= %4t PAN-OS
FEZEFH  LEHEREIETHEER server-side request forgery -
BRITEEARBRERBEXRERUNBE R RENNE ; EE
17 GlobalProtect gateway #i8¥7% DoS 1A% ; B E £AEEED
AENKE - 155 PHPSESSID cookie RRFAIME ~ panAuthCheck
f2 38 bypass =& # & #5 7= © H %5 % '/php B #l K £
'/php/utils/router.php’ ~ '/usr/local/bin/genindex_batch.sh'
RIEBABEN - BER root BRHITMS ;| SHERBINEIETTHIT
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afl'! paloa I.tO
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http://securityadvisories.paloaltonetworks.com/Home/Detail /102

3.3.12 - IoT /2R #A5E Satori IEAEWEESZXAE router

Satori FERHEAER "BE. AEWBREIEER - BRNE
RREEARYERAFTESE - ZEOIA shell meta FitT
"$()" - BHRBMZEE request - 3818 port 37215 K UPnP &5
P Al 2 i 43 HGE32 S HE M1/ 215|285 RCE I E -
BRICEE2H+8RE  BEERRHTEMWER - # Mirai [RIAT

SRR - IEELOEMETE o7 BRAKEIE -
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https://research.checkpoint.com/good-zero-day-skiddie/
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XenServer 23|EmFERAMNRIAREEEEE Quick Emulator
(Qemu) - BFTEEIRZS 4 ESLE - 20 CPU - BIOS ~ IDE ##EiRiEH] 28 -
VGA #8~+, USB #4258 -+ IBEZEEHI HVM (Hardware
Virtual Machine)Ef2x# - i1 HVM 7£ Intel Z¥E23 x86 ZRE T -
FAEFERAKERE VM 2#EEE - Ot VGA Btz 2 ZFE
Al D BEREGIKRR LT EEKERK hypervisor 3¢ OS K&E -
NETEREBAENTEINLINESEREER - M7 XenServer
7.2 % 7.1 LTSR CULl BEEESHHN - XEIERIEFE crash EREH -
Citrix #h 25 hRERBS I (1 4 FE (S 1/ BR 48 A8 -

CITRIX

XenServer
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https.//support.citrix.com/article/CTX230624
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BITEN . 2 2ERERE B EEZ R/

( Taiwan Computer Emergency Response Team / Coordination Center )
HFHHE : 2018 F1 A 20 H

wmo i B

Ax#5 &S 1 03-4115387

R RN ERFBE : 0800-885-066

EFEH : twcert@cert.org.tw

B  #: https://www.twcert.org.tw/

MAHREZE © https://www.facebook.com/twcertcc

BZEFHE]RE : http://i-to.cc/S5Hz)

MAEMREEERE - BUEASHEE -
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