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2 BN EMER AR AN R ERRRE - W2 4B -

TEON-

WERFL 2026 28 511 H & FoExchange ServerZ = M &5 - BARN
Exchange Server 2016 2019 % 5] &k ( SE ) - HE®BLUN7IECVERME :

SL

CVE4R5# Ve NEE bl CVSSERE Y B
CVE-2026-62910 MR e 1.2
CVE-2026-62911 FEFREETT 8.0
CVE-2026-62912 RELEET R 75 6.5
CVE-2026-62913 A BT 8.8
CVE-2026-65813 PR 2T 6.5
CVE-2026-62914 R/ 1B'E 1.3
CVE-2026-62915 B it 6.5

=1 : WMERR20265E8 H11H 28 fiExchange ServerZ2E 4 EH  (ERl
IR - Microsoft Exchange Server 5] BARA RTM HVZ 2 M & #TaR AR)

AR R A8 Z 2D /0 ( The National Cyber Security Centre ,NCSC-
NL ) 7R20265F8H28H#EMES « FFCVE-2026-629115 | BmESAR - 18
EEBWBA AR (exploit code ) A EHIR - SEEMAKE
Exchange Server 2016 ~ 2019 & 5] bl - NCSC-NLEZ = HERE R AR E
UEBRLZEZEMER - FEAUBIEH - FEPEHIExchange Serverf&
HAS A FE -

LE4h - Shadowserver FoundationiR2026FF9H1HZRR - E##CVE-
2026-6201ETTHB HIFH RIHER N - B1E220265F8H31H - £KINA
Z2/021,8991E IPAI I O] ERER BR SE A IE R AR RS - EH P EE%76,2001E ~ &
B %75,1001& - MaZmMEs - 8H27THEIR1HEIBIAAE 25022804
Exchangefa R g8 R BN ARAKEEKER - B9RH1HE - LEIEHE
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Bl : BERERAREE B SRS IER ZExchangefd ikzz 212

(ERIIR : Shadowserver Gerneral Statistics Time Series - &zt & ™ :
8/11-9/7)

BERTEN
1. BRZEMENS 820 ZExchange ServerZ = B HT - ERAERIE
REBIEETARIER -

2. BEATIBISERE R - FESExchange Serverfa AR 23 PR &l & # A0
AEEE - BEEINBENRERE ; & ¥ Exchange Server
2016 & 20195 AR AKIE - AREZEHRIIR B Z A -
o THEREL
1. Microsoft Exchange Server 5] BIRA RTM WL = M EF#aRHE : 2026
F 8 A 11 H (KB5121573)
2. Ernstige kwetsbaarheden in Microsoft Exchange Server ( NCSC-NLZ

)
3. Shadowserver Foundation - Bluesky Bf 32 ( 2026/9/1 - CVE-2026-
629111F A ET )



https://support.microsoft.com/zh-tw/servicing/exchange/server/update/2026/5121573
https://support.microsoft.com/zh-tw/servicing/exchange/server/update/2026/5121573
https://www.ncsc.nl/alerts/ernstige-kwetsbaarheden-in-microsoft-exchange-server
https://www.ncsc.nl/alerts/ernstige-kwetsbaarheden-in-microsoft-exchange-server
https://bsky.app/profile/shadowserver.bsky.social/post/3muhahrqamk2l
https://bsky.app/profile/shadowserver.bsky.social/post/3muhahrqamk2l
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2.1.1 CISAE#iMedusa#I REAE L ZHETES| | BEMEDNRFEEARER
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ot
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BEIXEERE IR EREREER B REMARKEFZE
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3. SEH TS  RETETERBANERNTS - BEABERX
SIS - EREHBDNERATERR R EE L -

IEREHPRFRBE-—LEERERS  SEZBENEEE B
BIE 23— B#EMedusa i EMATHHE - ERTANXARNRERS

IR - BRREZBUWABRZNREBN—F  TEENSELNEES

IERFBARNEEBRIEHOERFE " —BPR ) MERFER - Ik
IR RZ AR E IR BRZ IS - $IUL - FBIEACISARIIZZEFTA
REXRBABAUZZNEEES - BR/IRAMREREERESR - &M
O RBEDREY -

TWCERT/CCERR I MEI RIS W BIRENIRRE - WEBAOBESLAR
THEAT @ BEURREER - BE—DPHRREXEATHERE - BISE
ZRAERIETEORE  SRBARERBETNE - SHEEE]
i - EEIBEE - BERER(CIRFEEIREE - FESRERGE
KzgimbEwm - WEIMEASERE DR - IndRBRESTREE
Wi B HalERENHT - DREESAKRENRNEBREE

HAZPRPETEZLUAREBBENEELER BEBHANARER
it (MNREFATERLDFA ) EFE-REANBELUZE - B
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VPN KEAIRZMIRF ) 2l AZEAERRE (MFA ) -

2. BILBEEWARISHE  NSEHELRE BEEARIE . O
RIECISAZ "EMEFNARE (KEV) 1 FEEBENTEEMN
1E4 -

3. BB R ETARERRES»EFEES - LBLEEHR
IS AR -

4, EERRERBBETETS®E  THREZSEZNER LE (4
ConnectWise * BeyondTrust * RDP ) - ERHIENEH RIEENE
InFEERR - [HIESFEERIEMNAB EImRTE -

5. RAEEHBEAM<I LTERER : R —ixEREREERIRSH

77 PowerShell 2% Windows ai < 32RFJT (cmd.exe ) EEETH -
PRSI E IR AR BB 22a98E

6. ZEBAED  THIITHERBRERNED  BEREOESREMNRE
THRRYIEIRE VB RTRIRIE

7. MNERBEZE/RE  BEBFZE  REREZHNEZN - I
B RREREENREISEREEX - DR TEnRiEE g

8. EfEIREIVERIEAMCIFE (EDR) MASREZ : EARIMIERIEALFE
(EDR ) AR AISEIZ - BIEH AL HE R Z0E0ELR -

A tEBABBATIHHLIEEZREE - U N=2FBIRASE

HARE N ££ 7 Medusa®#) REESHEA ST ARZIERZ (1oC)

EEiN) loC

IP 143.244.47[.]89

IP 167.88.166[.]173

URL https://3324.requestcatcher[.]Jcom/hihi

IP & URL 143.110.243[.]154 (5, erp.ranasons[.]Jcom)
IP 185.238.231][.]16

IP 23.234.89[.]195
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IP 146.70.172[.]247

IP 155.2.215[.]71

IP 23.234.106[.]242

IP 23.234.93[.]112

IP 37.19.21[.]180

IP 155.2.215][.]69

IP 185.238.231[.]98

IP 37.221.66[.]239

IP 185.135.86([.]185

IP 83.138.53[.]139

IP 185.238.231[.]4

IP 185.238.231[.177

IP 185.238.231[.]85

IP 85.155.186[.]121

URL http://45.61.150[.]94:8000/storm[.]exe

IP 94.156.67[.]145
f&4 Hash
j.exe 2C7F328FEEB94608AAAF99EC70CB0323
def.exe D796259C44BE852327623FD2E40CA7F2
nezha-agent.exe 4D0OB6E3C9C33550A005E41663A1977CB
mimilib.dll €b05429d25fc57b476428cdb0al34b2f

command.cmd

04b13b6cd5e5291blcde78975a140feea
7fd3bc3777c53caalab33426c¢83bfcc

RunFileCopy.cmd

b29defbbc4ebaa243c1712ccc4943374f
1b6fb864c39ed9f70fcebl7eee098db

openrdp.bat

44370f5c977e415981febf7dbb87a85c

Ngconf.txt

8f11d9067da087cb4185fa804caac2df

Main_new.exe

2df705c9be0465f1c73a9f5d35147723deb16b5e

o MHEAEAE
1. #StopRansomware:Medusa Ransomware



https://www.cisa.gov/news-events/cybersecurity-advisories/aa25-071a
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2.2.1 PostgreSQL & 12$.E.J‘ui e - REREESER BT

PostgreSQL, 21 125 = B P ) -
BEREESREINRMT

ot

Cyera Researchi{2026 F9 8 1H AT E - B E PostgreSQL & ¥
fZH%5 ( Logical Decoding ) JIBERTE—IBJRE - #R 5k 4 CVE-2026-6471 -
CVSSHER7.2 - Wian&% " PostGREShell ; - EREPLICATION#EPRRY
JEBARERHZE (non-superuser ) R Bt RAATERERLE -
PostgreSQL Global Development Group 258202658 H13HE LB AR -
#22026F9H9H - NHERARHHEEERKESH -

o 1o R 5 3 M RS M A 1l
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2 SR RS 2 PostgreSQLAE TE= TV HES ( Write-Ahead Log, WAL ) SRy
ERSEEBRBIINIAAERANOES  BHARERNERHEEZEER
REEV - PostgreSQL B 2014 F£3%AY 9.4 IRAFEIETZIEULTNEE - BIKEZ
RIBTE W 2RI O BEEFEL25F -

168 TR 7L PostgreSQL R EE AR IS THAE TR T B E IR ERE - 2EUS
REPLICATION#E R INERE - oliFE@isE B EASE LN - NAZR
BEAETREZRENE - EMES PostgreSQLARTE AT £ BV EZE A R IR
SRERMTERZIN -

fR¥ECyera ResearchfIIfF ST &5 - FEWindowsIRIE S - % PostgreSQL
Bl Es O ¥ IMER 2 B R=3:1 2 &R ( Server Message Block, SMB ) ARF% -
WEEROFFE AR U R M ESEADLL - MEMANFSEEIHER
LinuxskmacOSIRIE - HEE UM A XA ERIRIENE ; 2R —MLinux -
Dockersk Kubernetes3z1% - BI/REEBERBERER AT HEMKSHER -
ERBRIMINNITE - SIS EPostgreSQLIZFRAHRIMIEX A FREIR - 5
fZR—EREPLICATIONIRSRERE - HEEBNWERNERHER - £—F1E
REERETHELR -

B 75 E BRI O] & A A% & S

PostgreSQLE A ASEH - MITRXEARIEREFEMNRA R 14
218 - EHRIE#HME14.24 ~ 15.19 ~ 16.15 ~ 17.115%18.6 ; Cyera Research
HRFR  ZEBRFOUEWEIMEAE - FHAEFIEZIE(EOL)EMRAR
B I B & &EFA &K - PostgreSQL X A X & # Ik & o ¥ 12
output_plugin_libraries £ 2 BR &l o & A B9 i 1 SM N (FR R S 70 F pgoutput
Edtest_decoding) ° & Fwal2jsonEFE = 55N - EBBRFENMANDGT
BEOIEREN - IS - UbuntuliiR20265-8 H20H 3% fiUSN-8653-1%
FEMN - RHERNZRREE -
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1. IZBDEERF PostgreSQL AR AR : BEEEPTBPostgreSQLE R B 1# - 1#
IR AZREER18.6 ~ 17.11 ~ 16.15 ~ 15.198(14.24 ; BIKEA A
SREERREGREERTHEN - BFEASFEIEZEEOL)
FEE AR A FE ST BIFR B FH 4R -

2. BEEEEEEIRMNIRT : T EBEIEEREPLICATION#EEN A
B BREEEEKRKNESHEIR - WinGHERRESFERE
HASREARERE A -

3. mBRHFHEZEMEEGLE NG . RAXEHMRBEES
output_plugin_librariess& & - E T EREHB LR oS5
HANE - 28 7T HEMENMERRE T E -

4. MREEREERFEINER | FKERERGIERBEEHADEZN
¥ONELR - EIETHSMB(Port 445)EANFS(Port 2049)R = + W/ {5
FRERNBE BB SR -

5. XEEREREANER HFEREIFMMRKEEZUERE - SIA
i AN B TE M REPLICATIONIRSRIBE AT R - LELE
Bpg_hba.confEEFEBEERNESFHFREA -

o THEEL

CVE-2026-6471: PostgreSQL logical decoding can dlopen arbitrary file
PostgreSQL 18.6 Release Notes

PostgreSQL 9.4 Release Note

PostGREShell: The database powering much of the internet had an open

door for 12 years
5. USN-8653-1: PostgreSOL vulnerabilities

o



https://www.postgresql.org/support/security/CVE-2026-6471/
https://www.postgresql.org/docs/release/18.6/
https://www.postgresql.org/docs/release/9.4.0/
https://www.cyera.com/research/postgreshell-the-database-powering-much-of-the-internet-had-an-open-door-for-12-years
https://www.cyera.com/research/postgreshell-the-database-powering-much-of-the-internet-had-an-open-door-for-12-years
https://ubuntu.com/security/notices/USN-8653-1
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2.3 IEREmiE &5
2.3.1 SonicWall lE FSMA1000& 5 EmFEEARELRIE (CVE-2026-83548)

CVE #R%E ||CVE-2026-83548

SsaeE=d  ISonicWall SMA1000

BEMELINRA :

SMA1000 Models - 6210, 7210, 8200v ZE @ 12.4.3-03526(=)
FRWNE || 28R -

SMA1000 Models - 6210, 7210, 8200v ZE @ 12.5.0-02952(=)
Z 1B

o AF:MMA :
SonicWall & % SMAL1000 % %l E an 2 #h EE K E %% g (CVE-2026-
83548 - CVSS : 10.0) - 5% SSRF J@E W FEH SMAL000 51 E M
HRETENAEDT  KESSREBNEIGNES IR ILRRIEE
17 ENBURR IO BENE 81T R AR HE RV IR 1E -
#%5E : B AT SonicWall PSIRT ERE—HEEA - Bz mEE®FA -
R RRINE ARSI - DIBEStE bR ol BERI IR BB B8 A -

B2 %83 A NN
0 T=40. .

> SMAZ1000 Models - 6210, 7210, 8200v ZEma 12.4.3-03453(=) LA

TN
> SMAL000 Models - 6210, 7210, 8200v Ean 12.5.0-02835(=) LAl
TN

o ERIKR :

1. SonicWall SMA1000 Series Appliances Affected By Multiple
Vulnerabilities

2. CVE-2026-83548



https://psirt.global.sonicwall.com/vuln-detail/SNWLID-2026-0016
https://psirt.global.sonicwall.com/vuln-detail/SNWLID-2026-0016
https://nvd.nist.gov/vuln/detail/cve-2026-83548
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2.3.2 MongoDB BI Connector ODBC Driver 7% = Bl b % 2 &8 (CVE-2026-

19001) - FR{RIETERD M ETTIEWH

CVE #75% ||CVE-2026-19001

24 E= 1 |MongoDB BI Connector ODBC Driver

EACHERmEELE®ZET - 5574 MongoDB BI Connector
ODBC Driver & 1.4.9(2)A& IR -
MRS | pammerssas . @IHOT -

https://github.com/mongodb/mongo-bi-connector-odbc-
driver/releases/tag/v1.4.9

o NAE:MA :
w7 A E 5538 MongoDB BI Connector ODBC Driver Z1E 2 8 & U
(Integer Overflow) & & (CVE-2026-19001) - K& 57 i Bl 2 37 I W 22
ZOERBABRZBHESE  SREEE SN - EMEKCIELE
HI|ERENEERL  WogtTEEREIE - BERERILET
E4 -
o TEYL:
> MongoDB Bl Connector ODBC Driver 1.0.0 £ 1.4.9(-F &) iRA&
o ERIKIR :
1. CVE-2026-19001
2. mongodb



https://nvd.nist.gov/vuln/detail/CVE-2026-19001
https://github.com/mongodb/mongo-bi-connector-odbc-driver/releases/tag/v1.4.9
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2.3.3 Splunk Enterprise FEZIES AMEZERE - R EITIER

CVE-2026-76253,CVE-2026-76310~76317,CVE-2026-76319,CVE-
2026-76335,CVE-2026-76350~76352

SEEM |Splunk Enterprise

EfLEHERAELIEMET - BT Splunk Enterprise £

a@spyns (9414 10.09 1026 5 10.4.2(2) AR -

HAIRRAAGR2EZE R AS - Autuh ¢

https://advisory.splunk.com/advisories/SVD-2026-0801

® RNAMAA :
3T A B 3838 Splunk Enterprise FE %18 5 A M % £ )% )lE(CVE-2026-
76253 -~ CVE-2026-76310 £ CVE-2026-76317 -~ CVE-2026-76319 -
CVE-2026-76335 & CVE-2026-76350 £ CVE-2026-76352) - HH &
&7 CVE-2026-76310 &A= =FEUZEHI(Improper Access Control))fia -
KRB &R Z 2R WEBEFTARANRERHE (Token) - o] M
MHEAES TFRNIKETFE - WEPEE LIFRREREN - £Mm
FHRERESEIFNZER  WEELRFTEY  ERRERE
Hadmin 86K - WEEEZoWTERMEE  SERERWETE
G

BISBRNT7 £ .
o FEYH.

=

> Splunk Enterprise 9.4.0 £ 9.4.13 -~ 10.0.0 £ 10.0.8  10.2.0 &
10.2.5 & 10.4.0 & 10.4.1 fR K

CVE #mii%




& woertcc

o ERIKIE :
Security Hardening Release for Splunk Enterprise - August 2026
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CVE-2026-76253

CVE-2026-7/6310
CVE-2026-76311
CVE-2026-76312
CVE-2026-76313
CVE-2026-76314
CVE-2026-76315
CVE-2026-76316

. CVE-2026-76317

. CVE-2026-76319

. CVE-2026-76335

. CVE-2026-76350

. CVE-2026-76351

. CVE-2026-76352



https://advisory.splunk.com/advisories/SVD-2026-0801
https://nvd.nist.gov/vuln/detail/CVE-2026-76253
https://nvd.nist.gov/vuln/detail/CVE-2026-76310
https://nvd.nist.gov/vuln/detail/CVE-2026-76311
https://nvd.nist.gov/vuln/detail/CVE-2026-76312
https://nvd.nist.gov/vuln/detail/CVE-2026-76313
https://nvd.nist.gov/vuln/detail/CVE-2026-76314
https://nvd.nist.gov/vuln/detail/CVE-2026-76315
https://nvd.nist.gov/vuln/detail/CVE-2026-76316
https://nvd.nist.gov/vuln/detail/CVE-2026-76317
https://nvd.nist.gov/vuln/detail/CVE-2026-76319
https://nvd.nist.gov/vuln/detail/CVE-2026-76335
https://nvd.nist.gov/vuln/detail/CVE-2026-76350
https://nvd.nist.gov/vuln/detail/CVE-2026-76351
https://nvd.nist.gov/vuln/detail/CVE-2026-76352

2.3.4 Zimbra Collaborationf=7E i [ 8 % & i ilf (CVE-2026-73570) - &

\o

EITISH

CVE #75% ||ICVE-2026-73570

B4

222 M lIZimbra Collaboration

R R 5£

EL It EREELEMHZET - 554 Zimbra Collaboration 2
10.1.20(2) A B R A -
TR ESEBE AT - T

https.IIW|k|.Z|mbra.comIW|k|/Zimbra_Security_Advisories

NS

R A B2 I8 Zimbra Collaboration FE{F 3% %2 # 5§ T /£ A (0OS
Command Injection) % J& (CVE-2026- 73570) ERAMLREREN
zimbra-snmp 7 EXAH SNMP BRITNEERS - KRG Dbl 2 BRI E
OJfEAREZERFE SMTP 55K - L Zimbra ﬁﬁﬁ%’f RAITERIFEZR
MmiES - ZmE2ERENR - FEERWERILETER -

BI488 7 £ .
| = .

> Zimbra Collaboration 10.1.20(“~ &) MABTAR 7S
BiRRR
1. Zimbra Security Advisories
2. Zimbra Collaboration Suite (ZCS) OS Command Injection

Vulnerability
3. CVE-2026-73570

SEENEEEHEREERHRA DL
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RTERD



https://wiki.zimbra.com/wiki/Zimbra_Security_Advisories
https://wiki.zimbra.com/wiki/Zimbra_Security_Advisories
https://wiki.zimbra.com/wiki/Zimbra_Security_Advisories
https://www.cisa.gov/known-exploited-vulnerabilities-catalog?field_cve=CVE-2026-73570
https://www.cisa.gov/known-exploited-vulnerabilities-catalog?field_cve=CVE-2026-73570
https://nvd.nist.gov/vuln/detail/CVE-2026-73570
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2.3.5 SonicWall NSM On-Prem ZE2{EE K ELRE

CVE #m3i% | CVE-2026-78327,CVE-2026-81939

2sa == SonicWall NSM On-Prem

BEMEMUTRE :

Network Security Manager (NSM) On-Prem 4.3.1-R4 () Z & R K

o NAE:MA :
SonicWall £t¥f NSM On-Prem 3 & K E L Rl (CVE-2026-78327 -
CVSS : 9.1 # CVE-2026-81939 - CVSS : 9.1) - CVE-2026-81939 %
Zip Slip J&8 - FER NSM On-Prem RI1E 3 BB R 4EERIEINAE
b WEEOANABORGTHESR  RIEXEBRHEETEMBZE
SN ; CVE-2026-78327 RIFFEZRFMEANRME - FFES 7 5asE
B7A SuperAdmin #RHWKNEE  EEBIH LWNTESDS @ 1@
ERRHEZNBERIT -

B2 %83 A NN
0 =10

BRRME

> Network Security Manager (NSM) On-Prem 4.3.0 ()L B RS
o ERIKIR:
1. SonicWall NSM On-Prem Affected By Multiple Vulnerabilities



https://psirt.global.sonicwall.com/vuln-detail/SNWLID-2026-0015
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2.3.6 Cisco TE T Nexus 9000%& 5 R 2Z FHEEAE LR mIE(CVE-2026-20212)

CVE #75% ||CVE-2026-20212

SLLEE M |Cisco Nexus 9000

FRNNE IMBERRILELNAER S IVETIER

o A :
Cisco ST #IHE T Nexus 9000 %52 eI M BAE L MEA S (CVE-
2026-20212 - CVSS : 9.8) - Cisco Nexus 9000 % FzI#223HY Silicon
One EE5HFHERME - dJEERFF RS EERIRIESE LU root #IR
HATIETE -

Bl YBR[/ £ .
0 =E1E

N9324C-SE1U
N9348Y2C6D-SE1U
N9364E-SG2-0O
N9364E-SG2-Q
N9396T12C-SE1
N9348Y12C-SE1
N9396Y12C-SE1
N9336C-SE1
N9K-C9804

> NO9K-C9808
o ERIKR :

1. Cisco Nexus 9000 Series Switches Silicon One Remote Code

Execution Vulnerability
2. CVE-2026-20212

Y

VV YV VY VYVYYVY



https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-n9k-s1-rce-EH8dEtr
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-n9k-s1-rce-EH8dEtr
https://nvd.nist.gov/vuln/detail/cve-2026-20212
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2.3.7 Cisco 10S XR Software FESEE AE LR

CVE-2026-20280,CVE-2026-20279,CVE-2026-20278,CVE-2026-
20275,CVE-2026-20274

SEEEE MR (ICisco 10S XR Software

FRRMEE |IRIBE A AILELRERATVETER -

® WA :
Cisco 10S XR Software FHZ BN AL EE B EIRZIBELZ TR
B WEKIER - BRI AZIRAF BB RELERIDEREHT
- aBBEFRREHRELEENTEEREIBEMRRE - Cisco 24
FAERE RSN REmEE -
CVE-2026-20280(CVSS : 8.8) - R¥ERIBENGENEEAE
CVE-2026-20279(CVSS : 9.8) - RFHUEHIAERE -
CVE-2026-20278(CVSS : 8.8) - AAEEEIEFME -
CVE-2026-20275(CVSS . 8.8)  METEER - BEREERAN/NFTEE

BInUE

CVE-2026-20274(CVSS :0.8)  EERNE A EARANEHET
il

o XEYH:

> FHARFEERSEREHERAE  FE2REARUEASE -

o ERIKER :

Cisco 10S XR Software Security Hardening Release: September 2026

CVE-2026-20274

CVE-2026-20275

CVE-2026-20278

CVE-2026-20279
CVE-2026-20280

CVE #mii%

N
il

= 1%

ocogagkrwphE



https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-hardening-iosxr-qg64NcM
https://nvd.nist.gov/vuln/detail/CVE-2026-20274
https://nvd.nist.gov/vuln/detail/CVE-2026-20275
https://nvd.nist.gov/vuln/detail/CVE-2026-20278
https://nvd.nist.gov/vuln/detail/CVE-2026-20279
https://nvd.nist.gov/vuln/detail/CVE-2026-20280
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2.3.8 WatchGuard & T Fireware OS iked FEIBEE XK ELFE

CVE #®3f% |CVE-2026-19313,CVE-2026-19315,CVE-2026-19318

gs@e= o (\WatchGuard Fireware OS iked

BEMEMTRAE :

[ CVE-2026-19313 * CVE-2026-19318 ]
Default - Fireware OS 2026.2.2(2) 2 B hR7S
Default - Fireware OS 12.12.2(&) Z# iR
T15/T35 - Fireware OS 12.5.20(2) Z B R4 -
BRRBEE | T15/T35 - Fireware OS 2026.3.1(2) Z & R A

[ CVE-2026-19315]

Default - Fireware OS 2026.2.2(2) Z &R A&
Default - Fireware OS 12.12.2(&) Z# iR
Default - Fireware OS 2026.3.1(2) 2 & iR A&
T15/T35 - Fireware OS 12.5.20(&) Z BiRAS -

o AR :
WatchGuard £t¥35E T Fireware OS iked 2% EAXE % F/iE A 5 (CVE-
2026-19313 * CVE-2026-19315 * CVE-2026-19318) - CVSS 4.x 57 &
7393
CVE-2026-19313 - Il5% heap amHRiE - EFAKE 72 ErE R In I
EE  MNABORKTHRBRENTESZIN -
CVE-2026-19315 - It RAEE BRI - e ARKEE 0 BERNEINK
EE  MARENABNOERCRREEEER  JEE— TR
EEZ -




Q SEBRAERREREEED
m Taiwan Computer Emergency Response Team / Coordination Center

CVE-2026-19318 - Il54 Stack-based Buffer Overflow ( #EE2FEEF &
wmll)  AHARAKLEDRENZRIRNESE  NEFENERITEH
TERRZEIE -

B 4BEN]7 4N -
[ E{f?;.!‘ = .

> Default - Fireware OS 2025.0 £ 2026.2.2(-F &) R4
Default - Fireware 0S 12.0 £ 12.12.2(FR )ik A
T15/T35 - Fireware OS 12.0 £ 12.5.20(-F &) i A<
T15/T35 - Fireware OS 2026.3 £ 2026.3.1(~2) A

> Default - Fireware OS 2026.3 £ 2026.3.1(-F2) kA<
o ERIKR :
1. Fireware OS Pre-Authentication Heap Buffer Overflow in iked
Allows Remote Code Execution
2. Fireware OS Pre-Authentication Type Confusion in iked Allows
Remote Code Execution
3. Fireware OS Pre-Authentication Stack Buffer Overflow in iked
Allows Remote Code Execution
CVE-2026-19313
CVE-2026-19315
CVE-2026-19318

Y V V

ook



https://psirt.watchguard.com/CVE-2026-19313
https://psirt.watchguard.com/CVE-2026-19313
https://psirt.watchguard.com/CVE-2026-19315
https://psirt.watchguard.com/CVE-2026-19315
https://psirt.watchguard.com/CVE-2026-19318
https://psirt.watchguard.com/CVE-2026-19318
https://nvd.nist.gov/vuln/detail/CVE-2026-19313
https://nvd.nist.gov/vuln/detail/CVE-2026-19315
https://nvd.nist.gov/vuln/detail/CVE-2026-19318
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2.3.9 lvanti Neurons for ITSMZES{E S [E i & 2 imE

CVE-2026-12744,CVE-2026-12745,CVE-2026-12651,CVE-2026-
CVE #®35% ||12650,CVE-2026-12648,CVE-2026-12645,CVE-2026-12646,CVE-
2026-12647

282 on |lIlvanti Neurons for ITSM

R E VNP N

Ivanti Neurons for ITSM (Cloud / SaaS) mo02026.2 ()2 % ik A&

v oo |[Tvanti Neurons for ITSM On-Prem 2025.2 Sept 2026 Security Patch
AERIEA (Ivanti Neurons for ITSM On-Prem2025.3 Sept 2026 Security Patch
Ivanti Neurons for ITSM On-Prem2025.4 Sept 2026 Security Patch
Ivanti Neurons for ITSM On-Prem2026.1 Sept 2026 Security Patch

Ivanti Neurons for ITSM On-Prem ()2 2026.2 hix 4~

® AX:MMA :
ITSM 2 Ivanti JE M —R OIS HRK 1T RIBEEWNERTE - o] 58]
AEREARENE BEITEESREKLE - AHEE Ivant
Neurons for ITSM B8 fHEAREZ NS  HEmMGFE 8 S EMELF
0 -
CVE-2026-12744 (CVSS : 98 ) AAREEERFIERE -
FAREE D BRENRRIBEERARS LATERZEINE -
CVE-2026-12745 (CVSS : 9.8 ) AAZREEERNKEIERE -
AR RENRIFNEEERARSE LRITERES -
CVE-2026-12651 ( CVSS : 88 ) AR EEERKEIERE -
FRENRENEENBEERARS LRITEREZHLE -
CVE-2026-12650 ( CVSS : 9.9 ) AAREEERNKEIERE -
FREDBENERNBETARS LRITESELE -

RS
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CVE-2026-12648 ( CVSS : 88 ) AR EEERNKEIERE -
B DEFENRERNEETEERS LHITERRERE -
CVE-2026-12645 ( CVSS : 9.9 ) REEHREARE - nFL&E N RE
MR EEECRE LR TERZEL -

CVE-2026-12646 ( CVSS : 9.9 ) BERERKRE - nFFKE 75 EE
RN EE TGRS LITERRERD -
CVE-2026-12647 ( CVSS : 9.9 ) BR#ERKRE - n5T& 5 0 ieE
MEENEE TGRS LITERRERDE -

BISBB3N]7 £ .
0 =E1E

> Ivanti Neurons for ITSM (Cloud / SaaS) 2026.2 ki Z<
> lvanti Neurons for ITSM On-Prem 2025.2 - 2025.3 ~ 20254 -
2026.1 kR
o EiRIKIE :
Security Advisory Ivanti Neurons for ITSM (Multiple CVES)
CVE-2026-12744
CVE-2026-12745
CVE-2026-12651
CVE-2026-12650
CVE-2026-12648
CVE-2026-12645
CVE-2026-12646
CVE-2026-12647

CoNooaRwWNE



https://hub.ivanti.com/s/article/Security-Advisory-Ivanti-Neurons-for-ITSM-Multiple-CVEs?language=en_US
https://nvd.nist.gov/vuln/detail/CVE-2026-12744
https://nvd.nist.gov/vuln/detail/CVE-2026-12745
https://nvd.nist.gov/vuln/detail/CVE-2026-12651
https://nvd.nist.gov/vuln/detail/CVE-2026-12650
https://nvd.nist.gov/vuln/detail/CVE-2026-12648
https://nvd.nist.gov/vuln/detail/CVE-2026-12645
https://nvd.nist.gov/vuln/detail/CVE-2026-12646
https://nvd.nist.gov/vuln/detail/CVE-2026-12647
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2.3.10 Ivantii® FEndpoint Manager Mobile (EPMM)ZEE XK EZ®iE(CVE-

2026-18851)

CVE #75% ||CVE-2026-18851

2% & |lvanti Endpoint Manager Mobile

BEMEMUTRE :
Ivanti Endpoint Manager Mobile 12.10.0.0(&) 2 % hr A&

FRRILE
P vanti Endpoint Manager Mobile 12.9.0.2(2) 2 % kA&
Ivanti Endpoint Manager Mobile 12.8.0.4(2) 2 & ik A&
® NAEMMA :

Ivanti Endpoint Manager Mobile (EPMM)2— B BB EEBERLHE
BEEEREIE i0S - Android ~ macOS A Windows 5% - #TH Ivanti 2§
MEBEARELZREAS(CVE-2026-18851 - CVSS : 8.8) « I ATR/ DI
i AR NEENRIGNBEES B EIRRAEZTEES -
o XEVYH:
> lvanti Endpoint Manager Mobile 12.9.0.1(&) Z Bl AR A
> lvanti Endpoint Manager Mobile 12.8.0.3(&) Z Al iR A
o ERIR :
1. Security Advisory - Ivanti Endpoint Manager Mobile (CVE-2026-

18851)
2. CVE-2026-18851



https://hub.ivanti.com/s/article/Security-Advisory---Ivanti-Endpoint-Manager-Mobile-CVE-2026-18851?language=en_US
https://hub.ivanti.com/s/article/Security-Advisory---Ivanti-Endpoint-Manager-Mobile-CVE-2026-18851?language=en_US
https://nvd.nist.gov/vuln/detail/cve-2026-18851

SEENEEEHEREERHRA DL

Taiwan Computer Emergency Response Team / Coordination Center

2.3.11 FortinetfE FFortiSandbox * FortiSandbox Cloud # FortiSandbox PaaS

FHEEKXEZHIE(CVE-2026-26084)

CVE #75% ||ICVE-2026-26084

=2 E M |Fortinet FortiSandbox ~ FortiSandbox Cloud * FortiSandbox PaaS

BEMEMTRRAE :

FortiSandbox 5.0.6(=) 2 % iR A&
BR3RHE% ([FortiSandbox 4.4.9(2) 2 & AR
FortiSandbox Cloud 5.0.6(&) 2 # kA&
FortiSandbox PaaS 5.0.6(=) Z &R

o AFHMA :
Fortinet J& & FortiSandbox * FortiSandbox Cloud # FortiSandbox PaaS
MAEBE T EFEGRD I\T_HN"“%J;‘)ET'@?IE(CVE-2026-26084 » CVSS :9.9) -
DEFARKEE D EENKNESE - BRFERNHTTP B K EFINEREH -

B2 %83 A NN
0 T=v0..

> FortiSandbox 5.0.0 & 5.0.5 iR 7~
> FortiSandbox 4.4.0 £ 4.4.8 fi 7K
> FortiSandbox Cloud 5.0.4 & 5.0.5 kR A
> FortiSandbox PaaS 5.0.4 £ 5.0.5 iR 7~
o ERIKR :
1. Unauthenticated Control of NAT Rules Leading to Exposure of

Sensitive Information
2. CVE-2026-26084



https://fortiguard.fortinet.com/psirt/FG-IR-26-166
https://fortiguard.fortinet.com/psirt/FG-IR-26-166
https://nvd.nist.gov/vuln/detail/cve-2026-26084
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2.3.12 Fortinet Privileged Access Agent Chrome ExtensionfZ1E & X & %

(CVE-2026-84388)

CVE #75% ||CVE-2026-84388

=2 E m |Fortinet Privileged Access Agent Chrome Extension

BEMEMUTRE :

FortiPAM Chrome Extension 8.0.1.123(&) Z # k&<

o NAE:MA :
Fortinet Privileged Access Agent Chrome Extension FE R IEEHNS 7
B2 7% TR 8 (CVE-2026-84388 - CVSS : 9.1) - #EAESHEEANL -
O AREE N BENERNEEEHERESNIEERAENIAE

BRRMEE

g
=t
il

i
_H

E
=

N7 L .
> FortiPAM Chrome Extension 8.0 i/ kR~
> FortiPAM Chrome Extension 7.4 FiF8 R4
o ERIR :
1. Improper Authentication of FortiPAM Server



https://fortiguard.fortinet.com/psirt/FG-IR-26-168
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2.3.13 FortiMonitorOnSightFEE X E ZFiE(CVE-2026-84390)

CVE #75% ||ICVE-2026-84390

2L E R |FortiMonitorOnSight

BEMEMUTRA
FortiMonitorOnSight 7.2.8(&) Z# ik A&

o NAE:MA :
FortiMonitorOnSight Web AWML FHE RGBT AR EN KA
(CVE-2026-84390 - CVSS : 9.6) - LLREoJRE T AR &S 70 a8 iiE
ImWEE  BRGBENEERR IWT HBEDERE -
o WETL:
> FortiMonitorOnSight 7.2.0 £ 7.2.2 iR K
> FortiMonitorOnSight 7.2.4 £ 7.2.7 iR K
o IR :
1. JWT used for authentication in web GUI signed with static key

BRRME



https://fortiguard.fortinet.com/psirt/FG-IR-26-170
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2.3.14 MikroTik RouterOS FEIEEAE ZHiH

CVE #®3f% |CVE-2026-67276,CVE-2026-86060,CVE-2026-67277

22 E MR IMikroTik RouterOS

BEMEMTRAE :

MikroTik RouterOS 7.25 beta3(2) 2 & hR 2

BRRHEE IMikroTik RouterOS 7.24.2(2) 2 B RN

MikroTik RouterOS 7.23.4(2) Z & IR s

MikroTik RouterOS 6.49.21(2) Z B R

® NAEMMA :
MR FRBEEHED MikoTik BTHEAELZRE - BHBREEZRR
RouterOS 77 3 BE KREZL fwi -
CVE-2026-67276 ( CVSS4.x : 9.2) - RouterOS #E#% SSH 575 755k £2
REFHESRICHEE - LEHER7TE RSA A MELEERE
BINEE  BEREBEESNIREN RSA BHEBSENES 18
MhigrER FUBERPHNE /R SSH an < @iE -
CVE-2026-86060 ( CVSS4.x : 9.2) - RouterOS Ay SSH E A B & b7z
E—EZLEEBERE RS RUERF THBENERAES o
I EEE R EER RouterOS SIS - R MEERIEF -
CVE-2026-67277 ( CVSS 4.x : 8.8) - RouterOS St B0 5RrE 2 Bl H%
~—1@ "related ; btest session connection, 52 %= o] TE R & 5 17 Ba 55 B9
Bl o] IR A AR BE BYES 1Pv4 UDP JIE, o] 8EEERY RouterOS -

B BRN]7 £ .
0 =49

> MikroTik RouterOS 7.24 £ 7.24.2(‘F &) iR A
> MikroTik RouterOS 7.9 £ 7.23.4(F &) iR A
> MikroTik RouterOS 7.0.0 £ 7.23.4(A )2
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> MikroTik RouterOS 6.0.0 £ 6.49.21(-F2) R4
o ERIKIR :
1. September 2026 vulnerability

2. Critical vulnerabilities in MikroTik RouterOS are being actively

exploited.
3. CVE-2026-67276
4. CVE-2026-86060
5. CVE-2026-67277



https://mikrotik.com/supportsec/september-2026-vulnerability/
https://cert.pl/en/posts/2026/09/vulnerabilities-in-mikrotik-routeros-actively-exploited/
https://cert.pl/en/posts/2026/09/vulnerabilities-in-mikrotik-routeros-actively-exploited/
https://www.cve.org/CVERecord?id=CVE-2026-67276
https://www.cve.org/CVERecord?id=CVE-2026-86060
https://www.cve.org/CVERecord?id=CVE-2026-67277

Q SMBNAR AR E HED L
m Taiwan Computer Emergency Response Team / Coordination Center

2.3.15 Cisco Secure Email Gateway FEEAEBE L RiE(CVE-2026-76461)

CVE #75% ||CVE-2026-76461

SSEEE R |[Cisco Secure Email Gateway

A EMELUNRA

Cisco AsyncOS for Cisco Secure Email Gateway 15.5.5-014(=) 2

BIRA

BRIR ML | Cisco AsyncOS for Cisco Secure Email Gateway 16.0.4-302(&)Z

BARA ~

Cisco AsyncOS for Cisco Secure Email Gateway 16.5.0-780(2)Z

EJ TN

® NE:MA :
Cisco #H¥35E N Secure Email Gateway 27 E AN EZ RwE A (CVE-
2026-76461 - CVSS : 9.8) « lERADHFAKEE D BENERNEE -
BT EAZER SQL IESHIEFHEBEFEHE - LU root IR IEREF
E2MRmATERSEINE (RCE) -
#st . BHAT Cisco CERRAAREBEFALDRE - &R EKINER
RIS - DB LEST #I b RIE ol BERY I BR 35 & -

o FEYS:

> Cisco AsyncOS for Cisco Secure Email Gateway 15.5(=) Z Bl iR A<
> Cisco AsyncOS for Cisco Secure Email Gateway 16.0 AR
> Cisco AsyncOS for Cisco Secure Email Gateway 16.5 kR K
o ERIIR :
1. Cisco Secure Email Gateway SQL Injection Vulnerability
2. CVE-2026-76461



https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-esa-inj-2bLVGmhX
https://nvd.nist.gov/vuln/detail/cve-2026-76461
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2316 SAPHHIEFZMEMBMERELZLS

CVE-2026-44756,CVE-2026-58240,CVE-2026-76969,CVE-2026-
66768

SEEm |[SAPIE MEREMR
RIBES AL LR VETTIE

AR https://support.sap.com/en/my-support/knowledge-base/security-
notes-news/september-2026.html?isu_page=1

® NE:MA :
SAP B ALAMAITTER - HEH 20 BRE - HE 4 BERSERE
& %)) (CVE-2026-44756 - CVSS : 10.0 ~ CVE-2026-58240 - CVSS :
9.8 * CVE-2026-76969 : CVSS : 9.4 1 CVE-2026-66768 - CVSS : 9.0) -
CVE-2026-44756 - Extended Passport Protocol (EPP)&RIEEF FECE
RLERE  ERERGT  RKEB/RENHESE IR AREN
AEEAEK  ERENLRARERTRAWESLIL -
CVE-2026-58240 - SAP NetWeaver Message Server E5E @12 DA
HERERETHNEEUREAE  KREEIBRENKEEES
HEEEFEVERR - OJREEEAIRIEDHITRIREAIRIE -
CVE-2026-76969 - @sap/cds-mtxs NPM library ¥J By F3 o #& & £ B9
multitenant CAP EF T E AN ELINEERETROERE - KREEH
s N INE & o A S HAV A K EEBUEURRE -
CVE-2026-66768 - SAP GUI for Java ¥} 5 LEfE 3E 1AV 18 Ik Z2 4R I L 6Ky
ZFURBEIEENITEESARER - BERIOKXEZ N AELERRE - 3
BBACEENERAMEREZEEMSR LHITEEDS -

B SBR[ £ .
0 ==,

CVE #mii%

» SAP Extended Passport (EPP) Processing KRNL64NUC 7.22,
7.22EXT, KRNL64UC 7.22, 7.22EXT, 7.53, 8.04, WEBDISP 9.16,
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>

>
>

9.18, 9.19, 9.20, KERNEL 7.22, 7.53, 7.54, 7.77, 7.89, 7.93, 8.04,
9.16, 9.18, 9.19, 9.20 iR

SAP NetWeaver (Message Server) KERNEL 9.16, 9.18, 9.19, 9.20
TN

sap/cds-mtxs <=1.18.3, <=2.7.6, <=3.9.6, <=4.0.2 hRZx

SAP NetWeaver (SAP GUI for Java) BC-FES-JAV 8.10 hi A&

o IR :

1.

2
3.
4.
)

SAP Security Patch Day - September 2026
CVE-2026-44756
CVE-2026-58240
CVE-2026-76969
CVE-2026-66768



https://support.sap.com/en/my-support/knowledge-base/security-notes-news/september-2026.html?isu_page=1
https://www.cve.org/CVERecord?id=CVE-2026-44756
https://www.cve.org/CVERecord?id=CVE-2026-58240
https://www.cve.org/CVERecord?id=CVE-2026-76969
https://www.cve.org/CVERecord?id=CVE-2026-66768
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2.3.17 Check Point i& F EaaSecurity Gateway * Security Management Server £

Spark Firewall ZE2{E E X E L miE

CVE #m3i% | CVE-2026-85102,CVE-2026-85103

RS

ap== o ([Check Point Security Gateway ~ Security Management Server »
= = nn .
Spark Firewall

FRNNE IRBERRILELNAE RS IVETER

® WA :
Check Point &+ ¥t/ M ZmiE M Zmm Security Gateway - Security
Management Server E2 Spark Firewall B EAELR/A A5 (CVE-
2026-85102 - CVSS : 9.8 1 CVE-2026-85103 - CVSS : 9.8) -
CVE-2026-85102 - VPN B HAERE B MiRE A2 ol gEEBRE S
7 B8 FR IR IR B & 1 Security Gateway HITERERS -
CVE-2026-85103 - tt74% heap mNLmE - FEL VPN &&& ASN.1 &
WSmzD - OlgE/vEF & In I E & 7E management A Security Gateway _E
ZIRHTERZERE -

B2 %83 A NN
0 =10

T,

» Security Gateway, Spark Firewall (Centrally Managed), Spark
Firewall (Locally Managed) R81 (EOS), R81.10 (EOS), R81.10.X,
R81.10.X, R81.20, R82, R82.00.X, R82.00.X, R82.10

» Security Gateway, Security Management Server, Spark Firewall
(Centrally Managed), Spark Firewall (Locally Managed) R81 (EQS),
R81 (EOS), R81.10 (EOS), R81.10 (EOS), R81.10.X, R81.10.X,
R81.20, R81.20, R82, R82, R82.00.X, R82.00.X, R82.10, R82.10
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o ERIKIR :
1. CVE-2026-85102 - Authentication Bypass and Remote Code
Execution in Remote Access and Site-to-Site V
2. CVE-2026-85103 - ASN.1 decoding heap overflow leading to a
remote code execution
CVE-2026-85102
4, CVE-2026-85103

w



https://support.checkpoint.com/results/sk/sk1000117/
https://support.checkpoint.com/results/sk/sk1000117/
https://support.checkpoint.com/results/sk/sk1000118/
https://support.checkpoint.com/results/sk/sk1000118/
https://nvd.nist.gov/vuln/detail/cve-2026-85102
https://nvd.nist.gov/vuln/detail/cve-2026-85103
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2.3.18 Cisco Secure Email Gateway # Secure Email and Web ManagerfZ#E4{E

EXREZRRE

CVE-2026-76440,CVE-2026-76441,CVE-2026-20353,CVE-2026-
76443

S EEm |[Cisco Secure Email Gateway * Secure Email and Web Manager

A BRI IRA

Cisco Secure Email Gateway 15.5.5-014(2) Z & iR A -

BR3RHE% |ICisco Secure Email Gateway 16.5.0-780(=) Z B h 7S -

Cisco Secure Email and Web Manager 15.5.5-006(=) 2 &R 2

Cisco Secure Email and Web Manager 16.5.0-429(2) 2 & kR A

® WA :
Cisco Secure Email Gateway A Secure Email and Web Manager 5 2 &
ERASBLEEEERRZIELZEZRE - WEmEMRm - BRiE
RAEIBAFEBREERDEINESANAH - ABHNEPAEEE
ZEMLGEERA\EMREE - Cisco E“%ﬁﬂ‘ﬁ?ﬁﬁﬂEEﬂ&ﬂQ@L
CVE-2026-76440 - CVSS : 9.8 - BEIERE - 2 EEE AR IEMHERGZ
FIREEE - XHEIERIEEETAS -
CVE-2026-76441 - CVSS : 9.8 - FHUIREAIAE - SEHE - VE - #&
PRANA=E
CVE-2026-20353 - CVSS : 9.8 - EEREmEHA - HIEIRIVES
AR BAZREFNER R - BEAEMES -
CVE-2026-76443 - CVSS : 9.8 - ItBAEERIERE -

B SBR[/ £ .
0 ==,

CVE #mii%

¢

> Cisco Secure Email Gateway 15.5(2) 2 Bl b2~
> Cisco Secure Email Gateway 16.0 ik X
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> Cisco Secure Email Gateway 16.5 k7

> Cisco Secure Email and Web Manager 15.5(&) 2 Bil iR 4~
> Cisco Secure Email and Web Manager 16.0 kiR

> Cisco Secure Email and Web Manager 16.5 kiR K

=tz N .
o ERIR

1.

ok own

Cisco Secure Email Gateway and Secure Email and Web Manager

Security Hardening Release: September 20

CVE-2026-76440

CVE-2026-76441

CVE-2026-76443

CVE-2026-20353



https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-hardening-esa-dfCrfXkm
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-hardening-esa-dfCrfXkm
https://nvd.nist.gov/vuln/detail/CVE-2026-76440
https://nvd.nist.gov/vuln/detail/CVE-2026-76441
https://nvd.nist.gov/vuln/detail/CVE-2026-76443
https://nvd.nist.gov/vuln/detail/CVE-2026-20353
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2.3.19 Microsoftst ¥l E FZFEMBEREARELZ L

CVE #m5% | Z M 457 R
FEEM |Microsoft IE N 2 E m
RIBEFHEIEELWER A VETIER
https://msrc.microsoft.com/update-guide/releaseNote/2026-Sep
o NE:RMA :
Microsoft # it 115 & 9 B =M EH# - HiZ# 978 ER)E - E &
= 193 &S & bz w22 2 {E)fR)E (CVE-2026-85880 - CVE-2026-81963)
CENA  BEERERIETER - GFRINERR)
o FEYS:
> FRMHERAA
o TRIKIR :
1. 2026 FF 9 HL M E#

BRRME



https://www.twcert.org.tw/tw/cp-169-11215-3236b-1.html
https://www.twcert.org.tw/tw/cp-169-11215-3236b-1.html
https://msrc.microsoft.com/update-guide/releaseNote/2026-Sep
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£ 35 - EXMEFEAEE

o EXRMMHE

115 FELZSHEE
SEENRSFRT | 115/10/19(—)~115/10/23(Fh)
EENE | SARERABEENEETR S (EPHAEERERE215E )

EENHEIE | https://oce.cyut.edu.tw/course/n course detail.php?u=acc65ac9182a9
a9db8cbb10027ff1621

R ——
EIX #iER 2 H5Eh-
ERARMAR

Iﬁzﬁﬁ

115002%A

115/10/19~10/23

LS
[ER]
RS AREBUINEIRE - FERHMBES
[(BEHR]

1LE—RRE/LEREZ 2 GEEESHMZEAS -
2ERABZELZ IT X - HFHEENEMNEEAS -
BMIRABLHE ZHAM -

[FE# AN ]
ERZTHWH  BERBENELE

[REER]
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sl—ss

11552

BRELSH RS TRE BN 7 B A HEBES0E
[(ENE 4R ] RFEEEED

[EMEN] BXEBEBLZMAL - HERRAE

ZERIE TIZEMERTE_BI T P EAE

5B Z BRIFINAE

LS

SEENRSRT | 115/11/7(75)~115/12/5(7)
SEENEL | Bl I oh A B
EENHEIE | https://www.siileec.com/subject.php?sn=6327

‘ FHLRBOAUBAGOERARDALRABIFEARE
3B P 3K T 42 65 42 31

V¥R : 115%11 078 £12 4058, H38:59:00-16:00, #*30/e¥

RBEM : FHE%H30,0007%

AR AP EAS D EREARSRLEITHE
(52835 X 18848802'F) 04-22855506 F/ME

ARFBELHAMR 02-23800912 7 /8

[ER]
RS AREBUNEIRE - FERBBES -
(FAEHz]

C BLZRITRIEIS5RIRAAE
HE{E%[FEH

AN ﬂl‘ﬁ%f@ﬁ/—i}ié{ﬁﬁ%?&%
[FREER]

[EAEN A ] RIRE - FTEE - FTRE

,\JE SH HEtMEEZE2EEAS - Z2SHRREEHEBEEEA

EREMNXINASZE - ERARLZEZE Web -« it o iTEAZREEH#E

AIREERREM R A PRSER A0RE - AITRERS - EERD &
HEHE - RO THAEMRIENEREESEHRS -

@iciilpm |Q
nchuiii |Q

. nchuiu |Q
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[EMEMN]) BXREBLEWMFRER - BUPEHKSE

55 RhiE i B R R (E
EEIEFR] | 20264 10 B 05 H (—) 09:00 - 17:30

EENME, SEmECERRE{CIE RS BUUERSV S ERRBGE-112

WRHEZECL152E)
JERENAENE | https:/lievents.iii.org.tw/EventS.aspx?t=0&id=3458
[EA]
RE
HREELE © 2026/10/04
[RIZEW]

RABRHYEE FEEREHERE R 2208 - KT AIR
AT~ BREH A REZEROAZ BRI - WM AAERT Al 1HE
Z2ERHENEER - PRRBTABIERIF - BHEEZES
EHEME MEERREARRLZEEHE  BRATEELNELREREERE
[ERIZFEEN ] BRAIEMROABRATE 215 BE

[(REHZR] ELXTIEM - AEAE - 2FHEEAES - EERBA
B - Bl / ERMHEEEEAR

aENIEE | 20265 10 A 13 H (Z) 09:00 - 17:30
EEnhEy AEmECERECIB—ER6S (BUERZ VR ELREEM-112

WA ZECL15E)

JERENAEIE | https://ievents.iii.org.tw/EventS.aspx?t=0&id=3459
[EA]
RE

HwZE L - 2026/10/08



mailto:yztien@iii.org.tw
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[FREZEM]

RRERNABELZRGEAR G SETL 2ZO0ER - BEEE TR
BB EERE  BRERNASLEANHE  ZEEASER ZE
ZREE - R EAREETEEE  FRELREERRRE 22
EREE -

[FRIZHET] SF4 HIPESBHTR

[REHZR] @EAE - EXTREM - IT BEREE

[B48%& O] (06)30322604529 H/I\E

EENEEE

(EZE2Fk] 10/13~10/14-iPAS- " #)#k » B R = Ti26M-sE DR B &R

HE

EENRSFRT | 2026-10-13 09:00 ~ 2026-10-14 16:00

SEENMEY PETBEAE—ARMAEDIIEREE ( EIbHPLLIEE=ER22-1
IR T RIESIECE )

SEENHIE | https://www.tissa.org.tw/Course/Detail/5895

[ER]

JR{& : 11,0007T/ A

EEE :9,9007t/A

AEEE : 8,5007T/A

EREM - B - E¥ K TRE A
#2&LE : 2026-10-09
[EEIAE]

TEEIE AR EBEEEERENLEEREARNMEERRAAERAETEERS -
TEEENZESBERMND o EEHEREREE - FEEH -
Bo@iE  BWERE - 8BRS FHREREENRES -
[EWEMN] PERBENREREBERELS

[ B48% 0] 02-2553-3988#816 NEE



mailto:yztien@iii.org.tw
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[BELE2
JEENRSE | 2026-11-06 09:00 ~ 2026-11-06 17:00

EENEL | BlII o EAER

JEENAENE | https://www.tissa.org.tw/Course/Detail/5922

[EA]

JR1E : 8,5007T/A

B S1E : 8,0007t/A

AEEE : 7,5007T/A

EREM - 26 - B K5TiRE A

Hy2E L 2026-11-03

[(FENANER]

EEE ARREBZERER LINUX 282 HZ0IBIE - BrEety
LINUX 24 OIBEREIINEE - WM 4AERE L BiETIERTE - Ib
A6 - TRISERIZ A LINUX & WINDOWS 538 ER IR #E1TEEER - 53R AR
MEZEERERFIIEZEIE -

[EMEMN] PERBENRERGERRRZAS

[B#488 ] 02-2553-3988#816 MEE
security@tissa.orq.tw



mailto:security@tissa.org.tw
mailto:security@tissa.org.tw

BEBEERGHEIEERED O
m Taiwan Computer Emergency Response Team / Coordination Center

It =z NN
£ 4% - TYNTRERAS
—
TWCERT/CC A B3 8% 2ZCVSS 3178 Assl L2 mAENMTE :

JBIREF | SmartlT Desktop Manager - 2% 21E i

TVN/CVE ID | TVN-202609001 / CVE-2026-85146, CVE-2026-85148
[ CVE-2026-85146]
9.8 (Critical)
CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
CVSS [ CVE-2026-85148]
9.8 (Critical)
CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
FEEm SmartlT Desktop Manager 10(=) LB AR
[ CVE-2026-85146(Use of Hard-coded Credentials) ]
R H n iRl 2R inIEE T RZ IS G S SmartI T
. Agentt2T0 Z SSHARFZ IR SR ELBITHS -
5] e i 2t :
[ CVE-2026-85148(Use of Hard-coded Credentials) ]
KRG DR 7RI IWNEE N AR E BT RInfFEE
A& -
BRRFTE E ¥ ZSmartI T Desktop Manager 11(2) & iR A
~FEEA 2026-09-04
THEAELS https://www.tweert.org.tw/tw/cp-132-11176-a4cc2-1.html
F4FA | DreamMaker - SQL Injection
TVN/CVE ID | TVN-202609002 /| CVE-2026-85540
8.8 (High)
CVSS CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
SEEMm Dreammaker
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[ CVE-2026-85540(SQL Injection) ]
Gl pan 2EBE R 7 ERNEE T AEESQLIESE
B RMBRERNERNS -

HE BTHRENINEE - EREEHNETNEER - 25—

ER%#EEAR SQLBuilder JTTHETT SQL AAS ~ 28UEIE

KEREERE -

BB e HIERIMBE A B R - TRESEE, URL 28ILIF S5

BEANAEMN SQLIES - MRERBITHERNEEAZM

EE 4 **SQL Injection ( SQL JEA ) **5520AVE % -

2B SQLBuilder St E Mt BB BUEERIWRIRIZETY - O]
— SR AERNEER SQL MiTZE M - WREREARE

NZEEE SQL IEL T AW EN TREM - HREATTHHEER

FMODER AT ERAM -

NCISEY 2026-09-04

BRRFTE

THESELS https://www.twcert.org.tw/tw/cp-132-11183-06a5e-1.html

Ko f | WeenyGenius - F1E3(ERE
TVN-202609005 / CVE-2026-89176, CVE-2026-89177,
TVN/CVEID | cVvE-2026-89178

[ CVE-2026-89176 ]
8.8 (High) CVSS:3.1/AV:A/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
[ CVE-2026-89177]

CVSS 8.8 (High) CVSS:3.1/AV:AJAC:L/PR:N/UI:N/S:U/C:H/I:H/AH
[ CVE-2026-89178)
8.8 (High) CVSS:3.1/AV:A/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
FEEm WeenyGenius 12.2.031(&) BT AR A
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[ CVE-2026-89176(Missing Authentication) ]

AEEDER ZERBNEBECK S EHEL S HENE
B EERBAUREBRLREZERERH  ERZEMRID
RHI BB -

[ CVE-2026-89177(Use of Insecure Protocol) ]

AR BHAFEERAZMTP NulliR - RS DRl 2 B4
HWBEoAIFERISEMESERANS -

[ CVE-2026-89178(Origin Validation Error) ]

REG DGR 2 BHE S KNEE o5 E ZHin & EEEH
B FEEnENER AN EEREIER

RERE B E 12.3.033(B)UABRA

ARBEA 2026-09-11

THES AL https://www.tweert.org.tw/tw/cp-132-11201-658¢0-1.html

FEERH | OAKIlouds - Insecure Deserialization

TVN/CVE ID @ TVN-202609008 / CVE-2026-93467

9.8 (Critical)
CVSS CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
OAKIouds-custom_page-2.0 26(-~2)ABThR A
FEEm OAK Iouds-custom_page-3.0 26(-~2)ABThR A

OAK Iouds-custom_page-4.0 26(-~2) A BThRZA

[ CVE-2026-93467(Insecure Deserialization) ]
5] B i REB DR Z BN BE B BREEEERINEATR
ER= IR TERRZEN -
E#HOAKIouds-custom_page-2.0226(=) U B R A
EHOAKIouds-custom_page-3.0226(=) U EIRA

BRI A
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EHOAKIouds-custom_page-4.0226(=) U IRA

~FBEER 2026-09-18
THESE LS https://www.twcert.org.tw/tw/cp-132-11210-11cb0-1.html

2 =8 | CGServiSign - OS Command Injection
TVN/CVE ID TVN-202609009 / CVE-2026-15027

8.8 (High)
CVSS CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
HEEm LinuxhiRNHIServisign_1.0.23.1227 kg7
T =BEE R EE 2 CGServiSignEO0S Command Injection)f®
Bl a - REE DGR 7 iRIR N BE O FESTEEZINEREH
B FARRFERAFRESITINRNSEEAREEK 1T -
BRI A SEEHLinuxhRNHIServisign_1.0.26.0625(=) 1 +
ARBEA 2026-09-23

THESELS https://www.twcert.org.tw/tw/cp-132-11213-28a81-1.html
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488 - TWCERT/CC B

BITEAN . BEEMaEIE G EEERRE O
(Taiwan Computer Emergency Response Team / Coordination Center)

HFIBER : 20265E9H30H

&EFEH : CERT_Service@cert.org.tw

B4 : https://twcert.org.tw/

Facebook # 44 &H : https://www.facebook.com/twcertcc/

Instagram : https://www.instagram.com/twcertcc/



http://www.facebook.com/twcertcc/
http://www.instagram.com/twcertcc/

