TWCERT/ CC é‘%’f"’ é"?’ F#

2026 £ 10 A7

-newn L. +=a \ 7N



@ SE BB GRERERES
m Taiwan Computer Emergency Response Team / Coordination Center
7 F? ==

SEENAREHRERZEZHHET O NEE TWCERT/CC)EE
UEEIIEET  HEBTEEELBRRE EnELRODBN &
EEERIARBEREZBESES T URABXEZHHES -
AR R IR LS

i< 1= A= At

TWCERT/CC RAMFMEMZERIFEEFH - REBETTHIL -
B MNERSHARNERZIBE - WARBRS CERT/CSIRT ~ &
74 - BEHEE - BRELE - BIREUMRAEEBEZRBEHR=S
REWERXZEVEEETRE - pTENE - EE2HMLN 4 F6 ¢

F1E - HEMS | RHTWCERT/ICCFrEm v BEZIEET - BA
BRI RS ZFEINBAAMEENSE -

B8 - BRNEEELZSEN | #iTEIASMEREE
EHANBEWZEZFE - #T0MES=E - @Y il
EE - EZiBY - HRBUTESEZEN - A8 REEZN - 178
REEZME Rz mELRE - RIgIRRIERN - FEERE
ZREZ/ N -

F3IT  BELMRE RS  THEM T BANELZHEMRD -
AIRRENELHES EHENIE

554 - TVNJRE A% : TWCERT/CCACVEMRIREIEE (CVE
Numbering Authorities, CNA) - 173 81 Bl A 9 ik i 2 32 2 m T T8 1 52 AR TR
AEeE - IWESRIAARE MR a2 REEE (Taiwan Vulnerability Note,
TVN)*FFSECVSS 37 848.8LA EZRiE -

H]

]

53' o )CH
I
i my
R
Hy  HRE

BE
7S




Q SEBRAERREREEED
m Taiwan Computer Emergency Response Team / Coordination Center

ANE
B #% I

LB  FTTHIATSS oottt 1

Node.js38 TnZ = 4 EH1E1H 1018/ - ECVE-2026-111497 0] BRIRIGRE NG NIT - BEE

B Tttt RS R AR R Rttt s e 1
F2E BlIAINEEE LM e 5
2.1 FEEFIEEZE oo 5
211 BENBAZZENGE TEARTEXBINEE SRR ER s 5

22 BIEBS RIEE ZERRIE oottt 9

221 PHPEHMZEUENEMRUEXEHREAMANTLERERD - BERELHBEBER

L= SISO 9
2.3 BB AT B ATl oottt 14
2.3.1 NetScaler ADCEANetScaler GatewayF E3MEAE R E L TR ..ocvevvveerrieereeeeeeeseeenas 14
2.3.2  Cisco ISEERISE-PICTZTESIE B B PE L T .ovvoveeeeeeeeeccec et 16
2.3.3  Cisco Secure FMCTETE2ME S B BE L2 TR ..o 18
2.3.4  Zyxel GS1900 R 3 R R FHE S AR L Z R (CVE-2026-7273) cooveveveeeeeeeeeeeeeeeven, 19
2.3.5  Cisco Catalyst SD-WAN ZEE R E L THINE(CVE-2026-76504) ......coovveeeereeererrersereeienenens 20
2.3.6  Microsoft Office SharePointfZ £ /5 [ IR % 2 @ JE) (CVE-2026-65660)..........cocveveverererrernnne 22

2.3.7  pgAdmin 4TFE S AR L RN (CVE-2026-86863) ..ot

2.3.8 Check PointZIEEMEFE =AML Z RE(CVE-2026-93616)




@ SHENAEAREEEGES
m Taiwan Computer Emergency Response Team / Coordination Center

2.3.9  F5BIG-IP APMEE S B Z ETRIE(CVE-2026-94127) .ovveeeeeeeeeeeeeeeeeeeeeeeeee e 25
2.3.10  SonicWall IE FSMA1000 R 5 EmFEE ARE LM (CVE-2026-102255) ....cvvvvevenee 26
2.3.11 Veeam[E FVeeam Backup & Replicationf& 10 #{f2 7 £ 2 X E & %)@ (CVE-2025-64393)

............................................................................................................................................. 27
2.3.12  Cisco & Nexus 3000 ] 9000 %5 AR F EAME B AR E LR .oocvvvevrcee, 28
2.3.13  Splunk Enterprise 77 = /A 2 Z 2 R)E (CVE-2026-76268) * s B RERIETEE ... 29
2.3.14  Ivanti Neurons for Intune FTEE K E L JHIE(CVE-2026-109412) .....ovevvevevrererererererne. 30
2.3.15  IvantifE N XtractionZ1E & A IS B 2 @A (CVE-2026-106042) .....ecvvveeeeeeve e 31
2.3.16  FortiSIEM FEE R B LTI (CVE-2026-106173) ..oveeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeesesesens 32
2.3.17  FortiSandbox GUI TZFFEE KB Z RN (CVE-2026-107656).......coeveeeeeeeeeeeeeeeeeeeeeeeeeeeesesesenens 33
2.3.18  FortiAnalyzer * FortiManager * FortiManager Cloud ] FortiAnalyzer Cloud FEE XK EZL
TTTE(CVE-2025-A6773) .ot eeeeeseseeesesesesesesesesesesesesesesesesesesesesesesesesesenesesesesesesenenesesenenenens 34
2.3.19  Cisco License (Smart Software Manager) On-Prem TZE2ME E R EZ TR ..cocvovvvveveeene. 36
2.3.20  Cisco NX-OS Software NX-AP| ZTEE K E L @/a(CVE-2026-76471)..c.ccocveerreeeeerernnnn 37
2.3.21  SonicWall NSM On-Prem F1EE K E L @A (CVE-2026-96540).......ooveveveveeerererererererennn. 38
2.3.22  Cisco Secure Email Gateway FIEE A E LRI (CVE-2026-76519).....cccvcvrveereriecreinenans 39
2.3.23  Cisco License (Smart Software Manager) On-Prem TZ A E R EZ TR .coovvvveveveeenn. 40
2.3.24  Cisco NX-0S Software NX-API FZTE3BE B AR BE LN ..ovvevveeeeereereeei e, 41
2.3.25  Cisco Application Policy Infrastructure Controller FEEAE R EZ TR .c.ocvvvvereeeeenn. 44
2.3.26  Cisco Meraki TZTE A B E R E ZTRN ..cvvvveveeeeeeeeeeeeeeee et 45
2.3.27  Dell System Update = 1E /= B I8 %2 = &% f8) (CVE-2026-86360) © ;R RER W EITEREE 48
2.3.28  Gitlab Al Gateway 3 £ 5 B fR < £ %A (CVE-2026-90970) - BB RERIETEE.
2.3.29 PHP FE2{EE KE L J®E(CVE-2026-109618 I CVE-2026-109619) .................




@ SMBNAR AR E HED L
m Taiwan Computer Emergency Response Team / Coordination Center

2.3.30 Node.js FHEAMEEARELRE - BB RIEDIETEE ..o, 52
2.3.31 GitlabFE2IE S AR L 2 RE(CVE-2026-97229E2CVE-2026-110264) .......c.ooveveeenn. 54

2.3.32  Oracle Java SEE2Oracle GraalVMTZ7E 5 J& ;i Z £ @ lal (CVE-2026-91403) -+ FA RO

ZETTBRER oottt bbbttt bbbt 56
2333 GoFHESAMMZERE(CVE-2026-111943) + AR ERERWEITEREE oo, 57
2334 Fortinet ZREXEMBHLZERICER - BEERERWTTAEIN ..o, 58
B 3E B R T E RIEED oo 60
BB AE  TUNTBII AT oottt ans 63

AREE - TWCERT/CC BB oo e e e e e e e e e e e e e e e s e e e e e e e ereane e, 69




m BRI AR EEEGED

Taiwan Computer Emergency Response Team / Coordination Center

’T=f=

= HEWS

Node.js3§ 22 M EFE#1018RE - HPCVE-2026-1114970] EREIHIZNIHH
17 - BBEER

hode.j
e.js Q|

Node.jss#éfmZEE EMZ#H 1018 RE - EPCVE-
2026-111497 0] B EIRENBMIT - GIEBEEMN

ot

Node.jsE 7102026 F10H21 H 38 th L2 M ERT - #1¥22.x ~ 24x K
26 X IR A AR HIERI0IERE - HEH4IEASERE - 82 0E8ERREE
1T ZBrotlifZi5zs R = A A ( CVE-2026-111497 ) - U EI &

BLEENMRNIOB2HERHER - WSt E EIRT R ER -
AERIIm T B# K35 Al agent

Node.js® RN EBInIRTS - BeRILEAE -




@ SE BB GRERERES
m Taiwan Computer Emergency Response Team / Coordination Center
<A THEP - EEREFREIIRIET ZNode jshR AT EEREH -
Node.jsE A QS

Node.jsE 77122026 F10H21 H 38 1522.23.4 ~ 24.22.1 526.12.1iR 7 -
HEFMIERE B2/ M4IE - PEMIIEREERERIIE - HbsE

B

CVE4w57 TR R HEIRAS

CVE-2026-111497 BrotlifRRS 28 F MR EA (Out- 22.x ° 24.x * 26.X
of-Bounds Write ) fRf& - SIEH=
RIS AT

CVE-2026-105482 dns.resolve (R RIBZNULEITZ 22.x ~ 24.x ~ 26.x
HZHER - SRaEEE

CVE-2026-105483 P FESR - D4R 24X 26X
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FEREEN - oI LIHEHNIT "node v, FEFRARA - S LIEREEY)
KLBE (SBOM ) 1mBhERE - IERBINR L2 BEMKML RS
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® THEAEL
1. Node.js — Wednesday, October 21, 2026 Security Releases
2. EBLZEE Node jsEIGOEHERLEZEN EXEFFLTEM
MR ERPLE IR T ERE EE S
Gemini CLI Installation
4. CISA Types of Software Bill of Materials (SBOM)

w



https://nodejs.org/en/blog/vulnerability/october-2026-security-releases
https://moda.gov.tw/ACS/press/news/press/21138
https://moda.gov.tw/ACS/press/news/press/21138
https://geminicli.com/docs/get-started/installation
https://www.cisa.gov/sites/default/files/2023-04/sbom-types-document-508c.pdf
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2.1 FEEREXR
211 BEANBAZZAG TEARTEXBINEESMAER

ZENRALZERGE TRARTEX
REIEEEMEER

ot

B 2 M CrowdStrike )R 2026 FF 10 B7HIBE —#E)8 K B Rl S RIS
MNERBINSH  BHREERLUERZR/ARTEXRAIEENZ BRI
TEZFHUE - MRAABRKEBEEZNLHB i - BSARTEXMHEEH

EEERFLCR -  MIRNBEH I NZSBAUESEHEEXIEE RS
(Proxy) - BURIWEBEOBEER Al TESHHITREEE - BrKEE
ﬂ“t?:ﬁﬁ Al TEEEINITEFSE - BRI ARKHEEEHERZREE

HEPEIFE MR E ( Advanced Persistent Threat, APT ) #4045 -
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CrowdStrike 2247 - 20265F98 F & 108 AW MHELRE - BRAILE
Claude Code#}zAEAsC BB IRIFHF - LB E F Z ¥ A DeepSeek v4.1-
flash - I E&Z&E 55 7 Claude Code T fFP&EEEFHGLM-5.384Grok 4.6 - B
HOoJgeiE A E Al HEUFEBNHITIREESE -

o WEBEDER FHAFRRFIRIEEBITR/IEE MITRE
ATT&CK H ffi #% 5t  T1583.003(Virtual Private Server) &
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EEEFISERNIMETS -

RS HLHMESER026E10BUAATNNGRHSE 2
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EENEHETY)  EEESTENEAERIVDER - TEREN
EREEHENEIE - ERREHY - TRUSHEEYIREIE
7% -

IE5h - BFZEA BRI MR E RIS T - MBETAERAPY -
BEASRENBEEHRRERCHEAE - ERUBRENTNEY
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(B3R CVSS MEETS - WAABIEN M KRIZHIMRE - TARTEX
BISEE AuUMN-27 B E 10202610 S8 Bl S %5 L ERT B4 - TRERA
BT - 4T - TEEISETARERENREDNANEECE
mHl - CROESEENEEREEAEEE -
BBRELCRBABRLTEETZENEARSERE .
TWCERT/CCE % 1 3 B AR R ER L T A S 1t

1. BEMBEHINRS . BRHABEFEN - BELAMERKRERING
BERNAILEAP! - ERAFHEERFA - BEAKREHNEE
NTHEANZEZINIAD - WEFRBSHSHSIR -

2. seEEREREREFEIES  SHESREAER ZEHINEEE
TREREFAE - 85URBEARBERS DA - EE GRS
InEZRERKNE 7 EERRSE - BihEEFIRE -

3. LLMEBIEE (1oC) BERTA  KEIFFZABEE  *X
REBHKIE - VPN - REARZRENERR - ERETAR
REE N EE RN NER - ERDESEE  EUNESE
THIBHES  TEEREREEEREE SR -

4 EESHEREEERARESE ZEITHNENSEEES
AR S EEAEREESERS  TRERREERLS

MEEN - AERIESETRBMAA) - LUSEAETERR -

SEMBARBRIFN T - R EF/ABEIIHEARE 2/ KE2026F9
HATMNEZ108 L8 :
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R loC st EH

IP 38.244.50[.]120 T ARTEX -4
IP 101.53.80[.]20 Proxy IP
IP 205.214.59[.]31 Proxy IP
IP 124.155.252[.]63 Proxy IP
IP 154.201.79[.]246 Proxy IP
IP 23.248.249[.]90 Proxy IP
IP 23.158.220[.]98 Proxy IP
IP 103.248.148[.184 Proxy IP
IP 203.160.133[.]172 Proxy IP
IP 209.209.85[.138 Proxy IP

&1 ARTEXRESHHEBEARIER - ERIIUR : CrowdStrike

® HHEAEAS

1. Authorities Hold Meeting on Cybersecurity Management in Financial
Sector to Bolster Anti-Hacking

2.  ARTEX ZZEAH (Autumn-27)

3. Unknown Threat Actor Uses Al-Driven ARTEX to Target South
Korean Finance



https://www.fsc.go.kr/eng/pr010101/87928
https://www.fsc.go.kr/eng/pr010101/87928
https://github.com/Autumn-27
https://www.crowdstrike.com/en-us/blog/unknown-threat-actor-uses-artex-to-target-south-korean-finance/
https://www.crowdstrike.com/en-us/blog/unknown-threat-actor-uses-artex-to-target-south-korean-finance/
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PHPE 102026 F10H21HEmLE M EN - EFCVE-2026-109618

K CVE-2026-109619M 18 B &))@ - CVSS VA.OER D EEB9.2 - KEH

D EREE 2 WEBE TSN AR ENITERIZEINME - TWCERT/CCE R fimiE

EHANE  ZEABRLEEEMRMELES (CISA) - MBEBKEZE

&/\# ( CERT-EU ) KIEEFE XML E /0 (NCSC ) SHEtEBaEsEh

EE  WEFERPHPZEMIBNTER ;| AEAEIEN - EE =R
HINARFEIFARTS -
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PHPEB RS

PHPE 751020265108 20HE S - 510821 H14:00 UTC ( &E K
[E22:00 ) BHLE2MER - BE2ERERD - UR IS RBMASHREAA
FSNHIRERF AR - IR

PHPELRI0B21HEMmERM - B Zimamh .

CVESmR TRIESEY CVSS v4.0 ERETE
CVE-2026-109618 EERENT 9.2
CVE-2026-109619 SR ENT 9.2
<1 - PHPR2026F10H21BEEMZRE ( ERIKIR : PHPZZ
=)
-

IKE AR - CVE-2026-1096188iFCB5e A & 2 RIBHHIBRE - OJ&k
EPHPTE &K E i el R Se Al ¢ 1R {E IR Pl éz,%fﬂﬁzﬂinbnﬂ HUERR
RBBXMER - CVE-2026-1096198I 255 KFTEB 2 A SRR i BB IR
I5%88 E—f&fﬁzﬁiénﬁrgf@zﬁaﬁzﬁjﬂbEWﬁ{tauﬁﬁﬁax;ﬂlk‘%ﬁ

SEEHEREMBRIEMABER K ZPHPIRIE - B1F5PHP-FPM -
Apache mod_php * php-cgi * FrankenPHP X LiteSpeed - B 75 & %43 Apache
mod_php/El RS - W EEEARE S 7 iEE Za Kol R EMEIEH TR
FHEEIVEE -

BIRAZERAINAT

R L DaEaN

PHP 8.5 FHE8.5.12

PHP 8.4 BHE8.4.27

PHP 8.3 FHE8.3.36

PHP 8.2 B E8.2.35 (2026F 123104
RAEE )

PHP 8.1 X EERRRA FEEWEREM  BEHET
hREl REAZ B - SIHARES
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TIERA  ERF S 47480 8.1
RHBEERGHER

32~ PHPEMRAERB A ( ERIKRIR : PHPELZZAE

BT - BEMAE—SBEZERTI - A5PHIHIRERSE
WERELERZERRE  BZSERBEIERARLE

BIFRE LB RE
CISA@Z AU HMIRRE - WBEHEE S EBMARAE -

CERT-EURZZ A AEPFEY - mERMAE S AR - Y2
B8 (PoC ) FtARE  WBECEANARBZOBEMRELAS - &F& 18]
EW ; MABERE  BEERSHIIEAERNEAHAERRERH BXE
BRI &85 - CERT-EUTIIREE - ST 2R KFIREmEUPHPIES
®BiIniir - BMEREEEIMEHRPHPIRIF MO RERFE - OJSEEHER
22D (NCSC-NL ) 8BV SFEERBE -

HEEINCSCHR~ » FREMMAPHP ZAABIIRTE - EETEHER
BEWZ PR TPHPZ 2R BISLEIBEINAS - BIREBRANBRPHP 258
BEARBHREDEN ;, BEABHAERERERS  BEERSRA MR

TREZEEBEARIEARFZIR

HARIEMmEIRHERE (IPA) REMEHAIEHSAERTE - I
KRB ERBNEZRE ZNE - HAEXREERLERIEEINMNXE
N FHEEEREMEN  WRELEHDRETRER - BRFLLEAGLE
ENMARERERZBVHINZ— -

KB BARE - SEEXEMBHER P/ OValtori B sa mA FEM 4
B EA UG HOMB S AR TS - WaRIM ARSI BN HZEH - TEEE
B ~ NCSCHK AL TN Fa R 4 & (5 AR5 -
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EiEIEn
TWCERT/CCIEHE - RItHEZIMNBHEZEINEXZHEZEN - &
FEN O TEFPHPAR S R AEREAA RS - £ FWordPress ~ Drupal ~ Joomla »
MagentoZ DIPHPEF Z A B ER A ME - INE—FHER ; SE#IZFPoC

EEERE  BERENMZEZ2RNTERGEFNLHE  BREFIEEE
BEANFIZ2 - TWCERT/CCE:ZXEUNFIHE T

. BETHZEPHP 85.12 ~ 8.4.27 ~ 8.3.365(8.2.35 ; {FHLinux3& 1T
WMEGSRIBIERSEE  EOHREEESRRCIREEHES -

- fEAPHP BIKRERRAXE - BEAHEEESERHEEM - it
MEZSTIRARA -

- ZTHEBIMEAPHPZ AL BITEELINRT - SEEBRZEAR
PHPZR&HE ~ F=0 8B MRF - WiSEBEEHEHEEDRMZ
B -

o EHFEAUBRITERER - BERREINRFEPREE SRS
7 -

- FAUBEMNEFERZER  BRTHUEMERIIREEER
BARDR  UEESHEEARM -

o fEFPHP 8.2% - FEM2026F 12831 HARAEMBHIRIIREIF 4K -
o HEAELE
1. PHP ZE2E & KEZ )% E(CVE-2026-109618 ] CVE-2026-109619)

( 2026/10/22 )
2. PHP Security advisory: Critical remote code execution vulnerabilities,

update now ( 2026/10/21 )
3. PHP 8.2.35 Released ( 2026/10/21 )



https://www.twcert.org.tw/tw/cp-169-11303-1d68a-1.html
https://www.twcert.org.tw/tw/cp-169-11303-1d68a-1.html
https://www.php.net/archive/2026.php#2026-10-21-5
https://www.php.net/archive/2026.php#2026-10-21-5
https://www.php.net/archive/2026.php#2026-10-21-1
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PHP Upcoming Critical PHP Security Release ( 2026/10/20 )

CVE-2026-109618
CVE-2026-109619
CISA Critical Vulnerabilities in PHP Require Immediate Patching

( 2026/10/21 )
8. CERT-EU Security Advisory 2026-018: Critical Vulnerabilities in PHP

(12026/10/21 )

9. NCSC UK Critical security issue affecting PHP ( 2026/10/21 )
vulnerabilities

10. NCSC-NL php2shell R EEmSE

11. IPA [SrIEEOHFEWVN] PHPOtEF 2 T4 U ) =X RBEFEIC
D L\ T (2026/10/21 )

12. BIXEBRLZERIEEXEN . BEELEHINERR (2026/10/21)

13. BIZABRZEHEZEXIEX . PHPEMEX E 87 (2026/10/21 )

14. Reuters: Websites taken offline over PHP risks ( 2026/10/21 )
15. NOS: Steeds meer websites offline gehaald vanweqge lek, risico op hacks
( 2026/10/21)

No o bk



https://www.php.net/archive/2026.php#2026-10-20-1
https://nvd.nist.gov/vuln/detail/CVE-2026-109618
https://nvd.nist.gov/vuln/detail/CVE-2026-109619
https://www.cisa.gov/news-events/alerts/2026/10/21/critical-vulnerabilities-php-require-immediate-patching
https://www.cisa.gov/news-events/alerts/2026/10/21/critical-vulnerabilities-php-require-immediate-patching
https://cert.europa.eu/publications/security-advisories/2026-018/
https://cert.europa.eu/publications/security-advisories/2026-018/
https://www.ncsc.gov.uk/news/critical-security-issue-affecting-php
https://www.ncsc.gov.uk/news/critical-security-issue-affecting-php
https://github.com/NCSC-NL/php2shell
https://www.ipa.go.jp/security/security-alert/2026/pre-alert20261021.html
https://www.ipa.go.jp/security/security-alert/2026/pre-alert20261021.html
https://x.com/cyber_forecast/status/2112887821312942568
https://x.com/cyber_forecast/status/2112906086160429175
https://www.marketscreener.com/news/websites-taken-offline-over-php-risks-ce785cd9db80f126
https://nos.nl/artikel/2636055-steeds-meer-websites-offline-gehaald-vanwege-lek-risico-op-hacks
https://nos.nl/artikel/2636055-steeds-meer-websites-offline-gehaald-vanwege-lek-risico-op-hacks
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2.3 BIERS miR &R
2.3.1 NetScaler ADCEZNetScaler GatewayZE3EE A E ZiwiE

CVE #®3% |CVE-2026-88771,CVE-2026-88772,CVE-2026-88773

SEEM |[NetScaler ADC B2 NetScaler Gateway

BEMELINRA :

NetScaler ADC #] NetScaler Gateway 14.1-73.37 () Z &Ik
zlg N

BRRHEE  |NetScaler ADC ] NetScaler Gateway 13.1-64.23 () Z & hR
zl_( N

NetScaler ADC FIPS 14.1-73.37() Z B hRAS -

NetScaler ADC FIPS £ NDcPP 13.1-37.279(2) Z B kR 7K

o AE:MMA :
Citrix JE & NetScaler ADC (R %% Citrix ADC)@— K HE - BR
Bt REREELXEAEZEXEERMRHE MERET ; NetScaler
Gateway (R 7% Citrix Gateway) RIIR R L EHRInFHER TR - &
FREEHN T ML ENEAREZELXAER - 11 - Citrix 2%
EARELZRE NS (CVE-2026-88771 - CVSS 4.x : 9.5 + CVE-2026-
88772 + CVSS 4.x : 9.5 * CVE-2026-88773 + CVSS 4.x : 9.3) °
Hh . CVE-2026-88771 1 CVE-2026-88772 EE 2RI BAWEEF AL
A BEE RV R AEREN - MBS EE I RIE ol sER I EE
BE -
CVE-2026-88772 - It BB A MIRE - dIEBRREREINEHN
17 (RCE) =% B ERr AR 7% (DoS) -
CVE-2026-88773 - LLimial A HTTP &K@ T A—2 -
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CVE-2026-88771 - W AW AREAZRE - RFREEDBREN
WEERKANTESZLHERCE) -
o TEYT:
> NetScaler ADC £2 NetScaler Gateway 14.1-73.37(R~2) LB i A
> NetScaler ADC £2 NetScaler Gateway 13.1-64.23(/~ =) LB iR 4
> NetScaler ADC FIPS 14.1-73.37(A2) BT b2
> NetScaler ADC FIPS £2 NDcPP 13.1-37.279(-F2) LA BThR A
o ERIKE :
1. Citrix NetScaler ADC and Citrix NetScaler Gateway Security
Bulletin
2. CVE-2026-88773

3. CVE-2026-88772
4. CVE-2026-88771



https://support.citrix.com/support-home/kbsearch/article?articleNumber=CTX697096
https://support.citrix.com/support-home/kbsearch/article?articleNumber=CTX697096
https://nvd.nist.gov/vuln/detail/cve-2026-88773
https://nvd.nist.gov/vuln/detail/cve-2026-88772
https://nvd.nist.gov/vuln/detail/cve-2026-88771
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2.3.2 Cisco ISEHISE-PICEESES EIEZERE

CVE-2026-20130,CVE-2026-20192,CVE-2026-20307,CVE-2026-
76423,CVE-2026-76460

F/2EEE M ||Cisco ISE &1 ISE-PIC

BRINE (RIBEARLELNEASNETER

o AF:MMA :
W7 AE 2838 Cisco ISE 8 ISE-PIC FEZIESEMZ 2 RiE(CVE-
2026-20130 - CVSS:10.0 + CVE-2026-20192 + CVSS:10.0 ~ CVE-2026-
20307 - CVSS:9.9 * CVE-2026-76423 - CVSS:10.0 & CVE-2026-76460 -
CVSS:10.0) - Ed CVE-2026-76460 EERZEER - ARERER I E
T -
CVE-2026-76460 - K& B D& pl Zi2n W B E o FEHOFREREZ
API InFh{EXFEEE K - BREEEENE 2B EA - EMARIRE
TR ERE -

CVE-2026-76423 - A& B iEpl 2 i2ln WEBE O FERMOEINFE N 2

CVE #mii%

REST APIERIBEERGRHTTP K - DIEEEEIRFEIMNEE ISE
ARREEDER -

CVE-2026-20307 - @B ENEA v ERNEEJEHOFAEERE
NMHEBZEREZ Java FAIEDHY  REBFEZFAITERES
0 & #EPRIEF 2 root -

CVE-2026-20192 - A& B n & pl Z iR In W B E 0l 4518 5 7 i 5l B35
RS - EMAEEENZZERE -

CVE-2026-20130 - A& B D pl 7R mWBE o FEREEER M
TTHZHEED  BARKEZ=REEBZR/HEITERE  RNEFEEEHTT
E=RER -
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o TWTL:
7N, = .

» Cisco ISE E2 ISE-PIC 3.1 & 3.5 fR7N »
> Cisco ISE £ ISE-PIC 3.0(2) BIATHRAS (B 42 L BB 4:3%)
o HRIF

1.

2.
3.

©oo~No O

Cisco Identity Services Engine Authentication Bypass
Vulnerability

Cisco Identity Services Engine Vulnerabilities

Cisco Identity Services Engine Remote Code Execution
Vulnerabilities

Cisco Identity Services Engine Hardening Release: September
2026

CVE-2026-20130

CVE-2026-20192

CVE-2026-20307

CVE-2026-76423

CVE-2026-76460



https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ISE-ABP-VNSW7Tn5
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ISE-ABP-VNSW7Tn5
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ise-multi-hrP9jQSQ
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ise-rce-se7bYU57
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ise-rce-se7bYU57
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-hardening-ise-XU5EwX5T
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-hardening-ise-XU5EwX5T
https://nvd.nist.gov/vuln/detail/CVE-2026-20130
https://nvd.nist.gov/vuln/detail/CVE-2026-20192
https://nvd.nist.gov/vuln/detail/CVE-2026-20307
https://nvd.nist.gov/vuln/detail/CVE-2026-76423
https://nvd.nist.gov/vuln/detail/CVE-2026-76460
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2.3.3 Cisco Secure FMCEE2EE B MEZ 2R

CVE 4R35 |CVE-2026-20242,CVE-2026-20324

S E M |Cisco Secure FMC

FERNNE REBERRILELNAE RS VETER

o NE:MA :
wt3E A &353R Cisco Secure FMC %R 5 Al 8% £ wiE (CVE-2026-
20242 - CVSS:9.8 B2 CVE-2026-20324 - CVSS:9.9) -
CVE-2026-20324 - E R A sftunnel B 15 E (R ARTERARIE) -
BB N ER 2 ERNEE O FEBMR sftunnel E4R - SKERS /FEE
2 sftunnel RSN EZEES  REEEESAREEEUE @ T
P root #PRFITHERZ TN -
CVE-2026-20242 - = RY 4N ERE 1) EE 13 HY (External Database Access)
IjJ - HEIBEBTEREIHE  KESHER 2 EIRKEED

BEARNZEHWOIFTE TCP ERIREZEFER Y Java BIEAITAHSE

CEMRREEEED oot BERITERIES -

BI4B3 7 £ .
L ?§E /| .

rn

» CiscoSecureFMC7.002 709 -720£7211-730%2£731.2"
7402747 76027657702 7.7.12 X 10.0.0 £ 10.0.1
NEN

o ERIKIR:

1. Cisco Secure Firewall Management Center Software Java
Deserialization Remote Code Execution VVulnera

2. Cisco Secure Firewall Management Center Software sftunnel Root
Arbitrary Code Execution VVulnerabilit

CVE-2026-20242
CVE-2026-20324

B~ w



https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-fmc-javarce-y2NypXwk
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-fmc-javarce-y2NypXwk
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-fmc-sftunn-codex-c3O4Jft2
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-fmc-sftunn-codex-c3O4Jft2
https://nvd.nist.gov/vuln/detail/CVE-2026-20242
https://nvd.nist.gov/vuln/detail/CVE-2026-20324
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2.3.4 Zyxel GS1900&5R#RFES B IEZ = imiE(CVE-2026-7273)

CVE #R5E ||CVE-2026-7273

SLEEM |[Zyxel GS1900

FRNNE IMBERRILELNAER S IVETIER

o WA :
R AE 383K Zyxel GS1900 25X Rz FHEERNE L w g (CVE-
2026-7273 - CVSS:8.8) - UL 7 1 & 5 42 18y [ & I (Stack-based Buffer
Overflow)m)id - RS D &Rl ZE— @AW EE oJ3EHMDO CGl 2
BEFHRHTTPEK - B RESRE  EMREEEREIITIFE
Z2#ET  ZREEBREER  FERERLETER -

B2 %88 AN
0 ==, .

Zyxel GS1900-8 2.90(AAHH.1)CO(Z) LRI AR A
Zyxel GS1900-8HP 2.90(AAHI.1)CO(Z) U RTARA
Zyxel GS1900-10HP 2.90(AAZ1.1)CO(Z) LB AR AN
Zyxel GS1900-16 2.90(AAHJ.1)CO(Z)ARTAR AN
Zyxel GS1900-24 2.90(AAHL.1)CO(Z) LRI AR A
Zyxel GS1900-24E 2.90(AAHK.1)CO(Z)LABThR AN
Zyxel GS1900-24EP 2.90(ABTO.1)CO(=)ABThR AN
Zyxel GS1900-24HPv2 2.90(ABTP.1)CO(Z) LRI AR A
Zyxel GS1900-48 2.90(AAHN.1)CO(Z) LRI AR A
Zyxel GS1900-48HPv2 2.90(ABTQ.1)CO(&) AR kR AN
o ERIKIR :

1. Zyxel security advisory for stack-based buffer overflow

vulnerability in GS1900 series switches
2. CVE-2026-7273

YV VYV VYV VY VYV

Y



curity-advisory-for-stack-based-buffer-overflow-vulnerability-in-gs1900-series-switches-06-16-2026
curity-advisory-for-stack-based-buffer-overflow-vulnerability-in-gs1900-series-switches-06-16-2026
curity-advisory-for-stack-based-buffer-overflow-vulnerability-in-gs1900-series-switches-06-16-2026
https://nvd.nist.gov/vuln/detail/CVE-2026-7273
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2.3.5 Cisco Catalyst SD-WAN F#E & A & ZifmilE(CVE-2026-76504)

CVE #75% ||CVE-2026-76504

FEE M |[Cisco Catalyst SD-WAN

BEMEMUTRE :

Cisco Catalyst SD-WAN Software 20.9.10.1 (&) Z & iR A

Cisco Catalyst SD-WAN Software 20.12.8.2 (&) Z & iR A

fR3RH45% |Cisco Catalyst SD-WAN Software 20.15.6.1 () Z B -

Cisco Catalyst SD-WAN Software 20.18.4.1 () Z &M A -

Cisco Catalyst SD-WAN Software 26.1.2.1 (2) Z &R A

Cisco Catalyst SD-WAN Software 26.2.1 (2) Z & 24

® NAEMMA :
Cisco Catalyst SD-WAN & Cisco LAZE i & /0B ES T & E I A B 2R
B REEDPEIE  L2NMBRERYEEL  BRZZ2RIEND
SEiEAR - J1H Cisco BMEARELZ LS (CVE-2026-76504 - CVSS :
9.8) - lb& API BMEEEASERE - AR ERNEE GAmEEMH
SEEEEIRBL API Tl A4 - HRICEEZBARNEENALLR
B BEBRRINGREREEN - DB RE s B 5
A .

B SBR[ £ .
0 ==,

> Cisco Catalyst SD-WAN Software 20.9(2) M BTARZA
Cisco Catalyst SD-WAN Software 20.12 iR~

Cisco Catalyst SD-WAN Software 20.15 kR

Cisco Catalyst SD-WAN Software 20.18 iR 7~

Cisco Catalyst SD-WAN Software 26.1 iR

Cisco Catalyst SD-WAN Software 26.2 iR

YV V VY
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m Taiwan Computer Emergency Response Team / Coordination Center

o ERIKIE :
1. Cisco Catalyst SD-WAN Manager APl Authentication Bypass

Vulnerability
2. CVE-2026-76504



https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-sdwan-webauth-xr8beuuU
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-sdwan-webauth-xr8beuuU
https://nvd.nist.gov/vuln/detail/CVE-2026-76504
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2.3.6 Microsoft Office SharePoint1Z%E 5 /& & % 2 i ilE (CVE-2026-65660)

CVE #75% ||ICVE-2026-65660

2/ E & ||Microsoft Office SharePoint
FERMEE | ER S RABLEMIERN - FE2EELRALETESR
o AFMMA :
i35 A B 5538 Microsoft Office SharePoint FEZ U5 A JEE(CVE-
2026-65660 - CVSS : 8.8) » I mET 8B 5 7 g iV iz I B E
EOERBEASHBREIARZRLG  EMBTERERE - 2R
CEREER  FEEREILETEE -
o FEYS:
> Microsoft SharePoint Enterprise Server 2016 16.0.5565.1001(A &)
PARTRRZR
» Microsoft Sharepoint Server 2016 Language Pack Enterprise Edition
16.0.5565.1001 (R Z) LB AR A<
> Microsoft SharePoint Server 2019 16.0.10417.20198 (-~ 2) LAl ik
ZIN
> Microsoft SharePoint Server Subion Edition 16.0.19725.20522(~ =)
PARTRRZR
» Microsoft Sharepoint Server Language Pack Subion Edition
16.0.19725.20522(A~ =) L BTAR K
o ERIRIR :
1. CVE-2026-65660



https://nvd.nist.gov/vuln/detail/CVE-2026-65660
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2.3.7 pgAdmin 4EE B B Z 2 % (CVE-2026-86863)

CVE #75% ||CVE-2026-86863

S EEm |[pgAdmin 4

FERMEE | ER S RABLEMIERN - FE2EELRALETESR
o AFMMA :
e AE3IR pgAdmin 4 F1E 5 7 Al 4238 (Authentication Bypass))f
JE(CVE-2026-86863 - CVSS : 9.8) - E R A Webserver 57 #707& 2KI&
- KRS D RENERKIBE EREESERHTTPBEKIZEER
TRERAZBEZEEE) - EMES pgAdmin EIE#IR -
o TEFTL:
> pgAdmin4 7 6.2 £ 9.17 hi A
® ERIKIR :
1. Authentication bypass via a client-controlled identity header in

Webserver authentication mode
2. CVE-2026-86863



https://github.com/pgadmin-org/pgadmin4/issues/10383
https://github.com/pgadmin-org/pgadmin4/issues/10383
https://nvd.nist.gov/vuln/detail/CVE-2026-86863

Q SMBNAR AR E HED L
m Taiwan Computer Emergency Response Team / Coordination Center

2.3.8 Check PointZIHEmMEFES EEZ = miE(CVE-2026-93616)

CVE #75% ||CVE-2026-93616

Check Point Security Management Server * Multi-Domain Security
~EEm

Management Server ~ Log Server ~ Multi-Domain Log Server &
SmartEvent

FRNNE ERCHY REELEMINER - FE2EER
o AR :
gt A E 23R Check Point Security Management Server ~ Multi-Domain

p
t

RAETRE

\

Security Management Server ~ Log Server * Multi-Domain Log Server &
SmartEvent Z1E i1 18 FE 7 )l8 (CVE-2026-93616 - CVSS : 9.8) » K&
BnRENERNEBZUNHBECEREER FERE EEEEM
K EMATESENG - ZRAEEREER  FERERLE
TEE -

B2 %83 A NN
o =ZENH

R82.20 kR A&
R82.10 Jumbo Hotfix Take 44(&)UBThRZS
R82 Jumbo Hotfix Take 126(=)ABThR AN
R81.20 Jumbo Hotfix Take 166(=)M BT ARA
R81.10 Jumbo Hotfix Take 190(=) ARTAR AR (E 48 1L BR324 5E)
R81 * R80.40 * R80.30 * R80.20 * R80.10 & R80(E#4&I-Erie4k
&)
o ERINIR :
1. checkpoint CVE-2026-93616
2. CVE-2026-93616

VVYYYVYV]



https://support.checkpoint.com/results/sk/sk1000171
https://nvd.nist.gov/vuln/detail/CVE-2026-93616
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2.3.9 F5 BIG-IP APMTZ £ 5 & b & = ifmifE (CVE-2026-94127)

CVE #75% ||CVE-2026-94127

S/EEM |[F5 BIG-IP APM

FORNNE ERCHY REELEMINER - FE2EER

o A :
i35 A B 5538 F5 BIG-IP Access Policy Manager(APM) T 1E G ZU 4R &
[& & fiI (Heap-based Buffer Overflow)f® ) (CVE-2026-94127 - CVSS :
9.8) - & APM 24 OAuth BREGRIRGRER - REE DA ZIRHI
BEOEHBEAFEEEMRE  EMWTESRENE - ZREEE
REER FAERBEILETES -

o FEYS:

> BIG-IPAPM17.1.0 2 17.1.3 ~ 17.5.0 & 17.5.1 5 21.1.0 kR &
o ERIR :

1. K000162605: BIG-IP APM vulnerability CVE-2026-94127
2. CVE-2026-94127

»
t

RARETTEE

\



https://my.f5.com/manage/s/article/K000162605
https://nvd.nist.gov/vuln/detail/CVE-2026-94127
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| ! m Taiwan Computer Emergency Response Team / Coordination Center

2.3.10 SonicWall lE FSMA1000&5IEmEFEEAE R A (CVE-2026-102255)

CVE #75% ||CVE-2026-102255

28 E 2 [Sonicwall SMA1000

HEHZELITIRA ;
BESRHEE |SMA 1000 %5 ZEf 12.4.3-03670(R) Z B ARA
SMA 1000 %5 ZE [ 12.5.0-03082(2) Z # h s

o ABIMMA :
SonicWall &% SMAL1000 % %l E an 3 #h E K E %% g (CVE-2026-
102255 - CVSS : 10.0) - LE&TESEAEE SSRF miEFER SMAL000
ZIEMBEILENES  AESHIBRENERKIEE O ZHIETE
HAZESK - 1 MEEA B IIRETE B TR RERIRIE -

o EYH.

> SMA 1000 £ 5E n 12.4.3-03526(=) Z B iR 2
> SMA 1000 %51 ZE g 12.5.0-02952(=) Z BT 2
o ERIR :
1. SonicWall SMA1000 Series Appliances Affected By Multiple

Vulnerabilities
2. CVE-2026-102255



https://psirt.global.sonicwall.com/vuln-detail/SNWLID-2026-0017
https://psirt.global.sonicwall.com/vuln-detail/SNWLID-2026-0017
https://nvd.nist.gov/vuln/detail/CVE-2026-102255
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2.3.11 Veeamifl FVeeam Backup & Replicationtg e FEE AR E LR

(CVE-2025-64393)

CVE #75% ||CVE-2025-64393

SSEE R |Veeam Backup & Replication

8 B HT 2 Veeam Backup & Replication 12.3.2 P4 12.3.2.4934(%)

ZEIRA

® ANAE:AA :
Veeam Backup & Replication =2 Veeam #Z /0 \EMEES - #TH Veeam 28
ERKEZRIE(CVE-2025-64393 - CVSS 4.x : 9.5 - IWRAED
5FE7A Backup Viewer WEH#IRERZE - BB BB E RFEWN
AZEENERNETAZENRFEINE - EEHERRE LRTERK
2V (RCE) -

B2 %83 A NN
0 =10

BRRMEE

> Veeam Backup & Replication 12.3.2 P3 12.3.2.4854(&) Z Bl iR 4~
o ERIKIE :

1. Vulnerabilities Resolved in Veeam Backup & Replication 12.3.2 P4

2. CVE-2025-64393



https://www.veeam.com/kb4934
https://nvd.nist.gov/vuln/detail/cve-2025-64393
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2.3.12 Cisco EF Nexus 3000 1 9000 %5332 FHEAE E AR E LR

CVE-2026-76465,CVE-2026-76485,CVE-2026-76486,CVE-2026-
76501

/2 EE M |Cisco Nexus 3000 * 9000

FRRMEE | IRIBEARILELNER S NETER

® NAHEMMA :
Cisco T #I5E T Nexus 3000 1 9000 HFR MR BEHEARE LD RA L
= (CVE-2026-76465 ~ CVE-2026-76485 - CVE-2026-76486 - CVE-
2026-76501 - CVSS D EIER 9.8) - BERUBEAHFRESMREBENZ
I ITEZE L root #EPRHITIZINNG - EHSTFENEETLIR DoS K

7a%
o

S
=
S4BT LN .
0 ==,

> Nexus 3000 Series Switches

> Nexus 9000 Series Switches in standalone NX-OS mode

> Nexus 3000 Series Switches #] Nexus 9000 Series Switches EZF

NGOAM i z8 EEHEEINEE - ¥R B #ikhs7hE

o ERIKIR:

1. Cisco Nexus 3000 and 9000 Series Switches MPLS OAM Remote
Code Execution VVulnerability
Cisco Nexus 3000 and 9000 Series Switches NGOAM Remote Code
Execution Vulnerabilities
CVE-2026-76465
CVE-2026-76485

CVE-2026-76486
CVE-2026-76501

CVE #mii%

N

o gk w



https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-moam-rce-uBTzYV7
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-moam-rce-uBTzYV7
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ngoam-rce-LWKQ4BU
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ngoam-rce-LWKQ4BU
https://nvd.nist.gov/vuln/detail/cve-2026-76465
https://nvd.nist.gov/vuln/detail/cve-2026-76485
https://nvd.nist.gov/vuln/detail/cve-2026-76486
https://nvd.nist.gov/vuln/detail/cve-2026-76501
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2.3.13 Splunk EnterpriseZ7E & B &% £ (CVE-2026-76268) - &5 fi &= it 7o

WETRE

CVE #75% ||CVE-2026-76268

=ZE E m |Splunk Enterprise

FRNNE ERCHY REEBELEMIERN  BE2EEARIBETER

o NAE:MA :
B 3% A B 8 I8 Splunk Enterprise 77 £ th = B 9 #& Kl (Missing
Authentication) & 8 (CVE-2026-76268 - CVSS : 9.8) - KRG EazE iy
=Im W EE - 0N A Search Head FEAXE 2 Patroni REST API %1
RASRBIEREKRGDEA ZGRIE - EMATEESIEERFES

Bl YBR[/ £ .
0 =44.

> Splunk Enterprise 10.4.0 £ 10.4.2 kR &
> Splunk Enterprise 10.2.0 £ 10.2.6 k&
o ERIR :
1. Security Vulnerabilities in Splunk Enterprise - September/October

2026
2. CVE-2026-76268



https://advisory.splunk.com/advisories/SVD-2026-1001
https://advisory.splunk.com/advisories/SVD-2026-1001
https://nvd.nist.gov/vuln/detail/CVE-2026-76268
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2.3.14 lvanti Neurons for Intune FEE KX E ZifFiE(CVE-2026-109412)

CVE #75% ||CVE-2026-109412

2228 E M4 lllvanti Neurons for Intune

FRNNE IMBERRILELNAER S IVETIER

& NAHEMAA :
Ivanti £t ¥} Ivanti Neurons Patch for Intune BHEAREZREAS
(CVE-2026-109412 - CVSS : 9.9)  IEmANFLEE N EENERIRK
BERRBRKE D REEN -

Bl BB N7 £ .
0 =44,

> lvanti Neurons Patch for Intune
o ERIKIE :
1. Security Advisory lvanti Neurons Patch for Intune October 2026

(CVE-2026-109412)
2. CVE-2026-109412



https://hub.ivanti.com/s/article/Security-Advisory-Ivanti-Neurons-Patch-for-Intune-October-2026?language=en_US
https://hub.ivanti.com/s/article/Security-Advisory-Ivanti-Neurons-Patch-for-Intune-October-2026?language=en_US
https://nvd.nist.gov/vuln/detail/cve-2026-109412
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2.3.15 Ivantii T XtractionfZ £ /5 Jal & B L ifmilE (CVE-2026-106042)

CVE #75% ||CVE-2026-106042

L& EE mn ||lvanti Xtraction

BRRHEE |FEEHZE Ivanti Xtraction 2026.4(2) Z B RS

® NAMMA :
lvanti J& B9 Xtraction @—E IT HERAERNFB(EFE - OigAE
IT 2N ERESER—EFRR - HEIREFEES - 28 Ivanti
BhHEBEARELRE A S (CVE-2026-106042 - CVSS : 9.9) - IRA D
BN RENNEESERAEXEENFAREQR NEEEHM
Imgh - WIS EARENEHN EPMM EiERRE -

o TETH:

> lvanti Xtraction 2026.2.1() L BIAR A

o ERIKIE :
1. Security Advisory lvanti Xtraction (Multiple CVES)
2. CVE-2026-106042



https://hub.ivanti.com/s/article/Security-Advisory-Ivanti-Xtraction-Multiple-CVEs?language=en_US
https://nvd.nist.gov/vuln/detail/cve-2026-106042
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2.3.16 FortiSIEM FEEXKEZRE(CVE-2026-106173)

CVE #75% ||CVE-2026-106173

24 E= 2 (Fortinet FortiSIEM

B RWEE |[F5 1S FortiSIEM BH# £ 7.5.1(F) ZBARAR

a2

® ANAE:RHA :
Fortinet £+¥} FortiSIEM 2 HhE XE LR~ 5(CVE-2026-106173 -
CVSS : 9.8) - IR B OEENRFTREENBEBEHNNES - ZBB LR
STE R ITARKERENEZEN SN GHS -
o TEYH:
> FortiSIEM 7.5.0 k&
® ERIKIR :

1. Arbitrary file write in grpc phQueryMaster
2. CVE-2026-106173



https://fortiguard.fortinet.com/psirt/FG-IR-26-180
https://nvd.nist.gov/vuln/detail/cve-2026-106173
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2.3.17 FortiSandbox GUI FEEXKEZE(CVE-2026-107656)

CVE #75% ||CVE-2026-107656

=228 E M |IFortinet FortiSandbox GUI

BEMEMTRAE :

FortiSandbox 5.0.7 (&) Z &R -

FortiSandbox 4.4.10 (2) Z &R

FortiSandbox PaaS 5.0.7(2) Z B hR A

® NAEMMA :
Fortinet & ¥¥ FortiSandbox GUI & & X E & fw.id 22 &5 (CVE-2026-
107656 + CVSS : 9.6) * WA IJBERFREE D REBNNEE - B
BIBLEEBW HTTP BB KERB B D RS -

B2 %83 A NN
0 =40

BRRME

> FortiSandbox 5.0.0 & 5.0.6 AR 7~
> FortiSandbox 4.4.0 £ 4.4.9 7K
> FortiSandbox PaaS 5.0.0 £ 5.0.6 i<
> FortiSandbox PaaS 4.4 R A<
o ERIKR :
1. Improper access control and session management in the web
management interface



https://www.fortiguard.com/psirt/FG-IR-26-185
https://www.fortiguard.com/psirt/FG-IR-26-185
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2.3.18 FortiAnalyzer - FortiManager * FortiManager Cloud # FortiAnalyzer

Cloud FHEEAXE L RmIE(CVE-2025-46773)

CVE #75% ||CVE-2025-46773

u

ap= o [[FOrtinet FortiAnalyzer - FortiManager - FortiManager Cloud -
= = nn .
FortiAnalyzer Cloud

BEMEMUTRE

FortiAnalyzer 7.6.5 kR 2

FortiAnalyzer 7.4.8 kR 2

FortiAnalyzer Cloud 7.6.5 iR

BRR ML |FortiAnalyzer Cloud 7.4.8 AR AN

FortiAnalyzer Cloud 7.2.12 iR

FortiManager 7.6.5 kR s

FortiManager 7.4.7 kR s

FortiManager Cloud 7.6.5 hR 7

o A :
Fortinet & ¥} FortiAnalyzer - FortiManager * FortiManager Cloud #0
FortiAnalyzer Cloud 3§t EAXE % REAS(CVE-2025-46773 - CVSS :
8.8) - b4 SQL EATRE - RFRTREARBEEIE - OlBERFTERHER
FREBRBBORETNBEKIITERRES -

B SBR[ £ .
0 ==,

R

T,

> FortiAnalyzer 7.6.0 £ 7.6.4 kR
FortiAnalyzer 7.4.0 & 7.4.7 kRS
FortiAnalyzer 7.2 hRZs

FortiAnalyzer Cloud 7.6.2 & 7.6.4 hR 7K
FortiAnalyzer Cloud 7.4.1 & 7.4.7 kR 7S

YV V.V V
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FortiAnalyzer Cloud 7.2.1 £ 7.2.11 lR A<

FortiManager 7.6.0 £ 7.6.4 kR A&

FortiManager 7.4.0 & 7.4.6 iR A

FortiManager 7.2 hi s

FortiManager Cloud 7.6.2 & 7.6.4 kR &

o ERIKE :
1. Multiple Arbitrary File Read/Write via SQL Injection
2. CVE-2025-46773

YV V VY



https://fortiguard.fortinet.com/psirt/FG-IR-26-178
https://nvd.nist.gov/vuln/detail/cve-2025-46773
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2.3.19 Cisco License (Smart Software Manager) On-Prem ZFE2EE X E L iwiE

CVE #®3f% |CVE-2026-20328,CVE-2026-76454

2% & |Cisco License (Smart Software Manager) On-Prem

BRRBEE |FBEFTZ Cisco License On-Prem 10-202608 (2)Z & kR4

o AEIMMA :
Cisco $H¥HEF License (Smart Software Manager) On-Prem B E K&
Z /B A & (CVE-2026-20328 + CVE-2026-76454 - CVSS D8 & &
9.1) -
[ CVE-2026-76454]
5@ TFTER Cisco Smart Licensing Utility API - BIBE/EF RAE 7 B
EHNERNEZVERAABATEXH  FERZFENERER
37 DoS W -
[ CVE-2026-20328]
IEREEER Web EIENE - OEnfrREENRENRRNES
MESFERAEINRESEENE -

B2 %83 A NN
0 =10

> Cisco License On-Prem 9-202601(2) 2 Al lR A&
> Cisco License On-Prem 10-202608(~ =) Z B kiR K
o ERIKR :
1. Cisco License (Smart Software Manager) On-Prem Vulnerabilities

2. CVE-2026-20328
3. CVE-2026-76454



https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ssm-access-nttb2dhE
https://nvd.nist.gov/vuln/detail/CVE-2026-20328
https://nvd.nist.gov/vuln/detail/CVE-2026-76454
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2.3.20 Cisco NX-OS Software NX-APl Z1E & K E ZiiE(CVE-2026-76471)

CVE #75% ||CVE-2026-76471

24820 ICisco NX-OS Software NX-API

78 EHTZE UCS 6300 Series Fabric Interconnect Cisco UCS Software

4.3(6)) () Z & RA

o NAE:MA :
Cisco £H¥35E T NX-OS Software NX-API 2 T E K E ZRmiE A% (CVE-
2026-76471 - CVSS : 9.8) - IbJmiE ol BE /B ET R & & 10 B 58 AU 3R Ui I
£2E D root IRHMATIEIUNE - NERZFENRKE IR DoS WE -

Bl YBR[/ £ .
0 =E1E

BRRME

> UCS 6300 Series Fabric Interconnect Cisco UCS Software 4.2(&) 2
JZINEN
> UCS 6300 Series Fabric Interconnect Cisco UCS Software 4.3 kiR 2=
o ERIKR :
1. Cisco NX-OS Software NX-API Remote Code Execution

Vulnerability
2. CVE-2026-76471



https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-napi-rce-r2shwu2j
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-napi-rce-r2shwu2j
https://nvd.nist.gov/vuln/detail/CVE-2026-76471
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2.3.21 SonicWall NSM On-Prem & K& il (CVE-2026-96540)

CVE #75% ||ICVE-2026-96540

2sa == SonicWall NSM On-Prem

318 Network Security Manager (NSM) On-Prem ¥ £ 4.4.0 (&)

ZEIRA

o ABIMMA :
SonicWall £t¥f NSM On-Prem 3§ & K E &L Rl (CVE-2026-96540
CVSS : 8.8) - It mFEIESIRE - olAEn &5 7 BE N B E R
NSHREN - REBZUNALLRESEREAZEIES - SUEE
NSM instance E At {F A& 3@:H, -

Bl YBR[ £ .
0 =E1E

BRRME

> Network Security Manager (NSM) On-Prem 4.3.1 (&) BTARZ
o ERIKIE :

1. CVE-2026-96540

2.  SonicWall NSM On-Prem Affected By Multiple VVulnerabilities



https://nvd.nist.gov/vuln/detail/cve-2026-96540
https://psirt.global.sonicwall.com/vuln-detail/SNWLID-2026-0018
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2.3.22 Cisco Secure Email Gateway FHEEAXE L miE(CVE-2026-76519)

CVE #75% ||CVE-2026-76519

SSEEE R |[Cisco Secure Email Gateway

A EMELUTRA
Cisco AsyncOS Software for Cisco Secure Email Gateway 15.5.5-

BRRUEE (014 AR
Cisco AsyncOS Software for Cisco Secure Email Gateway 16.5.0-

780 hlR A

® WA :
Cisco &T#f Cisco Secure Email Gateway 2% 7h 8 K& %) )la(CVE-2026-
76519 - CVSS : 9.8) - lL/miadF & X Advanced Malware Protection
(AMP) - OJREHAAREE N EFENERNEE T EBFEZALE
ANEEESE -

Bl YBR[ £ .
® =TE4E

> Cisco AsyncOS Software for Cisco Secure Email Gateway 15.5 AR 2=

> Cisco AsyncOS Software for Cisco Secure Email Gateway 16.0 A Z<

> Cisco AsyncOS Software for Cisco Secure Email Gateway 16.5 Ar 2~
o ERIR :

1. CVE-2026-76519

2. Cisco Secure Email Gateway Arbitrary File Write Vulnerability



https://nvd.nist.gov/vuln/detail/cve-2026-76519
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-esa-afw-zqYJkjxp

SEERAREHEEERRD O

| ! m Taiwan Computer Emergency Response Team / Coordination Center

2.3.23 Cisco License (Smart Software Manager) On-Prem ZFEABE A E L iwiE

CVE B2 5825212026-76480,CVE-2026-76482,CVE-2026-76483,CVE-2026-

S, Em |Cisco License (Smart Software Manager) On-Prem
BRRMEE |FBEFZE Cisco License On-Prem 10-202609 () Z RS

o NE:AA :
Cisco License (Smart Software Manager) On-Prem 525 BIBX X AL 2
EEHERIRZIELYERE - TEHIE®R - BRI KREIRAFE
BrELRIEIESAA SBIEPARESELEENLEL
maiEEE Az - Cisco B RBEBREEN R ERmES -

A 7%

CVE-2026-76480 - CVSS : 9.8 - B INEETR D B0 5eqs -
CVE-2026-76482 - CVSS : 10.0 - 25 EEEEAE -

A

CVE-2026-76483 - CVSS : 9.1 - BB IREALE -
CVE-2026-76484 - CVSS : 8.8 - 2/ T ANEE -

B2 %88 VAN
0 ==,

> Cisco License On-Prem 9-202601() ZBIAR A&

> Cisco License On-Prem 10-202608(=) 2 Bl iR A
o ERIKIR :
1. Cisco License (Smart Software Manager) On-Prem Security
Hardening Release: October 2026
CVE-2026-76480
CVE-2026-76482

CVE-2026-76483
CVE-2026-/6484

ok own



https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-hardening-ssm-Ph77wdhf
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-hardening-ssm-Ph77wdhf
https://nvd.nist.gov/vuln/detail/cve-2026-76480
https://nvd.nist.gov/vuln/detail/cve-2026-76482
https://nvd.nist.gov/vuln/detail/cve-2026-76483
https://nvd.nist.gov/vuln/detail/cve-2026-76484
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2.3.24 Cisco NX-OS Software NX-APl ZE3EEAXEL T

CVE 4R35 |CVE-2026-76453,CVE-2026-76455,CVE-2026-76459

24820 ICisco NX-OS Software NX-API

EEMELITNIRAK

MDS 9000 Series Multilayer Switches Cisco NX-OS Software
9.4(5a) () Z B R

Nexus 3000 Series Switches and Nexus 9000 Series Switches in
Standalone NX-OS mode Cisco NX-OS Software 10.3(10)(2) 2 #
RRAS ~

Nexus 3000 Series Switches and Nexus 9000 Series Switches in
Standalone NX-OS mode Cisco NX-OS Software 10.4(8)(2)Z % iR
75 -

Nexus 3000 Series Switches and Nexus 9000 Series Switches in
Standalone NX-OS mode Cisco NX-OS Software 10.5(6)(2) 2 & kit
BRRUEE | K -

Nexus 3000 Series Switches and Nexus 9000 Series Switches in
Standalone NX-OS mode Cisco NX-OS Software 10.6(4)(2) 2 & i
i

Nexus 7000 Series Switches Cisco NX-OS Software 8.4(14)(2)Z
BRRAN

Nexus 9000 Series Fabric Switches in ACI mode Cisco NX-OS

Software 16.0(9n)(R) Z &R A -
Nexus 9000 Series Fabric Switches in ACI mode Cisco NX-OS
Software 16.1(69)(=) Z &R A
Nexus 9000 Series Fabric Switches in ACI mode Cisco NX-OS

Software 16.2(39)(2) Z &R A&
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UCS 6300, 6400, 6500, and 6600 Series and 9108 100G Fabric

Interconnects UCS Manager Managed Mode 4.3(6j)(2) Z & R4 -
UCS 6300, 6400, 6500, and 6600 Series and 9108 100G Fabric

Interconnects UCS Manager Managed Mode 6.0(2e)(2) Z &R A -
UCS 6300, 6400, 6500, and 6600 Series and 9108 100G Fabric

Interconnects UCS Intersight Managed Mode 4.3(6.260049)(2) 2

BARA
UCS 6300, 6400, 6500, and 6600 Series and 9108 100G Fabric

Interconnects UCS Intersight Managed Mode 4.3(6.260059)(&) 2

BARA
UCS 6300, 6400, 6500, and 6600 Series and 9108 100G Fabric

Interconnects UCS Intersight Managed Mode 6.0(2.260080)(&) 2

EILEN

o AFHMA :
Cisco NX-OS Software FEEXRNRNAR ZE BEMERIRZIEL TR
- WE5EER - BRlEARZEIRAEBERE R G L REEREBA
- SmIERPKGEHELZEBNMLELREEERRE - Cisco EA
FAMEERDENREmER -
CVE-2026-76453 - CVSS : 8.8 - B AEEEIEmA -
CVE-2026-76455 - CVSS : 9.8 - BFHUEHIAE TR -
CVE-2026-76459 - CVSS : 9.8 - BiltFR = ARNE -

o HEYL.

> MDS 9000 Series Multilayer Switches Cisco NX-OS Software 9.3(&)
Z RIhRZS

> MDS 9000 Series Multilayer Switches Cisco NX-OS Software 9.4 i
ZIN

»> Nexus 3000 Series Switches and Nexus 9000 Series Switches in
Standalone NX-OS mode Cisco NX-OS Software 10.3(2) ZBThRZ
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» Nexus 3000 Series Switches and Nexus 9000 Series Switches in
Standalone NX-OS mode Cisco NX-OS Software 10.4 iR Z<

» Nexus 3000 Series Switches and Nexus 9000 Series Switches in
Standalone NX-OS mode Cisco NX-OS Software 10.5 hiRZ<

» Nexus 3000 Series Switches and Nexus 9000 Series Switches in
Standalone NX-OS mode Cisco NX-OS Software 10.6 hRZ<

> Nexus 7000 Series Switches Cisco NX-OS Software 8.3(=) ZBIhR
ZIN

> Nexus 7000 Series Switches Cisco NX-OS Software 8.4 iR

» Nexus 9000 Series Fabric Switches in ACI mode Cisco NX-OS
Software 16.0(2)Z Al iR 4

» Nexus 9000 Series Fabric Switches in ACI mode Cisco NX-OS
Software 16.1 iR

» Nexus 9000 Series Fabric Switches in ACI mode Cisco NX-OS
Software 16.2 iR

» UCS 6300, 6400, 6500, and 6600 Series and 9108 100G Fabric
Interconnects Cisco UCS Software 4.2(2) 2 BT A

» UCS 6300, 6400, 6500, and 6600 Series and 9108 100G Fabric
Interconnects Cisco UCS Software 4.3 ki 74~

» UCS 6300, 6400, 6500, and 6600 Series and 9108 100G Fabric
Interconnects Cisco UCS Software 6.0 ki 2~

o ERIHE:

1. Cisco NX-OS Software Security Hardening Release: October 2026

CVE-2026-76453

2.
3. CVE-2026-76455
4. CVE-2026-76459



https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-hardening-nxosw1-cWzSbtR
https://nvd.nist.gov/vuln/detail/CVE-2026-76453
https://nvd.nist.gov/vuln/detail/CVE-2026-76455
https://nvd.nist.gov/vuln/detail/CVE-2026-76459
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2.3.25 Cisco Application Policy Infrastructure Controller ZEIBEXEZ IR

CVE #®3% |CVE-2026-76498,CVE-2026-76499,CVE-2026-76500

=2 E m |Cisco Application Policy Infrastructure Controller

BEMEMTRAE :

Cisco APIC 6.0 (9h) (B) Z BN -

Cisco APIC 6.1 (6q) () Z BN

Cisco APIC 6.2 (3g) (&) Z & HRA&

® AF:MMA :
Cisco Application Policy Infrastructure Controller BE g2 BB AR ZE
EEHEARIRZLELZERED  TETHER - BAIERZEIREEE
BRELREEINEDIA  RBRHEPARIHELEEMIULEL
JRIEIBEEMIZ - Cisco B ARMEEREENRERMEE -
CVE-2026-76498 - CVSS : 9.8 - BFEUEHIAE A -
CVE-2026-76499 - CVSS : 9.8 - BABEEIERE -
CVE-2026-76500 - CVSS : 9.8 - EFEmMNEMBHRANGFELSIZH -

B2 %83 A NN
0 =10

> Cisco APIC 5.3 (2) ZBI iR A

> Cisco APIC 6.0 hR A

> Cisco APIC 6.1 hRZA

> Cisco APIC 6.2 hRZ

o ERKIR :

1. Cisco Application Policy Infrastructure Controller Security
Hardening Release: October 2026
CVE-2026-76498

2.
3. CVE-2026-76499
4. CVE-2026-76500

BRRME



https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-hardening-apic-UOXWtfh
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-hardening-apic-UOXWtfh
https://nvd.nist.gov/vuln/detail/CVE-2026-76498
https://nvd.nist.gov/vuln/detail/CVE-2026-76499
https://nvd.nist.gov/vuln/detail/CVE-2026-76500
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2.3.26 Cisco Meraki F1E 4 BEXEZmAE

CVE-2026-76463,CVE-2026-76464,CVE-2026-76470,CVE-2026-
76472

=LEEEE M |ICisco Meraki

e e DN N

Cisco Meraki Campus Gateway 32.2.5 (&) Z &R A -

Cisco Meraki Campus Gateway 33.1.4 () Z R4S

Cisco Meraki MG Cellular Gateway 26.1.4 (2) 2 & iR

Cisco Meraki MR Wireless Access Point Software 30.7.3 () 2%
hR 7S -

Cisco Meraki MR Wireless Access Point Software 31.1.8.1(&) 2 &
bRz -

Cisco Meraki MR Wireless Access Point Software 32.2.5 (2) 2%
Rz -

Cisco Meraki MR Wireless Access Point Software 33.1.3 (2) 2%
hR 7S -

Cisco Meraki MS Series Switch Software 18.1.9 (&) Z &R
Cisco Meraki MS Series Switch Software 10S XE 17.15.6 ()2 %
hR 7S -

Cisco Meraki MS Series Switch Software 10S XE 17.18.4.1 ()
BRIRA ~

Cisco Meraki MS Series Switch Software 10S XE 26.1.2 ()2 1%
hR 7S -

Cisco Meraki MV Smart Camera 8.0 () Z &R

CVE #mii%

BRRIEE
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BRRZAS ~

BRRAS -

(RN

Cisco Meraki MX Security and SD-WAN Appliance 18.107.14 (&)
R
Cisco Meraki MX Security and SD-WAN Appliance 19.2.9 ()~

Cisco Meraki MX Security and SD-WAN Appliance 26.1.7 ()2

Cisco Meraki MX Security and SD-WAN Appliance 26.2.3 ()~

W?\ﬁq‘nﬁ:ﬁﬁ .

Cisco Meraki FHEBEBZNRASZEEEHERIRZIBELT RO - T2
STTRER - BRIMAREIRARBERNELERAENEHAAE - B
BEPABEELEZEMUBERBBEMRIE - Cisco 2 LFHBRHER
BEMAEEEE -

CVE-2026-76463 -

CVE-2026-76464

CVE-2026-76470 -
CVE-2026-76472 -

B SEBN]7 £ .
oETO .

A\

VV YV VYV VYV

CVSS :
+ CVSS ¢
CVSS :
CVSS :

8.8
9.6 -
8.8 -
8.8 -

RHFIERIAZETRE -

OB RE R ERAVRIFIRGI AR -
RETEIARR

RRATREREE RIE

Cisco Meraki Campus Gateway 32.2 iRz

Cisco Meraki Campus Gateway 33.1 kiR &

Cisco Meraki MG Cellular Gateway 26.1 hix 2~

Cisco Meraki MR Wireless Access Point Software 30.7 AR Z<
Cisco Meraki MR Wireless Access Point Software 31.1 fiR 7
Cisco Meraki MR Wireless Access Point Software 32.2 AR Z<
Cisco Meraki MR Wireless Access Point Software 33.1 AR Z<
Cisco Meraki MS Series Switch Software 18.1 hiR 7~

Cisco Meraki MS Series Switch Software 10S XE 17.15 hRK
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VV YV V VYV

>

Cisco Meraki MS Series Switch Software 10S XE 17.18 iR
Cisco Meraki MS Series Switch Software 10S XE 26.1 iR
Cisco Meraki MV Smart Camera 7 iR A&

Cisco Meraki MX Security and SD-WAN Appliance 18.1 iR 7~
Cisco Meraki MX Security and SD-WAN Appliance 19.2 hix A&
Cisco Meraki MX Security and SD-WAN Appliance 26.1 iR 7~
Cisco Meraki MX Security and SD-WAN Appliance 26.2 iR 7~

=tz N .
o ERIR

oObkowhE

Cisco Meraki Security Hardening Release: October 2026
CVE-2026-76463
CVE-2026-76464
CVE-2026-76470
CVE-2026-76472



https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-hardening-meraki-os-drbEX9GH
https://nvd.nist.gov/vuln/detail/CVE-2026-76463
https://nvd.nist.gov/vuln/detail/CVE-2026-76464
https://nvd.nist.gov/vuln/detail/CVE-2026-76470
https://nvd.nist.gov/vuln/detail/CVE-2026-76472
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2.3.27 Dell System Update7Z7E & BB 22 2 if 8 (CVE-2026-86360) - 3% {BE LD

WETRE

CVE #75% ||ICVE-2026-86360

= E E m ||Dell System Update
FERMEE | ER S RABLEMIERN - FEEELRALETES -
& NAHEMMA :
T AE35IR Dell System Update 77 FS1C 4 FE (Path Traversal))&)@
(CVE-2026-86360 - CVSS : 9.6) - ARB ni 5l v Rin I EE o] F A
IEREEFIRERZ4 - EMLlroot ERMITERZEING - BEERER
HETESE -

Bl YBR[/ £ .
0 =44.

> Dell System Update 2.3.0.0(-F =) U AT AR A
o ERIKIE :
1. DSA-2026-324: Security update for Dell System Update (DSU)

Vulnerabilities
2. CVE-2026-86360



https://www.dell.com/support/kbdoc/en-us/000515843/dsa-2026-324-security-update-for-dell-system-update-dsu-vulnerabilities
https://www.dell.com/support/kbdoc/en-us/000515843/dsa-2026-324-security-update-for-dell-system-update-dsu-vulnerabilities
https://nvd.nist.gov/vuln/detail/CVE-2026-86360
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2.3.28 GitLab Al GatewayfZ £ = & b# % 2 miE (CVE-2026-90970) - :EiEEE

>

TETES

CVE #75% ||ICVE-2026-90970

SEE R |GitLab Al Gateway

FORWNE ERCHYREELEMINER - FE2EER

o NAE:MA :
WrgE A &353R GitLab Al Gateway 7D A2k 7% (Sandbox Escape)ifid
(CVE-2026-90970 - CVSS : 9.9) - B Duo Agent Platform ;12 #H A5 24
HARTCHERBEECEBESNEANZERKNES @ ZBRIFH
RSN AMRIERSBAIDAEIRE] - ML Al Gateway EHITHERIE
L ERERERIETEE

o FEYS:

> GitLab Al Gateway 18.1.6 £ 19.2.4(A=) * 19.3.0 £ 19.3.2(F2)
5 19.4.0 £ 19.41(ARE)RA
o ERIKR :
1. GitLab Al Gateway Critical Patch Release: 19.2.4, 19.3.2, and

194.1
2. CVE-2026-90970

»
t

RARETTRE -

\



https://docs.gitlab.com/releases/patches/other-patches/patch-release-gitlab-ai-gateway-19-4-1-released/
https://docs.gitlab.com/releases/patches/other-patches/patch-release-gitlab-ai-gateway-19-4-1-released/
https://nvd.nist.gov/vuln/detail/CVE-2026-90970
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2329 PHP %ZE2{EE A E LR E(CVE-2026-109618 ] CVE-2026-109619)

CVE #®35% ||CVE-2026-109618,CVE-2026-109619

FEWER |PHP

EL Rt REEL MR EN - ERANEEZERR PHP
FTHRE NIRSTEZ M EZEAMRA

PHP 8.5.12
PHP 8.4.27
PHP 8.3.36
PHP 8.2.35

iT . PHP8.1(R)UTHRAREA EEFLLAEEEOL) - HAEES
ERBHEN  ZFFBRARE LR ZRAK -
® AR :
PHP #HEARELREAS ( CVE-2026-109618 F1 CVE-2026-109619 -
CVSS 4x DHE® 92)  HABLEHRARIBZRERER
(PoC) W GAERERERILETES -
[ CVE-2026-109618 ]
A EFAER B LIRS (Use After Free ) Jmid « BAECIEFEAZE ( Out
of Memory, OOM ) 2B - oJgEREEREARTEYRIE - EBCR
REDBENERNEE  EBRBEEFENMpFEK  EXFTEN
AR LM ITERZERE (RCE) -
[ CVE-2026-109619 ]
A FERERERIEE (Use After Free ) Ji)ld - OISR B I ARBER T
ZURE - BRARKLE S BFENRFNES - 0B BEZESEM hitp
AR EXRFENFERE LHITEREDRE (RCE) -

B SBR[/ £ .
0 ==,

> PHP5.4.x £ 5.6.x ZFAAMRAK

}

BRRME
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PHP 7.0.x £ 7.4.x ZFTBIRA
PHP 8.0.x &£ PHP 8.1.x ZFiBhRAS
PHP 8.5.11(2) A MR AR
PHP 8.4.26(&) A AR
PHP 8.3.35(2) L N iR A
> PHP 8.2.34(2) LA N hR A
o ERIKIR :
1. Security advisory: Critical remote code execution vulnerabilities,

update now
2. Downloads & Installation Instructions
3. CVE-2026-109618
4, CVE-2026-109619

YV V V VY



https://www.php.net/archive/2026.php#2026-10-21-5
https://www.php.net/archive/2026.php#2026-10-21-5
https://www.php.net/downloads.php
https://nvd.nist.gov/vuln/detail/cve-2026-109618
https://nvd.nist.gov/vuln/detail/cve-2026-109619

Q SMBNAR AR E HED L
m Taiwan Computer Emergency Response Team / Coordination Center

2.3.30 Node.js FHRABEEXREZRRE - FBEERLETRZE

CVE-2026-105482,CVE-2026-105483,CVE-2026-106069,CVE-

2 a
CVE &3 | 5026-111497

FEEm |[Nodejs
BRIE (EACHEREBLERHAEY  BESEEARBETEES
o AF:MMA :
R A B3R Nodejs 7 4 BEXREZRIE ( CVE-2026-105482
CVE-2026-105483 « CVE-2026-106069 & CVE-2026-111497 ) - $&#!
BEEFTHARBAZ - TLS REETHEZEEELEB(TLS
Certificate Hostname Bypass) & # 5% 5 A (Out-of-Bounds Write) - 55 1&
HRIERDIETESE -
[ CVE-2026-105482]
dns.resolve BRTUEIE = NUL Fro 2 BHER - S AtEEE -
[ CVE-2026-105483]
Node.js 24.x B2 26 x hRATE - & IP L EERR - WBE T4
TLS BB THEERSE -
[ CVE-2026-106069 ]
SEMEEAIEEERN Z IP AR - WEBETEB TLS REZE
HEERE -
[CVE-2026-111497]
Brotli B s3 MR B ARG - O EBRHIAITIZEZNM -

B SBR[ £ .
0 ==,

> Node.js 22.0.0 £ 22.23.4(FRZ)hRAS
> Node.js 24.0.0 £ 24.22.1(A )&
> Node.js 26.0.0 & 26.12.1(-R2) kRS

o
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o HERITR :
1. Wednesday, October 21, 2026 Security Releases



https://nodejs.org/en/blog/vulnerability/october-2026-security-releases
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2.3.31 GitLabFE2IESEMEEZ 2 RE(CVE-2026-9722981CVE-2026-110264)

CVE #®35% |CVE-2026-97229,CVE-2026-110264

B/EE M IGitlab CE/EE

ELCHE ROELEMNER  FEZENMBETES -
AdLEan S

2R 4% |[https://docs.gitlab.com/releases/patches/patch-release-gitlab-19-4-2-
released/
https://docs.gitlab.com/releases/patches/patch-release-gitlab-19-5-1-
released/

® ANAE:AA :
MFEAEEIR GitLab ftEEAR(CE)ETZHEIR(EE)FE 2 BEERN
(Integer Overflow);®;E(CVE-2026-97229 &2 CVE-2026-110264) - 51
RIEDERRANETESE -
[ CVE-2026-97229]
IRERFERET  REEHERZRIGEECERR CI/CD
AP FERARBEZIERAFRRI - EZMRR GitLab GRBNTERER
B -
[ CVE-2026-110264 ]
bR R mER R ERR AR EERERN - REEGRET
ARG DR 2 B2 KNEE TR GitLab @ARBATEERREDDS -

B BB, £ .
0 =449

> GitLab CE/EE 7.0 £ 18.11.13(-fA&) ~ 19.0 £ 19.0.10(-F&) ~ 19.1
£19.1.9(F&) ~ 19.2E219.29(F&) ~ 19.3 £ 19.36(F =) - 194
£ 19.4.3(F &)k 19.5 £ 19.5.1(AZ) kA
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o HIIF

1.
2.

3.
4.

GitLab Critical Patch Release: 19.4.2,19.3.5,19.2.8

GitLab Critical Patch Release: 19.5.1,19.4.3, 19.3.6,19.2.9, 19.1.9,

19.0.10, 18.11.13

CVE-2026-97229

CVE-2026-110264



https://docs.gitlab.com/releases/patches/patch-release-gitlab-19-4-2-released/
https://docs.gitlab.com/releases/patches/patch-release-gitlab-19-5-1-released/
https://docs.gitlab.com/releases/patches/patch-release-gitlab-19-5-1-released/
https://nvd.nist.gov/vuln/detail/CVE-2026-97229
https://nvd.nist.gov/vuln/detail/CVE-2026-110264
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2.3.32 Oracle Java SEEAOracle GraalVMTZE 5 E & % 2 i (CVE-2026-

91403) - FIRFEERIIETEE

CVE #75% ||CVE-2026-91403

T2 Em ||Oracle Java SE -~ Oracle GraalVM
EANCHE RABELIEMER - BFSEZEEARAETES
BERIE | m@urm T
https://www.oracle.com/security-s/-cve-2026-91403.html
o NAE:MA :
i AE 3538 Oracle Java SE - Oracle GraalVM for JDK X Oracle
GraalVM Enterprise Edition 2 JSSE =7 & A% 2 )%E (CVE-
2026-91403) - ARG DRI 7 R In N B E O BRI E BN EET
K& EMRCEEEE - 52 MRNEREBEN - HREk
ETRE -
° HETAH:
> Oracle Java SE =7 8u511 ~ 8u511-perf ~ 11.0.33 ~ 17.0.21 ~ 21.0.13 ~
25.0.5 & 27.0.1 R K

> Oracle GraalVM for JDK =7 17.0.21 E4 21.0.13 iR A

> Oracle GraalVM Enterprise Edition 21.3.20 (R A ZZEE
o ERIKE :

1. Oracle Security Alert Advisory - CVE-2026-91403

2. CVE-2026-91403



https://www.oracle.com/security-alerts/alert-cve-2026-91403.html
https://nvd.nist.gov/vuln/detail/CVE-2026-91403
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2.3.33 GoFESEMEZZEIRIE(CVE-2026-111943) - A B EER I ETEE

CVE #75% ||CVE-2026-111943

S EEm ||Go

ERCHHREELEMINEN  B2EEARBETES -

RERIDE @i T

https://groups.google.com/g/golang-announce/c/66pojueaQek

® WA :
MR AEEIR Go Z crypto/x509 E#T‘EKEL 75 B2 58 (Improper
Certificate Validation) & & (CVE-2026-111943) - DERNERRE
ERERFEOBERBIRER - Certificate. Verlfy Iz_\lfbﬂﬁﬂzzﬁ”ée
BEH AR ET 2 DA RFZIZ#E DO (Intermediate CA)E5 88 7RG -
WEHEUFEIDETIEAAKE  BEEREDLETEE

o FEYS:

>  Go 1.26.10(-~=)ART AR A
> G01.27.0 F 1.27.3(RE)A&
o ERIR :
1. [security] Go 1.27.3 and Go 1.26.10 are released
2. CVE-2026-111943



https://groups.google.com/g/golang-announce/c/66pojueaQek
https://nvd.nist.gov/vuln/detail/CVE-2026-111943
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2.3.34 Fortinet ZREXEMFELLZZRICER - 2R T 0l 5 A 5B
CVE #R3k
2,52 o |[FOrtinet FortioS - FortiManager - FortiAnalyzer ~ FortiMail -
FEE |:|

FortiAuthenticator

FortiOS : 8.0.2 ~ 7.6.8 ~ 7.4.13 ~ 7.2.14 S U _ERRAK
FortiManager : 8.0.2 ~ 7.6.8 ~ 7.4.12 ~ 7.2.13 S _EARAK
FortiAnalyzer : 8.0.2 ~ 7.6.8 ~ 7.4.12 ~ 7.2.13 S L _FhRA
FortiMail : 8.0.2 ~ 7.6.7 ~ 74.9 S ERRA ; R 7.2 nX &
EARETATU LD
FortiAuthenticator : 8.0.4 ~ 6.6.11 ZZJ{ _EhRZR
5 1. BIRBIEER A R - BT EIEEINERRE -
5 2. KRR ZRST RN EERT - BRI B RE - WhHERERN
BHREEFER -
5f 3. MNEREEZEN - BIREISENTEHAEARHEE ZEN - &
EFOEME 1P ER ; HWERRIAE RS EMEEERE
i R RESWE Y [k
o WA :
HEZ 2R FERE Fortinet FEER 115 F 10 B 22 HEHZHERT
2®{EE# - ¥ FortiOS ~ FortiManager * FortiAnalyzer * FortiMail
& FortiAuthenticator & 5 X%3l - BI2E A kS RAEREER - Bk
BEZEK  BIEUREBMFIERZHBERKEE - EBEE
T INERRE  DIBETFEERLE
Fortinet =7~ - AR T@EHREE Al HEIL 2 HIFETSPTEIR - HETR
BRI 115 F 11 B 10 H A - EEREAET ARE I

BRRPEE
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BMBREER FBEIEUARRTHENER  WRIEEMRAZEM
BRRPBEFAR -

B 4BEN]7 4N -
[ E{?% = .

» Forti0S 7.2.0-7.2.13 ~ 7.4.0-7.4.12 ~ 7.6.0-7.6.7 ~ 8.0.0-8.0.1

» FortiManager 7.2.0-7.2.12 - 7.4.0-7.4.11 - 7.6.0-7.6.7 ~ 8.0.0-
8.0.1

> FortiAnalyzer 7.2.0-7.212 -~ 7.4.0-7.4.11 ~ 7.6.0-7.6.7 ~ 8.0.0-
8.0.1

» FortiMail 7.2.0-7.29 ~ 7.4.0-7.48 ~ 7.6.0-7.6.6 ~ 8.0.0-8.0.1

» FortiAuthenticator 6.6.0-6.6.10 * 8.0.0-8.0.3

o ERIHE:
1. Fortinet Releases Security Hardening Release for Multiple Products



https://www.fortinet.com/blog/ciso-collective/fortinet-releases-security-hardening-release-for-multiple-products?utm_
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£ 3T - EXMEEEE

115F 2FE A TIEEMRE_ B E AR
SEENRSRT | 115/11/7(75)~115/12/5(7)

EENMEL | EEIIpEKER
R ENAEL httgs://www.siiIeec.com/sub'|ect.QhQ?sn:6327

.....

‘ BPHELRGHAUBUBAERDLDAALRABIPHERE @iciilpm |Q

V¥ : 115%11 A078 £12 4058, §i8:59:00-16:00, #*30/he¥ L )

RERA : HE%30,000

AR AR EAS D EREARSRLEITHE
(52835 X 18848802'F) 04-22855506 /M E

ARFBELHAMR 02-23800912 7/

EEHE (ER]
RS AREBUINEIRE - FERBBES -
(FAEHz]
A EEYHEMERLZEEEAE Z2SHLIEEEMEREEA
C BLZRIRIES5RIRAAE -

HE{%%[F%H

ERENXINASLZE - ERARLZEE Web -« Xt o T ZREEH#
amec ]~ Efa SR AR MERE -
[FREER]
AIREFERREM A A TRSERARE - AITRES - BfEo4
HEE RO THANWEKEREEZRRS -
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[ENEN A ] RIRE - FEE - FTRE
[EWEN] BXEBLZMAR - BUPEKS

[EFZEPR] 11/6-LINUX B WINDOWS & i3 55 38
SEENISRS | 2026-11-06 09:00 ~ 2026-11-06 17:00

SEENMEY PETBEAE—ARMAZEDIIEREE ( EIbHP LI =E&22-1
IRFHL T KIESIECE )

JERENMEUE | https://www.tissa.org.tw/Course/Detail/5922

[ER]

JR1E : 8,5007T/A
B S1E : 8,0007t/A
AEEE : 7,50070/A
EREM - 26 - B K5TiRR A
Hy2E L 2026-11-03
[EEAE]
EENMEE AR BEENELE LINUX 2552001518 - Bir5zE et
LINUX A OIEE R BIRIINEE - W 4BERE L BETHREETE - Ib
A6 - TRISERIZF#E LINUX & WINDOWS #5538 ER IR #E1TEEER - FRAR
MEZEEREAERFITIEZEIE -
[EMEMN] PERBENRERGERRRZAS
[ B48% [ ] 02-2553-3988#816 MEE
security@tissa.org.tw
2026 EEERBPREZTFT . UHFAIRS BCEEEE
EEIGR] | 20265E11H03H 09:30-16:20
EENMES | S ABEREIESED0 401E (A1 P IEEHRMNEE25E4E)
JERENMAUE | https://activity.tweert.org.tw/2026/index.htm



mailto:security@tissa.org.tw

Awvoertoc

LS

08 Al BB BLESEE

2026 }’Sﬁf

5 Sam—n: .;_ Bweertcc  i§100

[(SMEz]

BIAZAREEE « f/hPELEE  RIEESE  SREEE BLSE
I ARE=EE - CERT/CSIRTZEA « ISACAHA - SOCAHMSGHEEL T

eB A R 7 B i1
[EEIAE]

Z%Tmﬁﬂatétz SR AMESRZDINMIRB T RRAELNES
CBNBESSESHEZRERLEMER B 2024 F 1 BEFEE
‘.:.A,%“%'-é KA G R IE B 1358 & /0 (TWCERT/CC) - 1225 24 /)

KABENEZSHER BESE
RASHIBEERELZRE T -

FH TWCERT/CC £ AE2BELBREEFEBEASTE -

B OB AIHE BILEHES

X - B8 Al ERAZE - E2CEHEAEBIES Al ELRER
BERADZERN - MEINREFES Al FRNEZER - E}%“F‘E%&
BERESRVIER - Wi Al Z2E %E%EAF ZORES - %ﬁﬂfﬁﬂ

BEH T - TEHRARHENEEER
BLE - EEIIUMNEAIRE -
(158 EE () BIERESD
[EWEN) BURESRERLEE
&8 L\(TWCERT/CC)

[FWEN) BXERLENRER

SEENEEEHEREERHRA DL
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It =z NN
£ 4E - TUNTRERAS
—
TWCERT/CC A B3 8% 2ZCVSS 3178 Assl L2 mAENMTE :

H9%E M | SecuShare Pro - OS Command Injection
TVN/CVE ID @ TVN-202610001 / CVE-2026-107459

9.3 (Critical)
CVSS:4.0/AV:N/AC:L/AT:N/PR:N/UI:N/VC:H/VI:H/VA:H/SC:
CVSS N/SI:N/SA:N

9.8 (Critical)
CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H

SecuShare Pro v4

#822 E 7 B9 8 2 SecuShare ProZ#£0S Command Injection

[ B i 2t R R DER 2 ERIRNEE I ATERIEELRRIS

LR EIARES EAT

=GR : MailCloud ( & EaaS ) BRIBECEH SR EH - IRIE
R E . FHEERRINEEING -

1ZZ4ERR : SecuShare Pro A Fi5 Bt BRI E 51 1210 AR 75 B X 153

D=
B}
20

—

FERAE
BNETTRRAEE R -
BEEAR  FERBERERZRMRE - WA RIRIEHRFRZE
Eifl - ERZERRERHEEZZEZMEREL -

NGISE! 2026-10-08

THEAEAS https://www.twcert.org.tw/tw/cp-132-11254-9¢206-1.html

BE)&E B | TeamPlus Messenger - T E2{&iRwiE
TVN/CVE ID @ TVN-202610002 / CVE-2026-110444, CVE-2026-110445

CVSS [ CVE-2026-110444 ]
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8.6 (High)
CVSS:4.0/AV:N/AC:L/IAT:N/PR:N/UL:ANC:H/V I:H/VA:H/SC:
N/SI:N/SA:N

8.8 (High)

CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H

[ CVE-2026-110445)
8.6 (High)
CVSS:4.0/AV:N/AC:L/AT:N/PR:N/UI:A/NC:H/VI:H/IVA:H/SC:
N/SI:N/SA:N
8.8 (High)
CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H

HEEm TeamPlus Messenger v16.8.02v17.0.6 iR A
[ CVE-2026-110444(Code Injection) ]
AEBDER VRN EBEOZEEREERRSTHES
FEAW#EITERJavaScript - EMEFEHERR L ES
N, % DIHAEREERRTERZLE -
[ CVE-2026-110445(Code Injection) ]
REBHEN ZERNBEDFEEAEEAREHANSTE
g - JF AL ITERJavaScript - EMEFHAERRLZEE
H%&  DEEREERNTESZNE -
BERAE TeamPlus Messenger v17.0.7(2) A&
ARBEA 2026-10-14
THEAZELS https://www.twcert.org.tw/tw/cp-132-11270-88d86-1.html

L3313 | WebI TR - Insecure Deserialization |

TVN-202610005 / CVE-2026-113404

TVN/CVEID
8.7 (High)
CVSS:4.0/AV:N/AC:L/AT:N/PR:L/UI:N/VC:H/VI:H/VA:H/SC:
CVSS N/SI:N/SA:N

8.8 (High)
CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
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FEEm WebITR 2_1_0_34(Z) AR hR AR
gl 8 & B F % Z WeblTR = £ % # 7= £ Insecure

N, Deserialization)®)fa - 28BS 7 &kl 7 = im I E & ol M A
BARENETBESTBEERERIEER - EMRER
IR FITERIZINE -

FERAE BHE2 1 0 36()UBRE

NGI=EE 2026-10-20

THEAELS https://www.twcert.org.tw/tw/cp-132-11296-d3d95-1.html

SR Ei | BA-Workflow TERIEREF S - FEMERE
TVN-202610007 / CVE-2026-113405, CVE-2026-1134086,
TVN/CVEID | cVE-2026-113407

[ CVE-2026-113405)
8.7 (High)
CVSS:4.0/AV:N/AC:L/AT:N/PR:L/UI:N/VC:H/VI:H/VA:H/SC:
N/SI:N/SA:N
8.8 (High) CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/AH

[ CVE-2026-113406 )
8.7 (High)
CVSS CVSS:4.0/AV:N/AC:L/AT:N/PR:L/UI:N/VC:H/VI:H/VA:H/SC:

N/SI:N/SA:N
8.8 (High) CVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H

[ CVE-2026-113407])
8.7 (High)
CVSS:4.0/AV:N/AC:L/AT:N/PR:L/UI:N/VC:H/VI:H/VA:HISC:

N/SI:N/SA:N
8.8 (High) CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H

[ CVE-2026-113405, CVE-2026-113406 ]
BA-Workflow v3.6(A =) A BThR 2

[ CVE-2026-113407]
BA-Workflow v3.6.2.7(A2) LB iR S

a
I
i
a0
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[ CVE-2026-113405(SQL Injection) ]

o035 E I BA-WorkflowZ#ESQL Injection)®@ - £ HE —
R 2 R In B E O EAERSQLIES - EMEH -
WERBRERNEARNS -

[ CVE-2026-113406(SQL Injection) ]

o IE EFBA-WorkflowZ7ESQL Injectionm)@ - 2 ENE
RRHE IR 2R In W EBE I AERSQLIES - EMEH ~ £
BWAEMBRERERNS -

[ CVE-2026-113407(SQL Injection) ]

o1 B E L BA-WorkflowZ7ESQL Injection@id - 2 EE
R ERNESE I AEESQLIESERN - Bk
MPRERERNS -

R A BT EV3.6.2.7(2)UE R AR
yNEI=E: 2026-10-20

=R e i

THESELS https://www.twcert.org.tw/tw/cp-132-11298-d9dd5-1.html

HAEZEMRIL | NT OneAPPREEIHEIEZ 4 - FHSERE
TVN-202610006 / CVE-2026-114219, CVE-2026-114220,
TVN/CVEID | CcVE-2026-114221, CVE-2026-114222. CVE-2026-114223

[ CVE-2026-114219]

9.1 (Critical)
CVSS:4.0/AV:N/AC:H/AT:N/PR:N/UL:N/VC:H/VI:H/VA:N/SC:
N/SI:N/SA:N
7.4 (High) CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:U/C:H/I:H/A:N

CVSS [ CVE-2026-114220]

9.3 (Critical)
CVSS:4.0/AV:N/AC:L/AT:N/PR:N/UI:N/VC:H/VI:H/VA:N/SC:
N/SI:N/SA:N
9.1 (Critical)
CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:N
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[ CVE-2026-114221)

5.9 (Medium)
CVSS:4.0/AV:N/AC:L/AT:P/PR:N/UL:A/NVC:H/VI:N/VA:N/SC:
N/SI:N/SA:N
7.4 (High) CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:H/I:N/A:N

[ CVE-2026-114222]

6.9 (Medium)
CVSS:4.0/AV:L/AC:L/AT:N/PR:N/UI:N/VC:H/VI:N/VA:N/SC:
N/SI:N/SA:N

6.2 (Medium)
CVSS:3.1/AV:L/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N

[ CVE-2026-114223]

6.7 (Medium)
CVSS:4.0/AV:L/AC:L/AT:N/PR:N/UI:A/VC:H/VI:N/VA:N/SC:
N/SI:N/SA:N

5.5 (Medium)
CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:H/1:N/A:N

~EEm NT OneAPPIEERE IR £ 4% V1.5.22(F) UBTIRA
[ CVE-2026-114219(Hard-coded Credentials) ]
KRB DR 7RI IWNEE O NSERE IS S i ER
BABKAS  EMNSERABBAXXRRBIBEREEE
&l -
[ CVE-2026-114220(Improper Certificate Validation) ]
KRG R Zal A AN EE N BEREIRERE G
P e i PR BB T TR RIEETPRIALRE  EMEEN

BENEAENEEREEZENAS -

[ CVE-2026-114221(Credential Disclosure) ]
ARG DR ZERNBE TR ERYS N AEZEWebView
KR EE 5 2R Z HT TP Basic Authentication challenge - #E M EY
FEEAEREZNUP Portal 3817 -
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[ CVE-2026-114222(Authentication Bypass) ]

REF D 8B 2 A% In W EE O] 518 Deep Link#E B App

PINSHEHG - EMENESEAFTHEZZFREER

[ CVE-2026-114223(Exposure of Sensitive Information) ]

KGR AR E o EISADBED THQ?%’F‘““
WAGRAEERENE - EEOER PRI IREE

WS EEERERING -

[ CVE-2026-114219, CVE-2026-114220, CVE-2026-114223]
BT ENT OneAPP V1.5.35(2) LA IR A

FERFE
[ CVE-2026-114221, CVE-2026-114222]
BT E NT OneAPP V1.5.35(2) L& AR A
YN:GISE:! 2026-10-22

THESELS https://www.twcert.org.tw/tw/cp-132-11307-ae4b3-1.html
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488 - TWCERT/CC B

BITEAN . BEEMaEIE G EEERRE O
(Taiwan Computer Emergency Response Team / Coordination Center)

HHIHE : 20268 10831H

&EFEH : CERT_Service@cert.org.tw

B4 : https://twcert.org.tw/

Facebook # 44 &H : https://www.facebook.com/twcertcc/

Instagram : https://www.instagram.com/twcertcc/
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