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https://meltdownattack.com/
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https://security-center.intel.com/advisory.aspx?intelid=INTEL-SA-00088&
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SonicOS 2 Sonicwall AR ZEXEEBIFELRGAEIE TH &
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https://meltdownattack.com/
https://security-center.intel.com/advisory.aspx?intelid=INTEL-SA-00088&languageid=en-fr
https://security-center.intel.com/advisory.aspx?intelid=INTEL-SA-00088&languageid=en-fr
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https://security-center.intel.com/advisory.aspx?intelid=INTEL-SA-00088&languageid=en-fr
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AIFHFTE M SonicOS i’:]’éé‘iy IR [E] 8 A SR tR K HEBGA R
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Settings ] R4 ER Add IEEIEE 88 Name @I - 2% Update I
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BARER  RMEARRER KB ZFEAERARERNE B8
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https://cxsecurity.com/issue/WLB-2018010066

https://packetstormsecurity.com/files/145725/SonicWall-SonicOS-NSA-

Web-Firewall-Cross-Site-Scripting.html

https://packetstormsecurity.com/files/145689/SonicWall-SonicOS-NSA-Fi

lter-Bypass.html
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https://cxsecurity.com/issue/WLB-2018010066
https://packetstormsecurity.com/files/145725/SonicWall-SonicOS-NSA-Web-Firewall-Cross-Site-Scripting.html
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HENTEER Lua Z5R% RERRGZERMARNSEEEWSINEF
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https://packetstormsecurity.com/files/145823/TP-Link-Remote-Comman

d-Injection.html

http://www.tp-link.com/tw/download-center.html|

3.3.5 * /Jvils Transmission BitTorrent 5%t iRFE - BEIE PC 24
Transmission Project £ peer-to-peer B BitTorrent 13 %€

M CESHREERTEHRE - &R Transmission client ZE2hk A

BBCAEE OS £ browser - E#AR % "domain name system £
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https://packetstormsecurity.com/files/145823/TP-Link-Remote-Command-Injection.html
https://packetstormsecurity.com/files/145823/TP-Link-Remote-Command-Injection.html
http://www.tp-link.com/tw/download-center.html
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session-id Z#HIBMWAE - B2EFLLEEX Transmission FHFE DNS
B MW - & HITP POST s S 2 # 2 A KX 8 & #
X-Transmission-Session-Id - BERIEEM TR EEWEMEZER - 5
BUEIESR - R ECNEAN - BEEPIERS - 155 Torrent #U52
REfl RCE WEREK - BRitBEEHENSREMH N -

TRANSMISSION

A Fast, Easy, and Free BitTorrent Client

ERHOR

https://github.com/transmission/transmission/pull/468

https://thehackernews.com/2018/01/bittorent-transmission-hacking.html
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{& DNS root server Htb 7 F-root EEZE 57 - 155 1980 R
MMAZTHRAEBEEMN Berkeley Internet Name Domai( & &
BIND) - IRIBIEEH fetch()/FFRB=ZMEEE Use-after-free - 513
assertion failure &5 & EMkgs named o4 BREL ; 55 Dynamic Host
Configuration Protocol A& AR - Bk EIE OMAPI EiRiEFK
Ry - 38 E ¥ DHCP server O] A socket - P& #ARE IP A -
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https://github.com/transmission/transmission/pull/468
https://thehackernews.com/2018/01/bittorent-transmission-hacking.html

DHCP - BIND MiZ A BiEis 85 Dos - ISC 7t BIND 124t
22 TH - FR DHCP AIEBEAMR - EMMARSTEET - Hxk
SRBIET -

N

Internet Systems
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ERZOR

https://kb.isc.org/article/AA-01541

https://kb.isc.org/article/AA-01542

https://www.isc.org/downloads/bind/

3.3.7 » Foxit BEERBS IhREIRIE S 28 &£ RCE ~ FR5ME

BITEES NS E PDF BiE LH - EfSFeriEE/) - BE
R &HISERATE Android &2 MobilePDF &3 Windows & 5 2
PhantomPDF - Reader - HE=# /& PDF 2)XE - AZMkEEF 7T
#J URL R5eEtam i - BlEFE1EART MobilePDF - WIFI {3 4£4& S8
FEENWER - 2R 2 EH PhantomPDF 5 Reader BIEINRZ -
% &% & XML Forms Architecture 8 Type confusion £2
use-after-free Ak - %74 Remote Code Execution ; i single
instance RN LUBEEERAMESE PDF - oJgEE#EE Address
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https://kb.isc.org/article/AA-01541
https://kb.isc.org/article/AA-01542
https://www.isc.org/downloads/bind/

control #§MEH ; FRY EPUB 18X EMISH ZIP B B2 REB
bR - RUAB3& buffer overflow ; EREEREZZRINEE  EHEE
SRR S EE RIS out-of-bounds read - SEHMBEHIER £EE
PDF #% R - Foxit B A ETHRIL NS -

4

Foxit® Reader \,

> loading...

BERHOR

http://www.foxitsoftware.com/support/security-bulletins.php#content-20

17

https://www.foxitsoftware.com/support/security-bulletins.php#content-2

018

3.3.8 « HEFZEHER Master IPCAMO1 i EX1§ root 215

MR AN BB RRAERE - IR 7 B8R skygofree IEfE— -
B Raffaele Sabato HIEZZ INME#Z:ZE Barni Carlo spa ASIL M
AR - BUSE Master IPCAMOL - B RBBEESER  B%E
of 3 E R i M F A E D config_backup.bin - & iE
webserver.conf BZx[ClE HE I - Bl E KK - NS root 4 hash
BEMAEEE - S59ME HTTP request ZR1ERIBEES [P camara EIEME
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http://www.foxitsoftware.com/support/security-bulletins.php#content-2017
http://www.foxitsoftware.com/support/security-bulletins.php#content-2017
https://www.foxitsoftware.com/support/security-bulletins.php#content-2018
https://www.foxitsoftware.com/support/security-bulletins.php#content-2018

BhEE S8 web server B518 - SRIFEEWE - BHAIEAKRIERERHH
2 REIEMBHRETIHERERBATRRRREZE ERRZH
BEEBIARERECKE - WEBUERRE loT ZIRAKEF -

ERIR

http://syrion.me/blog/master-ipcam/

https://www.hkvstar.com/technology-news/ip-camera-default-user-name

-and-password.html

3.3.9 - ERE ISR E Zyklon 1B - ZIIEEBEMER Office AP

F1 2016 F4)) - Zyklon ERIefx =R AES - 7% botnet B=
BIEB HTTP Bl EEZRBLE BIBSREA  USH—IKZ
BE1TEIX Zyklon EL - #EH Office — B2 MRBEIE - B H T BR
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http://syrion.me/blog/master-ipcam/
https://www.hkvstar.com/technology-news/ip-camera-default-user-name-and-password.html
https://www.hkvstar.com/technology-news/ip-camera-default-user-name-and-password.html

EBiE - RRAXTHHEBEESE  SOoMKRERERERN - ERERE
F N B.NET Framework * DDE protocol - Office A2 #REE=R TR
- HmiEZ iR A DDE HER Word X4 - o+ dotless IP
%4 URL - fiE[E3E C&C fEARes - L PowerShell script #£1T5%%
P ERRNE ; BAF Equation Editor Jt A5 % out-of-process
COM server B4 - #i¥ Data Execution Prevention #] Address
space layout randomization R ; B E% FinSpy E&xEEe
e Bl RE TR AMEER - IIMEREERE PC 1218 - B
% hE DDoS MR INE ; 2 Zyklon BUEREM AR email EHR
T BEMR 2017 FEREHZZEMN  EHANRELZETHE 2
RETERESHES - LATEABE -

DDE AUTO CVE-2017-11882

= BTN N .
BRIKE

https://thehackernews.com/2018/01/microsoft-office-malware.html
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https://thehackernews.com/2018/01/microsoft-office-malware.html

3.3.10 - [4#28228 Lenovo K IBM %533 #128 A HP backdoor &7
14 F 27X

14 FFRI#IEA Enterprise Networking Operating System
%P9 HP backdoor fgZ& _E s £ E2IBEA Lenovo 1 IBM
M AE 2RISR s E e - = oRER LDAP ~ RADIUS - TACAS + % 3&1m
SRs8 IN8E - S ERIE) Backdoor B2 Secure Backdoor 188z E Rl
PRI IR B PR - LB EREA R serial console ~ Telnet ~ SSH -
Web E£—iNHE - BB DBREBEMESSMER BTEIM:RL
AREHTREY - BMECEHSIABIRHEREER -

ERHOR

https://support.lenovo.com/tw/zh/product_security/len-16095

http://securityaffairs.co/wordpress/67729/hacking/lenovo-backdoor-net

working-switches.html

3.3.11 : Symantec ZHREmZA®EIR Diffie-Hellman 2 & K &t
TLS th%E

Symantec 25 9 BRBLZEEISS MERIERINETSE - HE
I3k Symantec [RIGERETTRZ ZE 25 - ME KA OpenSSL KT &

23

TWCERT/CC EZEEEFR 2018 F£2 A%


https://support.lenovo.com/tw/zh/product_security/len-16095
http://securityaffairs.co/wordpress/67729/hacking/lenovo-backdoor-networking-switches.html
http://securityaffairs.co/wordpress/67729/hacking/lenovo-backdoor-networking-switches.html

ENRMEFE - 8% OpenSSL 1.0.2 23 EBHRBRASE - A
BSohmiex 2 IBEEE R - 5% 0l3E rsaz_1024_mul_avx2()Z
S BAFEEZEFEE overflow - 75 Diffie-Hellman Z#8E5 ;
5 &S handshake fEERARES - 5138 OpenSSL 1.0.2b B&ERA
handshake R - SSL_read()#1 SSL_write()# A& « EREXCE
1 45 R B E 2 2 (TLS) IR RE - AR MEF OpenSSL & 75
EHAR - Symantec FARARARRIIERE - I PREEEFH R —F
B3 -

symantec.

ERIR

https://www.symantec.com/security-center/network-protection-security-

advisories/SA159

https://www.hkcert.org/my_url/zh/alert/18011801

3.3.12 - Seagate ZFAEIm4EE Personal cloud JItiwiA - ZEE
EEEN1T %4 command

FERR AR Seagate # L ABIE 73 & Personal cloud - FHRZR
RMWABBER  ZREZMBENEREIEFEN BN - EEBUMRE
Yorick Koster SRl Hi 7z =% ®i@ - B uploadTelemetry X

A
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https://www.symantec.com/security-center/network-protection-security-advisories/SA159
https://www.symantec.com/security-center/network-protection-security-advisories/SA159
https://www.hkcert.org/my_url/zh/alert/18011801

getLogs MEITETRIGEEETPIER Z csrf_exempt decorator - EfF
FH Cross-Site Request Forgery & - iz =250 URL REA
BRIET - B8 GET 28[8&4 fastcgi.server 7ot - Ll root #[R
AT SEIEEEBERME - M Seagate B 2017 F 10 BESERR
It eSHARANSEHEE - F T EKEREFN NEREEXZ T —E

= ==
BREFE °

ERHOR

https://blogs.securiteam.com/index.php/archives/3548

https://www.exploit-db.com/exploits/43659/
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https://blogs.securiteam.com/index.php/archives/3548
https://www.exploit-db.com/exploits/43659/

3.4 - ERMEERIEES

i5E | SRR e S ERIER
=g
2018/03/ b018 EEE (EZWFE] 2018 EEELZARE
13-03/15 FHEI : iThome

2K

2

HE : 2018 3 H 13 HZ 15 H

ihEs - BEEEFEEET O TICC (BEmEREBARK 1
51%)

AR BELS
https://signuptcss.ithome.com.tw/2018/signup?utm
| source=tcss_website&utm_medium=link&utm_ca
mpaign=tcss2018&utm_content=navi_shortcut
ERIZRIR : https://cyberithome.com.tw/

SEBE

SEEBBE Cyber First Cyber Taiwan ZBEZE
TR BREENEREEE . —KEHRBS
140 52 - HWESEZE 60 BAFIETEEARME
[ BAEHTERARN - HEpiER - DURERESF 32 AP RS
SISEORABRES  2HUBRER -

RIZERE 700 BU LERELEMBRRTR—
RERE  FmIRBHEZR F 2D - REBRGEHEE
KRN —DHR  BEEFROHEF !

Keynote BIRNELZ BRI TR ERE

Cyber First Z4FIEZZRB R TmIE

Cyber LAB 5 F&HIRKPHEES i

Cyber Taiwan EEEZEREB T2
Cyber Security Expo BAEZ RS % M E
CIO/CISO EZREEBREXRKBEE
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% 4 2018 F£ 2 ApEHERA

RPOLBHEBELRL BFHG BRERFHARNRELZRSH
I - 2018 &£ 1 AUREIERET 527 £ - IN ARIERTEIE - 25l
RBMACRAETE - BRERFETE B RARFREE -

BEREFRTERSEESERNESE BREBSEERN
SREWBRHWEY IP - AP OETRERZRE - WE 1 Fir
BWEBRAE R AP OMREZ BT SHHBRSHHEIFMEE
RZBHRE - WE 2 Fivn ; BHRBAEGETERARFOFIRERE
woh - FIEWBHE S - WE 3 Firs -

B RIFEHRETE
600
488
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200 -
100 -
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O e T T T T
—‘bw\ Qé‘ﬁ
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‘ ¢ @
B RFETE
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B AETE
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2 BHHRFETE
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PR R ARETE
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B 3 @SR g E

KB T -BAESHFREE . BRREN  TRBEEVHRR
ER@ LEYHEE MBEFREATCEZIAE AREZERER
AEERSN - RABRHI oIsEE I EBA LA LTWERNA -
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BRERERZHBNEN  SEREFREVFHZ  REA
AEZEMBREESREI—BAEYHE -

EHE—HIARSEMGEE  EE2RBHEAN BmERTARRE
RZ71E - BXEEHER  EEMREFRNM - 7 XEEH
BIRHERESNZREFERRZER -

EWENSEEF 165 R&FIRE" Whoscall 485 EY)5F5R[C#H
2. afF 2017 FHGEEARBESHAEBRBRFA
rhttp'//cybercrime whoscall.com/. REERX -EHEER - &
HiSERAEETE—TEZ -

7 3R A TWCERT/CC G1F - BRBWAFABHRERERBER
8 PDURDZRERBE BRXEEKX -

TWCERT/CC REEREEBYER  ABYHLERoE8NG
""""" EEE BRFE—BRIESEMNETRS  URRE - WaBBk
BEEMEREBFE " http://cybercrime.whoscall.com/ ; [E]3k o] 5%
e - BMSABELUR TWCERT/CC AEEIE - B/DFRIES -
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BITEN . 2 2ERERE B EEZ R/

( Taiwan Computer Emergency Response Team / Coordination Center )
HFHHE 2018 F2 A 15 H

wmo i B

Ax#5 &S 1 03-4115387

R RN ERFBE : 0800-885-066

EFEH : twcert@cert.org.tw

B 44 . https://www.twcert.org.tw/

MAHREZE © https://www.facebook.com/twcertcc

BZEFHE]RE : http://i-to.cc/S5Hz)

MAEMREEERE - BUEASFEH -
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