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https://securityaffairs.co/wordpress/71181/hacking/cve-2018-0171-russi
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https://tw.news.yahoo.com/駭客入侵全球20萬台路由器-伊朗網路出現美國旗-051023675.html
https://www.reuters.com/article/iran-cyber-hackers/iran-hit-by-global-cyber-attack-that-left-u-s-flag-on-screens-idUSL5N1RK0DQ?rpc=401
https://www.reuters.com/article/iran-cyber-hackers/iran-hit-by-global-cyber-attack-that-left-u-s-flag-on-screens-idUSL5N1RK0DQ?rpc=401
https://securityaffairs.co/wordpress/71181/hacking/cve-2018-0171-russia-iran-attacks.html
https://securityaffairs.co/wordpress/71181/hacking/cve-2018-0171-russia-iran-attacks.html
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https.//www.hackread.com/20-million-chrome-users-have-installed-fake-
malicious-ad-blockers/

https://blog.adguard.com/en/over-20-000-000-of-chrome-users-are-victi
ms-of-fake-ad-blockers/

3.25 - FIEF&E "skini: 50,000 {8 Minecraft B B LR BRIE IR
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BHEAERTR - 83830 50,000 & Minecraft BERIREE
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BEE HXEHEZZIPLETNH BLILE Minecraft R A ETEZZINE
B PNG 18Z4&={ "skin i B Minecraft BE -
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B MIBR A P ER W EF B IR AR - BRI E S R E
tourstart.exe BE - EMTEBFRFHIMERE -

IE45h - ZEER Minecraft lIRPWHREPESWRINEDFHE -
AL EHEER TRFAP -LUNGE Avast TIRAB2ENFAE
JR3Z : " "You Are Nailed, Buy A New Computer This Is A Piece Of
Sh*t" "You have maxed your internet usage for a lifetime" "Your
a** got glued." ,

srm - R AEREESS 10 KA LE 7 14,500 REFE Minecraft
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https://www.hackread.com/20-million-chrome-users-have-installed-fake-malicious-ad-blockers/
https://www.hackread.com/20-million-chrome-users-have-installed-fake-malicious-ad-blockers/

PR EE  ERTAPREAESEREILEEHENERE - 1R
% Avast WEREEFE 2 HTED Alexej Savcin fUiR)%E - BEENIBER
RiZE LWAER o UEREERIMIERLEAHERENED
AtAAROAE EHE -

BYIMs  BEXRIAZEEZNRAKILESF BEEEEWE
R EERZR " skin, oI U& A _EEER] Minecraft #81h - BRER
EASHIARIEZ R B Minecraft B 7 - (E 018532 a0 RIER ol sER FH P aR
R EREN -

Minecraft E 2 IKEBREE 7400 BInxX - FERASEEREN
ABILESFRANEEZR - EREE—EE HﬂJI‘?ﬁHE SRIEANER
S RO BEME—REEERME RIS - WEEREEXN
B -

Avast B#L3B%0 Minecraft 7£ Mojang WA A S - FEZ AT
RRMEBREEBRAL R ARG 2FAPEEERF LK Minecraft

"skin, - BERXIEBESEIER -

BERIZR
https://www.hackread.com/50000-minecraft-users-infected-with-hard-dri

ve-wiping-malware/

https://blog.avast.com/minecraft-players-exposed-to-malicious-code-in-
modified-skins
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https://www.hackread.com/50000-minecraft-users-infected-with-hard-drive-wiping-malware/
https://www.hackread.com/50000-minecraft-users-infected-with-hard-drive-wiping-malware/

3.3 - RiERSimIE &R

3.3.1 + —#T55845 & Trend Micro EB4INZRE - B13F XSSRCE -
SQL injection

U Linux BERNBE2HENERE Trend Micro Email
Encryption Gateway(TMEEG) - IhEEGRRIEXERMBEMNE - HEBRUW -
FHERNEARFERRMRA - SEEEEEMNEER - TMEEG #7
it 12 185585 - H RPM Hi2 HTTP AR NNZ - EMEINEER
ig - RPEAES, CSRF - AIEXRANGHEREMESEEW - &
B RCE ; HRtREBEHESEGRE root BRNEER  EREE
IR/ 2 AMARFE T reqgistration FERIE S 7 86:E  HEEEREZA
BEWE N - RIFTASEEE AR ; configuration.jsp & XML external
entity - I REEBARAZREZBZHERNXE R ; 5
keymanserverconfig.jsp » mimebuilderconfig.jsp - editPolicy.jsp
PREESEITAE XSS tREL - 2BUEBRAR - &AM LEIFFREA K B
17 ; 21 SQL injection 247 policiesjsp * editPolicy,jsp -
emailSearch.jsp SHIZ - ERESEEREMES] - 2513 A2 SQL
mas RERENREEERER  SEUESHNES  BERERZH
e BREATEKEEML AR M - 4 2 IRRES KRGS TRE
M BRRAREIRE  RRAREBRERE -
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BERHR

https.//success.trendmicro.com/solution/1119349#

https://www.coresecurity.com/advisories/trend-micro-email-encrypt
ion-gateway-multiple-vulnerabilities

3.3.2 ~ &l DIR-850L ##xigH s 0-day imiFEHKE - AODEEALR
B

BZDHTEN Gem George ff58 3838 - D-Link DIR-850L 4R B
AR ERRET IR - EA O E SharePort Web Access #A IR 2 53
T H - REFRMAUS EBEE £ category_view.php =
folder_view.php - TI3EEHAEREMABEREEN - BIFRBESER
BN RREE  LH folder_view.php EEEMZE R I INEE - It 0-day
RS RS IRE) - FRMTPIELIERE . BIFR AR youtobe B -
R 200 - BEMEIRIEZSH—B - D-Link EHEEIFE - IR
BEwmE ERERERFERFIRERIP . CHENEZRESR - &
R R ERIZEE -

ERZHOR

https://www.youtube.com/watch?v=Wmm4p8znS3s

https://exploit.kitploit.com/2018/03/d-link-dir-850I-wireless-ac1200
-dual.html
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https://success.trendmicro.com/solution/1119349
https://www.coresecurity.com/advisories/trend-micro-email-encryption-gateway-multiple-vulnerabilities
https://www.coresecurity.com/advisories/trend-micro-email-encryption-gateway-multiple-vulnerabilities
https://www.youtube.com/watch?v=Wmm4p8znS3s
https://exploit.kitploit.com/2018/03/d-link-dir-850l-wireless-ac1200-dual.html
https://exploit.kitploit.com/2018/03/d-link-dir-850l-wireless-ac1200-dual.html

3.3.3 : CA 2% Workload Automation AE  Workload Control
Center * API Developer EmiRit - EFEEFFRIIEMEE

CA Technologies RIS RHHEGBERERKK O AR 2 3
(Computer Associates Inc) - i AZEH(mainframe) ~ 2EIE ~ E#E
b EBERESEEE [T RIE - MESENRERNHE - HESH
ERBFH FEHEERE SO MEEEEE 518 5 BRfER R =R K
£ . Workload Automation AE #§5[3& SQL injection ; Workload
Control Center Z Apache MyFaces ;T4 $7% RCE ; 55 API
Developer A profile picture + widgetID £ - apiExplorer REE
B2 A M ES Cross-Site Scripting Z AR - CA AT EELEEE
AT R EERZEEERELERAREREE -

technologies

ERHR

https://support.ca.com/us/product-content/recommended-reading/
security-notices/ca20180329-01--security-notice-for-ca-workload-autom
ation-ae.html

https://support.ca.com/us/product-content/recommended-reading/
security-notices/ca20180328-01--security-notice-for-ca-api-developer-p
ortal.html
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https://support.ca.com/us/product-content/recommended-reading/security-notices/ca20180329-01--security-notice-for-ca-workload-automation-ae.html
https://support.ca.com/us/product-content/recommended-reading/security-notices/ca20180329-01--security-notice-for-ca-workload-automation-ae.html
https://support.ca.com/us/product-content/recommended-reading/security-notices/ca20180329-01--security-notice-for-ca-workload-automation-ae.html
https://support.ca.com/us/product-content/recommended-reading/security-notices/ca20180328-01--security-notice-for-ca-api-developer-portal.html
https://support.ca.com/us/product-content/recommended-reading/security-notices/ca20180328-01--security-notice-for-ca-api-developer-portal.html
https://support.ca.com/us/product-content/recommended-reading/security-notices/ca20180328-01--security-notice-for-ca-api-developer-portal.html

3.3.4 - EEEIUEER#ES DVD X Player EEE R EFIIMNEIE
fR

HMZEWEEE DVD X Player 224k - 247 FEKE(CPU 350
MHz DL _E) - AR Windows 98 ~ 2000 ~ XP - Vista ~ 7 R AE
2% BHEERERE - EHE LEIRBHFEEANMY - 8 2011
F DVD X Player Standard 5.5.0 17325 - AARNRIRERE X - 3]
17 DVD X Player Standard 5.5.3.9 #&82 % Prasenjit Kanti Paul Rl -
AW EIE BB BUS B A8 (PLF) - #5518 buffer overflow - #%
BB A EBIEFISNEE (Structured Exception Handling) Z &1
- %58 pop pop ret TR EIEFIELITHE shellcode - TJEER
SFEERNITIFRIED - 2RI SBkY - R TEEREIR
1275 Windows XP SP3 x86 - #KRMZIURER Windows 7 =34
& -+ Aviosoft AZJ(FIE DVD X Studios)ie5 s E AR ¥R -

fié

—+

t

il

X
PLAYER

ATETEHR - e

ERZHOR

https://0day4u.wordpress.com/2018/03/30/buffer-overflow-on-dvd-
x-player-standard-5-5-3-9/

https://vuldb.com//?id.115494

http://www.cnblogs.com/Wrong-Side/p/4456268.html
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https://0day4u.wordpress.com/2018/03/30/buffer-overflow-on-dvd-x-player-standard-5-5-3-9/
https://0day4u.wordpress.com/2018/03/30/buffer-overflow-on-dvd-x-player-standard-5-5-3-9/
https://vuldb.com/?id.115494
http://www.cnblogs.com/Wrong-Side/p/4456268.html

3.3.5 - BAREBEESFS Auth0 124 token S E1ZEE K 4e B2 CSRF
3R I
AESFaBEMENE DiE - K& 'Identity-as-a-service’

HEER AuthO IEIEARE  HERBABERBERZAARNE=
¥ B EIR1TER authentication(F2&) 1 authorization (I8 #) i & -
BE=FFAZE - Auth0 B9 API IERERGZ - BE#EFE—H -
ST A ERERE - BEERFEERFERD - £ Cinta Infinita #f
FEBENAE - & AuthO authentication HIRBREZ W4T - 5
token-based FE @ ZEEBLE&E JSON Web Token(JWT)Z
audience 28188 - #F token BIEEAREMA - HEESFEZEF
B ; 5RUED Legacy Lock API IERZ 2 F - BIEEREIRE#E - HTML
REERE SREFERBCFARRKIES  TEERE—EEE
e RIS R WBEBARCREEE T  dJEBEZRFE AN
TWEMIE - HET23KE 2000 £32DHT 4200 EREAZE - KB
AuthO BR#E¥ & - mRFEREEETE - i3 AuthO RER 4 /)RR
58 JWT audience Z2E8EINEE - SEHRRRSE 7 A 16 Higl
= Legacy Lock API -
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Mz

LOGIN

£} Locinwith GiTHUB

8*  LOGIN WITH GOOGLE

ERHOR

https://thehackernews.com/2018/04/authO-authentication-bypass.h
tml

https://auth0.com/docs/security/bulletins/cve-2018-6873

https://auth0.com/docs/security/bulletins/cve-2018-6874

3.3.6 - BEEYHE R Password Vault Z2i5&E RCE il - B¥EE
BN CyberArk LR A

BZ/NE CyberArk RE HEREZBEFXIT EERRANIIKNE
HEERTDBRHEEZEEZRAFAIERIE - ENEm Enterprise
Password Vault(EPV) - &t IR EMRFHNEZEME - £1 OS - B
21 - database - WEEFE - MAZES2ZHEDER - LRASH
BUR - REHRE - UREE(RF)  EHRUS2E . eciElIT &
EBWEWNN - BECERERERAEARE S EH A - I
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https://thehackernews.com/2018/04/auth0-authentication-bypass.html
https://thehackernews.com/2018/04/auth0-authentication-bypass.html
https://auth0.com/docs/security/bulletins/cve-2018-6873
https://auth0.com/docs/security/bulletins/cve-2018-6874

PR L PRit FUERSPERBERTH BEEPEKEIK 65 E 3000
RibZE - K72E RedTeam BEL A E MK R EEERD - EPV £
= 3 B 52 Bl (= NET ) (&
CyberArk.Services. Web.Sessionldentifiers 25224 - # U EREY)
IS - EETEY HTTP SB&E A KA header ZEBER - #FXK
EREZHNEE  SNRZFRBEERZS RCE KB - BRAKEHAE
Password Vault &F9 - B KEREIRE - CyberArk BE®MARZR
Password Vault -

€% CYBERARK

CyberArk Password Vault

Remote Cide Execution
(CVE-2018-9843)

ERHOR

https://www.redteam-pentesting.de/en/advisories/rt-sa-2017-014/-
cyberark-password-vault-web-access-remote-code-execution

https://thehackernews.com/2018/04/enterprise-password-vault.htm
|

3.3.7 - {EF Outlook 8% RTF 5% - HBERERAGING
Microsoft FH48F2 Qutlook - TOJfEzE Rich Text Format E2

HTML &5 =0 B4 - ?J‘E% 724 & Dormann i& - H52Z A H Outlook
ZIFH VAT - FEBE RTF 54 EAZ OLE(Object Linking and
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https://www.redteam-pentesting.de/en/advisories/rt-sa-2017-014/-cyberark-password-vault-web-access-remote-code-execution
https://www.redteam-pentesting.de/en/advisories/rt-sa-2017-014/-cyberark-password-vault-web-access-remote-code-execution
https://thehackernews.com/2018/04/enterprise-password-vault.html
https://thehackernews.com/2018/04/enterprise-password-vault.html

Embedding)#11F - Outlook #& B &1&E —& A(SSO) - Eiixlw SMB fal
AR=3 BN Y5 5578 - SMB EARBi2 AW IP - 1R5% - hostname ~ 245 hash
BERMEN  BELEGKERELSREBREEEHER - 2K DoS
ZIREIREBHE ; B8 2018 F 4 BHOHLZEEME L~ - ZILBENE
SMB ZE# - AFEFHBREIR T IEMBEELEEE S UNC BE - 15
BIEEF AR SMB ERR - SREHBERINE - ERGEEHEHE
BIE - MEESERARNENDERE  BROITERN - EBBEZER
port(445/tcp ~ 137/tcp ~ 139/tcp ~ 137/udp ~ 139/udp) 2= A
NTLM SSO RBEAR - HERAFKEE -

ERHOR

https://insights.sei.cmu.edu/cert/2018/04/automatically-stealing-pa
ssword-hashes-with-microsoft-outlook-and-ole.html

https://thehackernews.com/2018/04/outlook-smb-vulnerability.html

3.3.8 - BERREXAS Adobe InDesign Z{BEEREZE - 74 memory
corruption BEBEZREHIT

Adobe FrfiE& desktop publishing &2 InDesign - EBEE
B> HEARBEST - £2 Photoshop - Illustrator ~ Acrobat &EHEZS - 0]
NERIRIRRIFBNREE - MG EMENEMR  MUEEEFE - H
A mmi9E AR ER - £ FortiGuard Labs 247 - #&&®7E Windows
5 Mac & E#1F InDesign - BIRHE L& T BEAMHIESIKKO
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https://insights.sei.cmu.edu/cert/2018/04/automatically-stealing-password-hashes-with-microsoft-outlook-and-ole.html
https://insights.sei.cmu.edu/cert/2018/04/automatically-stealing-password-hashes-with-microsoft-outlook-and-ole.html
https://thehackernews.com/2018/04/outlook-smb-vulnerability.html

S - OlREEAZER DLL - LIRS HEEMITIETERIRKEL ; B452 inx
RBIENIERFABE AT EELEEHARER - F518EH
crash IEEBEREHIT - Adobe BEAEEHFIRA -

ERHOR

https://helpx.adobe.com/security/products/indesign/apsb18-11.htm
I

https://www.cybersecurity-help.cz/vdb/SB2018041014?affChecked=
1

3.3.9 - ZRBFHEEHEES SoundEngine - B#ElE DLL RIRIEE

HZA Coderium ASIZFELARIEEEE SoundEngine - &
Windows Vista D15 - EERERE  KZEIRL - S ERE RiE
IN8E - SoundEngine 73 free B2 professional M %31 - &2 T5ERE=F
£ SoundEngine Free 5.21 DABIARZS - B i Dynamic Link Library
EERHZERERPE - £ Windows Vista & 7 IRIE - KB D REZ
B2% - IRAWIRE) Search Path J@lE - ## DLL WLIAKFIEE -
SoundEngine Free ZEKTEBESAAJERER  ZRBEHAR
E DL RLWEEESE OS BlEE  ZBPHETEELR

SoundEngine Free ZiM&Es - EIBF B RINEE - HAT Coderium
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https://helpx.adobe.com/security/products/indesign/apsb18-11.html
https://helpx.adobe.com/security/products/indesign/apsb18-11.html
https://www.cybersecurity-help.cz/vdb/SB2018041014?affChecked=1
https://www.cybersecurity-help.cz/vdb/SB2018041014?affChecked=1

EEmEAERERERm - &FELAR SoundEngine Free 5.23 It & -

https://soundengine.jp/wordpress/penguin_press/press_release/418
7/

http://jvn.jp/en/jp/JVN85056623/index.html

3.3.10 * = LG NAS #;ZHE command injection - AEERE
BN

VPNMentor BRI REEBREHAK ZE K - XA PR LG LR
network attached storage - 228 Pre-Authentication Z&EIRai <
FANRE - WAETER LG NAS =InEEBEANE - # "password J
SRR SHBE - MAREWER - 1B Burp Suite TH - &H
F%4 PHP shell # payload A LG NAS /T - D SBEERERNEE
1RZ: - email - MD5 hash 18 - WEEFTIEZERARE - HEUIRERBE
EHFE  SBEEBERZEANECER - BAI LG Electronics & #EIE4
HE EEREEETHREREER IR - WEBP KRBERELR IP
AR OI5E -
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https://soundengine.jp/wordpress/penguin_press/press_release/4187/
https://soundengine.jp/wordpress/penguin_press/press_release/4187/
http://jvn.jp/en/jp/JVN85056623/index.html

Vulnerability
Foundin

Majority of LG
NAS Devices

BRIRIR
https://youtu.be/7RgCq5d13gk

https://www.vpnmentor.com/blog/critical-vulnerability-found-major
ity-lg-nas-devices/

3.3.11 - 17 7-Zip BHAKIGRED BEIE - LURE Windows F5

B ERmEEEE 7-Zip L C - C++BI% - %3BR 86 ERAMER
FMRIBIEEES - 880 Windows & Unix-like fFZEZ 4 - 1RHEF
NHEEBTREN 7z B30 - BRIEMEAEEEE - 7-Zip X Large
memory page EIE - &7 Windows 10 FF&RIE 7-Zip - REES
Rk R REARBEREELZIRG —BRP&7-Zip Z Large
memory pages ZEIEMN LsaAddAccountRights K] 0] B #Z#% K
T SeLockMemoryPrivilege #71 - BMEEDEIRIZINA - ERFE
B2 - 0l’&R#E SeLockMemoryPrivilege fFERAHEMZTL - 1E
ERBEBES - 7-Zip BREHM NS -
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https://youtu.be/7RgCq5d13qk
https://www.vpnmentor.com/blog/critical-vulnerability-found-majority-lg-nas-devices/
https://www.vpnmentor.com/blog/critical-vulnerability-found-majority-lg-nas-devices/

T

ERHR

https://sourceforge.net/p/sevenzip/discussion/45797/thread/e730c
709/?limit=25&page=1#b240

https://tools.cisco.com/security/center/viewAlert.x?alertld=57517

3.3.12 - ASUS E#fisIREsRat MM T 14 RUIKEEEERCE & buffer
overflow &t

Bl EmAMERE - A5 14 Ki8He NEC 4 BRI - B
FEIRN  RAREEFETHNIER  GB2EBENBAR  BEE
HATHEE ; RS httpd.c AEKEL handle_request( )&ETAE - B
7 iona <BIO]EZIE POST #55K ; web.c W do_vpnupload_post( )
& ej_update_variables( )EREl - HE D ERERBBEFERE - O
RATEE#EZ NVRAM ARER - BRBRBAFERE  BHE
e ERES|8 stack buffer overflow ; BZEIRoj#ZE = DNS ]
DHCPv6 1 - IPv6 RA 5% - HUSRIG R AR IEHIHE - SR
DoS - AR EIER - ASUS e dis AL S EE - BHAl
CERAPRMEBHEBARREETSES ERBR MHLEEALE
=
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https://sourceforge.net/p/sevenzip/discussion/45797/thread/e730c709/?limit=25&page=1#b240
https://sourceforge.net/p/sevenzip/discussion/45797/thread/e730c709/?limit=25&page=1#b240
https://tools.cisco.com/security/center/viewAlert.x?alertId=57517

HHIR

https.//www.w0lfzhang.com/2018/01/17/ASUS-router-stack-overflo
w-in-http-server/

https://www.exploit-db.com/exploits/43881/

3.3.13 - MERFEAF1ERs "double kill, - ZEKEHI APT IEEE Office
i 2 IE kernel TR 4E

RAAMMERERBEAREE BFEAEELZIFEEN Qihoo
360 Core f5i - MA1E" & 3% 189 APT(advanced persistent threat) -
ZI1E 388 Office 125 #& + IE Internet Explorer 22 0-day J&E -
IE BB 5 Z ol HMZICEN - ARBEHEM Office §—B
WEAERR  IRESETERNERE - AiBtEIEE A code
58X payload - AIEEBEANRSE - BERE UAC bypass ~ &l Z1HEE
Bty - SREREEREBEERER - R Office SMEE - %R
AEkRAPER AMEREENREBFEREE Skype DLL#HFHSH -
—Bit SRR ERESHRHENFRALERRE  SRIEEER R
N BRENAIO T E B EE - REEEE - b APT BASETE
Windows #RZE - EWRMES 0 - EFRBKEABENEZR (AR
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https://www.w0lfzhang.com/2018/01/17/ASUS-router-stack-overflow-in-http-server/
https://www.w0lfzhang.com/2018/01/17/ASUS-router-stack-overflow-in-http-server/
https://www.exploit-db.com/exploits/43881/

Office 1&20) - B3 5 AWIRAEH -

B . (&) e fX

“se .—’/Jl‘ﬂ
(s e, =

=S oM .
Shelcoce 3 AppDstath foum 545y e m32% A4 ERESs '/F"' ko
©
A [ ==
DLL
BEES mEgEs
| ’ m_rj&mmn
- W ERMES
o EREXEER
sg=scaE .
d) RGEET&R

ERHR

https://www.bleepingcomputer.com/news/security/internet-explorer
-zero-day-exploited-in-the-wild-by-apt-group/

https://news.softpedia.com/news/zero-day-flaw-in-internet-explorer
-allows-hackers-to-infect-windows-pcs-520804.shtml

3.4 BEXMEIE REE

IR | E/ARE eI EHEEAER
=g
2018/05/ H018 [ZZWEIE ] 2018 Explore Next Cyber Taiwan-E
1> Bplore | [FEEHEISSED

Next Cyber HEH : 2018 &£ 05 H 15 H(ZD)
Taiwan-EIE thE EEBREE 504 8= (RdthEmEEa&E I
EZMEIR 19%518)

FUSED TN  REBLER - KEEERSIFE
EENAGAL
http://pr.ithome.com.tw/2007/20180419-itri/1111
.htm
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https://www.bleepingcomputer.com/news/security/internet-explorer-zero-day-exploited-in-the-wild-by-apt-group/
https://www.bleepingcomputer.com/news/security/internet-explorer-zero-day-exploited-in-the-wild-by-apt-group/
https://news.softpedia.com/news/zero-day-flaw-in-internet-explorer-allows-hackers-to-infect-windows-pcs-520804.shtml
https://news.softpedia.com/news/zero-day-flaw-in-internet-explorer-allows-hackers-to-infect-windows-pcs-520804.shtml

BE | E/RE et SRR E
=1
SEENLEE
SENRBERRK  KEEYRENREKEKE  HML
AAEENREEGENLZE W NMMEBRRERE - BN
EREABMI NSRS EXREEBE -
F2018Explore Next Cyber Taiwan-BElBREZHAIZR
FOREN ) - BBBBEBREREIFEMN - BON - Nz
BB KRB - FFSBEERE - e - 65 8
Bl Z MBI INE B ETRIRANZ - N5 ERERE,
R ELRRILITEREBE . HEABAREERSR
SEELEFEENEIETS ZESE
ckathon SRR LSS

HH3:2018 05 B 20 H(H) - 2018 £ 07 A 12 H(IM)
L ERaAGEPO(EIET 106 KL & ZEHTEE
PHEz 85 5% B1)

AR B
https://csa.kktix.cc/events/2018apphack

EEE

ERMFHCEABRRAANERIRE - R App £
A A R AN BREERN—EENERET - BEITIRHE
BERZ2MW App R - BHASTEXRMEIENE
mh o WES - Bl —E BB LM App lR#5E
o - 2 App EEFEERRE

EIE - BEZEZHRIEHIILR App BEERR TERR
B8 ENWENZEEEARRSEFRFTKNEE R
AFaZERAT - LRAMBENREES] -

T HRENHEED  DHEESE  HELAENX
1t - BEEAS AR AR AHEE -
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s [

et g/
=1

et S tHEAE R

BEFEEALRNEESE SEESREADS .
ETRIEAE  BRESLRITE  ERRERY
App HEZSE . LUFR App ST RTMBE NS

App S ZZEmE -

==

B

2018/05/
24-05/25

HF_1T/)\E
EEHEMZ

TEREE

REH I
e

(B glE_+/\EEEE
ER NS

HHE:2018 £ 05 H 24 H(M) - 2018 F 05 H 25 H(h)
s BV EERNBRABERAE—BEREBEILT
ARLBEERIUE 43 57)
FHEN  PEREERNL NEIAVE=) YNESPN- -
SEENAALL © https://twisc.kktix.cc/events/39966ee4

2B Sy
TEg

SEHHE -
"+ B2 EENE

RIS

Ny tEEEER I =X

TERBELERTIMME
R KREBERARE—EEREBET
R BB A AT REERRIIT NS 2 HEo
RERNHBRMEERBRS R - ILREZBHER
ZHENLEMRURER BRERASEEIEEZRK
HE E S2ROJIFCENME - B 7 BNEEEEN
3 IR WA R ZE RN B S iR ERBEN
NS B2 7JEENZEHEZEE  RPRBEGEE
R - BREZRIIGHETT Keynote B -7 BELEER
ot s . MG —RERAS - BREIMEERA
B - BN SEBBENER  ROOEERBEEN
INEYPRE A BN IR & - U R IRIZ MM —EE
SEES—FENELRE BIHIBEREEREMIL
B5 -

WEZ
K FA

2018/05/
26

BERHEEZ
N eyl

.
==z

£

Il

[BELAIHRE ] ERAEL 2B
iz 0 2018 £ 05 H 26 H(7Y)

AR - BB AR altkE (8P ERR
Z T —E 118 57%)

THMEN : XEEk

iR LIRS
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s [

et g/
=1

et S tHEAE R

https://hackercollege.nctu.edu.tw/?p=302

PRI

BB BRRARLERENRN BRRES
K H# B E5R(best practices) PRt B RYRIZ

% H—AZERMEEK - DURE - 247 - BB 2R
IR BRERENT AR 2 M L BEH R ER
BRI -
BRIEHEEINHESETEDREHREFTHEGRE.
ARG s R EAS BRI RO RN EAte B - 7 #2
AIEASNE ROA RS T EREIFEA SN M ER
AL R ER LRSI TRBENLEEE A
E& -

ARIE A
BERAEELZE(LF)
1.Web EHENZ B
LRBEZEEREE
3.O0WASP Top 10
4.CWE/SANS Top 25
5.CVSS HE RFEBEWEF A
BERERLE (M)
183 E T

2. B8R BEAE AW
3B 2 E A AESR

4 BB E AR Z AN
5.4 BRI SIREF

*x REFRBREFBENTINER - REPR/ETE
RS RBER  AEBELENENEBRAEE
ERERNREENTEERARS -

* RABRE—A—KECHER ERER - MRE
HmERZECIER - BINEERRSEK: i3 LI E CPU 4G
VA ERCIEEE ~ 40G o] HIERRZE [ - 225 64-bits 1%
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R | E/RE eI S HEAE R
=8
#t ~ VirtualBox 5.1.10 LA_EARZS -
2018/06/ e i:ﬁfﬁ“liﬁ%ﬁ] :%%%%TZ%?MH@%E&%%_%#E’%%
01 —— %-%:?/\;Z%@ﬁﬁ%ﬂ%ﬁi%f’ﬁ
T %¥b¥$1ﬁ : PERBISMEZHE
%_—ﬁ/\é E;%TEH%F& : 2018 E 06 ﬁ*Ol H(#) -
2;&1&%})‘% REE - BREZBEIRAZ(RIEHERERER
Sy B 1E2 143 5% 2182 2)
) AR IRBEL
http://bit.ly/2Ey4rOK
AT
B E A Bhask A ARas & T B IR R A 2 &R L
fERAR - RIRGEURBREEFRA  BEEELE
AR R BIEIR R BRELR -
ARTE A
1BIRBEERIREER
2.ISO/IEC 27037 7T#A
3B BREERER
45— T RERRBERINERN
5. BT IRIE
2018/07/ e | (EZHIRIE] 2018 BIREMZZABEESES
10-12 ;?Zlﬂgﬁgti;‘ F#EEfI : CSA Taiwan Chapter ~ The Honeynet
T%IH’%F-E Project Taiwan Chapter - OWASP Taiwan Chapter

Workshop BHf : 2018 &£ 07 B 10 H(Z)
e HE . 2018 £07 B 11 H(=)~ 2018 £ 07 B

12 B ()

inE - ERAXRGERPL(EIEHARZEETEEILR

85 5% B1)

#R -2 3L ¢ http://2018.twesa.org/

EENE

SENERENZZHBaESIEE - B Cloud

Security Alliance 57 & - The Honeynet Project
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2E7EUK OWASP 820 SHEEH - BILEH
Cloud Security Alliance - The Honeynet Project £
OWASP SHREMZE HBEMMEMR - ARE
RIMNIBEBEBRBE N Z  RREASAEEES
KEMZEZ RIS EBE FENTREERRBL
T SAHEZEN  RILEAENLZ:  SHEELRE
BEER  EIEREZAFEIREEEZIREES

2018/07/
27-28

HITCON
Community
2018

[EZLatE ] HITCON Community 2018
FHWEAI . HITCON GIRLS ~ ftEEAEEREHE
Association of Hackers in Taiwan ~ CHROOT
Security Group

i QltFmEREE—E 5 B(eiltmmEEL
B 1 508

2 H A
m S5k €FHH : 2018/05/05 20:00 -
2018/06/02 12:00

m &R EEHHE: 2018/06/16 20:00 -
2018/07/07 12:00
TRE
B —REFRE M 3,500 5T
m BAEEEHar 1,500 5t
B EEEER HITCON Community 2018 &
M Badge Z5R - WMELR MK HITCON
Community 2018 FRE T-Shirt 44
FHRE -

SERE—(EBEERT BENEERRNEENR  BlE
AR, g R EEF] HITCON BXRFHRE
B (BN ST - EENATHZERINE!)

i
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MEE?K?K1E %ﬁf:’u\“ﬁ.% 3,000
IEE=ERNEMBRERN W5

7T
7T

EMEFARSRRER AT
VIP
=& Hrak 10,000 T

IWRESEREMEREF - Wr e

Ry

#BR8 - HITCON Community 2018 E&E =
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BITEN . 92EARSHEEE RO
(Taiwan Computer Emergency Response Team/Coordination Center)
HHIBHE : 2018 £5 H9 H
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AR7% %55 : 03-4115387

MR R ERTFEE | 0800-885-066

EFIHF : twecert@cert.org.tw

B  # : https://www.twcert.org.tw/

M#EHE . https://www.facebook.com/twcertcc
BZEFHE]RE : http://i-to.cc/S5Hz)
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