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#1EA Flightradar24 2 Eolge 2 W RI2K B Flightradar24 25k€
EFURBHNEFHY - A% Flightradar24 818 —&8RAKREZEIIA
RUAKIEEFH -

2 Flightradar24 # - BzZ olgemEBE 2016 F3 H16 HZ
Al T AV IR S AERERY &8+ ER A1 L AN R4S hash & -

ZAEBEE A O A PER IS4 KRR - =
TENRAPEHEEE - &Y WRAIZBHNAZHPUAEREE
BT RE R AE R IE - K52 BKE Flightradar24 E 738
B BERZATERZBHUERZEFIHHEEEN -

Flightradar24 FrtERERRE T EEERUIEESH - 22 R/T
KRR —a@AkRS  aEEBSARE T - A ZIREFZER:S - 1
HItSHZATEZTRPEN I AEREIBK -

Z S ERNRAEREEMSERPBEUEANVEENRE 11
BBENMEMNIEE - Flightradar24 BT A BB A REENRER -

FHERE R ASERBYEMUEN hash EEARERT -
bW EETRERS AR - Flightradar24 B 2016 FEFHELEELE
M) hash B&% -

HREABEAZVHPRAIRTE 2 ATWmEHR  SHREK

TINERSY LR - 24T FlightRadar24 EfEE B B P88 4000 &
ERREZFENHFPRSgEAT/NER -

FlightRadar24 Ak mim L EIRIRERRSILEY - UIKFSEME
W T IBRERRERS o (GDPR) -

@ TWCERT/CC &% - FlightRadar24 BERBRENEN - B
YNEEEEE KB FlightRadar24 MEKE R BB EH 2 EMESH - Bk
KR - WIS OIBEE BB ERRBEERN - AmRIRSEEE - A
ZERSMEBEEGES  DURBEAOMATRA -
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@flightradar24

BRIRIR : https://securityaffairs.co/wordpress/73740/data-
breach/flightradar24-data-breach.html
https://forum.flightradar24.com/threads/11945-Security-breach-
email?p=106525

3.2.7 - Necurs ZEEMAKH CSE BEEAEE ZLab-Ursnif RITAK
EHMEREERANASE

it 6 A 6 HFAME - REMEWIRITAE Ursnif R EENER

ANEB AT - EREBEIRTELRRAEA - Ursnif iRITTAKERRE
Tz 2016 FEmMANEEFRINRENE BB —aHEE
2017 & -

EZ A EEEN S - Ursnif IRITAKBEFISEEHA - 6= - &R
MALRANEER R - BARIEE GE 7t Fa0FARE £ ilg - LISt ¥ 5
BHMAE - #FRIEEER -

Ze BB AS AE S0 78 BN P RUJRAE - WA webmail »
REBEZRYENEFHBERILNIERE -

CSE Cybsec ZLab HFEAEBH SR BEERESET O -
FRIRREREARRAE  ZEZARHHEEFWEEALE -

ZUBEHPEANESHERAFN QTN —EH R ER

\I
I\

EfEF
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https://securityaffairs.co/wordpress/73740/data-breach/flightradar24-data-breach.html
https://securityaffairs.co/wordpress/73740/data-breach/flightradar24-data-breach.html
https://forum.flightradar24.com/threads/11945-Security-breach-email?p=106525
https://forum.flightradar24.com/threads/11945-Security-breach-email?p=106525

Word #EZE£Mi# - ERATR TG RAFPRMAEEREEANS -
59 - —B Ursnif BB —atkss - BilBEEEEAZEEF

ARt EPNEIEMER BR YSAhEMNXREEZTHRE

BEMY  BIFNEELUCEBREEBBRAEREEHNAAER -

ERESREBEAN A ROI—RVBFENE B HREAER
R BEPHFIEHEZEEBMERMNEFE MM : " whois-
protect [@] hotmalil [.] com -

& (B E F i i B 1 E R R 2 =B Necurs B - 15
EREZLBERAREZEZAZSEMEENENEERAREE - 628
Locky - Jaff ~ Globelmposter - Dridex - Scarab # Trickbot -

Zlab TR ABE B MRS PRME M2 EEAR 2SR/ Ursnif =2
SN EZAE - 815 [oC A Yara #RRl -

TTHER ZlaB BEMESOTmSaAFEZEAL N URL M :
http://csecybsec.com/download/zlab/20180621 CSE_Ursnif-

Necurs_report.pdf
BEIE ovc OIS PROGETIAZONE  LAYOUTOIPAGINA  RSERMENTI  LETIGRE  ReVSONE

oceod AaBbC AaBbCc AaBDC AsBbCcD assheend  asabeend

BRI https:}/secu rityaffairs.co/wordpress/73865/malware/ursnif-
banking-hits-italy.html

3.2.8 + s B %4t FastBooking Ef}E#E - LEXCHRIEREITE
% Bleeping Computer #E - BB XEMNZEFPHEEZENEHR
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http://csecybsec.com/download/zlab/20180621_CSE_Ursnif-Necurs_report.pdf
http://csecybsec.com/download/zlab/20180621_CSE_Ursnif-Necurs_report.pdf
https://securityaffairs.co/wordpress/73865/malware/ursnif-banking-hits-italy.html
https://securityaffairs.co/wordpress/73865/malware/ursnif-banking-hits-italy.html

~&Ek 6 BEARE \E’JIQ %%"EHQ °

EEBERRER— ERNEZEIERFHERD
FastBooking - EZ’ATEH@HEJ: 2 S Z 100 ERZA0 4,000 Z2X
B S FHE Bl S FRRT BRES -

SHETE6H 14 EI - WEEN AR LEENERRENT
HRbZEBETE (BEERE ) S LEAHFARERRFINE
=g - ]IEHX%%HRHHE%E’J 51 - B FastBooking M8 T HER
R IEBREEREIR  SHFTBEYX -

FHFERE

2018 F 6 H14 H - FF 843 UTC- EE AR FastBooking
R £ -

2018 F 6 H 19 H - 4 3:40 UTC - FastBooking ZIRAIR -

2018 £ 6 A 19 H - 4 9:02 UTC - FastBooking &1 )8R
(G

R FastBooking &/~ - AREBEN FERIEEZA LR - B3 -
Btk ~ S E AR ERETRRIREAEN ( fE2E - AEFERE
Aen ) FEH -

EEEER T AREBEZRMES FERFIFMAERN - fIUE
R EHIREE - RISFEIEEE -

et HATSNIHERT - FastBooking &R - SHFE
380 XHAERIE - Bleeping Computer 3% - 2IKREERERIEE]
SZLEHAWEES - oEEBE 1000 X -

Z NSl BRI AR AR T EMRERBE WA AN E AR
ELUKAE FastBooking iRz EEEAHRAEMNEAAR - 55—
I‘D]E}Ekﬁlﬁ FastBooking SNBEHRIERIEZE H AR Prince Hotels &
Resorts * sZiBHENE RN - IBRSBHFE 7 124,963 EAXHEH 82 X
Eﬁfﬁ@%A °
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® TWCERT/CC #:% - FastBooking % F 31 H3 40 WX ?UEE £
FastBooking 151 - BB - W78 5 R E MY {5 2
ARCHERRRSMN - YRBRZEFNHA -

FASTBOOKING

THINK DIRECT

BRHGE : https://www.bleepingcomputer.com/news/security/hundreds-

of-hotels-affected-by-data-breach-at-hotel-booking-software-provider/

http://www.princehotels.com/news/notice-of-unauthorized-access-to-or-

acquisition-of-prince-hotels-resorts-reservations-system/

3.2.9 + FEEHARZEIEIRIS Ticketmaster 2% 2 EHEEZ

MBNZEILIRTS Ticketmaster B E4E FEZHELL - 2
REZEEZEHALEHESNZEZRH—RGENEBXSIFERESE  #

B LHEREFAR
Ticketmaster NE—IEERVEESH @ ZEUHTERERPE
£ 5% - WEMESR - il « EFEEEMIE - EREFRBNAGEAZE

LUK Ticketmaster Bt I E N EE P E R #E

HREMIIEL B Ticketmaster A5 - m& Ticketmaster £
RE AL FEZREATSZMENXEGNHER Inbenta -

Ticketmaster # - 6 A 23 HEH/N - BEIREREENFIIXE S
W HARM Ticketmaster AR BZEEREEE - B IETEUNEAHE
MRFEE PFAE -

ZaElEon - WIRFARILIEESRATE  RA3FFrEH
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https://www.bleepingcomputer.com/news/security/hundreds-of-hotels-affected-by-data-breach-at-hotel-booking-software-provider/
https://www.bleepingcomputer.com/news/security/hundreds-of-hotels-affected-by-data-breach-at-hotel-booking-software-provider/
http://www.princehotels.com/news/notice-of-unauthorized-access-to-or-acquisition-of-prince-hotels-resorts-reservations-system/
http://www.princehotels.com/news/notice-of-unauthorized-access-to-or-acquisition-of-prince-hotels-resorts-reservations-system/

E#ZE 2 BunaETEE T EP 2017 F9 BE 2018 £ 6 B 23
HEEES A EBERENERAPRZAITE k=PRI -
REIFAPURAIREE  BREEREK - Ticketmaster &=~ - ZBE
BRWEEE 2018 F2 BE 6 A 23 B E2H R, -
Ticketmaster IEHRESH - BEOER AR ITEWIWEE(E
ABRWAPRE TEFIEMY  WERIRINESHE  BAREHMA
AU FEA 7 Inbenta /NEH-ZASIERBHEBEAEFEMN L —(E
s - REEREPIITFERRERN 12 RS 2 BEERFNER -
Inbenta JRBREER - Bleeping Computer HBILEHEE
Z5 & Inbenta WEMEF - 2 s EMAIL E5]H 7 Groupon -
Change.org ~ Schlage # Ticketbis & F -
HEHRBEEZEPOLINCSOMN—RESAE - ZAMIEEE
RN BEHE - EREEZAHBHSIFRARE -
® TWCERT/CC ##3% - Ticketmaster & PRI 2 2R B
Ticketmaster 51 - B IER B - W) 785 BEMAFELS - 10
MEBENBIEFVEHERRHE B RERY  BRERAEHREE
B - IERITEERARRSZINN - UREREAA -

ticketmaster-

= B IN N .
BRIE

https://www.bleepingcomputer.com/news/security/ticketmaster-

announces-data-breach-affecting-5-percent-of-all-users/
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https://www.bleepingcomputer.com/news/security/ticketmaster-announces-data-breach-affecting-5-percent-of-all-users/
https://www.bleepingcomputer.com/news/security/ticketmaster-announces-data-breach-affecting-5-percent-of-all-users/

3.2.10 * Gentoo Linux B4 Github 1R35EFZ - B OIsEEE S E X

MNRFEAE LI Gentoo B GitHub FEEMREEEDIRIN 7 {E
IIAS - BEHLER  EAAEREELTRZARERENER -

Linux ERRTHEBEE2HNZEHRES - 8EF 6 B 28 H - UTC
58 20:20 £ - RAWEASLERS 7 Gentoo AHEM Github 2
HHE - WX FREENASUAEENAS  WHRRESS NEEZ
HERERGEENEYSGEBNLEHESEHER  IBASER
GitHub 89 Gentoo IS IREE ER B HEZE -

HEARE - NRMEERE GitHub € Gentoo &I L5 7 &4 - B
Fo g gRIESIARBEREMZ RS - EEIRBEMRE - 285
HEENPOAEIEFPEREMAARAS -

55 - Gentoo ARBEINVEHNERIRFENK - B Gentoo & E
MRZAER GitHub FEEMMA D HAEFMRERMZEA RN ERE L
GitHub EXRZ mirror - AL - EHEERESZE R Gentoo.org AL
ESSAXZEBENERIRZ FEIA -

Fidth 2 EELBBRBEENABRRR MBS HRIE

ERHOR
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https://www.theregister.co.uk/2018/06/28/gentoo_linux_github_hacked/
https://archives.gentoo.org/gentoo-
announce/message/dc23d48d2258e1ed91599a8091167002

3.3 « RiERSmIFER
3.3.1 - BiR#EYAS EOS #iimiE - BEREIEEZE

EOSIO AEEMEZEBIUNEEARREYS - MEBNIRBERN
EQOS - fi1F Blockchain 3.0 - FEREE T iZAEEE @ BREEREME PR
hMEEARET - B block.one AEILL c++F3E/ EOS tokens /}
FIKE 5 KB EE - HFEB 1L Bitcoin » Ethereum ~ Ripple - Bitcoin
Cash 21 - 3THA EOS # B 2UBHTS9%5 - H binaryen.cpp BHEIH
3R buffer out-of-bounds write 5534 © % node BEHTEE WASM 1%
ANEESEAERR  BEREEE - Wk DEP - ASLR SE%E,
flr - BAEN 2@ shell BRENE T - BaEREE S EHZ(E EOS HAE S
node &1 - BRIt supernode - #3E botnet EESIZIEAK ;
block.one X 5 A 29 HEE - AP BIAKRIEEZMIREN Qihoo 360
FONZIEEIEEESTE 64 Iyt - 32 It node (EE AR NE R -
block.one #5185 H 30 HEMIEE - 59 EOS @R node #3nL
IP 75 185.169.231.209 s #17# - s B =48 £ EOS B9 RPC API #&
Inae - BB port 8888 1Z1E list_keys Z i@ E R - B ~ax API
IFIEAEFRAS - EHOAIE - FRENT -
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https://www.theregister.co.uk/2018/06/28/gentoo_linux_github_hacked/
https://archives.gentoo.org/gentoo-announce/message/dc23d48d2258e1ed91599a8091167002
https://archives.gentoo.org/gentoo-announce/message/dc23d48d2258e1ed91599a8091167002

BERHOR

http://blogs.360.cn/blog/eos-node-remote-code-execution-

vulnerability/

https://thehackernews.com/2018/05/eos-blockchain-smart-contract.html
3.3.2 - HIRENERRET AR A - BIRIEERE(E2E DoS

ANBREBBH ZIIMIBER  SUEBEEMNWR - B osEkRIRAE
BARIE - [REHIS(acoustic resonance) R EE BRI S - 5*
BEEABHEREREE TR ERREER - olIFERFIERE
B4 - #8E shock sensor-driven feedforward #Hl - ﬁ’ﬁﬁﬁ%JaE;
RiE(head)FE - ENBAW OS ERIKIR - IBERKRERA - IR1TE
T RRTENE - REEE 21~31 kHz ZHBEK - ER 8 WRKEE - —
R INEERS 2 \EEWE@FEEEEF BfF - BRI ERI - ¥1HABI DVR
EEmEmSNG  BBRNEBREAS - EmiRIEEINEIRIINELA
RN - 52 L7 *ﬁIQ 2872 - BN ULSSRATENR 5 S VIR R B 1%
S - W EPERA - FEERIEEIES] - ultrasonic wave HEE - 11
IEMREREATF  BRESEGEBHERERE GEE T EAIER
ZF -
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http://blogs.360.cn/blog/eos-node-remote-code-execution-vulnerability/
http://blogs.360.cn/blog/eos-node-remote-code-execution-vulnerability/
https://thehackernews.com/2018/05/eos-blockchain-smart-contract.html

e il Function
. ﬁ Generator
i |

. Amplifier

BERIZRR
https://www.youtube.com/watch?v=v0yh9fG00zo&feature=youtu.be
https://thehackernews.com/2018/05/hard-drive-failure-hack.html

A RE

3.3.3 * #H%E Blue Coat ZZRjiE ASG & ProxySG It - B ZHEH]
SAML 238

Symantec f##8 Blue Coat % - ZEREESHL T E

an + Blue Coat
HEHTEER Web 258z - EEESZTHE

Z& - JE' Advanced
Secure Gateway - ProxySG MiriiE m - KM K E L 2 RE LR R -
A SiEZR#EN SAMLresponse - A EIEF AT E R XML
g3 BRERARZENANEN  wERZEREEEE SAML
response - AEERNMEBRE

KA - FBULRE SAML 228
aARPEFEGEE - R

=l

B

RICREATEE BB ERIEF SRS DR -
ErATERGkR - SF

TEEBAA - BRI EAS T -
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https://www.youtube.com/watch?v=v0yh9fG00zo&feature=youtu.be
https://thehackernews.com/2018/05/hard-drive-failure-hack.html

/' 'Blue@3Coat

BERIZRR
https://support.symantec.com/en_US/article. SYMSA1450.html
https://securitytracker.com/id/1040993

3.3.4 - EHEFA 4R Proxy Server - il CSRF % 4 JH5534

B NAS 55— KM S I inE N Bl S ERE RIS EAS R 3
PLQNAP mRETHHE R EEIEEAR QTS ‘&2 1% Proxy Server
BMESEE - AH NAS mEMEERES - ZAMEREESKN - AHA AT
Proxy Server 5535 4 IR{BRERTAHET - B2ZE1T CSRF & XSS I
EFE - oliEHFE URL & Javascript 2305 @ BRESZEEIRES
7 EHERERNE ; NBEBRZERNT QTS (FREAMES - EREE
R request ErX Proxy Server BEE - FERZHKLZE - QNAP
Systems Bt ¥ HEA MR 4R Proxy Server - OJE# & -
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https://support.symantec.com/en_US/article.SYMSA1450.html
https://securitytracker.com/id/1040993

Proxy Server o, o K

‘ Proxy Server ® 0

20

HTTP (RN ASRS 3128

J BRI
AFHETINAS BB

FLRIEREIRE
BCMINSTAlS

FLBITREE
acmin guest hitpduse

Oummust

0 Wﬂmﬂﬂmqu will operate as
_user hitpdust

mdmoﬂndmgrwprwrm

# Recommended minknum configuraion:

xR |

ERIRIR
https://www.gnap.com/en/security-advisory/nas-201806-01
https://securitytracker.com/id/1041025

3.3.5 * SEE K Flash Player 0-Day X2 - ¥ 5 Office FAE

S 2 A9 - 15835 Flash Player 38532 &)& K 0-Day W -
AEmEEAL 6 AYRERINEEIKRiE B35 K Flash Player
0-Day B W E - EFERFEHATIMEZHEIER - BHEFEHAE -
SUIEIEEREHE - B 2 AEHE C&C server » B30 A&
peopledoha(#t g - RZEZ&FH) r It UBHERIAER
(salary.xlsx) - & AFERE Flash PIayer AR - IE—E &L xlsx B4
email Bl f - IKENVARN A HRF L —BESHERFRMBIELR C&C
server - ik NEEE swf(Shock Wave File) & shellcode - Fcf&%
EEEFHFR RN BUREESIER  WITREEBZEIE 2
RS EL O] R AL APT - lb18 Flash Player 553416243 8 & - Adobe

EKERBMBEIRA IREE/HFSI 3 BEZRE(Type Confusion:
Integer Overflow - #FRFEHCIEES) - XEEMER - PITEEBS
BEFTE -
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https://www.qnap.com/en/security-advisory/nas-201806-01
https://securitytracker.com/id/1041025

BRIZRR
http://blogs.360.cn/blog/cve-2018-5002-en/

https://securityaffairs.co/wordpress/73291/hacking/cve-2018-5002-zero-
day.html

3.3.6 - =IAFAMRY - £ Foscam IP Camera % &S iEfHITEE

ZZMMAEK VDOO B [oT EZL R - IBE 27 - Foscam &
TEFEA Linux F& - FE 3 @RIEIRESET N EENE  BZER
ZPUR I EEFINEFE - B1S IP Camera it - oJ#E strncat()
RS H URI BETTHFSHEREBE /tmp/www - BUSSTTEERE -
% H lighttpd web server 22ERETUEMIBRE FHRIB 2 INEE - &=
FRIRIESRE  ZBB0EkE , BEAKEFITE M callbacklson F&
28 & prepare_reply_func()&## callback)son EAEL{th 1 5 A% 25
Buffer Overflow - BBHIZIHEE crash - 3B watchdog BEIERX
R EMENEEERSE  HABEEEN%E  BERNE NTP 4
fR=2 URL AR - 5L ;mal_command; ZEDRERERIES K
I - & setSystemTime 15T EEEE 7 NTP Alfkas URL - seRE=
E<EA - Bl root B2 #ITAER Shell Command ; RERRE#®E
REFERRETIRIE B EF KA root B MEBERENSEIWME;
INERIZFRBREEA APL 317 shell commands 53R ;| @ AERE
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http://blogs.360.cn/blog/cve-2018-5002-en/
https://securityaffairs.co/wordpress/73291/hacking/cve-2018-5002-zero-day.html
https://securityaffairs.co/wordpress/73291/hacking/cve-2018-5002-zero-day.html

BEENRE ; RENEIERERR AES 128 B BRIBHERE - NEBER
B9 TRESURERRIERBEN - BAIAREETWES
Bl SiERHERRER 2 18 @E)F2E 55 KA - Foscam SEE#FAh
BoarhERE

F@SCAM

BERIZRR
https://blog.vdoo.com/2018/06/06/vdoo-has-found-major-

vulnerabilities-in-foscam-cameras/

https://www.bleepingcomputer.com/news/security/patches-available-for-

dangerous-bugs-in-popular-brand-of-ip-cameras/

3.3.7 - SPEMAFES Perl HlE directory traversal Wi4E - HERIEZE
B=EIE

Perl 250 - BH - B - $IBMNRAENGES  MERZHES
514 (C ~ sed ~ awk ~ shell) - BEZERBREZEE - BRE Archive:Tar
HAHABHBRERIRIE  BAREHFER tar BVBHEE - AEES
Z—REREB symlink(FFIRi#ER) SXEEMBHEE  KRE
Archive:Tar #HABRERT] - EEEERBEEESR  EBBEZHA
FECEER - WIRIRIER - FhR Perl BRI MR -
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https://blog.vdoo.com/2018/06/06/vdoo-has-found-major-vulnerabilities-in-foscam-cameras/
https://blog.vdoo.com/2018/06/06/vdoo-has-found-major-vulnerabilities-in-foscam-cameras/
https://www.bleepingcomputer.com/news/security/patches-available-for-dangerous-bugs-in-popular-brand-of-ip-cameras/
https://www.bleepingcomputer.com/news/security/patches-available-for-dangerous-bugs-in-popular-brand-of-ip-cameras/

BERRIR
https://bugs.debian.org/cgi-bin/bugreport.cqgi?bug=900834

https://securitytracker.com/id/1041048

3.3.8 * Intel CPU BIRFERIMITHXZERNEIE — Lazy FP state
restore

BS%H 1 AR - 23KEE CPU WEMER - SERTERED
B A\ EER - 44T & 2k 52 5 5B B (Spectre) FIVA S (Meltdown) M TRIE -
ERFEEST4 Variant4 ~ Variant 3a E5585%82 - BRI CPU %18
AT AIE KBS MRMMPTEZEIER - W15 Intel BEARMEESS
EmETIR - =93 Lazy FP state restore 1 et - KUERER
BT (Floating Point Unit)fABRERIE X - #1T task IR REIE -
FPU XK - E0ERFEA - LI - & FPU state save&restore
1E%E - B2 NYK{E FP 5% 2RI - AEEMEERNIEE task #F
RN - ZENHEGER FEBEEITRETRR - /585K FPU &tiiHE -
TRk side-channel 2T TVINEE - 1218 AES R R EthEa A BRI EAGT
BER - HEXRKRAHMEER  FETEEE S kernel 4.9 ZRIARA
Z Linux~Red Hat Enterprise Linux5-6-7~MRG 2 - L& Windows
Server 2008 ~ Google chrome OS ~ Xen ZE R MR - IRZAER
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https://bugs.debian.org/cgi-bin/bugreport.cgi?bug=900834
https://securitytracker.com/id/1041048

75 A RIA Eager FPU restore -

ERZOR

http://www.theregister.co.uk/2018/06/13/intel_lazy fpu_state_security fla

w/

https://www.intel.com/content/www/us/en/security-

center/advisory/intel-sa-00145.html
3.3.9 - {£HE 6 FRENFRHEA L BB ERRE bypass tRKX

HEEREMR TN E L (Canon) PR EENERYE - ARG B
ra & o] #7455 - ®L LBP6650 ~ LBP3370 ~ LBP3460 ~ LBP7750C 'Y
MR . ¥ web NMEZE L AR frame.cgi?page=DevStatus FE 2
SRR - OJE# Administrator Mode 2558 P& ES ; ™ MF210-
MF220 — # B 2 System Manager Mode "B 1 - M
/portal_top.html F&EAT request EBZL - BEEEEA System
Manager Mode 7T - & FiiF % - RESLUEGREBENRERS
HEUNZFRE - Canon EHEZZEMNR - ELE  BPKREZF
MEREFEZBRELSIERE - hEFEIRIRGE -
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http://www.theregister.co.uk/2018/06/13/intel_lazy_fpu_state_security_flaw/
http://www.theregister.co.uk/2018/06/13/intel_lazy_fpu_state_security_flaw/
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00145.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00145.html

ERIRIR
https://nvd.nist.gov/vuln/detail/CVE-2018-11692

https://imgur.com/a/QE3GflLw
3.3.10 - B2 T H GnuPG - FHIEIAEERESH

GNU Privacy Guard &7 GnuPG - 4522 BE%EER OpenPGP
ZERE BB EEAMREREER  RIZAREAEZEINGE
EEEEBUJD%EZTTG COHBERKRE RN email ARIREMUZRER

- R MEREREIN mainproc.c IBlE - AKX SWERZLE - 2
ﬂﬁﬁl BEBLIEIMEASTEESIRI - RS status message KX H
HRZR IV - AR EEITHNE VR A --status-fd 2 EIE - BIBE I
BYY  FRENEWHEAPEXNBTHEE  E—EHMAK
Thunderbird - Apple Mail - Outlook KIII&E T B)mfE " eFail 1 1HE -
AR SigSpoof BEREE - FEEMLE - BHLE:  BNMEEES
TR - TMEEY Git A%AY source code ARAIEFIZ4% - GnuPG
Project EERMRZA - o] AR & -
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