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https://www.adidas-group.com/en/media/news-archive/press-

releases/2018/adidas-alerts-certain-consumers-potential-data-security-
incident/
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SingHealth

Healthcare Data Breach
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https://thehackernews.com/2018/07/singapore-healthcare-breach.html
https://www.straitstimes.com/singapore/personal-info-of-15m-
singhealth-patients-including-pm-lee-stolen-in-singapores-most
https://www.bleepingcomputer.com/news/security/hackers-stole-a-third-
of-singapores-healthcare-data-including-prime-ministers/
https://www.reuters.com/article/us-singapore-cyberattack/cyberattack-
on-singapore-health-database-steals-details-of-1-5-million-including-
pm-idUSKBN1KA14)?feedType=RSS&feedName=technologyNews
https://www.securityweek.com/singapore-health-database-hit-major-

cyberattack

https://www.tripwire.com/state-of-security/security-data-
protection/data-of-1-5-million-people-breached-in-singapores-worst-
digital-attack/
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https://www.securityweek.com/singapore-health-database-hit-major-cyberattack
https://www.securityweek.com/singapore-health-database-hit-major-cyberattack
https://www.tripwire.com/state-of-security/security-data-protection/data-of-1-5-million-people-breached-in-singapores-worst-digital-attack/
https://www.tripwire.com/state-of-security/security-data-protection/data-of-1-5-million-people-breached-in-singapores-worst-digital-attack/
https://www.tripwire.com/state-of-security/security-data-protection/data-of-1-5-million-people-breached-in-singapores-worst-digital-attack/

https://www.facebook.com/125845680811480/posts/1957979740931389
/

https://www.mci.gov.sg/pressroom/news-and-

stories/pressroom/2018/7/minister-in-charge-of-cybersecurity-

convenes-committee-of-inquiry

https://www.csa.gov.sg/singcert/news/advisories-alerts/measures-for-

protecting-customers-personal-data

https://www.csa.gov.sg/gosafeonline/~/media/csa/documents/publicatio

ns/be_safe_online/be_safe_online_infographic_english.pdf?la=en

3.25  HEZRRTREEHEEWRRMENE

W EKNESEHEE/)VE (Vietnham Computer Emergency
Response Team, VNCERT) B HE S - T HEBEAZXBETREE
ARERSMEREEANE  BREBESHIHRN I LEEERHEN
e - FNAEERImAREIZESH T HEINER - VNCERT &lE1F
Nguyén Khic Lich iR HESE - BN - €/l - B - BH - ixE - &
B E R AT BN S R EE IS E -

BRELLLRNESH - HRiolER 22 ¢

C&C Server IP 3lI5& :

(1) 38.132.124[.]250
(2) 89.249.65[.]1220
BEEIIE
(1) syschk.psl (318KB (32624 bytes))
® MD5:26466867557F84DD4784845280DA1F27

® SHA-
1:ED7FCB9023D63CD9367A3A455EC94337BB4862
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https://www.facebook.com/125845680811480/posts/1957979740931389/
https://www.facebook.com/125845680811480/posts/1957979740931389/
https://www.mci.gov.sg/pressroom/news-and-stories/pressroom/2018/7/minister-in-charge-of-cybersecurity-convenes-committee-of-inquiry
https://www.mci.gov.sg/pressroom/news-and-stories/pressroom/2018/7/minister-in-charge-of-cybersecurity-convenes-committee-of-inquiry
https://www.mci.gov.sg/pressroom/news-and-stories/pressroom/2018/7/minister-in-charge-of-cybersecurity-convenes-committee-of-inquiry
https://www.csa.gov.sg/singcert/news/advisories-alerts/measures-for-protecting-customers-personal-data
https://www.csa.gov.sg/singcert/news/advisories-alerts/measures-for-protecting-customers-personal-data
https://www.csa.gov.sg/gosafeonline/~/media/csa/documents/publications/be_safe_online/be_safe_online_infographic_english.pdf?la=en
https://www.csa.gov.sg/gosafeonline/~/media/csa/documents/publications/be_safe_online/be_safe_online_infographic_english.pdf?la=en

8A
(2) hs. exe (259 KB (265, 216 bytes))
® MD5:BDA82FOD9E2CB7996D2EEFDD1ESB41C4

® SHA-
1:FF715209D99D2E74E64FO9DB894C114A8D13229A

@ TWCERT/CC ZZBRAEMNILTRHBRIP METUMEAPELE -

Y hY 7 A%
HRETWE -
<. Kaquet ng thong va Xoa cac thu myc va t@p tin ma doc ¢o kich thudc twong

img:
a) syschk.ps] (318 KB (326,224 bytes))
- MDs: 26466867557F84DD4784845280DA1F27
- SHA-1: ED7FCB9023D63CD9367A3A45SEC94337BB48628A

b) hs.exe (259 KB (265,216 bytes))

- MD5: BDAS2FOD9E2CB7996D2EEFDDIESB41C4

- SHA-1: 9FF715209D99D2E74E64F9DB894C 1 14A8D13229A

3. Hudng dén kiém tra ma MDS, SHA-1 ciia tdp tin va céch thirc xoé tip tin

chira md dgc trong Phu luc kém theo.
4. Sau khi thyc hién, yéu ciu céc don vi béo céo tinh hinh vé Co quan diéu
mail:

phéi img ciu sy cd quéc gia (Trung tim VNCERT) theo di
ir@vncert.gov.vn /dién thogi: 0869100319 truée 12h ngay 26/7/20

5. Trén day la nhimg ma déc rat nguy hiém, ¢6 thé dénh cip thong tin va phé
huy h¢ théng thong tin, Trung tim VNCERT yéu ciu Lanh dao cic don vi nghiém

téc thye hién I¢nh diéu phéi.
Trén trong./.

KT.GIAM bOC

PHO GIAM POC

MAY Tinyg
VIET NAM /

Lich
- Céc phong: CNHCM, CNDN, KTHT,
NCPT, TV&BDNV;
- Lwu VT, DPUC.

* ~Nguyén Khic Lich

BERIZRR
http://www.vncert.gov.vn/baiviet.php?id=100

https://vietnamnews.vn/society/462371/vncert-warns-of-malicious-code-
targeting-banks-and-govt-offices.htm|#B40OKMGzPfVp7MkR2.97

3.3 - Mg RmAEER
3.3.1 - BREEREEEHBN T B FishEye & Crucible HIREFH IR EINEESS

]
Bl Atlassian AT BRI ERERKER LW TEEREE -
RGe - BES|ZOHERELSE

ENEmAIR (FishEye)tkhh AZEHIE

16

TWCERT/CC EZBEEEFIR 2018 F 8 B1»


http://www.vncert.gov.vn/baiviet.php?id=100
https://vietnamnews.vn/society/462371/vncert-warns-of-malicious-code-targeting-banks-and-govt-offices.html#B4OKMGzPfVp7MkR2.97
https://vietnamnews.vn/society/462371/vncert-warns-of-malicious-code-targeting-banks-and-govt-offices.html#B4OKMGzPfVp7MkR2.97

ETEENAREMN REESRMRER ; BBIE (Crucible) &1
ERETH  BERASASFESEEENE 2S5 5T1EIR - FishEye
R Crucible EAMETH  #wWRALSERETIEEUE
(Directory Traversal)3iit - Bl Attachment Review so$1# A=
BEPEERN ./ /[0 BEARRGR  WEAHLREINRE - olR
WSS EEIRT] - AEEEUREIERAS - Atlassian BAEF4R

B -
0
DO |W
C FISHEYE C CRUCIBLE

Source code Team code
raposilory nsight TEiERN
ERIRIR

https://jira.atlassian.com/browse/CRUC-8212
https://exploit.kitploit.com/2018/06/atlassian-fisheye-and-crucible-cve-
2017.html

3.3.2 - NLZEFH - kR Messages APP SBIEZEIMNRRRR A

HHN—EEFESFHNEGHNREENE TSHFES .
BERFNEARRERE TEAFIE NME - REEAEBE ARSI
ZE . ZEESFERr~ REFEEHNRHE (Rich Communications
Services, RCS)Zz SCHEDULED TEXT INgE#EsR - tWEREIRZE LB
EEZESEH - #Thk Messages APP HBHEHMBEEEMRT - EED
BeR HEBEFEBRRINBITZE  EARACZRBIEMERAE - 0jE
iBEe E Messages © ZIEFEREFZER - ERREEA Cache ERLK
AR EMZRRIUREE -

17

TWCERT/CC EZEEEFR 2018 £ 8 A1)


https://jira.atlassian.com/browse/CRUC-8212
https://exploit.kitploit.com/2018/06/atlassian-fisheye-and-crucible-cve-2017.html
https://exploit.kitploit.com/2018/06/atlassian-fisheye-and-crucible-cve-2017.html

BERHOR

https://us.community.samsung.com/t5/forums/v3_1/forumtopicpage/bo

ard-id/GalaxySNineQandA/thread-id/5854/page/1
https://www.bleepingcomputer.com/news/mobile/glitch-in-samsung-

messages-app-sends-photos-to-random-contacts/

3.3.3 - fAEEPHXME ModSecurity B XSS k&

ModSecurity 4 EiRERZ ARABEZEINKE (WAF) - OJ#
BC OWASP (Open Web Application Security Project)4#&m%RE
20 FRRIEE (Core Rule Set) - #1455&% 5t % Apache HTTP Server 22
R4 BEBREAHTTP HEEBEES IS 1% Microsoft IIS- NGINX
LERBFE  BARE Adipta Basu 2EHENE - IMG TH2
onError EHIRIEILE M AIE TSR, - WEEOEA <img src=x
onError=prompt(document.cookie)> SIBLEE Z BREE - B
ModSecurity E)ZBREE/MKIERE HTML ZUBHIT - HREIEHE
Mac OS High Sierra IRIEZ# R - B8 XSS RANEEFE - 2K
XSS Z7EIEER CoreRule Set IRIE &4 - M ZRBREHILNA
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https://us.community.samsung.com/t5/forums/v3_1/forumtopicpage/board-id/GalaxySNineQandA/thread-id/5854/page/1
https://us.community.samsung.com/t5/forums/v3_1/forumtopicpage/board-id/GalaxySNineQandA/thread-id/5854/page/1
https://www.bleepingcomputer.com/news/mobile/glitch-in-samsung-messages-app-sends-photos-to-random-contacts/
https://www.bleepingcomputer.com/news/mobile/glitch-in-samsung-messages-app-sends-photos-to-random-contacts/

OUWASP

ModSecurity
Core Rule Set

THE 1°" LINE OF DEFENSE

&

BRIZRR
https://hackings8n.blogspot.com/2018/07/cve-2018-13065-
modsecurity-300-has-xss.html
https://www.exploit-db.com/exploits/44970/

334 mXEBEREHREMSHIREMA : XSS - REZEA

DREEARLCETEHEGEREE - BHMEEMS - SREER
3R REHEHELTE (Foxconn)ifiss - BERSELMELRRISEH
Bz (CFL2MEY - BEASRIEERET 2 IRiRK - BEE2FERE
MRS ETE - IR "username s BALEAZ Script BB RELZ S
WHIPETE - OJ38E) XSS WE ; SINAEMRE "admin/admin, 165
BH - BERRE . ARABARRED  HEEBZGESZENEIR
SRAEEM - REIRSEEM - Cookie NBREBAIEERE  REES
LEEE Cookie AF - 1 "mode=LOW , B "mode=ENG .-
Bloj#ES T i2MERae B - tLIRSEEEEIR foxconn - 17
FERER REZIAHEEBSE . 2 NENWERE - CFLEE®m L
MM IGBEBFIBESE - FIRCBHTK -
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https://hackings8n.blogspot.com/2018/07/cve-2018-13065-modsecurity-300-has-xss.html
https://hackings8n.blogspot.com/2018/07/cve-2018-13065-modsecurity-300-has-xss.html
https://www.exploit-db.com/exploits/44970/

BERRIR
https://gist.github.com/ChuanYuan-
Huang/a92b8b32980123d5fa9bf5a8299114bf

3.3.5 ~ B§E B {® MyCarelLink Patient Monitor %k - S22
BERERE

M RBEBERIR /AT Medtronic - &% MyCarelLink Patient
Monitor - ERRERREZBEMIMENEERITE:S - AR EF
X2m BREMBEMRK  —ERINBHEORERMGIFERS , _2
2B 1721% Debug Port ol B EEETH - WEBE B IBEEERE 7 B85
WE  BREFTREBOERAER ZLRENS - Bia T80 6% &k
8 - Medtronic BEILE - ©EFEW - EHBRBERENRE -
EREHZEBM 2 REBARE  FRTEMEE -

BERIZRR
https://ics-cert.us-cert.gov/advisories/ICSMA-18-179-01

https://nvd.nist.gov/vuln/detail/CVE-2018-8868
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https://gist.github.com/ChuanYuan-Huang/a92b8b32980123d5fa9bf5a8299114bf
https://gist.github.com/ChuanYuan-Huang/a92b8b32980123d5fa9bf5a8299114bf
https://ics-cert.us-cert.gov/advisories/ICSMA-18-179-01
https://nvd.nist.gov/vuln/detail/CVE-2018-8868

3.3.6 ~ ¥R ES VLC #lE Use-After-Free ifmiE

ZEISEE RS VideoLAN FrFEE VLC (Fl%Am % VideoLAN
Client) R ERREZBEFEZERBEME  ZEZEENKR (CD-
DVD - f&1%)EREL (WMV ~ MP3 ~ MKV) « &R IEE - &R
FSE7A Use-After-Free 53% - iR 32 fUrtsl 64 UTIRIRLZEK
VLC - EREBERRFE MKV RAEHEE VIC NTHE - BIBHEER
TERLENTEG HEEZEEH DoS - VideoLAN EAREIR
KARTE -

VLC
 media player

BERIZRR
http://seclists.org/fulldisclosure/2018/Jul/28
http://cve.mitre.org/cgi-bin/cvename.cgi?’name=CVE-2018-11529

3.3.7 ~ 7 VMware Tools - ##l out-of-bounds read t#f&

ERFHEE VMware BIEAEREPERIFERAFNEEN
Bt - {EEFERE - HFE VMware Tools 4 - 5 VMware Tools
ZHABRKEREED Hofs MR BN IRIE9% - 4598051 H
ABEHRZNELE Windows fEZEZ4 - BIIIREI B O BEIS 24
BRAEA - s VM RIEEZFEERES D - VMware EELH AR
Tools - FRECIRASACEIEREIRKRR -
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http://seclists.org/fulldisclosure/2018/Jul/28
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2018-11529

BERIZRR
https:.//www.vmware.com/security/advisories/VMSA-2018-0017.html

https://securitytracker.com/id/1041291

3.3.8 ~ ¥ = LFI T 4E - #5EY VelotiSmart WiFi B3 2R 1518

AR AR IE S VelotiSmart WiFi B-380 - #F Unix IRiE - B
AEREE uc-http service 1.0.0 - B uc-httpd e XEA local file
inclusion (LFI) RZEH BN EMIATHE - & Miguel Méndez ZU
Aiga N7 ERZUEBEREEHENAREREZTRE - XEBE
O] B EAKBIS518 80 - UBMSEF & " /././Jetc/passwd 1 G EPITE
IP WE . HKEN http://192.168.x.x:80/../../etc/passwd S FHEITT T -
e EVEEIE - AMAR ERERBHEERSER - Veloti A31E
BZEEMNSE -

N

Camara VelotiSmart
Tutorial

BERIZRR
https://medium.com/@s1krl0s/velotismart-Oday-ca5056bcdcac
https://cxsecurity.com/issue/WLB-2018070173
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https://www.vmware.com/security/advisories/VMSA-2018-0017.html
https://securitytracker.com/id/1041291
https://medium.com/@s1kr10s/velotismart-0day-ca5056bcdcac
https://cxsecurity.com/issue/WLB-2018070173

H

3.3.9 - 427 360 &
R ERER

PEIAPER S EE AT T St - s AEHES
Hop—mkE=s " 4557 360 By Epcimtthikzs A 1 &EC Wi-Fi - &
FERER ~ FHIRIEEREINEERA - FREZEMRSN - HolAREERE
ZEWN  REPEBRETSEETETKRK BNEEHEZRERED
Positive Technologies - 2T L4528 360 EEXEIRE 2 ERT -
Wi-Fi 22V B HTK 2 REQUEST_SET_WIFIPASSWD & RCE - IEZE
o] E FHFREE IRE admin/888888 Z17 W EEHE - &1 ¥ MAC Address %
£ UDP Request $ € - W 1THET ;| mHEIEEHEFEEES
microSD A upgrade_360 Eil#1EZ upgrade.sh - 2= BB
EMAERERE REBBNTERREIE SEREAIN /L root
BSoRNmEE - Rt MENELEERTSR  ZASIEMRERE®m
i MPINEEEER - DVR - EEFIKE Bl AHELRRTREE
NERUER  AMBBEREE  BAAERAARER - #17 DDoS +
BHEM [oT &2k - L4044 LG EEXEH[HEE _FREXE - BHAl
MHEEEARIREREET - BAREEHAEMEEE - AERE R
EISINRIEFARES - IRHRIRER -

2A R B 17 RCE BB HIRIE - B2 E o

]

= BTN N .
BERIIR

https.//www.ptsecurity.com/ww-en/about/news/293957/

https://www.bleepingcomputer.com/news/security/flaws-in-digee-360-

smart-vacuums-let-hackers-spy-on-their-owners/
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https://www.ptsecurity.com/ww-en/about/news/293957/
https://www.bleepingcomputer.com/news/security/flaws-in-diqee-360-smart-vacuums-let-hackers-spy-on-their-owners/
https://www.bleepingcomputer.com/news/security/flaws-in-diqee-360-smart-vacuums-let-hackers-spy-on-their-owners/

3.3.10 + MyBB ZE L #ihR New threads M3 LUHTE XSS = F#

BN B RIRAVGRIZERSE MyBB - £ PHP & MySQL FE -
LEAEE 0xB9 2Rz ERIE - HAMEETL New Threads oJ &) §505
ERANE  RKABERN " <script>alert('XSS AR")</script> , &
I - BIEI A ThERENEE DR THEE T 2 1R BREAL - EmIERSIMERE W
YR - MyBB 2 E#zZ Plugin IRAI AR T &, -

Forums > My Category > My Forum
New Thread
Usermame: ~ admin [change user] 1
Thread Subject Basa
Similar threads
st Icon: ® noicon i (-]
ur Message: =B e e B
© ®
® ® . e
@ X2 Additional row with similar threads.
® 0@ It's added dynamically during type thread subject.
& ® 90 Without refresh page (AJAX).
[get more]

BERIRIR
https://community.mybb.com/mods.php?action=changelog&pid=1143

https://cxsecurity.com/issue/WLB-2018070199
3.3.11 : Bluetooth SIG B EF i fi1E - #4E MITM W E

EEF 128 (Bluetooth Special Interest Group) S EZH 4 -
REARBEFRKERTGTE  RAEIREERGH @ flEf#sH
EEFRMAERE - LBSIMEERRL © Bluetooth SIG PR i
RIS REFIERREERBRFWRIN LA - RRIERARGIBER
)Z Elliptic Curve Diffie-Hellman &8I0 5 HIRMWAE - LIRS
E2EEF Secure Simple Pairing & low energy Secure Connections
MIRINEE - EMESSmMET HEMER  WEEBTEABNBREAR
A (Man-in-the-Middle, MITM)IX 2 . sl &EE T %A
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https://community.mybb.com/mods.php?action=changelog&pid=1143
https://cxsecurity.com/issue/WLB-2018070199

iR EELBEHANREE /T HESHR MESWERERSLREE

EEZREHAERBAR  25SEBERSHERINZRBWAINERE -

Bluetooth SIG BEMEEF F i #H4E - 788 %1 Apple ~ Broadcom -

Intel - QUALCOMM - Microsoft » Android ~ Google ~ Linux Kernel
- EET AR REMER -

BERIZRR
https.//www.bluetooth.com/news/unknown/2018/07/bluetooth-sig-

security-update
https://www.kb.cert.org/vuls/id/304725

3.3.12 - BFEEES Foxit Reader ZIEEHIRZAEEE Use-After-Free X
Type confusion

BITES A ST R PDF BiE LR - ENeriEE/]) - £E
R KRIEE - ABFE# Windows &2 PhantomPDF « Reader
RASHERAR N FEERFERSEM buffer ZMHEEEEREH,;
1M FEX PDF I 24T 8818 JPG 18I0 & 31T GetAssociatedPagelndex()
RENT - BERREURGEINECEE ; Wil addAdLayer() & K EEAT
ColorSpace TTHBEHKESTEBINRE ; BHERINEEZ JavaScript
NERERLRE ERAREREASH,; MEAAERFTEREER
FMBEEIRM crash - LiUmEHBIEERE RS EERRZEE - UE
Fi Foxit 852 - 437 Remote Code Execution #XfES - MAEKS
BIRAMEN - Foxit B AEERET AL NS -
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https://www.bluetooth.com/news/unknown/2018/07/bluetooth-sig-security-update
https://www.bluetooth.com/news/unknown/2018/07/bluetooth-sig-security-update
https://www.kb.cert.org/vuls/id/304725

4

Foxit® Reader \J
/' ‘ loading...
BERR

https://www.foxitsoftware.com/support/security-bulletins.php
https://securitytracker.com/id/1041353

3.3.13 - BrssERES ClamAV =& imiEERES |5 DoS

PA C 2= #4REEAY Clam AntiVirus (ClamAV) - B R RfEEE T
AR ANRGRBEHRREEREEREEH - TZE AT Unix-like
ZMERE A mail server 5% - #81E2] Windows B2 Mac OS X *F
a8 FeIREEBXFNE NEF - BIFEIRNFEReE - BowEME
FIFZ VBN IENU B 1T47 4 - &ORIE ClamAV BE=IE55%5 - 198 R
fHE  REEZ2SERIEER  HBNM HWP X H KO F %
parsehwp3_paragraph() K&l 7 B2EUH AL - S A EEREE ; M ERT4S
# PDF ¥4 - REBEHKBMEEREER ; 57T Windows I8
1B parser.c BIVEEAFAM LS R entity EAERIEE - BA)
S LA RARN = SR EREE -

BERIZRR
https://blog.clamav.net/2018/07/clamav-01001-has-been-released.html

https://secuniaresearch.flexerasoftware.com/secunia_research/2018-12/
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https://www.foxitsoftware.com/support/security-bulletins.php
https://securitytracker.com/id/1041353
https://blog.clamav.net/2018/07/clamav-01001-has-been-released.html
https://secuniaresearch.flexerasoftware.com/secunia_research/2018-12/

3.4 - ERMEERIEES

ZEHEE

R | WREIE/RE et S HHEAER
=1
2018/10/ 018 2 & [EXMIE] 2018 B L BEHREEFE-TXEE
03 ZEWEGOBENELREESE
FE-TFEHEAM 2018 F10H3H (2)
of &t % B EphRh  ERaXEEDPL (BIHZEHER 4 ER 85 5%

BI)

SHEHR | /NERARNEER

EMEN  SEEMAEEGCHEEE RO
(TWCERT/CCQ)

BREEMH  2RERE - 8519 AVRIHRE !

b

SHHEE - o BN EIERE
lEREZEEAZARZE
2EFABEMZENER Y REHBRBRRES -
3.CERT/CSIRT E# M RFZAS - W BN EEZ
& CSIRT -

ABLZBRNEZERTE  REEFELABRE
B -

\

EENEEEE

fBERERREEAYBREN SR - AMERAAPIERE
MWEE - rTBRLEFFZEZEE - AINEFFEER
IEEMZEfEARTE - MERETFERISINE - 5/5
REWFFREH ; WFEAOLATHRINAREEALL -
[ENEmER  MEMEBXREVMERNEREH
B RAMEFBEFZEZER  ABEEEEFEHR
SVRELEAFSIRR - EIARIEEIE LR - iSolERE
TEBERERUHELX -

TFER 7 HE EANEZBE - ZIEBRBES
WEEEEINE - BRUEBWESEH - DDoS WES
- ZRENETSE  TEEXAEEBNELY

2 AEZEESHHAERRARER - BFHE

KER  FEETSHNEZNE  FIEISEEELZH
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FifE | BRI E/ERERE et EMEEAER
=t
REGBRESIREERRE - T ERIREHFEE MK

NWEZRE

2018/08/
23

CLOUDSEC
2018

[ZZHtadE ] CLOUDSEC 2018

HER : 2018 £ 08 H 23 H (M)

ik QltEREEP L (AEHERREREAK
1 5%)

FHEA  BER

AR
https://www.cloudsec.com/tw/registration.html

SEENMREE

U EAEE] - 2 EEANFEKEIT EEERRNRE
GHEMER - EA CLOUD #H Al RAEES
Design-in-Security FE{E@ P - FINTECH #2) 3 HLER
TRIARTS - IT REEGRESHES - mMELHHF
a - Wi - BRBOEZEO - I EBRNER
B 1R #EE TP ENERSE - CLOUDSEC J\&2K
5B IR T —ERE (b SR AE A BN B R R RN B AR B SRy
F& - SHER CLOUDSEC 3E 2 ZDI (Zero-Day
Initiative) RENEZTELZRIAENEBE - BHEEHE
REBRAT R - EIEmATIER  WEARREZME

2018/08/
04

2018 EAIEN

REEe

(ELifsdg ] 2018 HUHASIES

HER : 2018 £ 08 H 24 H (H)

s SEEABERSZET O B2 (BmBEMmE—
Ez 108 5%)

FWEAI : iThome

#R IR REAS
https://egov.ithome.com.tw/index.html

EENE

M2018 HUBASIEE , FRBFREERNSRE
X ZUFR - S EAEEASER RS ZEUE
x~ BADAE - AW - RIFZAF - ESMAEE

ZEBHBREEF LR  —RRNBUBEARUR
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s ]

e &/ 12
=t

et EMEEAER

HEREBEES - B EEEHUBERMZE

i -

IG5 - AERBRTHEBEN(IZ AR ERZRHE
2 AEFUBASEETMSRESRARaEENE
HEREKIRERE - N EERATLBAIHEEIF
JFRFBAR - WKL E SRR ERAESHNA
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[1] http://securityaffairs.co/wordpress/61342/breaking-
news/fruitfly-macos-backdoor.html

[2] http://mashable.com/2017/07/24/mac-malware-fruitfly-
beware/?utm_campaign=Feed:+Mashable+
(Mashable)&utm_cid=Mash-Prod-RSS-Feedburner-All-
Partial&utm_source=feedburner&utm_medium=feed#GQF
_f7i_JmqL

[3] https://9to5mac.com/2017/07/25/mac-malware-teenager-
theory/

[4] https://twcert.org.tw/subpages/securitylnfo/hackevent_det
ails.aspx?id=844
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BITEAl . 2Bl EEE R/
(Taiwan Computer Emergency Response Team/Coordination Center)
HHIHHE : 20018 £8 H 15 H

mo BE NG

AR¥5 &% : 03-4115387

meERNEREERE | 0800-885-066

BT EM : tweert@cert.org.tw

B 49 . https://www.twcert.org.tw/
M#EE : https://www.facebook.com/twcertcc
BEZEFHE]RE : http://i-to.cc/S5Hz)

R FEFHBEE : https://twcertcc.blogspot.tw/
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