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55 2 & - TWCERT/CC imHp&En s

2.1 - TWCERT/CC %52 10 A 3 HE2£## 2018 S 2EZREREE
E-rXEIBENELEERT .

TWCERT/CC %R 10 B 3 HERaAZ=ZP /O8N "2018 &
EEZBREEFE-TFEREUBRNELXEERT  ATHRER
ZERBE  KESMPNEFER  BIRPLUNBHER - EFEHBE
ZR#E PO EC-CERT REIR P IR S R EM RS I EH
IS EE -

g

H

fEEAREREYBEED SR EEFARNEZBENEH
IR BEXHEESHWHERACRKAERER  EFELAER  FTEET
=NELZME  fIEIEEEZHRNBHIEBSTEIERENRE - 75
BIREHFEEMRNEZRE -

FIt - B ZERAEER BEREBHREEENELZSH
MmmBERUEZSHREEZEK (CERTS/CSIRTS) - BEE ERZMS
& EEHRER  DRACBRNUERE - i AES —REERZR
% MEMBEZSHREERKIILB T E RiENETTRHNE -

LERIME RIEEEE Adli Wahid & Keynote JE:#ZE - Wahid 7t
FRER LIFENZEERNELZER - HRIRZ R XABENF
v (Asia Pacific Network Information Centre, APNIC) - I HBFF
Z M CERTs/CSIRTs K#FAAMSIFRAR - TMERRZZHM "&E
LZEHEE/\EiwE (Forum of Incident Response and Security
Teams, FIRST) , ZEEHEZ— °

X Wahid CEBERBIBFREZSIERER - =857 APNIC
K FIRST I BBEXEEELTEHEREB KL U NRIFRIEN
EMEENELER - FTEERIOPE R EE -
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1) EREZEENREZE -

2) EFBHBENZENEZEERHEHBAFRRRE -
(3) CERT/CSIRT E# KRHBAE - W 1 HZI{ITEEZEE CSIRT -

4) EXBBNEZELATE  REEXELXREERE -

|

TELREAHRE - WOARHERE |

A

=3 = & atl Y5 3| e ;
https://www.informationsecurity.com.tw/edm/IS_EDM_181003/

2.2 i 107 FESPREZETIMAES

8H18HZ 19 H HEMEMZEAT HEESHIMAZE 5
K THEEABRERINARER S EEEETE RO - HEER
"107 FESTBELZEFHANEE . LXRMEBEZENETEZEH
IFEZEFE - (REELZILIREE - TWCERT/CC TN LG A
BE7HmEN-8 H 19 H TWCERT/CC EEBRKEZBIEEEEN-
miEs AR ZEEHEBREABERANZE - SIHAHRERE
NWELZSHETRARNAD = -
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F3E  BARIINERELRME
3.1 BANEREER - EIBHES
311  KEMIFEERHENZZRAZE RIS MHBIERE

R EXRELZIERENR - BB LRBEW - T
MR AR PERBEMNEIHENT - IR 107 F "HEEZE
FERREHE - HBEFXSNLZZWAZERS - B8 " &Ml
ZE RIS, Bit T EiREESMEEE - T EiREE
REERA L K TREBEHEMESN ) BAEE  DRAIRAITEREE
2B BRI - I BRIEsR(E - iE RETER A -

BERATRBASKKBEASIARI WHPRFEREZES
RZAREAE - WEEBMNRE ERYBAE - SRS KPR
ZSEREE MEMNZZWAZERSGEHBAESB LERE D
B RAUEFEBARNBEBEMR - FAHAPFRERSE "KEANLES
107 FTHEELZEETRREE S BN L WA ERTZPE
A p3ll 1 ( & ES) pE: 5 ;
http://www.cisanet.org.tw/ReadFile/?p=Activity&n=e470e709-
3ff6-41b3-8eea-f022528ad9%ed.pdf )
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R TeRNE

BERHOR

http://www.cisanet.org.tw/News/activity_more?id=Mzgz

https://buzzorange.com/techorange/2018/08/23/cisa-08/

http://www.cisanet.org.tw/ReadFile/?p=Activity8&n=e470e709-3ff6-41b3-

8eea-f022528ad9%ed.pdf
3.1.2 - HBRBFETAREYR - BIREERBRBENRE

FRBGENEETEZ BRI BEAREETERR P ERASE

i HALSZRoUERERRFNEEEZENZRF -
BEUHARRE LFINZEM - REEITHENEZER -

=EEEA  EUEENERERE -

HoijR
RER

TWCERT/CC &% - I RRLIHER BT REF IR - —MiRiE
FRZTFLIS  TEHEZELZHBBREGEENT  MURiE

BN EZHIEMINE -
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No Password used Accounts No Password used Accounts

1 Password123 1,464 11 Spring2017 155
2 Project10 994 12  password2 142
3 support 866 13  August2017 141
4 password1 813 14  sunday1 132
5  October2017 226 15  Welcome1 132
6 Monday01 225 16  Password01 118
7 Spring17 198 17  Summer01 102
8  Sunday01 188 18  Logitech1 98
9 password 184 19  support1 96
10 abcd1234 176 20 Summer17 96
Source: OAG
ERRIR

https://audit.wa.gov.au/wp-content/uploads/2018/08/report2018_14-IS-
GCC-App-Pass.pdf
https://www.washingtonpost.com/technology/2018/08/22/western-

australian-government-officials-used-password-their-password-cool-
cool/?noredirect=on&utm_term=.0194266293c3

313 SINXFEERMABREBLLN LA  BoEMKBERIES

MEAtREL - A EFEHIRESEBERMABNENESR - &
B R 2017 F 11 H%I 2018 & 8 HRy4Acs: - WEIRBEIR
MRSk B8 1R = P AD IS W BB BRE ~ fZ=E AT ~ BEm M ARTTFLRVLLHIE
HoBRE LFRIEBE -

TrendLabs ) TREND

BERIZRR
https://blog.trendmicro.com.tw/?p=55990#more-55990
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3.14 - NCC B AP BRERELZ ZWARHES]

EEYERATRNEZRE  BXEBNEEEZEZS=ZEHNA - 5
HEAEZhERS | RIFE - FIEERIE A mELR IPCAM - Wi-Fi AP~
BAEHRSEBRLZWARIES| - KRV BERBELZRA Z#
B ZLRHEEBLEZIRIE  TREVBASIRRIFERRS Z
HE -

BEZENEREES

NATIONAL COMMUNICATIONS COMMISSION

ERIRIR
https://www.ncc.gov.tw/chinese/news_detail.aspx?site_content_sn=88&is_
history=0&pages=08&sn_f=40217

3.1.5 - ZEB+ZE2EERIUBXEEEE DO

ZEIE T Z 25 (Department of Homeland Security, DHS)#E
7 B3l Hr®REBUY —BXEPKEED L (National Risk
Management Center) - 2P /OB EFT L - DIAOAIL VR H
FTHEELER LRI ABRERZ AT LESELRE
Ebg - PUETEB R REELZER

| ! i o v e
3 Homeland { CYBERSECURITY
/ Security

\
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https://www.ncc.gov.tw/chinese/news_detail.aspx?site_content_sn=8&is_history=0&pages=0&sn_f=40217
https://www.ncc.gov.tw/chinese/news_detail.aspx?site_content_sn=8&is_history=0&pages=0&sn_f=40217

ERZOR

https://www.cyberscoop.com/dhs-risk-management-center/

https:.//www.darkreading.com/attacks-breaches/dhs-establishes-center-
for-defense-of-critical-infrastructure-/d/d-id/1332442
https.//www.securityweek.com/dhs-unveils-national-risk-management-

center

3.1.6 « =EB +Z=&MEFBAE RS 38R HIDDEN COBRA &
BBERIES RS

EEIE Lt ZEE (DHS)MEHRER (FB)ZEMEHBGTRR

i S (MAR) @ iEE M BURERNRERE E}’EEE%E -
B 7S KEYMARBLE - IE2 i SANE SRBREGS L - BEIESE

MEBRIITRVES - EFEHAGSBEAZ P EEERIERREHN
A= tHRBARY SB[ 5 TWCERT/CC RE -

US-CERT

UNITED STATES COMPUTER EMERGENCY READIMNESS TEAM
BERIRIR
https://www.us-cert.gov/ncas/analysis-reports/AR18-221A
https://www.us-cert.gov/HIDDEN-COBRA-North-Korean-Malicious-

Cyber-Activity

https://www.us-cert.gov/sites/default/files/publications/MAR-
10135536.r17.v1.WHITE_stix.xml

3.1.7 - CyberSecurity Malaysia 211 CyberSAFE 512 - RARR

E#n—. A

HRADAE L2 HE (CyberSecurity Malaysia, CSM)E A5
RHEZHARE ZE’:—EEJ%)?LﬁlJﬂEW DI EERAMMESEY B8
BRSERADRASE AR NIREELZHEX -

CSM £ CyberSAFE 515 - HRYTEIR T+ A% B Bt 48 A E B AY
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https://www.securityweek.com/dhs-unveils-national-risk-management-center
https://www.securityweek.com/dhs-unveils-national-risk-management-center
https://www.us-cert.gov/sites/default/files/publications/MAR-10135536.r17.v1.WHITE_stix.xml
https://www.us-cert.gov/sites/default/files/publications/MAR-10135536.r17.v1.WHITE_stix.xml

KiTERBNERE  STEEMBREREE A - EBRAEZH
Bl - ZETENE F S ABBNMINE - HRl2HEERE 5 EXHEEK
BHRE MR 7 EERERAEZF NN ERER - DUIER
A ENBERBRNEEME  WHBNOEY  MEZEERcKE
i 230,100 ZE24E 207 CyberSAFE 51 -

R CyberSAFE st E2—RIREFNU AR R A BN AR
aift - UL B W EEABREMESI A - DEAMSEERENLE
woAl - EIE - CSM IEBARER LR x)’(? ]I%% S fERzEt=

BMNEELZERTTE - WUASEARNTT N E BT A [ERYF
2R5 | R EETEESERS| -

Cyber “

MALAYSIA
An agency under MOSTI

ERR

https://www.opengovasia.com/articles/cybersecurity-malaysias-

astounding-achievements

3.1.8 - Magniber B1REfEE1E - BIRHEEEEESETIMBEIR

BRUPRR B LRSS RRFEEABAE - TWCERT/CC R
8 BEHBIAEEAIE " Magniber , ) REFSILE - Magniber B &
FRARBENALE Magnitude - A AR FRFTPVEETRE - N0
Internet Explorer §#9 CVE-2016-0189 J@E - ZEAISEAES
INREE -
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https://www.opengovasia.com/articles/cybersecurity-malaysias-astounding-achievements
https://www.opengovasia.com/articles/cybersecurity-malaysias-astounding-achievements

BERRIR
http://wubingdu.cn/magniber-

%E5%8B%92%E7%B4%A2%E7 %97 %85%E6%AF%92/
https://www.ithome.com.tw/news/124669
https://www.ithome.com.tw/news/121296
https://www.ithome.com.tw/news/124904
https://www.ithome.com.tw/news/124747
https://www.ithome.com.tw/tech/119812
https://www.ithome.com.tw/voice/119800

https://www.informationsecurity.com.tw/article/article_detail.aspx?tv=13
&aid=8479

3.2  REUEBEHRFE

321 BRERBFES KickICO #IRZZIRAE - KICK EHEEE
%8

KickICO 2—REERUXRpeRENEESSEFS -7 H 29 B
KickICO #E& ¢ —IBZ 2R - RiE KickICO BT S - KickICO
BEEANRFINHEESTFEEE 7000 & KICK E#CE (Token):
MEXNRTI0BET -

SHESE 7 B 26 H - KickICO #17& Anti Danilevski &7~ -
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BB ARSEEZNRTMANEEREEEE 80 BE=TTHREER
BIREEE %  Z B BRI IREZ RN SENHEEERS KICK
EEE4 (Smart Contract)tRPE - #EmZHl KickICO LEEF & -

#E27H29H 220 EnXERIEZEH E554E&8%E-
KickICO EfmiSEMBHZERN KICK KB EARMPNEEAFAESE -
HIE - REERHPHRERZZEFEHHZ report@kickico.com -
"UERERRIEAREERS -

oo EFIRH 22 RIAETRE  ARE L RIERNEER
FEER A B AAREE KICK ERUBRHEZSLE KickICO Fary
FhiR -

—BERER - WEBAEHEBFIUES KickCoin E2E54IRY
FhImARETTIE - A KickCoin B2 548 Bancor AABEE ST
EWER T RA 40 Bt UEE - WHEHRRIENE M 40 &gl
228 . AL - KickCoins WABEAZEE -

ZEZ  AHRREE r22RALENFaER FE— R -
KickICO #1215 » — @Rt A fé = ( 3HE /<7, Cold Storage ) BI1H
MR ERERNILE - AERMERELL L 7E—TRIEBX -

HEARERZERA - BAIME LA BEZEL - K
21 Owner {iEAE - AIE—HESSAIRKBREIE LAV -
EARANER HZH "EXMEE - AR Owner FEEBHE—
ERE LU EZERSNNNITIRE - mil-AsEfRE Owner B
CAERXEZE Owner FEASHINEZFEE - MERAY KickICO
HEESHREHN Owner TABHKFEEVERL -

HERARKERRZEFRN - 82 KickICO E3#ZH Fr EEGK - R
RiEFTBERENERAREEIREERPP - ERAIAT N ERS
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AR FEAR  BRSMEFEBBEXRREILIERL - BEEERHA
&SRB AZ O BB ERN - BIRREEPMENBERZ —HE ERER
BE  MRUGEFRERLEREENEE -

HEARKERZER - B "REP OB WER  REAFTE
2 ENUARSED BRFERFPBEJESET BRI EHER
FPHRBINMEEASAEERR -

BERRIR
https://securityaffairs.co/wordpress/74910/hacking/kickico-hack.html

https://medium.com/@kickico/kickico-security-breach-issue-under-

control-all-kickcoins-will-be-returned-ebe65a491dec

https://cryptovest.com/news/kickico-suffered-77m-hack-attack-says-will-

return-stolen-kicko-tokens/
https://read01.com/ePG4407.html#.W2D_0OgSFOUk
https://itw01l.com/QVDXGEF.html

13

TWCERT/CC EZEEEFR 2018 £ 9 A


https://securityaffairs.co/wordpress/74910/hacking/kickico-hack.html
https://medium.com/@kickico/kickico-security-breach-issue-under-control-all-kickcoins-will-be-returned-ebe65a491dec
https://medium.com/@kickico/kickico-security-breach-issue-under-control-all-kickcoins-will-be-returned-ebe65a491dec
https://cryptovest.com/news/kickico-suffered-77m-hack-attack-says-will-return-stolen-kicko-tokens/
https://cryptovest.com/news/kickico-suffered-77m-hack-attack-says-will-return-stolen-kicko-tokens/
https://read01.com/ePG4407.html#.W2D_OqSFOUk
https://itw01.com/QVDXGEF.html

322 - REIMRITEZRHRENE - EREFEEINE

Z=BIFZ=IRTT (Kasikorn Bank)&Z&=RER1T (Krung Thai Bank)
FTHERRMPENZRFGER  SEREFERINE - EERILHERIRE R
B|x -

RRIRTRLERFER 8 HER - AR 12 8EHEW
BEINE - BIESNEEERX -

(Letter of Guarantee, L/G)BRF N {EEZAFERISRLINEG - EFEZ
HENERE  BAZERMEN - MIBTHOIEIINRERYE -

ZERITEKZMERITENBELZFR B RS ZEBEFPHO
e R R EER -

PASSBOOK

™& UPDATE

\ouRuSaTuG indoulsuar
P&

(= L5 1801 2 =]

BERIZRR
https://www.reuters.com/article/us-krung-thai-bank-cyber/krung-thai-

bank-kbank-increase-protective-measures-after-data-hack-
idUSKBN1KL1RK
http://www.nationmultimedia.com/detail/Corporate/30351170

3.2.3 : Reddit ELEEHRFPEFEXZRAE - RERATSRMAWLF
ARER

Reddit 2—fER%: - TR A EALL - FEMA P o LIRS FEk
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https://www.reuters.com/article/us-krung-thai-bank-cyber/krung-thai-bank-kbank-increase-protective-measures-after-data-hack-idUSKBN1KL1RK
https://www.reuters.com/article/us-krung-thai-bank-cyber/krung-thai-bank-kbank-increase-protective-measures-after-data-hack-idUSKBN1KL1RK
https://www.reuters.com/article/us-krung-thai-bank-cyber/krung-thai-bank-kbank-increase-protective-measures-after-data-hack-idUSKBN1KL1RK
http://www.nationmultimedia.com/detail/Corporate/30351170

EEEM L3N BEX LA —EEFrmESBAR  BRExEE
At e  ERZERSBENEIMMAAERBHEREN  TEE
BlAR PTT 278 -

2018 £ 6 H 19 H Reddit 2IFERIRESH - 1R Reddit AY
A% 72018 F 6 H 14 HE 18 HEARA - B2&= &% A Reddit ;9—L&
AU AFN F—ERAPER - EFHA U ZHFaEER
Hash 215/ 2007 EHENERE - REEZE LS ENENGTEH
BRPER r8ln ELRUNRF - Reddit RMEREEZHEHER - &2
S E M HEERY Reddit 24t - REIDRBAESEEAER -

ZABIRNEAS D REEREREZE DERE (2FA)RIRES] - M
Reddit IR FEEZEIE R SMS WER RS 7 ERFERRE  BERBER
tRAFNEE O] LUREE R SMS 23X 5 77 88 U5 - Reddit /##
FER SMS BN BRET AMEHENELZE  TEFERERZS
8 SMS &t - ALL Reddit S EIEEREEIER token A 2FA -

ZATIBEOFERBRE 22D WEMRTZEMIAZEK
SRS - WIREE IR EME WA A NIE EEF APL &% - LN
EN R

O® TWCERT/CC &5 - B 2007 FLURINEFERBEEZEEN
Reddit HFRIIBNERE RN - HEEEMARKRZEAMEEE
ARBEZEMHE—HEN -

S reddit

BERMGE :  https://securityaffairs.co/wordpress/74982/data-
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https://securityaffairs.co/wordpress/74982/data-breach/reddit-data-breach.html

breach/reddit-data-breach.html

https://www.reddit.com/r/announcements/comments/93gnm5/we_had_a

security_incident_heres_what_you_need_to/

https://www.bleepingcomputer.com/news/security/reddit-announces-

security-breach-after-hackers-bypassed-staffs-2fa/

https://www.reddit.com/r/announcements/comments/93gnm5/we_had_a

security_incident_heres_what_you_need_to/

https://www.csoonline.com/article/3293904/cloud-security/reddit-

discloses-hack-says-sms-intercept-allowed-attackers-to-skirt-2fa-

protections.html

https://www.cyberscoop.com/user-data-private-messages-exposed-

reddit-breach/
https://www.darkreading.com/threat-intelligence/reddit-warns-users-of-

data-breach/d/d-id/1332458
https://www.reuters.com/article/us-reddit-cyber/reddit-says-user-data-

between-2005-and-2007-breached-
IdUSKBN1KM5WG?feedType=RSS&feedName=technologyNews

https://securityaffairs.co/wordpress/74982/data-breach/reddit-data-
breach.html

https://www.theregister.co.uk/2018/08/01/reddit_hacked_sms_2fa/

https://www.tripwire.com/state-of-security/latest-security-news/reddit-

says-some-user-data-accessed-in-security-incident
https://krebsonsecurity.com/2018/08/reddit-breach-highlights-limits-of-

sms-based-authentication/

324 - BERFRESF AN 3 EMRVEEHAES - FiEERRINE
HEREEN8H2H

EAg==2

e B BANFEAANRERE 3 REMK
R REIEESH -
L REZE RRHRERH
URIER - &

ERPIREBEFEZE 3 EE
ERRNAAIR 7 B 16 B 25 BHEEMRBEBUFEIFIHR
BB AR -

=]

==
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https://securityaffairs.co/wordpress/74982/data-breach/reddit-data-breach.html
https://www.reddit.com/r/announcements/comments/93qnm5/we_had_a_security_incident_heres_what_you_need_to/
https://www.reddit.com/r/announcements/comments/93qnm5/we_had_a_security_incident_heres_what_you_need_to/
https://www.bleepingcomputer.com/news/security/reddit-announces-security-breach-after-hackers-bypassed-staffs-2fa/
https://www.bleepingcomputer.com/news/security/reddit-announces-security-breach-after-hackers-bypassed-staffs-2fa/
https://www.reddit.com/r/announcements/comments/93qnm5/we_had_a_security_incident_heres_what_you_need_to/
https://www.reddit.com/r/announcements/comments/93qnm5/we_had_a_security_incident_heres_what_you_need_to/
https://www.csoonline.com/article/3293904/cloud-security/reddit-discloses-hack-says-sms-intercept-allowed-attackers-to-skirt-2fa-protections.html
https://www.csoonline.com/article/3293904/cloud-security/reddit-discloses-hack-says-sms-intercept-allowed-attackers-to-skirt-2fa-protections.html
https://www.csoonline.com/article/3293904/cloud-security/reddit-discloses-hack-says-sms-intercept-allowed-attackers-to-skirt-2fa-protections.html
https://www.cyberscoop.com/user-data-private-messages-exposed-reddit-breach/
https://www.cyberscoop.com/user-data-private-messages-exposed-reddit-breach/
https://www.darkreading.com/threat-intelligence/reddit-warns-users-of-data-breach/d/d-id/1332458
https://www.darkreading.com/threat-intelligence/reddit-warns-users-of-data-breach/d/d-id/1332458
https://www.reuters.com/article/us-reddit-cyber/reddit-says-user-data-between-2005-and-2007-breached-idUSKBN1KM5WG?feedType=RSS&feedName=technologyNews
https://www.reuters.com/article/us-reddit-cyber/reddit-says-user-data-between-2005-and-2007-breached-idUSKBN1KM5WG?feedType=RSS&feedName=technologyNews
https://www.reuters.com/article/us-reddit-cyber/reddit-says-user-data-between-2005-and-2007-breached-idUSKBN1KM5WG?feedType=RSS&feedName=technologyNews
https://securityaffairs.co/wordpress/74982/data-breach/reddit-data-breach.html
https://securityaffairs.co/wordpress/74982/data-breach/reddit-data-breach.html
https://www.theregister.co.uk/2018/08/01/reddit_hacked_sms_2fa/
https://www.tripwire.com/state-of-security/latest-security-news/reddit-says-some-user-data-accessed-in-security-incident
https://www.tripwire.com/state-of-security/latest-security-news/reddit-says-some-user-data-accessed-in-security-incident
https://krebsonsecurity.com/2018/08/reddit-breach-highlights-limits-of-sms-based-authentication/
https://krebsonsecurity.com/2018/08/reddit-breach-highlights-limits-of-sms-based-authentication/
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ERBUFENRLZENEENSE WOESBBELZE RRERERR
BREER YPBRNRRABREREREEABSNIRZEREEA
R BHTESIHERIMNE -

REEZNR - PDREEFEMERNE - RE Mg B LIS
Ziget - ERREPREE - FEREZBUER - ZEFHBREN

REMBRAERAZRRONNEHRINE RS € AEINARVIE
EELEN BEL0EOHPRLEES - EH T CRESREIMNIER
WHEHEBEANNAAEEL  WARARBETENREZERKIES] - A
BRBEAZZHEIL i REEINFSRENESR ERESEkK-

ERHOR

https://www.scmp.com/news/hong-kong/hong-kong-law-and-

crime/article/2158023/after-singapore-medical-data-hack-hong-kongs
https://hk.news.appledaily.com/local/realtime/article/20180802/5851383
8
http://paper.wenweipo.com/2018/08/03/HK1808030017.htm
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https://www.scmp.com/news/hong-kong/hong-kong-law-and-crime/article/2158023/after-singapore-medical-data-hack-hong-kongs
https://www.scmp.com/news/hong-kong/hong-kong-law-and-crime/article/2158023/after-singapore-medical-data-hack-hong-kongs
https://hk.news.appledaily.com/local/realtime/article/20180802/58513838
https://hk.news.appledaily.com/local/realtime/article/20180802/58513838
http://paper.wenweipo.com/2018/08/03/HK1808030017.htm
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RITE 2EEKE MMRALLE - 4 80%REENKS SAKEL
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SEENRSH 6 HEMEMALES @ Mirshm T
1. BRIEREE 2RSS WannaCry 218 - Mt RZ R FE

Wa B Windows 7 {5 4% - H>RK_E Patch -

2. ERBHMIFRGEESBEERNEE  ZRBEERAMEFE
Rian - hIEARIMAFTER -

BEARREGHEETELRNER - KREHIRIESTEIE
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4, AEEE P BEEZARAREERT —EN - PR &
Bl ERES RS - BRI BERIFE -

5. BESEERNARBANEIINES e sEmLRlE
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EAERBEEGRZVE  BEE A ASNSERSANESE - 7
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RE LR ERBEKABENRAEA  EREGEBZ N AER
FORE LR (BIURRA Wifi 2=RERAMR 3/4G ERAF ) -

RN

SEREE .
- BRRE  RREERER SV EREEEENRE S FEA
- BRRE RO ZERERESEKF -
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WannaCry

Ransomware Attack
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Hietssusususs suss$Ess
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BERIRIR
https://www.bleepingcomputer.com/news/security/hackers-exploiting-
dlink-routers-to-redirect-users-to-fake-brazilian-banks/
https://blog.radware.com/security/2018/08/iot-hackers-trick-brazilian-
bank-customers/

http://www.whatsmydnsserver.com/

3.2.6 - ENEi#E#B Cosmos Bank &8 - 18K SE 94 EIELE
MENUREEBIR M ENZESE _ KS/FHRIT (Cosmos
Cooperative Bank)a17/% 1906 & - 2z ERRKEANMH S
EIRTT 22— » ZIRTEEERAN 7 BMNAE 140 EREEBR - BN
BEEEEZ -
BEENEEMERH 8 A 14 HBER - ZiR1TEREEEOE St S
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https://www.bleepingcomputer.com/news/security/hackers-exploiting-dlink-routers-to-redirect-users-to-fake-brazilian-banks/
https://www.bleepingcomputer.com/news/security/hackers-exploiting-dlink-routers-to-redirect-users-to-fake-brazilian-banks/
https://blog.radware.com/security/2018/08/iot-hackers-trick-brazilian-bank-customers/
https://blog.radware.com/security/2018/08/iot-hackers-trick-brazilian-bank-customers/
http://www.whatsmydnsserver.com/
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1B 15000 ®X5 - HopA 8 EZELE (4981 3 82 5000 &7T)
%38 VISA 24 - 7 14849 R#E A ZIEIIMRITHIZENIRR P -

PIESHEE 8 B 13 Bt 11 3630 7 EN —RKE 7%
RIT - BRUBIREERE T2V 14EEHH 586142 87T )
RE—NMIRITEENRE T REBRRRZEE LT REMEK -
ELEHFRETTERIK 28 ABEXRM ATM PHIRE  MELERSHE
FEREIRRETH - Hd 12,000 EXGREEHERHI -

HILZRTEAHERHARERNZENEBIRZQTREY
el - HOR I RIMEZ HH ATM ER:E - ELARSBEMNE
S TRLEE T RANME -

B1EIR1TESE Krishnakumar Goyal =7~ - RERIEBRZAT
A8 (NPCD &St 7 —M@ "WiTRA, WEITHE TELERS -
T IFRI IR E I LUERIRITRAMT O (e MEBEESNAREL 2
EEERES -

ZIRTTORARZERES - WHER CRITRS2E RG] - &
HEBEEETHEBERE 2T - Cosmos Bank BEFHNEERLSE
B WARZERK -
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https://timesofindia.indiatimes.com/business/india-business/pune-

based-cosmos-bank-loses-rs-94-crore-in-cyber-
hack/articleshow/65399204.cms

http://www.dnaindia.com/india/report-hackers-swindle-rs-94-crore-

from-pune-s-cosmos-bank-2649650

https://www.finextra.com/newsarticle/32520/indias-cosmos-bank-falls-

victim-to-global-atm-cash-out-fraud
https://new.qg.com/omn/20180815/20180815A01SD3.html
https://krebsonsecurity.com/2018/08/fbi-warns-of-unlimited-atm-
cashout-blitz/

3.2.7 - hEHIEFEHEEEE 1.3 REFENEERARE

DRESEANEFHBEZ —EEBEEEERASERE 1,119
B3Ry 5,162 ZBEPAS 13 EBEmhE -

UEERLZE AT EPEBERARERIE—R2%EL 8 ELFE
(56,000 =70 )WERLERE 1.3 BREHEEEARNEAFMAZN-

REBERER LML - MEEDEE L TIENNERER
141.5GB - B15 24 BE5] B - HPEEAN 13 BREZAREE
AREELEM
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https://timesofindia.indiatimes.com/business/india-business/pune-based-cosmos-bank-loses-rs-94-crore-in-cyber-hack/articleshow/65399204.cms
https://timesofindia.indiatimes.com/business/india-business/pune-based-cosmos-bank-loses-rs-94-crore-in-cyber-hack/articleshow/65399204.cms
https://timesofindia.indiatimes.com/business/india-business/pune-based-cosmos-bank-loses-rs-94-crore-in-cyber-hack/articleshow/65399204.cms
http://www.dnaindia.com/india/report-hackers-swindle-rs-94-crore-from-pune-s-cosmos-bank-2649650
http://www.dnaindia.com/india/report-hackers-swindle-rs-94-crore-from-pune-s-cosmos-bank-2649650
https://www.finextra.com/newsarticle/32520/indias-cosmos-bank-falls-victim-to-global-atm-cash-out-fraud
https://www.finextra.com/newsarticle/32520/indias-cosmos-bank-falls-victim-to-global-atm-cash-out-fraud
https://new.qq.com/omn/20180815/20180815A01SD3.html
https://krebsonsecurity.com/2018/08/fbi-warns-of-unlimited-atm-cashout-blitz/
https://krebsonsecurity.com/2018/08/fbi-warns-of-unlimited-atm-cashout-blitz/
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https://www.bleepingcomputer.com/news/security/data-of-130-million-

chinese-hotel-chain-guests-sold-on-dark-web-forum/
http://www.epochtimes.com/b5/18/8/28/n10673338.htm
https://china.hket.com/article/2148659/%E8%8F%AF%E4%BD%8F%E6%9
7%97 %E4%B8%8B%E9%85%92%E5%BA%97 %E4%BD%8F%E5%AE%A2%
E8%B3%87%E6%96%99%E7%96%91%E5%A4%96%E6%B4%A9%20%E6
%B6%891.3%E5%84%84%E4%BAY%BAY%ET %AT7 %81 %E9%9A%B1
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https://www.bleepingcomputer.com/news/security/data-of-130-million-chinese-hotel-chain-guests-sold-on-dark-web-forum/
https://www.bleepingcomputer.com/news/security/data-of-130-million-chinese-hotel-chain-guests-sold-on-dark-web-forum/
http://www.epochtimes.com/b5/18/8/28/n10673338.htm
https://china.hket.com/article/2148659/%E8%8F%AF%E4%BD%8F%E6%97%97%E4%B8%8B%E9%85%92%E5%BA%97%E4%BD%8F%E5%AE%A2%E8%B3%87%E6%96%99%E7%96%91%E5%A4%96%E6%B4%A9%20%E6%B6%891.3%E5%84%84%E4%BA%BA%E7%A7%81%E9%9A%B1
https://china.hket.com/article/2148659/%E8%8F%AF%E4%BD%8F%E6%97%97%E4%B8%8B%E9%85%92%E5%BA%97%E4%BD%8F%E5%AE%A2%E8%B3%87%E6%96%99%E7%96%91%E5%A4%96%E6%B4%A9%20%E6%B6%891.3%E5%84%84%E4%BA%BA%E7%A7%81%E9%9A%B1
https://china.hket.com/article/2148659/%E8%8F%AF%E4%BD%8F%E6%97%97%E4%B8%8B%E9%85%92%E5%BA%97%E4%BD%8F%E5%AE%A2%E8%B3%87%E6%96%99%E7%96%91%E5%A4%96%E6%B4%A9%20%E6%B6%891.3%E5%84%84%E4%BA%BA%E7%A7%81%E9%9A%B1
https://china.hket.com/article/2148659/%E8%8F%AF%E4%BD%8F%E6%97%97%E4%B8%8B%E9%85%92%E5%BA%97%E4%BD%8F%E5%AE%A2%E8%B3%87%E6%96%99%E7%96%91%E5%A4%96%E6%B4%A9%20%E6%B6%891.3%E5%84%84%E4%BA%BA%E7%A7%81%E9%9A%B1

3.3« RiERSmIFER
3.3.1 -  BEESNREEBENEIRE RCE TR - EEEMIRE

3C KmEBEZ (Hewlett-Packard Company) - Bt ENZR 2=
mIEHIUREREX/MB % - ERAEREASEAER - THER
R - HP AR 2 IRENARIRIE - CVSS3.05t7EE 9.8 EEERBR
. 2 166 EIESENRMAISE - METE b PageWide ~ Designlet -
Officejet - Deskjet - Envy & Photosmart /X %% EEEMIHEE -
o] i A BB 2E - A5 EE Buffer Overflow - BIEERHITERERNG
HemoERE BRinBARES EEE2 S HEAIREEMMA
THERBRZE  WSHEAHEEEATHE  EEELRER
ALHEIFHINREBR  RREANRBOESKEEREZNES -

BERIERR
https://sensorstechforum.com/cve-2018-5924-hp-printers-firmware/

https://support.hp.com/us-en/document/c06097712
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https://sensorstechforum.com/cve-2018-5924-hp-printers-firmware/
https://support.hp.com/us-en/document/c06097712

3.3.2 - #R:FE2] mingw-w64 ELMITEELXERE - £ ASLR
e HIRE
B[ CERT/CC ERLMFEIEL - B mingw-wb4 #riEes TREZ
EEETEUZR (Relocations Table) - M Relocations Table 1615245
Uit ZEEBE%(CECE (ASLR) 2 Z2IEHG - BB AFALL mingw-
wb4 BE 7 W1TIE - SA R IRIEE  EAEWMEEEIERANIERE
FriE - IR ASLR (RIEFER - AR EREIRAIGCESAIIL - #8258
HEFRRAUNH BHENBEEMREDIEZEMDHKET (Return-
Oriented Programming, ROP) - Ef&EERE BRI INEE - BEFEHHE
ST A FRENEGRE  UHITHGEESES - EEZFTEH
BN - UEBENRMELAZIN (B : __declspec (dllexport) ) -
BHIEEEEES Relocations Table - ¥R EERSEMM - B
AIEERRS X DR 2R BT E ZIRIER Arch Linux- CentOS»
Debian GNU/Linux- Fedora Project-Gentoo Linux-Red Hat, Inc.»
SUSE Linux * Ubuntu & VideoLAN - it {EZEA AR ESTRHER

wéd

BERIZRR
https://www.zdnet.com/article/windows-apps-made-on-linux-hit-by-

security-fail/
https://www.kb.cert.org/vuls/id/307144
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https://www.zdnet.com/article/windows-apps-made-on-linux-hit-by-security-fail/
https://www.zdnet.com/article/windows-apps-made-on-linux-hit-by-security-fail/
https://www.kb.cert.org/vuls/id/307144

3.3.3  AO#E{E WhatsApp - BLERBATEEBERR

WhatsApp Messenger BRITEZIKA 15 EAHP - 8HZE 650
B S 2 - £F Protobuf2 EE TR RNNE e e E SR F B
EREEGH - EX - BhR - 5 - &SI Check Point BUAS 1l
NEMFEIEEEZEINERIE - B WhatsApp 4 QR code RIE ST &1

A~ FhEEs  WEEEM BurpSuite ET B - B TELE - olEH)
—RREBEREREI  —EERESMHAEANE  ERERAFENSE D - B
EBHE - SIMERAMARERR , _EFTHNFHEC - HWE
MER  BBELEN HERUKEEREEAMBER - BR

BRE
EREEERE ; —2%F msgstore.db BllE - ZEERHNE
ZAAREE  RAREESR  HRABBREEW  ZEHHER
= ; b A B RS AR YA -

¥} tt Facebook 28R - WhatsApp EXRIIE R E IR B -
LSS A BEEE - A REBEF EZBER - BAFMEBAXRER
WhatsApp EREE P - WL EERETSE - K68 WhatsApp =)
BN ERE BEEEZEENEEERRIAEE

ERRIR
https://www.youtube.com/watch?v=rtSFaHPAOC4&feature=youtu.be

https://research.checkpoint.com/fakesapp-a-vulnerability-in-whatsapp/
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https://www.youtube.com/watch?v=rtSFaHPA0C4&feature=youtu.be
https://research.checkpoint.com/fakesapp-a-vulnerability-in-whatsapp/

3.3.4 - ARFFEHEET B FFmpeg &% DoS & RCE

FFmpeg team ML CEE =M 3R FFmpeg (Fast Forward mpeg)-
EEoTATZEBNEN  RAFFEE ZBHREE  XIESBRT
EEEIZ2E] - ¥ Linux ~ Mac OS X ~ Windows IRIEEER - MBS
NERELIRRE - EARRREEEMITEZERER - NEA
)ﬁ MOV t]gE5|3& Divide-by-Zero #&:= M= 1% ; #R AVI & MPEG4

- EHZE MQUANT 2IRE1E - RIfESIERFHRR - B2 DoS;
5 Demuxer E3E ASF EREF & BT REHBREFE =N K RCE
=4 7|‘H BRI R BAIR RN ERMTTA - BER—=ELHMmR - 4R

FFMPEG

EAEE
- — - EAERE A

BERIRIR
https://security-tracker.debian.org/tracker/CVE-2018-14395
https://nvd.nist.gov/vuln/detail/CVE-2018-
13305#vulnCurrentDescriptionTitle

3.3.5 - #AuLBASXFEAHEZLR Django - &S Open Redirect INE

H Python E#Y Django - ERMNRBHEREERRAESZ - X
F37 MVT (Model - View ~ Template) 83258 512 - HZ/OMEZRE
EREEREE NEDEZRF  RERICEBEZRS  SZEPN
e ARSEREAEREUEAREXK W AFEM B8 %
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https://security-tracker.debian.org/tracker/CVE-2018-14395
https://nvd.nist.gov/vuln/detail/CVE-2018-13305#vulnCurrentDescriptionTitle
https://nvd.nist.gov/vuln/detail/CVE-2018-13305#vulnCurrentDescriptionTitle

BZ  J®3iE Django - MEEBBREEHSHEEMA - EFRERE
EEIE - LB 54 - Django & APPEND_SLASH £ g8
django.middleware.common.CommonMiddleware 7t [ &
170% - TEREAO#E Request A URL F & B 8188 @7k E M 1R 4R 5%
/ 2@ WEENRZERSY DR T MRS S E R
BRI - MEs URL RWIEE - BERREEGRL - Z1THR
SiF8R - Django EEE S B NS IR EMIE KT AREES -

@ python’

Jango

ERIR

https://appuals.com/django-vulnerable-to-open-redirects-in-

commonmiddleware-paving-way-for-phishing-attacks/

https://www.djangoproject.com/weblog/2018/aug/01/security-releases/
3.3.6 ~ AR EBIE SquirrelMail FBFE - ERIRIS 3T XSS FEBH

MEESRREENE - FHLL PHP Fﬂﬁéﬁ¥iﬁ1¢¢1}5flﬁﬁ
AEBNSTEIE 24 - Bl 200 ERIESMEEMIER - B CBER
&t IMAP proxy server - 38e#5 OS FEa<1E SMTP - IMAP - (K78
45 SQL Server BMRBERFTMAER - TEHMUGER:SR - EREE
EAME  SEQAZEZ  AIHERERAZERNLEREEMEK
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https://appuals.com/django-vulnerable-to-open-redirects-in-commonmiddleware-paving-way-for-phishing-attacks/
https://appuals.com/django-vulnerable-to-open-redirects-in-commonmiddleware-paving-way-for-phishing-attacks/
https://www.djangoproject.com/weblog/2018/aug/01/security-releases/

Outlook Express - & 21X SquirrelMail - 1S EEBEMICIEAE -
AoiriahFEZIR XSS K4E - B magicHTML BREIRIARZ R AR
A HTML 2 &R A BRINEE - Bz B o] EEH 4% H <svg> ~ <form
action> -~ <math>%E< MHEXRESFEY RO EEEY -
ETBIEEHAKE  SWHEARBRENHEEHE - lIEZRE

BEBERATEERNAR - oJsEME Cookie FERFEEK - AR
SquirrelMail &% 50 tRiEE A itE - BEMEIZE - #EREZESES]
EANER HESHIASEGR  BEREAZARE 1.4.23-svn iR
& #ES Hanno Bock BITARIZIEMIE - ST 5B /22BN L -

SquirrelMail

,,,, i WEBMAIL FOR NUTS

Jrar e
.

Q)

ERIRIR
https://sourceforge.net/p/squirrelmail/bugs/2831/
https://bugs.debian.org/cgi-bin/bugreport.cqgi?bug=905023

3.3.7 * EZEHRIF ASUSTOR Data Master 7% 1EZ2 & RCE W4z

'-l'-. 4

=M E. (ASUSTOR Inc)Z2ZEEF A8 - BEBAmME ASUSTOR
=ED ASUS Storage - #ff2& NAS KABEEF) - 152 « ERRET - HF
ASUSTOR Data Master (ADM)AEE NAS fEZE A4 - 2IR\EFR
BFAENE - LHFLE Kyle Lovett F1 Matthew Fulton E#- 54T -
#2E ADM FEZHATERIRE (root/admin) - A EEEE HIRE
phpmyadmin ~ virtualbox £#®&H ; SR X HR#EAFEIRE - FIXS
EHEA OS i< - B2 aggrecate_js.cgi HIU#TT ; MBRH
SQLInjection - TR 2 Photo Gallery BIERIAREETE - IMASH
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album_id Bk scope - O] RISRENE MMRABCBINE= LB RE -
MARERRE  Z2SEANTEMHBAEEZNH  EB LR ADM
3.1.3.RHU2 {Z#H &8 RCE 5% -

ADM 3.1

i

| 3 ©
) S50 c-é‘.\
L

L) N
SSD Cache LDAP Client

iy

RAID Scrubbing exFAT

— asuslor

BERIZRR
https://exploit.kitploit.com/2018/08/asustor-adm-310rfg3-remote-
command.html
https://github.com/mefulton/CVE-2018-11510/blob/master/admex.py

3.3.8 - MIELEIRIITEL login KBUIE&E Office 365

MErRE3THY Office 365 FRE#R Office EFLIYN 1818 Exchange-
SharePoint ~ Lync 4% FRRTS - WEZEWKSRBEHE Al 22 RE - 17
HMETHGPREZERRATE Z link - 4 5 B1) baseStriker 2% - B
ERER AR - EInEZL /AT Avanan RIBEFREZEG) - fFFEHMEE
FBIZEET - AH Microsoft ZE#HFIAENEXEmEY - 2
S EA SharePoint 183 - 2E&EB SharePoint 3255 bX 5 Y
5 - BmEBEMW Office 365 BEAEZME - FTi ATWAIRB EEEFIZER
% - BABE A IRA 2FA SRZ T8 - R EFPIIRTEHLUER - 8
Office 365 &7 NBERU A RERS - iFERFIBEEAER - MK

o |
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https://exploit.kitploit.com/2018/08/asustor-adm-310rfq3-remote-command.html
https://exploit.kitploit.com/2018/08/asustor-adm-310rfq3-remote-command.html
https://github.com/mefulton/CVE-2018-11510/blob/master/admex.py

NARBREABRE MR NERZERGHREES  FHEBEFEA -
E3kAA 10% Office 365 HFRREE - MBI EZAIEE TR
FE - EEREALRATRZE - PHEAELES -

= Open = Print <« Download

&& OneDrive

for Business

This document was uploaded on OneDrive for Business

- . Leads to

(6 S
phishing page
Kindly let me know if you have any questions
Access Document

BERRIR
https://www.helpnetsecurity.com/2018/08/15/office-365-phishing-

sharepoint/
https://www.bleepingcomputer.com/news/microsoft/microsoft-office-

365-having-login-and-activation-issues/
3.3.9 - {Z Samba iikfE - B2 ERERE DoS HAEFH

EZ=RME EHEEZEZS (Windows ~ Linux ~ UNIX + IBM
System 390)EREZ=EAMY - EHESLE open-source Y Samba -
Samba ZE NetBIOS (Network Basic Input/Output System) &
AR - Ol Windows B9 SMB (Server Message Block)£2 CIFS
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https://www.helpnetsecurity.com/2018/08/15/office-365-phishing-sharepoint/
https://www.helpnetsecurity.com/2018/08/15/office-365-phishing-sharepoint/
https://www.bleepingcomputer.com/news/microsoft/microsoft-office-365-having-login-and-activation-issues/
https://www.bleepingcomputer.com/news/microsoft/microsoft-office-365-having-login-and-activation-issues/

(Common Internet File System) - :& PC E#FR OS KRR - =&
AR ENFR M - D AriEE - H libsmbclient IR EREZBIEBEEN
B MEERFEDEBSCIBIEAREZESE ; M Samba #E1E AD DC
5 - A null pointer &R 2R iR - EEPER RPCHEX - 5E
% DRSUAPI server A DsCrackNames MEIUFZ 3 DNS -~ LDAP AR
B8, KA HREINmEE R ERE TR E R RS %8 LDAP
WEEARRIL I EGHRERHFESLE,; 5 Samba R ERED -
ERERDS NTLMV] BB a0l - EREFLIBREZER -
ETAREEEE - BENEFEIIE - Samba Team S AHIERE - WH
AR RAERES AR -

ERHOR

https://www.samba.org/samba/history/security.html

https://agenparl.eu/samba-releases-security-updates/

3.3.10 - & F;H PageWriter 250 EEERZHZEEAR

MR ADE Philips A8 BHRETEBEEmEIRER
PageWriter Cardiograph 0 & B 8 A & 8 & &£
Electrocardiography (ECG)E % - BN EEM2 KR - IL R RS K&
Zx  HEREBBREASER  AENEEI Superuser 215 - %D
BERUZTEHAZERBING  SERCIEREFR TSR - & A
BEARHTSE  UEBEEFEAUNEIVEFEHE (Format
String Attack) - P14 BRBRCERS Y, DIBISHRIEIITHREZ S
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https://www.samba.org/samba/history/security.html
https://agenparl.eu/samba-releases-security-updates/

eak o RNBEAREEARRTE  TEZEHERERY KRN
& &R - 59Rh Lok PageWriter TC10~TC20~TC30~TC50-TC70
Cardiograph %53|8#7 - Philips 85t 2019 FEEZFEH - ZA R
KIELER - BEFNASRBERA  BREENEEZEABEHERE -

N r A
BERRIR
https://appuals.com/philips-to-look-into-pagewriter-cardiograph-device-

vulnerabilities-mid-2019/
https://www.cybersecurity-help.cz/vdb/SB20180820167affChecked=1

3.3.11 - #ms%&8 Ghostscript BxE KRR ZEEIZE OS

ER Adobe PostScript & PDF EEMES T K - Artifex
Software ML C 2=/ 8 Ghostscript #RzEzs - IR S35 Linux-Unix-
mac OS X~ VMS » Windows - OS/2 - i # ImageMagick ~ Evince »
GIMP E#RiE LEMAEARINE  FENER FERERIEE KT
J& - #& Google Project Zero W% & Tavis Ormandy REAZD T - 15
£ Ghostscript N#E-dSAFER #I5 - A2 BRI RV FERE
HHl - BREIEEWRSE  RERFIBEREESR (PDF-PS~EPS-
XPS) » R %a Ghostscript #47 - ClEEITER IR EMERIERELE
B BEREURBMEREER  REREZIEENESR  ER
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https://appuals.com/philips-to-look-into-pagewriter-cardiograph-device-vulnerabilities-mid-2019/
https://www.cybersecurity-help.cz/vdb/SB2018082016?affChecked=1

Ghostscript BREREZ - HRCEURBRERZ  BEALFEGHEIEN
(B - BHRIEE 25T - ERERERSEIF AHEBERISINEE - B MM
UNEESEX

PDF PDF
PDF/A
& PostScript
» PCL
PCLXL
u XPS
ghostscript
PostScript Raster Images
Vector Objects
XPS ASCII Text
=BV TN N .
ERAR

https://cxsecurity.com/issue/WLB-2018080153

https://www.bleepingcomputer.com/news/security/no-patch-available-

yet-for-new-major-vulnerability-in-ghostscript-interpreter/
3.3.12 - &5 Man-in-the-Disk & Triout {22€ Android &%

BHREIX Android BmE K - SHEMROIRERMTE HEE - )Y
B3l Check Point EZ A SR FH 558 Man-in-the-Disk
(MitD) I%“B f#7Fa% (External Storage)RmHEZWEER - HAX
IWAEIRE  REERSEEN - ME APP #53% DoS 5 & Bz
WENTE - IR BB BEBEBEMINITIE - Google #ll:Z - Google 7
Z0IE - HZEET Yandex #=5|Z - Yandex #:E  /JUREIERIIE
MitD J&iE - 528 FELE BitDefende ATk #r B RS [E 75 81 5%
framework - 885 Triout - BEEZ I8 AES R N B EIR IS AR
APP A - Triout DI E£EBFEHES - Rl - BHiACE: - B HRBER -
GPS B2 - #£[0] C&C fAARES - 1 Triout fEEE D - BHIEERE - BE
REIIAFE - 455 MitD ARRTE Triout BE71ily - HRERAE
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https://www.bleepingcomputer.com/news/security/no-patch-available-yet-for-new-major-vulnerability-in-ghostscript-interpreter/
https://www.bleepingcomputer.com/news/security/no-patch-available-yet-for-new-major-vulnerability-in-ghostscript-interpreter/

BAEEE - BE Google ©¥IE N APP SetEf - M/\oRI2T]
SHZEHE  BERE ARSI TERHENER -

BRIZRR
https://www.youtube.com/watch?v=M3rQ _J8rS7c&feature=youtu.be

https://labs.bitdefender.com/2018/08/triout-spyware-framework-for-

android-with-extensive-surveillance-capabilities/

3.3.13 - BEFEMZIR OpenSSH - #&BR User Enumeration Hzjit

B 1999 F#&Ei25H OpenSSH (OpenBSD Secure Shell) -
FRERNE - D CESESZEFallZEEEE - #& Qualys TR
B - B4 OpenSSH BREIZS - TEMRAEFTTEHZSE
(User Enumeration)§s#i - £ auth2-gss.c ~ auth2-hostbased.c -
and auth2-pubkey.c [RI8FEA - AL & userauth_pubkey() BRI £1&
Eﬁi’z]ﬁnznﬂﬁxr B REINERAEEA  KMGTEETHEANRRA
Request - A iR[0]fEEE AR - EMEENFEZE - RIZEE LIRS
KTEE’\JEE RZE ﬁﬁﬁ%ﬁxﬁlﬁj A ARERE P AN EEELR
RENEEIEERE £eRFHE (Timing Attack)EEE DK
o BEDRIEARRKESERE - EMESEERHPIRE - ﬁﬁ’\\
OpenSSH EZEM - REIBHFN L HIEE - AERBEXEE - &
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https://www.youtube.com/watch?v=M3rQ_J8rS7c&feature=youtu.be
https://labs.bitdefender.com/2018/08/triout-spyware-framework-for-android-with-extensive-surveillance-capabilities/
https://labs.bitdefender.com/2018/08/triout-spyware-framework-for-android-with-extensive-surveillance-capabilities/

BRmEMTTT - H OpenBSD EAMREERMAR - REANLInIEHE
£ 0PEREREA - BRI OpenSSH B 2HL£?§€EQ - AR B B AR B E
115 BRERETHBERAGEEEEZE - @R NEHMR -

==V IN N .
ERR

https://blog.nviso.be/2018/08/21/openssh-user-enumeration-

vulnerability-a-close-look/
https.//github.com/openbsd/src/commit/779974d35b4859c07bc3cb8al
2c74b43b0a7d1e0

3.3.14 - &% Windows Task Scheduler EIFimiA - REEAEIERE

1E# SandboxEscaper MR E - T HTE Twitter 38 m1lEEEA
FIRFMERRE - &8 B 1 64 Uyt Windows 10 & Windows Server
2016 - B HE?E Task Scheduler i 1 I F 3 P& A< 31 72 /5 1 04
(Advanced Local Procedure Cal)/THE - MBIV AHFER FEREFRZ
SRENBEZRRKE BAEEETE C\Windows\Tasks EEA* job
&= E4% Hard Link - B8W0U_SchRpcSetSecurity() K& - BEER
JR48 job 12 - R Task Scheduler 4R ITEEAE S5 -
AAaNEEEY - AR Hard Link YRERKBREESEIE - K
BFEBMRE - BHEERSHPIBRE - W85t 9 A EM—
HER - IR NEEE -
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https://blog.nviso.be/2018/08/21/openssh-user-enumeration-vulnerability-a-close-look/
https://blog.nviso.be/2018/08/21/openssh-user-enumeration-vulnerability-a-close-look/
https://github.com/openbsd/src/commit/779974d35b4859c07bc3cb8a12c74b43b0a7d1e0
https://github.com/openbsd/src/commit/779974d35b4859c07bc3cb8a12c74b43b0a7d1e0

-

Computing & IT

ALPC

Advanced Local Procedure Call

- by acronymsandslang.com -

BRIZRR
https://thehackernews.com/2018/08/windows-zero-day-exploit.htm
https://twitter.com/SandboxEscaper/status/1034125195148255235

3.3.15 - {HIL BT AR phpMyAdmin - 2R XSS T8

PLPHP Az RE#EE TEH phpMyAdmin - XEEHAERAR
el MySQLERE HERRBIEEEREAEL  BEEL HTML
HEEMHIRIE - &947 Sql.php - import.php ZHEE2E XSS H4E -
& phpMyAdmln [EABEEERNGERIRZET tREEEAE
455 < SIGNAL SQLSTATE B A EHAMMI AR - oIS EEs
payload &% A - B B & H getWarnings()
getWarningMessagesArray() * addHTML() &SR ENILUIESE AT -
B AR IE AR - IE4E Cross-Site Scripting TR &G A R R ARE
bR - REERHILERETEM - The phpMyAdmin Project E58 8 B
21 Hem B L T 4RAR
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BERHOR

https://www.phpmyadmin.net/security/PMASA-2018-5/

https://blue-birdl.github.io/2018/08/25/CVE-2018-15605/

3.4 - EXMEAERIEES

FifE | BRI E/EREE et EEEAER
=L
2018/10/ 2018 e&2E&| [EXMEIE] 2018 B RREEFZ-HXEE
03 ZRWEEORENELEESE

Z-EEMEHE 2018 F 10HA 3 H (&)

of & % Bk ERaXRIGEP L (BIEHEEER 4 FR 85 5%

ZEBET

B1)

SEHR  p/NEEEAGRER

TWEN - S EEIAEEEREREE RO
(TWCERT/CC)

HWEER  2ERE

B EAMKEE
https://www.informationsecurity.com.tw/edm/IS_E
DM_181003/

SHIEEE - o FRRLITNEIERE
lEREZEEEZREZE -
2EBEFBEFENLZENEEL KA BRIFRRKE -
3.CERT/CSIRT EF RRFFAE - W 7 AFWEIEEE
& CSIRT °
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HWEIREIE
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WEERE
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ZAltE - 2IEEFRSH - BEHE (SEHAEE
3055 318)

FWEA B LER

AR
http://www.cisanet.org.tw/News/activity_more?id
=MzQO0

ARAEEIT
RIERGTIR B EERETSWEEEmE  #ELEB
BEELENRERNTETELSNEREERY
AN AR ELZEWEBRENEREIE BIFR
E . BEEEEERINERFNUBBEREBNNZE
ZEWNRIBEY  BANENLZEELEEEEEER
BELSWEBAT ZER - AFEBFERRIRE
ZENERBHRFMEASEIHEIEE  EFEEEE
BB ERBENEALRD  THREESELENE
FTERNEEFE - UiEAMERAREEBMIE
MR EEWRNEAINGE - SEERAEEAEEZL
A EEREEAFE—EBRARSAENELS
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AR A
1ELZSWEEET
2 BB RIEE S
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Rl
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et EMEEAER

AR
https://tdohackerparty.kktix.cc/events/tdoh-conf-
2018

SEENRE

BRBFERANBELHEELBEFTELEN  SEEEHE
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BHNERLZE M ERANMERE DDoS WRIEBH RS H
BISHEE - MEEMEER (Stateful)EBMEA
PRIERREFERIE IEEEEE%%D%%‘L?%EHE}Z%%
B BLERBEEZ TCP M UDP BEER - EME
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ol A shellmeta 5t “$()" - #BHRBENZEE request - &i8 port
37215 K UPnP sREtFAFE A Z TR - 1% HGS532 BB EEMITH -
EZiH#5]3 RCE WE - BRICFEZHTEXRE  BEER/RHZEM
5% - 1 Mirai RIS AFERE - (DEEOEMETE [oT jEhkME
ESiE -

@ /R5T :
BAF Mirai ERAEEEMEBERIAES  BRIZIRE(EE

& Okiru - N7 Satori - BAIAM 3R Zero-Day imEEHE +EX
FEIS RS - BACEROIS 12 /NFAREE 20 B L% - BRESEN
HRE - K BB TEBH BRE - ZRRANWES
o

BEEREMNLE IR - TEAQ Satori /38T ¥R HG532 mAlE - Al
ARBmATURE - DGR F B TEERIFEM port 37215 Z&E - £
SRERIE - RBIfE HG532 Z#88aeaT - HREZ router 1R TR-064
Rl SRR - RAEBHBEEEIR (UPNP)IOEE - ERIF]RAT
UPnP M AME! LAN - HG532 B EHRBALDIES
(/ctrlt/DeviceUpgrade_1) - x#& DeviceUpgrade RIARFSLER -
T 8 M & X 3 — B 8 £ - <NewStatusURL> #]
<NewDownloadURL> - &R % <NewDownloadURL> $(echo
HUAWEIUPNP) </NewDownloadURL> - BV iS & I #E PRV 5% =48
port 37215 ZEEMNIT 2 request - ;XA shell meta &t "$(0" %
NewStatusURL & NewDownloadURL - iR [EIF85% HUAWEIUPNP
all/2 - #BETE DeviceUpgrade R ETHPHITER -

Mirai [RI8EF 2 AR - S Mirai DIBIZ 2 5c W IFHES -
NBEWEBESHEW - BIME Satori #KEH - RANBREXE - A&fET]
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[1] https://twcert.org.tw/subpages/securitylnfo/securitypolicy_
details.aspx?id=761

[2] https://twcert.org.tw/subpages/securitylnfo/loophole_deta
ils.aspx?id=4848

[3] https://research.checkpoint.com/good-zero-day-skiddie/

[4] https://thehackernews.com/2017/12/satori-mirai-iot-
botnet.html

[5] http://www.seckurity.com/2017/12/24/satori-iot-botnet-
exploits-zero-day-to-zombify-huawei-brand-routers/

[6] http://securityaffairs.co/wordpress/67040/malware/satori-

botnet-mirai-variant.ntml

[7] https://4.bp.blogspot.com/-
Rn_wpJ8eB2M/Wj40Or4ez7sI/AAAAAAAAVUE/dgpqf5cFD8c
-1Ib5zpHJA3VLAINIXCVbQCLcBGAS/s1600/Satori-Okiku-
Mirai-loT-Botnet-Malware.png
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BITEAl . 2Bl EEE R/
(Taiwan Computer Emergency Response Team/Coordination Center)
HHIHHE : 20018 9 H 15 H

mo BE NG

AR¥5 &% : 03-4115387

meERNEREERE | 0800-885-066

BT EM : tweert@cert.org.tw

B 49 . https://www.twcert.org.tw/
M#EE : https://www.facebook.com/twcertcc
BEZEFHE]RE : http://i-to.cc/S5Hz)

R FEFHBEE : https://twcertcc.blogspot.tw/

MAEMREENES - BREAHEEH -
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