TK?/E RT

TWCERT/CC EZIFEE

2018 &£ 10 Af»

a2 B a K EEE 7R IO
Taiwan Computer Emergency Response Team/Coordination Center



BB L By B ettt e 1
5 2 & TWCERT/CCIEERENRE. ..ottt 2
21~ R10H 3 HEW "2018 2 EL BHEEFT-bFEEAHRENELE
TR IR 1 oo 2
2.2 TR TDOH CONF 2018 ...t 4
23 BB AA CVE BRIREIEZE (CNA) e 5
24 ~ 28 OIC-CERT 2018 F#is @ EE E#R (OIC Drill 2018)......ccovveenees 5
FE3IEFE BAMNEEERHE .o 7
31 BIANEZBER » BIEBEIBEY ..o 7
3.1.1- ## HakailoT jEkEmeEat % D-Link » 25 & Realtek i&Hzs &
IOT BEEHETT I oottt 7
312 =EEHH  SMEBEERBEITULERIT "ELR, . 9
313 BREICEUEZER - YIHRIESE 200 A e, 10
314 BHEZERBEENEBL TR S oo, 11
3.1.5 - S3EWBER Google MRIREFE - L)W@:“&EMQESE%ZE%S
32 BBBEBEEHRTIE et 13
321 HEIMZEATIER 38 BEEEFPFHMAZMNINE o, 13
3.2.2+ Apple #1% App "Adware Doctor ; BEVFEFEEE A - FAPHE
BRIRMIBR oovoeeeeeee ettt 14

323 BZE#HEH Jaxx BEIHPETHIEIRA - 5FEX backup phrase 17
3.24 - HWZEBHRT Feedify EEZ - B4 Ticketmaster MZEEMZEAT

B R B IIEINE B oo 19
3.25+ Magecart 2 - EFZTERH Newegg MAREETA......... 21
1

TWCERT/CC EZEEEFR 2018 £10 B



326 - BLZEZRR Google Play 3IREERE £R/ App £ Android A

EREEUVEFITRER oo 23
3.27 - AdGuard EXZENEFTKE CEXRMERHERE ... 25
328 HAXABERGMEHERER - A8K 6000 EZETT v 27
3.29 - SHEIN-F5EBYAILER - 650 BERFPERIINE e 29
3.3 BRIEBETRIIEE Rl oo 31
331 + CA 2% Project & Portfolio Management - Release
Automation * Unified Infrastructure Management Emit - £EE
FBRIEBIRIEID ..ot 31
3.3.2 - QNAP =B R E Cross-site Scripting S5%f....veeveeveeee. 32
3.3.3 - Dell EMC &% VPlex GeoSynchrony #EZEFHZZGREE........ 32
334 KEAREKHES DIR-846 BNARMEATIBEL RCE. ..o 33
3.3.5 Tor Xi&Fr#k2|E 2z - #F 0-Day Jmfd : Bypass NoScript E;—Z—
3.3.6~ BXi& ModSecurity %0\ R RIE Paranoia Level 1 HiiRFHZE SQL
INJECTION et sanses 35
3.3.7 - 1H#RFEE FragmentSmack BEZ Ak Windows fFZE £ 4%....... 36
3.3.8 iEHLES MyBB RIS - FHARHTARLLY M SQL Injection & XSS
JELBZR oottt 37
339 ZEIREREKHEE GT-AC5300 FASEEEE 5 THTER oo 38
3.3.10 ~ BB 4GEE WIiFi Mini BUEH driver BRI - BREMEE
WINAOWS ...ttt sttt sttt enens 39
3.3.11 + EZURENMIRIE Mutagen Astronomy 1EZ#Z7& Linux fk &40
34 BEIETE RIEE oo 41
% 4T 2018 F 09 M EHBEATET e 50
I

TWCERT/CC EZEEEFR 2018 £10 B



F1E -WE

ARARBRERELZSH - TWCERT/CC REREMERZIEES
Fi# - HEEAEEELRIFE - 85 TWCERT/CC THiERE - %X
BUER ~ BB B %Z%KZ%%# ERRE RS - BEL MR EIEE X
BEZBHERASNONSERM

1

TWCERT/CC EZBEEEFR 2018 £10 B



% 2 & - TWCERT/CC jaHpgEnss

21510 H 3 HEH "2018 S2EXBREEFS-bFRER
RNELZEEREE,

BERGFE e TWCERT/CC I LIRS EANE LI E -
STESEAHZIE 450 ANEh - [EEEERFEN 7 100 ZREETE -
TAHEERE %@'ﬁ%tXi ANBBEHEZER - LIS

TWCERT/CC By

SENEREUEXRRABRRNELEEE TR  NRF
ZHE 11 HRERERE - LFoRETMS Keynote &W X MF
ARl "EFBEHEMEZE ) K ' EXEHRERE | £1T0 5
A B EEEEEPERRRRE - M RIBRS U RELZME/
AN EZEELZERBEAEZQEER - B EELE 15X
B/ 8/BU - RE—(ERRREAME TR ENEE - 5
IMT BB ER RIS M RS S - 2B ERTEENE - 2
B T ERNEREE 7 HEZE T HTEEEZEEZSEHE
"ﬁll%J "ELRBNEEMEREE > Uk "TEHREZEEEAZE

SSHRBER BELXEERAKARER  EXREER - B
BEZENENELZE WHIETENEZHRMNBREEIREIFE
MAE - TREEHFERMARNELZHEHKE - BilEEEEEXRE
FRETEENFEARN  BEEAELSHRNRAEE - BAREWN
RN EELZREMMNELZRERREHS BXTEEUER
BiMhie R WIRAEEELZMERS URERESENELZEE -

e

E—1I Keynote EBZHITHIRE FEEJFEF@?E%DT%%U%%
"TEEZEEIEA KE 6 BFAEMANTETER  EES0HH

2

TWCERT/CC EZEEEFR 2018 £10 B



B - BIRERIGIRHEE A2  BUFBBI ZMEBIAAS TR
B e ELVERABRES OARER  (FRRERIBERE
B 1F2EA  BEREXZZARHFE -

S ERFRIBFEEREIFEMBZHNERELZER Adl
Wahid #EE5 —fiI Keynote #EiEZ - Wahid EELIZFEBRELS
EN&SE  HDEEBEBTERRKARENT O (Asia Pacific Network
Information Centre, APNIC) R EZE 4 EE/)\Him1E (Forum of
Incident Response and Security Teams, FIRST)meBJPzl?ﬁL%:”z
ZEHRE D OROE IR ERREAAE T ETEER RS EE
VERENEEZ £ BEUARRZIBREENREBIREREE
ENEF  BUBZHREA -

FFREBEKXRENA I BETHRRELEREEREE RS
A » APNIC Adli Wahid - &BE P/ NEEEFERMSHEER -
TWCERT/CC E{ERRKEE - LX&Q%%*?%J%H\?JHHﬁﬂf*ﬁéﬂ;ﬁ)\
U THEAEBFTRNELRE ZABYER ) FBETRARG -

TWCERT/CC Hilp B2 ReEEH LS EE  RABCHELZEH -
TP HETREESE  EEEAPNELZNERRANELZHEN
2 P x=

Z1%& TWCERT/CC RIS UE R R SR BENER -
PIFBERNE - ARARERM LT TWCERT/CC THEAREY
HUBR TS AR BRI AT E |

EHER N
https://twcert-official-file.s3.hicloud.net.tw/10.3 ] AR & #.rar

3

TWCERT/CC EZEEEFR 2018 £10 B


https://twcert-official-file.s3.hicloud.net.tw/10.3可公開簡報.rar

2.2 - %4t TDOH Conf 2018

TWCERT/CC X 2018 &£ 9 H 29 Him#* TDOH Conf 2018 - iz
REPETEER  HREBATLESEELZ S - EF TWCERT/CC
BXNDEMSEREE " — BRI EZERAERLS - K—8H
I REBR 2 LUK TWCERT/CC £ IR S P AEERIR 2 -

TDOHacker RIIfR 2013 F5 - ZER—HHELZHEIE
REEMFrRILL - BIZFIA ARG REEEMZ =  1BINIRI32
M WELEERBERIES - HRKEMLESEEZATEEN
T WEEZESZMASHAZERERABHESIFERINATF 2
—EWERE=EEREELZ LA -

TDOHacker IFREBH+ 5w BEPAARE - BB EH
HEBEURHBEEMNENERE AR TRRZEEZHABEFaNER-
RN/ N DEB RS E LA BFERIZOR - it 2016 FH
SR80 TDOH - PIPE » Conf S AEVEE) MR EBTENE

AMZEBEIRE -

4

TWCERT/CC EZEEEFR 2018 £10 B



i .:W

Coordination Center

2.3 - BFEIIRLA CVE fRIREIEE (CNA)

RNpnhB 2018 FHZSEEE MITRE 2B H %D EE
(Common Vulnerabilities and Exposures, CVE®)ztE - E5EMEF
AL AL 4 CVE #RIREIEE (CVE Numbering Authorities, CNA) -
ZIEEESERBAHE (Taiwan Vulnerability Note, TVN)¥F & - &
BB BRSNS R E R - UBRTAREERERER R
BUOATHNHERREEREREERZ ZIENEE -

CVE #wSREIEZE (CVE Numbering Authority, CNA) &—&
TH#HA - oJAREERZE ZEXR CERT ~ % CERT - fi5E#E -
IR AMEEE - B8 CNA BB ARINESTHE @ WEH#E
PRoJUEEEHEANZ Emimdsfm CVE ID - DIREES CVE ID
A B EITHEE

fER) - WBE=M O RSN E B - DA

UERNET - 1%
ZERIBEZES

J\us
TEIREESERERE

Hp HD

TWCERT/CC i@ TEBIR 4 M -
https://twcert.org.tw/subpages/ServeThePublic/public_docum
ent_details.aspx?id=65

2.4 -~ 28 OIC-CERT 2018 F#i% @R EEE AR (OIC Drill 2018)
RPLR IR 18 HER  2R—F-EZFHBESFEMAE

5

TWCERT/CC EZEEEFR 2018 £10 B


https://twcert.org.tw/subpages/ServeThePublic/public_document_details.aspx?id=65
https://twcert.org.tw/subpages/ServeThePublic/public_document_details.aspx?id=65

E22S5HLEE/NHE ( the Organisation of The Islamic
Cooperation — Computer Emergency Response Teams,
OIC-CERT)2018 F#48sm R B EAR (OIC Drill 2018): AEE 7 &
MEBL T MEBEERERNEEZEEZ (Crypto-currencies Risks and
Emerging Threats) J

xR EFMWEN AN EFHKEKEZEE/)\EH (Oman National

CERT OCERT) ’ //\n*lﬂqﬁ@ %ﬁﬁﬁﬁﬁ% 70N/ I_/fE %&:fz’-l-’l' tﬁ%
ZHIRE - F2EWN CERT RAEBSEREZHE - UKBEST -

6

TWCERT/CC EZEEEFR 2018 £10 B



% 3 B -BRINEEELHE
3.1 - BIRINELZER - BB EEEN
3.1.1 - #18Y Hakai loT EBEAE ¥ D-Link- 2% K Realtek i§H
23K loT HEBIETRE

ELZBRITEEIN—IE Hakai (BREXPHEEZE ) 614
loT ZHENERARFE - BHERENEBE - Hakai WE—RZEN
SHIRZER loT EEme= Qbot ( L IF Gafgyt - Bashlite -
Lizkebab - Torlus & LizardStresser ) fEASZFTFE - BREHEER
& INEFERITR  £—RLIIREESE/NA - B NewSky Security
NWEZEXTIRLE °

NewSky Security WEZEZK Ankit Anubhav 54 - &ZEE—
B LUFEEEEKREREAESIKFTER ] BIEEZRE Ankit HVER
R1EmERARE CAC EAkss (hakaiboatnet[]Jpw)HWEEE -

Bit 7 Bt - ELXEXEFEF Hakai RSB AREREE
B - FIBAIA1E#IE Hakai BEEOARZEEW D ¢

@ =75 CVE-2017-17215 mid 2 24 HG352 ke
@2 1% HNAP 1€ Z D-Link BHzs

@ =% CVE-2014-8361 &)l Realtek SDK 2 IoT ZEan & ¥
==

®@ = 5 /% & &K B Z D-Link DIR-645 % H =
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® D-Link DSL-2750B — OS Command Injection
(https://www.exploit-db.com/exploits/44760/)

® CVE-2015-2051
(https://www.exploit-db.com/exploits/37171/)

® CVE-2017-17215
(https://www.exploit-db.com/exploits/43414/)

® CVE-2014-8361
(https://www.exploit-db.com/exploits/37169/)
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HERXLETERESREELIRER - BT ROIHATHY - BH
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=l
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https://www.cib.gov.tw/news/Detail /35282

http://news.ltn.com.tw/news/society/breakingnews/2542802
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3.2 BENESHRFE

3.21 - B2EIMZEALTEIE - 38 BEEFRFMEMNINE
HEIMEAMZET1RZE App EREBEREEENTI - BEZA

S)EEHAR 170 BkF - HRZ 7 20,000 2&F -
WSREMELTMNEREAR - 38 BEEEFPREANEGERHFE

AR BEBI - WEER A AT ERAAE -
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& REUBEEERERREIR -

hilll

https://www.bleepingcomputer.com/news/security/british-airways-loses-

customer-payment-card-data-in-breach/

https://securityaffairs.co/wordpress/75980/data-breach/british-airways-h
acked.html

https://www.britishairways.com/en-gb/information/incident/data-theft/la

test-information

3.2.2 - Apple #1% App "Adware Doctor , FEEXFAEEIE 4t - F
=330

Apple B9 Mac App Store F—{EFFE R ECDRIHE App © B
REEAPRSESHRNBSHERE A EAKERAZRENE
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https://www.bleepingcomputer.com/news/security/british-airways-loses-customer-payment-card-data-in-breach/
https://www.bleepingcomputer.com/news/security/british-airways-loses-customer-payment-card-data-in-breach/
https://securityaffairs.co/wordpress/75980/data-breach/british-airways-hacked.html
https://securityaffairs.co/wordpress/75980/data-breach/british-airways-hacked.html
https://www.britishairways.com/en-gb/information/incident/data-theft/latest-information
https://www.britishairways.com/en-gb/information/incident/data-theft/latest-information

N MEBREERERELRE - WiHEXE PEIARREENERES -

2% App &% "Adware Doctor . Mac App Store BFZE—H
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AMENE Apple E—EIABIEEZES - Al AIENEZ App BREVE
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YD A8 L PRt I E PRSI B ss E L ACHE - A EBRS HERB R PR AR
MEAREE - AARENR Apple IR ETER -

RIE Wardle F957)% - Adware Doctor ZE BRI TH IS 2 E 28
B#E Chrome - Firefox 1 Safari WERAFPHEEER  TEZHF
FEEERBIFIA MR - AR ELERIEERR App HIEHE
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Wardle =78 - —MME - KEERRESINESRETERTES
EFIAPIEEMEBE - 4l - FHEEMUERESZEINNE @E
—BHFMEDEF Adware Doctor B/ E = B #£#ERAVZESK - T
o] USSP ARPRERETEEFE - FTLR 7SR E S 8
tEISINENREEHPESE -

R Wardle B985 - Adware Doctor 2k Apple B9 App 7075

T ER A ELR TR Web 2IE 25HEARVITIE - ©235 Safari ~ Chrome M
Firefox - 2B BELBRERNEBHES ZIP EF  F8FA

T+H?+

i

15

TWCERT/CC EZEEEFR 2018 £10 B



sendPostRequestWithSuffix 77 )5E1T2 & E L E2E MR

m Malwarebytes 8 Mac #117&1Z =438 Thomas Reed: {1
AEIEEEZEHE 2015 FLURZFH ZEBREE) - Thomas Reed 15 -
Adware Doctor &#J# &% " Adware Medic, - HRETAREEZE S
712155 MalwareBytes 7£ 2015 &Y " AdwareMedic s App -

M RITE App Store 53R ¥ —RX—1% %% Adware Medic B
App - TEIEMEE App BI#MIER - MalwareBytes &8I 22 —%h
T EEZE Apple - 5% App #iEEE P MIER - BRRE—EZ5 Adware
Doctor FHEEIRAERFEMN - WA Mac Store &EWARNER
App °

HR#Z App RAEHPRIBWERFPERMER ¥ T2 App @&
MEAIFIER - W H#2 Apple BV REIRERIE - FLE28 A1 Wardle
mICEEE Apple IR - —FwE A REIBRIEAIER -

1§ZE{-E Wardle FUEEE X EMER RIS KT E - Apple ZR1E
Mac App Store & iR 7 Adware Doctor - DUKFAEEEREM App

" AdBlock Master , -

ESh - % Adware Doctor HRFWEE RN P X EREEBIER
BEARAREEBAN - OJRERERZ App EXFEERT S TE T
Adware Doctor FJH P& Z i Z B RIE 2 A P MIBREZ App -

Top Paid Utilities

2. Dr. Cleaner Pro: System Clean - 3. Airmail

A Trend Micro, Incorporated Bloop S.R.L
\ & KR KKK 2144 Rating LA .0 1
P oo (3595 -

S~ 5. DaisyDisk 6. Filezilla Pro - FTP SFTP S3 7. SiteSuck
* Software Ambience Corp. Tim Kosst Rick Cranis
,;_‘;'z:...?:;,_ W W W W W 192 Rating HRKXI 8 Ratings b 8 & &)
y &I [ $13.90 ~ | [ 54.99 ~ |
é V4 9. Disk Clean Pro e 10. RAR Extractor Star 11. Keka
Systweak Software Ak ging ging yu lorge Garc
nxxwwx 744 Ratings wx K 9 Rating 7 LR B B &)

ERHOR
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https://thehackernews.com/2018/09/mac-adware-removal-tool.html

https://securityaffairs.co/wordpress/76011/hacking/Apple-removes-adwa

re-doctor.html
https.//twitter.com/privacyislst/status/1031428304543395840
https://objective-see.com/blog/blog_0x37.html

https://blog.malwarebytes.com/threat-analysis/2018/09/mac-App-store-

Apps-are-stealing-user-data/

3.2.3 - BZE# ¥ Jaxx BEIAPEITAKEIA - FFEX backup phrase

Jaxx EHBNME SRR - IRSBRAREL - SiEE0EEE
MOKRESE  AREMTHFE LN THERLE 120 & - HMNEX
& SR EEFTEI/AS] Decentral FRiA -

Z/D—EZ2HAAT Jaxx NN B O AUE W 38— ERIEhR A -
RHUHRREERRAPREREEHRETEREN "backup phrase
(ﬁﬁﬁ’:‘@?’éﬂﬂﬁ%aﬁj‘z BEEEZFREE) -

Flashpoint NZZ=MEAETFERBILFEEESIEEN—ES

RPLEEE - K8 H 30 HER 7 iEMRE - AMENBE R ZHE
21 HEZRE - ZFE g 8 H 19 HFAR -

(R YEEMOgEBR S E ST IAR Jaxx ilﬂI‘IE + jaxx[Jio &R f#E A
Cloudflare B BMAZ 2 - WBEESEHITERIREBIRTE -

Flashpoint £ — 10 S &R - %Tﬁ’\ﬁ% 7S ETER Jaxx 8L - B
FPHATCHEESXERR AANEBEEERREEMLES AREHNER
B2 7 BhE -

EfF - £ macOS 3% Windows $‘A—F BREIEELL Java 1E
(JAR)FINET BAHEINENEREMRLE - MIRAAZKIEMRE
BIRTTENRA - MM BRI SAESR -

Flashpoint ERXESERESHTFE Paul Burbage &% - Windows

BRSO UBERBERmSEFIEMRE (C&C) LUK M KPOT
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https://thehackernews.com/2018/09/mac-adware-removal-tool.html
https://securityaffairs.co/wordpress/76011/hacking/apple-removes-adware-doctor.html
https://securityaffairs.co/wordpress/76011/hacking/apple-removes-adware-doctor.html
https://twitter.com/privacyis1st/status/1031428304543395840
https://objective-see.com/blog/blog_0x37.html

Stealer A Clipper - EMERSEAS T FZEHTIH N miE LSHE -
Clipper B 2B SN BMITAIBIANR - WHRKEEZEHNE
e R B -

KPOT sH g it At BREN 7B HNHR - macOS JAR tEthigmEzE
HTIE3EE - B/ E2FEAMEE IDE ( 25/ EIRIE ) DevelNext 47
=M - Burbage FRNAEFVMETEZMEAISZHBES VPS RHEE
hostland[.Jru sE&# -

SRHPET JAR BEE - tAEE—IRHR - BANLIREX
BN MR - BT REIWSIER —EFEK Jaxx #E

"backup phrase. WERENEH - EER L E2RBEE LGRS
UETHR -

Flashpoint &7~ - & "backup phrase ; # R E AN EEVA L
Bk REBSWEI S —EESHREMREERAE " Server is
not available. Try again in 4 hours J °

BYED.NET FERETUR Windows RFEEB—EEHEZE Jaxx
BURIE AR Google Docs I ESREL: - LFRE - BEHBEERA
WiImPTA txt » doc & xls 1% Fix2 C&C EARz: - HEAUBERW
BEERNEBEBE AU - 2 FMRME FEFARN Jaxx B85S -
KPOT s HUiZ 7 Clipper = EES

Flashpoint 7~ - Cloudflare EEFZ%BEAILARTS - Jaxx t
AR ENEBEHAS BN IBITE) - DUREEZE P2 - Burbage 15
HEEEHE Jaxx BEAFNHRIZEE - RBEMIIIRIRAA Jaxx
HENERFAPFERERNZE R -
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08 1 - %

(®) CREATE NEW WALLET

ERZOR

https://www.bleepingcomputer.com/news/security/cybercriminals-go-phi

shing-for-jaxx-wallet-users/

https://www.flashpoint-intel.com/blog/malware-campaign-targets-jaxx-c

ryptocurrency-wallet-users/

3.2.4 - #XBHARTS Feedify EEZ - % Ticketmaster MR iz
ATREREHBENSE

Feedify 4R EARULR HIEXBANRTE - £EJDIEEALL Fik
A Feedify JavaScript RV & - EEFHFPREEWEEBAAER
% MU HHASE - BT LUEE Feedify BIniSBAIEZELALETE
AP -

8 A Feedify 485 7 BHEZ ASIHEAREE 4,000 BEF - A
£ PublicWWW BR#IFETHERER - IWRERINENESRART
250 2l 300 {EuLFs e -

WX B AR TS Feedify dTHARN A Magecart WA IESETT B &
MREE  RAOERER Ticketmaster MEBMENTRZFTHE
BRSERMEE -

RIBIER "Placebo. MR LELZMREAEN - 22—
JavaScript X #H#EEREIVERZ - AUBEEARFMAEN -
Placebo HFHRAE#REE] 1 RisqlQ EZ#FE Yonathan Klijnsma

v

FEZEZK Kevin Beaumont R E -
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https://www.bleepingcomputer.com/news/security/cybercriminals-go-phishing-for-jaxx-wallet-users/
https://www.bleepingcomputer.com/news/security/cybercriminals-go-phishing-for-jaxx-wallet-users/
https://www.flashpoint-intel.com/blog/malware-campaign-targets-jaxx-cryptocurrency-wallet-users/
https://www.flashpoint-intel.com/blog/malware-campaign-targets-jaxx-cryptocurrency-wallet-users/

Magecart @R BEREVEAINZ Feedify EFBAEMRILE
% feedbackembad-min-1.0js BtEZE S - Klijnsma 7~ - 38
RisqlQ Y PassiveTotal ¥ & EFHER A ASISEAC B E 0
RFENZBEX GRS -

Klijnsma FRIRIEACHEREEIR - 42018 £ 8 B 17 HE M AREHM
28R AR R 16:51:.01 B =2 Magecart WEZE - ELMRE
Placebo %7~ - ik 9 A 11 HiBH Feedify - BEERNBER—X
BI%E M B -

BEEB 24 /MNFA - A—EERBIIAENRE - BRE
% Magecart 2I0H5 - £ Feedify #ETTEMUMBKRERBE -
Magecart AEBA B S = RKEBRINFEFNAMNBIERDP -

Feedify BRI EE K Magecart B 2015 FLURREER -
AIMEE - 2B X ZE 4 Magento B 5 - IS ERENRE
AREFBHBALTHEWNEEAFFARINESREDNS  EEE
A ERENFZAMMMECHWER:S L -

AZARMTE 2017 FEoRAN 2018 FHZF o E 2k 0E - i BEAREE
LR - LHFEE Web EftHN - REZNWEEMMERE T
Inbenta I RARFE I £ BRI FEIE 7 BENEBNENBLUR
Inbenta WIK/NEH - EPHAKZE Ticketmaster -




ERIRIR
https://www.zdnet.com/article/feedify-becomes-latest-victim-of-the-mag

ecart-malware-campaign/

https://securityaffairs.co/wordpress/76239/cyber-crime/magecart-compr

omised-feedify.html
https://unwire.pro/2018/09/12/british-airways-breach-hackers-tactics-tic
ketmaster-uk/news/
https://twitter.com/ydklijnsma/status/1039605816737722368
https://twitter.com/Placebo52510486/status/1039585013057118209

https.//github.com/gwillem/magento-malware-scanner/blob/master/cor

pus/frontend/magentocore.js
https://publicwww.com/websites/https%3A%2F%2Fmagentocore.net%2F
mage%2Fmage.js/

3.2.5 - Magecart £2E - EFZEE Newegg MAZREETTSI

A o2 B fin 25 2 B A Feedify JRIES 418 HE51% MageCart (IE
RLUBEREA TN ERERNRNBREERE  EREHHEANR LE
FEE®HZ— Newegg ©

Newegg E—EHEMBNEFZTER - 2016 FHEBRES
26.5 18370 - X Newegg 2B F#AH - ERAEIZ AR AR

FEERYZ—  RWRIFENREZHE IaIFERA -

EZ I E Yonathan Klijnsma 7£ RiskIQ BEXEFHEE—K
WEISY - Alexa #ILHEE R~ - Newegg TEEREIIE 161 B
SEDRIAEIL - Newegg st B HEGEE 5000 8% - HEHE—
BRMNEEBRED oUBRERZESHZERZEEARBRENRE
7 e

R#E Volexity M RiskIQ FIEE S 724 - Magecart Bz Z /s
2152 Newegg UL FEHE Y 7£ 2018 F8 H 14 HE 9 B 18 HHA
B AGHRERNMEERPNERAFFMAEN -
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https://www.zdnet.com/article/feedify-becomes-latest-victim-of-the-magecart-malware-campaign/
https://www.zdnet.com/article/feedify-becomes-latest-victim-of-the-magecart-malware-campaign/
https://securityaffairs.co/wordpress/76239/cyber-crime/magecart-compromised-feedify.html
https://securityaffairs.co/wordpress/76239/cyber-crime/magecart-compromised-feedify.html
https://unwire.pro/2018/09/12/british-airways-breach-hackers-tactics-ticketmaster-uk/news/
https://unwire.pro/2018/09/12/british-airways-breach-hackers-tactics-ticketmaster-uk/news/
https://twitter.com/ydklijnsma/status/1039605816737722368
https://twitter.com/Placebo52510486/status/1039585013057118209
https://github.com/gwillem/magento-malware-scanner/blob/master/corpus/frontend/magentocore.js
https://github.com/gwillem/magento-malware-scanner/blob/master/corpus/frontend/magentocore.js
https://publicwww.com/websites/https%3A%2F%2Fmagentocore.net%2Fmage%2Fmage.js/
https://publicwww.com/websites/https%3A%2F%2Fmagentocore.net%2Fmage%2Fmage.js/

Veloxity TR EFERR - BEAEZIKECAZ (Sensor) 4
% - 7£ 2018 & 8 H 16 H=X%&7E Newegg AIULHERINE - B
HEHRZERESNER - WBERUERIMARIE -

RisqlQ #1 Volexity 37 =&+ 41572 A8 MageCart Bz #01o
E—EZAMREREA Newegg #8U5 - EIRFEHEEINE PR
&l -

REHRE XNEBEER 8 A I3 HAMTT —EER
neweggstats[.Jcom WA 2 - B Newegg WS A#AIE 2 HE
newegg[.]Jcom - W#EF Y Comodo BEMHILE RV ZTE SSL
RAE -

—X&  ZABBBENERNNORAREIE LA Newegg AUEH
NREREER  WEEHEIIZ neweggstats[.Jcom #FHTEUER
Newegg #dl5 58 EXRY1E AR A ERA R F A0S -

Veloxity £E—HF R - BEWER 8 H 16 HAZ AT Newegg
AOAENE EESEE - ERFTE Newegq IBEEB mEF - MAEWEKREA
i E B &N - RABEFER MMM ATRENNE _B - ®&IRR
EH%E _H  Newegg WEFWENMEM - FAT 15 TH
MageCart Bl -

SEHAMNER HAgRECHEAFBAGHEFRHFAENE
12 NROIZER - 3% MUCIRERES - AR ERRENAS - BHERS
JSON - A% HE E&HE https://neweggstats[.Jcom/GlobalData/
AR -

=518 neweggstats.com UL AEF Newegg PAAE - ME
HIBEERF - SEEMmMoBEIRERIERRERENH N’
Newegg ‘BERMHNEFNERRHAEN - AMBERHEFPMS -
TEARMMERZRETS  MBLIRREFUSE—1x -

Klijnsma TE3#F E38% 7 — Lol DIFE#& MageCart EBIRIAR
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BB I RAEN I RERBENRERRIENRE S S -

Newegg EB&RGBEMMANEFREEFEY  BRESHE
MRS ERIELS - 1R1¥E Newegg Danny Lee 583XR9E FF¢H -
ZAEREY—ERRERESHNE REEREE WE IR 21 H
Z B E R TR L -

—
~

0.0 0 0 of

(9] Qe 10 EO S O8L 1880 1 0 O 1

00011113 0% 2 \ 0 @31

11 1701

BERHOR

https://www.bleepingcomputer.com/news/security/newegqg-credit-card-i

nfo-stolen-for-a-month-by-injected-magecart-script/
https://thehackernews.com/2018/09/newegqg-credit-card-hack.html
https://www.volexity.com/blog/2018/09/19/magecart-strikes-again-newe
g9/
https://www.riskig.com/blog/labs/magecart-newegg/
https://twitter.com/ydklijnsma/status/1042463653121814528

3.2.6 - ELE XN Google Play 23R £{{E & E £ ml App % Android
AREIRERAFER

12 ESET B9 Lukas Stefanko #%& - £ E75 Android Google Play
BEPEIRWMER 7 6 EERENTREEL App - BRIZIRITNMNES
H2H App FLUERRERMERRBIOMEENEA -

BREM Android App RFECHEERERIMMAINEEER5MH
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https://www.bleepingcomputer.com/news/security/newegg-credit-card-info-stolen-for-a-month-by-injected-magecart-script/
https://www.bleepingcomputer.com/news/security/newegg-credit-card-info-stolen-for-a-month-by-injected-magecart-script/
https://thehackernews.com/2018/09/newegg-credit-card-hack.html
https://www.volexity.com/blog/2018/09/19/magecart-strikes-again-newegg/
https://www.volexity.com/blog/2018/09/19/magecart-strikes-again-newegg/
https://www.riskiq.com/blog/labs/magecart-newegg/
https://twitter.com/ydklijnsma/status/1042463653121814528

Bitpanda FIE 75 App » W RIDRE Ik ~ 56 - PR « BAR D
MUK ERIERTT -

ELERE App IR 2018 &£ 6 H# T Google Play - 24&# &
FWLREBEA—TEARMN Android 2% £ - %I Google IR
7 BMINELEB /IR ERBR -

ESAPT B App £ LEZIE 7 Android BIERFEMER 7 A B/
sETAIREE B - 1B Stefanko EMANZEXNE P RIR T HESHEEL
ZE - DISHEREREENERIESE -

A THREBNERRBENGEHERXNERETHABINE  HS
App RN RESEEREEZREZERTHHER MG HEZIXEK
BEREES -

AR RNFRETRBRE App BEIS R - WHEMRI
i EENEURER B EXANBERE MO EEZREN thank you |
5 " congratulations, R - REBTEW -

Stefanko Z#EPIB 2 %4 H % Android App A E - FE17ENE]
g WENBBANERREN  BRafRTREPEEAURRS -

O TWCERT/CC &% - BB R SHNHERE K T AR5
%= Android App fEHNAKRESZEE - oIV R@ERTENZE
ZRNEEESHMEBRILELENIER App - VZER N H LK
ABBZE =7 App * KIREREFIA -
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BRIZRR
https://news.softpedia.com/news/fake-finance-Apps-phish-credit-card-d

ata-from-android-users-522793.shtml
https://www.welivesecurity.com/2018/09/19/fake-finance-Apps-google-p

lay-target-around-world/

https://www.helpnetsecurity.com/2018/09/19/bogus-finance-Apps/

3.2.7 - AdGuard BRRNEHKNE - CERMABERERE

AdGuard Z# Android * iOS * Windows & Mac FFER1&
BEEER  ERIXEARES 500 BRF  EnZENESHER
2— o

ZATINEERME Andrey Meshkov iR 9 B 21 HEHEEE
FIERPZRE  BEARIH—RA RN EEH BB BB E i3
EiRE » Z AT EEBSENNEERMBUL—RE -

Meshkov =7~ - WEENHEMATEZAREBEREEING
BFEHEMBRE  SESHZINIRRERERARSEENEMAAIR
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https://news.softpedia.com/news/fake-finance-apps-phish-credit-card-data-from-android-users-522793.shtml
https://news.softpedia.com/news/fake-finance-apps-phish-credit-card-data-from-android-users-522793.shtml
https://www.welivesecurity.com/2018/09/19/fake-finance-apps-google-play-target-around-world/
https://www.welivesecurity.com/2018/09/19/fake-finance-apps-google-play-target-around-world/
https://www.helpnetsecurity.com/2018/09/19/bogus-finance-apps/

SRR BRI DIEENENRTIEAINE (credential stuffing
attacks) -

AdGuard BEERMER~  WEBEEWNEDRINES 7 —LH
RREFESHERREN AdGuard 1RP - BRMEREEFRZFE
THENRS I AERNEBETEE SRR  BZR ML
R BB -

Meshkov &7~ - #FE AdGuard ERETHFIBZEELZN
ZH - HIEEERE R RNENEPESFERAEN - EE
RTEZASIRAEEEFMBRPNEBNIRRA -

ZAE3N - AdGuard EEEFEZER Troy Hunt 52E /95
EEIERE "Have I Been Pwned ; API - DIEE R FECERIZ
WMEEEMABRZE P WINRR - AdGuard gt HE

=i

AdGuard ATTEEZEE - 22T EERRRFIAFEZEIEH
PEER 38R F AR E HEGR IR 2B AW EHCF
IE-BEEKNEEMRINN  ERBRETENEEFZECTEREHED
HRBERR ErEESES -

Meshkov Z=7R - AdGuard RA&5% {5 Fl B BB RVAR A SGE 24 -
W BERRZIEERNRS 7 iReE

@ TWCERT/CC &% - AdGuard fEHEZBNZEESR BB EHE
- BOEREEHERR  LEERESEREERT - 7B SR E
EHES  BARBERBERERAR ZERS - UReB8REFHA -

26

TWCERT/CC EZEEEFR 2018 £10 B



BERHOR

https://www.zdnet.com/article/adguard-resets-all-user-passwords-after-c

redential-stuffing-attack/
https://techcrunch.com/2018/09/20/adguard-resets-all-user-passwords-
after-account-hacks/

328 - HXABEXSFERERER - 118X 6000 BT

HAE#EEZZFT Tech Bureau I FFE& Zaif REARESTE 9
B 14 H 17:00 2| 19:00 Z B E/NRABERZEIE -

ZRBFAEI B 20 HFE R - £ 9 B 17 H AR EREREE
F_RIAIBHERRENBEEF—RKBECDEF Zaif FRKRIESR
R5  MBHEFEHBERES -

Zaif ="~ - BENREREBEEPEE FLRHE - LbREBIREM
MonaCoin - =& EE#25 67 EHT ( {95 5967 &30 ) -

HEOENEBEREFERERGERE - ZE o LU ERBENG
HEIR - —MRAERNS - BRSNS NREREBRETESR
L USB IFESREN " 26l BRGESRENE -
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https://www.zdnet.com/article/adguard-resets-all-user-passwords-after-credential-stuffing-attack/
https://www.zdnet.com/article/adguard-resets-all-user-passwords-after-credential-stuffing-attack/
https://techcrunch.com/2018/09/20/adguard-resets-all-user-passwords-after-account-hacks/
https://techcrunch.com/2018/09/20/adguard-resets-all-user-passwords-after-account-hacks/

TEMZER 5967 F%;Eér_l: (67 {8HJT ) & - 3780 BE=TuELL4FHEE
(5,966 tb45Es ). 3 2000 &7t (22 BHIT ) BREAE Tech
Bureau - M 4000 =7t (45 18HT ) BRRSFINEE -

Tech Bureau EEB A F K~ - IEEGRZES G R LA - BR
CEERETRE  RRUEFHIEHRBEOER  ERPABXRREMR
& - Tech bureau T EAEMRZAHRAMEL HEHE - BSH
FREEx -

HAFZENEREERXZFE Coincheck TS FF Y EEE
BREAR B 523 BEMKE XEMBEEE  FEHASRE
(Financial Services Agency, FSA)/T AFB& -

47BN Joseph Young 1R 9 B 21 HE#RF R IEL - HEIFAA
RWEBRNE RSG5 - 198 H8BRXZF( Bithumb ~ Zaif - Coincheck
& Cointrail ) ERBEIBTHEZEHEBIEORT  EHUFARSANZE
TRMERER - MEBTEBRENRRZF - 1 Coinbase ~ &K
Kraken & - IR EEA
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https://www.reuters.com/article/us-crypto-currencies-japan-cybercrime/j

apan-hit-by-another-cryptocurrency-heist-60-million-stolen-idUSKCN1M
001K

https://news.bitcoin.com/japanese-regulated-exchange-zaif-hacked-btc/

https://www.zdnet.com/article/zaif-cryptocurrency-exchange-loses-60-m

illion-in-july-hack/

https://www.darkreading.com/threat-intelligence/japanese-cryptocurrenc
y-exchange-hit-with-$60m-theft/d/d-id/1332855
https://www.securityweek.com/japan-digital-currency-exchange-hacked-

losing-60-million
3.2.9 - SHEIN-[5E B 4E15E R - 650 ERFPERSMNE

ZEIAR FR I EER SHEIN - 4283A Brunswick 680 - piz
7R 2008 & - HAIZIK 80 ZEEREANR LIFESTER Z— - %
MtV EERTEE "EER ) NSRS

2 AEPIHRERS - EAABRZERE 731 650 EEFREA
52 E&H ( personally identifiable information, PIl ) 2% - 3% /AE
BB mENEREE -

SHEIN FEXRETE - HERFCSHRA/SF 6 AFEKBHN "1HEIE
FRELE, WERE B8 H 22 HZAIR#AZBENEET

IEBAXR - A SF#EZE ol e B R2 AL A HRE AR DA BR
FRBETIREREFIAOR: - SHEIN AEFR:E - Z@AIIREIMULSE
(EEEI

HABBEESUHNFAZENRYD  BRLZEREE  BRERE
ROLTRE Y EEANL FFEME 642 BEERE TG RNZR R
WS /RAE

ZATERN  BETHREN 2018 £6 B - WiF4ES 2018 £ 8
B# - K 642 BEFPZAFE 2 TR f B8R ASEHAR LRH

\
\
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https://www.reuters.com/article/us-crypto-currencies-japan-cybercrime/japan-hit-by-another-cryptocurrency-heist-60-million-stolen-idUSKCN1M001K
https://www.reuters.com/article/us-crypto-currencies-japan-cybercrime/japan-hit-by-another-cryptocurrency-heist-60-million-stolen-idUSKCN1M001K
https://www.reuters.com/article/us-crypto-currencies-japan-cybercrime/japan-hit-by-another-cryptocurrency-heist-60-million-stolen-idUSKCN1M001K
https://news.bitcoin.com/japanese-regulated-exchange-zaif-hacked-btc/
https://www.zdnet.com/article/zaif-cryptocurrency-exchange-loses-60-million-in-july-hack/
https://www.zdnet.com/article/zaif-cryptocurrency-exchange-loses-60-million-in-july-hack/
https://www.darkreading.com/threat-intelligence/japanese-cryptocurrency-exchange-hit-with-$60m-theft/d/d-id/1332855
https://www.darkreading.com/threat-intelligence/japanese-cryptocurrency-exchange-hit-with-$60m-theft/d/d-id/1332855

FHEOERREN LB HISAZEBRIFEZEPNEAUERARENR
ZIPNE= N
AR AERRFASMEE BER LI 2ERRZAER
BT E 7 81F Ticketmaster - British Airways A Newegg 7R
— %5 Magecart fARKE -

@ TWCERT/CC 2% :

1. SHEIN R BRI EE B 2 EF 4 - e S
FOR - 7R BES N EE M 2B WREBERRL
WHBEERE  BARREBRFERERSERARBBEZEE  H%E
BENA -

2. MEEHFEREBERRE  BOERIOHRZER - LEE
BEMMBIRTIERRAT -

SHEIN

DATA BREACH

BERIZRR
https://thehackernews.com/2018/09/shein-data-breach.html
https://securityaffairs.co/wordpress/76541/data-breach/shein-security-br

each.html

www.shein.com/datasecurity
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https://thehackernews.com/2018/09/shein-data-breach.html
https://securityaffairs.co/wordpress/76541/data-breach/shein-security-breach.html
https://securityaffairs.co/wordpress/76541/data-breach/shein-security-breach.html
http://www.shein.com/datasecurity

3.3« RiERSmIFER

3.3.1-CA s Project & Portfolio Management - Release
Automation * Unified Infrastructure Management & m#iif - &

EXEFAERTEHEE

CA Technologies Fi B R A S BHKEEKK D BIR QT
(Computer Associates Inc) * siABFH (Mainframe) ~ 28{= -
EHE BlREEEES IT RIE - FESENRERMAE - HE
BB HFERERE KoM= EHE  5TAEF - 5
[ERGARE - RARRIERNE - Bl . PPM R ABBEXRE - 5
7 XSS B3 SQL BRI E - B XOG IhaER 4 B B E XML SMNEB entity
R REREEHEHAERBELAREEEN - 55 SSL ZBBLIRAX
EIRERIVRET 2R RASEE T A Release Automation BRI
REIMEHEEMEREREZERNBNTELG , EEEREE —HEY
UIM - 2% Hard Coded REEHMA LR - HERERZREFIT
BENRBNRE  BRARREZEMERTE MY ; CA ATIEEHHE
BHAI FRLAERZEEESRLERARERES -

®

technologies
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BERRR

https://support.ca.com/us/product-content/recommended-reading/secu

rity-notices/ca20180829-02--security-notice-for-ca-unified-infrastructure

-mgt.html
https://securitytracker.com/id/1041591

3.3.2 - QNAP IEBR R ¥ E Cross-site Scripting 5534

B NAS XgE B EIE P& Photo Station - INEERIEMIE
3 NAS A BIE - X IRERESEBEER - &2 - BPER
R - R ABAZSHRER SHAREBAEETEEAREIUE - &
BB INEMARE FEHETE NAS HEAFP ML E - QNAP
Systems 2 &t ¥4 1HEA AL T+ 4% Photo Station » o] B M & -

nnnnnnnnnnnnnnnnnnnnnnnnnn

elpdesk QmailAgent Qboost 1.0.0
15

---------------------------

ooon | J 0 o | =

BERIZRR
https://www.gnap.com/zh-tw/security-advisory/nas-201808-23

https://exchange.xforce.ibmcloud.com/vulnerabilities/148881

3.3.3 * Dell EMC &# VPlex GeoSynchrony 12 ZINLZ 2 kG

Dell EMCHE T VPlex &R ZFEREF = e ESHEMREFRE -
m VPlex IS EHIsS 220 I ERE B4 VPlex Iz BT
%41 GeoSynchrony - 2Bt Witness BEIHITRE ¥4 - HfEEE -
AR FEIEDL - Witness RiE = FHFF O #REAKTLERED  EHE
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https://support.ca.com/us/product-content/recommended-reading/security-notices/ca20180829-02--security-notice-for-ca-unified-infrastructure-mgt.html
https://support.ca.com/us/product-content/recommended-reading/security-notices/ca20180829-02--security-notice-for-ca-unified-infrastructure-mgt.html
https://support.ca.com/us/product-content/recommended-reading/security-notices/ca20180829-02--security-notice-for-ca-unified-infrastructure-mgt.html
https://securitytracker.com/id/1041591
https://www.qnap.com/zh-tw/security-advisory/nas-201808-23
https://exchange.xforce.ibmcloud.com/vulnerabilities/148881

ZLAMEREARD - WBEOERERE VPN HEE - SLEBFREA
UE  BEohiE - EHlMinkh 2 VPN EgRE - TEEAER - &
M ASIZEE T4k GeoSynchrony #1328 - HEAERE LR FEiE - &
FEPRRRMIFEAIEFROIES -

=BV TN N .
ERR

https://Appuals.com/dell-emc-vplex-geosynchrony-users-requested-to-

upgrade-to-v6-1-to-avoid-insecure-file-permissions-vulnerability/
https://seclists.org/fulldisclosure/2018/Sep/10

3.34 - KillERIgH28 DIR-846 FESiK A2 A% RCE

D-Link B2 WIFI 4988 2= an( 825% : DIR-846 ) 1 H# galaxylab
R ZE & bigbear Al L #i2RE REREESEIEEEIRIRITE
#% Cookies - OJE/EZEE HTTP Request - ¥R REENE IR
(SetNetworkTomographySettings) #1728 E - HERE <L
root #PR - B INE N Remote Command Execution - BREHER
HEEH - REAFFUEBREEZEESNBRIEELER -
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https://appuals.com/dell-emc-vplex-geosynchrony-users-requested-to-upgrade-to-v6-1-to-avoid-insecure-file-permissions-vulnerability/
https://appuals.com/dell-emc-vplex-geosynchrony-users-requested-to-upgrade-to-v6-1-to-avoid-insecure-file-permissions-vulnerability/
https://seclists.org/fulldisclosure/2018/Sep/10

BERRIR
https://github.com/PAGalaxyLab/Vullnfo/blob/master/D-Link/DIR-846/R

CE_0/D-Link%20DIR-846%20RCE.md
https://raw.githubusercontent.com/PAGalaxylLab/Vullnfo/master/D-Link/
DIR-846/RCE_0/dlink2.pn
https://raw.githubusercontent.com/PAGalaxylLab/Vullnfo/master/D-Link/
DIR-846/RCE_0/dlinkl.png

3.3.5  Tor XEFA#RZIE 2R - MF 0-Day il : Bypass NoScript
EH

Tor JBRFEEHZS (The Onion Routen 4@ - 1990 £ 4 H
Erl#iﬁﬁjﬁrﬂ%ﬁﬁﬁ“ PUREBIRBA - O T FEREE
MELFE—#% 7J[IM & BEAFPEEIP HE@ERETEAR
S0 THIE ”‘?E S @M B /M- ™ Tor Browser 4 Mozilla
Firefox ESR 1IQEQﬁ’ﬁ& IEFE BB 287 32 Windows ~ Mac OS X »
Linux ~ Unix * BSD * Android ¥ & - fEe2dEEfE - B
fk Cookie RS 4ACEx S BURNE L T HA A Zerodium #EEHE 0-Day
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https://github.com/PAGalaxyLab/VulInfo/blob/master/D-Link/DIR-846/RCE_0/D-Link%20DIR-846%20RCE.md
https://github.com/PAGalaxyLab/VulInfo/blob/master/D-Link/DIR-846/RCE_0/D-Link%20DIR-846%20RCE.md
https://raw.githubusercontent.com/PAGalaxyLab/VulInfo/master/D-Link/DIR-846/RCE_0/dlink2.pn
https://raw.githubusercontent.com/PAGalaxyLab/VulInfo/master/D-Link/DIR-846/RCE_0/dlink2.pn
https://raw.githubusercontent.com/PAGalaxyLab/VulInfo/master/D-Link/DIR-846/RCE_0/dlink1.png
https://raw.githubusercontent.com/PAGalaxyLab/VulInfo/master/D-Link/DIR-846/RCE_0/dlink1.png

PREnEXAT - ol ¥t Tor BB 23 H 2 NoScript IEFt 38 E IE -
ZREZHE Content-type FRIRAA JSON 18T - 8 XSS KlEE
LR JavaScript =i NoScript BZ BRI - IEEEGRRAR KT
CVE #®5% - 28 The Tor Project Inc. E{E# I 3 i #hk Tor Browser -
M NoScript Classic TNiX B52 2 -

7z
I

(il 4

o AL —
i15 0 rﬁ' '-B-r" OTUSen,
N [~

BERRIR
https://twitter.com/Zerodium/status/1039127214602641409
https://noscript.net/getit#classic

3.3.6 * BXil& ModSecurity %0 R BIEE Paranoia Level 1 BihShh
& SQL injection

1=®EF 5! Paranoia Level FFER#IT - =R ESBHEZ T
MEEXRLZEMENNE  KERHDEBZRE WAEZE
ModSecurity #EREARZ ARMAERZINXiE (WAF) - oI E
OWASP (Open Web Application Security Project)#:Ef &%
IARAIEE (Core Rule Set, CRS) - #8652 5T 4 Apache HTTP Server
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https://twitter.com/Zerodium/status/1039127214602641409
https://noscript.net/getit#classic

IR - BERER HTTP HEIEIBENAS - 718 Microsoft IIS -
NGINX EEREEFE - HEH CRS ## % Trustwave SpiderlLabs
R=E - RIEHTE PLL SR - AR EZ ARG B{ K2
‘sql IR} - BEAYINEEED SQL injection - IFIRE R B A5
214 . 528 Core Rule Set PL1 EA RS - mAIZ SQL injection
F A7t Core Rule Set PL2 Al#%PH¥E - (Kl Paranoia Level 2 €132 1 1%
Al (ID: 942150, SQL Injection Attack) - oI E#E B HEEHBRE -

OWASP

ModSecurity
Core Rule Set

THE 1" LINE OF DEFENSE

&/

BRIZRR
https://github.com/SpiderLabs/owasp-modsecurity-crs/issues/1167
https://nvd.nist.gov/vuln/detail/CVE-2018-16384

3.3.7 - WEREEE FragmentSmack EZZhR Windows FZ %4

SEH - 258 Aalto KB FE R MR E Juha-Matti Tilli -
T SegmentSmack ( & TCP € )~ FragmentSmack ( 2= IP
HE ) _IEREFE Linux- T3R8 macOS #2 Windows TNE&1E -
8 A% Linux BHEMER - MECKIFRIE - 2 LBREE - IR1T
Windows K Server 7 FragmentSmack 55%5 - WEEFBIP A
BT EIEAEREASY  RAEXLBRERBRER  BEZZEARIER
IP #BIBYRE - 2FE TCP/IP Stack - BE CPU AN NIt EHM 2 &
RUES  WERRMSEIR - 25 DoS - AMEBEILENBHE DT
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https://github.com/SpiderLabs/owasp-modsecurity-crs/issues/1167
https://nvd.nist.gov/vuln/detail/CVE-2018-16384

FragmentSmack FriZB 2 AREBEAKSE - BIRFTE %DE’\J
DDoS - B FPERZ ILEZ Jfﬁﬂlﬁ%%%ﬁéﬁﬂﬁ?ﬁ&ﬁb%
RIERBENEE  ERZERESEN I8’ netsh nn%ﬁﬁ
# FragmentSmack I -

| W”‘dOWS "Wlndows 3 | Windows 10 §

BERHOR

https://www.internetnewsblog.com/windows-systems-vulnerable-to-frag

mentsmack-90s-like-dos-bug/

https://portal.msrc.microsoft.com/en-US/security-quidance/advisory/AD
V180022

3.3.8 - iwmIBEXRE MyBB R 28 B Bk - 7+ 4R iR LUOE S SQL Injection &
XSS &bz

Bl SN B RIRAVGRIEE3E MyBB - £ F PHP & MySQL Fa8 -
1% StefanT 22 Numan OZDEMIR &R - Rl AR EREERE -
MyBB Group 7MEL Ex#hk MyBB 1.8.19 - BRRAHRHENEEFRE
MyBB 2=\ R E g A F B R iasR - MUEARE Email BAIER -
EAWEERERIMIME TN B2 A3 E) SQL Injection BEERIE;
i Visual Editor INEERLIGREL - B2 ZHEE A <script>alert (XSS A
R </script>ZBEUFE - HKITEHREBILSMARINE ; HiEREZES
E - HNEERESRTEERR - MEERSEZIFEAFE -
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https://www.internetnewsblog.com/windows-systems-vulnerable-to-fragmentsmack-90s-like-dos-bug/
https://www.internetnewsblog.com/windows-systems-vulnerable-to-fragmentsmack-90s-like-dos-bug/
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/ADV180022
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/ADV180022

BRIZRR
https://blog.mybb.com/2018/09/11/mybb-1-8-19-released-security-mai

ntenance-release/
3.3.9 - FEEEFRIZHES GT-AC5300 FF2EKE 5 I8552,

Republic of Gamers (ROG)@ & - thZEER 3 7 AR EHRISH
Z8 %41 - H ROG Rapture GT-AC5300 - SE#E# A Aiprotection &
B IPSELZ RN AEH 8 HEH 2852k 3.0.0.4.384_32738 -
MHBERIERE - ¥EETHEK "GET /HTTP/L.1\r\n, BITJ&

& DoS ; MEEHERF timestap - & NULL pointer £ 8B
BETARTS ; EEREE Y shpathO BBRFHE KB R

ej_select_list)RAE=Z strcpy() - B & & AN ,; MAIFE CSRFFE -
o]3%38 start_Apply.htm B2 ,; REFE R R FKIZES AppGet.cgi
7T H hook 28] - O[ZEM XSS WR - HEIEEL T EH -
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https://blog.mybb.com/2018/09/11/mybb-1-8-19-released-security-maintenance-release/
https://blog.mybb.com/2018/09/11/mybb-1-8-19-released-security-maintenance-release/

BRIZRR
https://github.com/PAGalaxyLab/Vullnfo/blob/master/ASUS/buffer_overf

low/ASUS%20GT-AC5300%20stack%20overflow.MD
https://nvd.nist.gov/vuln/detail/CVE-2018-17023

3.3.10 - B8 4GEE WiFi Mini EUE# driver Ei}3E - ZAHUIEE
Windows

¥ ZeroDaylLab #f3T & Osanda Malith Jayathissa 247 - 2=
ITENEIREE2EE EE (Everything Everywhere) - BR& 2 4GEE WiFi
Mini 2 & #% - Alcatel BB RE 2] ERIE - B X
ServiceManager.exe FiE Bl 2k - 378 Unquoted Service Path &
EIRZEERR  BEBEREHNENFEERIK (C\Program Files
(x86)\Web Connecton\EE40\BackgroundService\)  H1&fl:E% 5T
BENSREA—MIRS  WREEFTEEESZ ) JEZLUEESR
LRET - BZHA ServiceManager.exe - T EREERBIEN -
R RENEMPIEEE  WBEABRK 2] - BalR ARG 24t
EPRIVERIRIF - ZREPIHEHRNE 2SS ERE - £H
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https://github.com/PAGalaxyLab/VulInfo/blob/master/ASUS/buffer_overflow/ASUS%20GT-AC5300%20stack%20overflow.MD
https://github.com/PAGalaxyLab/VulInfo/blob/master/ASUS/buffer_overflow/ASUS%20GT-AC5300%20stack%20overflow.MD
https://nvd.nist.gov/vuln/detail/CVE-2018-17023

Z—BfEUSB#E#ZE PCE Modem: BIEEEIS3/E Windows IRIEZ & -
EECELMARIEE  BEEEREM -

BRIZRR
https://www.youtube.com/watch?v=hOjMMOiYMzs&feature=youtu.be
https://osandamalith.com/2018/09/17/ee-4gee-mini-local-privilege-esca
lation-vulnerability-cve-2018-14327/

3.3.11 « EEUEIwE Mutagen Astronomy IEE# % & Linux kR
7N

AN E# (Mutagen Astronomy)iE @78 im B 2 RRYEE - TG IEET
MmINKZEEE - MaettHE&EM IR 2 Linux kernel BREIRIEFTaG S
% Qualys #ff5E =151 - Red Hat>CentOS-Debian & Linux Kernel-
HEKEL create_elf tables()sTEBERBREEE RN - EHEH
items BB E  TEEREESEZEEY - EMmismiERcEIEN
B LiEREEK 2007 F7 H19 HZE 2017 &£ 7 B 7 H Kernel
A - HERR 64 M1t 2 AIRE - ARERMHERERESAIZERE -
BERATEARETF BER root #IR - BRIEBGREERG A (E
M1 FLANER) - MKERFEEBEEL - AR E® TS
o FHREERIRITEES -
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https://www.youtube.com/watch?v=hOjMMOiYMzs&feature=youtu.be
https://osandamalith.com/2018/09/17/ee-4gee-mini-local-privilege-escalation-vulnerability-cve-2018-14327/
https://osandamalith.com/2018/09/17/ee-4gee-mini-local-privilege-escalation-vulnerability-cve-2018-14327/

MUTAGEN RYTROONY

ERIRIR
https://meterpreter.org/cve-2018-14634/?cn-reloaded=1
https://www.zdnet.com/article/new-linux-mutagen-astronomy-security-fl

aw-impacts-red-hat-and-centos-distros/

3.4 - EXMEAERIEES

i5E | /RE eI EHEAER
HiE
2018/10/ ISDA BIEA [E%LH# 712 ] ISDA BEAFIEEZE WarGame
20 Fl 8 & @EREELZ Part2
WarGame &

7 B B LHHE 2018 F 108 20 H (7X) 13:30-17:30
Part 2 E  SdbmPIEEEEREE—K 77 5% 3 18-4
AR EHZIEA
https://reg.shield.org.tw/info.php?no=39
HWAaRE 2018 F10 A5 HE 18 H

TEENERIT -

13:30-14:00 A5
14:00-17:00 #IF&RAE Part 2
17:00-17:30 FAQ

EEEE

RIGEBES AFIBELN - (EBEZLEE WarGame
PEBRRERER]T  UESBEAREHBQNKERIS -
W SRR - BEEZAANERDRG ? &
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https://meterpreter.org/cve-2018-14634/?cn-reloaded=1
https://www.zdnet.com/article/new-linux-mutagen-astronomy-security-flaw-impacts-red-hat-and-centos-distros/
https://www.zdnet.com/article/new-linux-mutagen-astronomy-security-flaw-impacts-red-hat-and-centos-distros/
https://reg.shield.org.tw/info.php?no=39
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% 2 15 31 R
B (FEE
=)

=4

(BEZAIRRE] THREZSMR ELIH

2 (PEEE)
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(9:10-16:20 - X 6 /]\F)

L PESEER FitmWRBRERKRE 168 5% - i
WS HEE L)

FWEAN  RERBLER

SENR  YMEESLMEAE WAAE AFYH
AEENELZAE

AR R R A
https://www.accupass.com/event/1810080517061
259295030

gl RE3 & TERHEPEE 50%

)t A AR

ARIEET

EEYMER AR EDRRNER EXUHER 7
AIPMARARNMRE - THREZERSFNLRERIER
Bhe - EHERMEYBEEZ AT HIl - PESEER
SENMBELZ RS  FERAMREHELR - FhFR
152 - RIS LZRHEER  REAFHEEIRE R
il - AELHP - EHNUBBGRAELFEET] -

2018/11/
3 .
11/10 -
11/17 -
11/23 -
11/30

FHREZ
Bl LME
22 15 3l ;R
(PEEE)

Ee =
EEIE

(BELAHRE]] THREZER TREZIERRE
(PEERFE)

HE . 2018/11/3 -~ 11/10~ 11/17 ~ 11/23 - 11/30
(9:10-16:20 - X 6 /\F)

MhEs PESFEEM FriEmRBREKE 168 5% - ik
S TR L)

FMEN  KERTER
SEHS  THERKETPSKE
AT R R A
https://www.accupass.com/event/1810080421341
299737238

p—

CETEBA

il
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FifE | BRI E/EREE s EMHEEER
=t
meEf  RE3 & IEBHIEE 50%
RRIEET
MEE A EBENRE ELXtEE FRIFfRS
e - TEREZERSFEFNREMIIEZSE -
HETHEYBMREL AT IEN - PEBEERDE
TRBEELZRFEF LR SRR REE  BEEY
Freg s - MBIFFLIIRE - X8R BRI RmE
HUBBERFTELEEEN
2018/11/ B 18 & = 85 [ ELAIRARE ] BESREEZEE ( API—) ISDA
3 ZratE ( AP EIEEEKE
— ) ISDA H
8 Bz & ¥ @KEsE 815 : B REAXRE
(BizsR=EAHH : 2018 £ 11 H3 H (77) 13:00-18:00
2) R - Bl RERD

AR A
https://reg.isda.org.tw/info.php?no=28

WERE 2018 F9H29HEZ10H 29 H
WEIEEIE
EENHRARAERRESHIRSEEEVEY B4 7
BESL  BEXREHBALHFL -

—— =7

/INRE

SEENEIT

13:00~13:30 JEEFE T
13:30~14:20 WarGame#1 LV1
14:30~15:20 WarGame#1 LV2
15:30~16:20 WarGame#1 LV3
16:30~17:00 FAQ

EENEEE
READ - ANBILIBAEERE
AR B ERPEIBIR |

- ISDA BEIF R

EEEEMERNEN  ZBBMERREE - 85
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EWREANE
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[BELIIRRE IRBRALZETWEAE SSCP BHEIH
HEF: 2018 11 H10HZ 11 H 18 H (&RHM)
EENNEL - 5dbhEEE S —E 390 58 2 18
TEN  MBEDAABM LERES BB MRMN
HMAT BB
N ER= LD e E
http://taipei.iiiedu.org.tw/course/security/187-asq
902.html
EHEA  #/VH Es
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(02)66316586 E-Mail :

=] =X
o RE

A ZET]
BHSEL TIFZHEARE
EEREEBREEENLZE HENT BEZXERER

EERhA - ERRERE -

==

B o
il
il
L

=
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TERHEREE
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KEEFEE AN
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HEA . 2018 £ 11 H 13 H 9:30~16:30
ERRUNEL  MTTHCE PR -E P ERAIRE SRS
D0 203 HZE (IR 2 1BV EES)
T E RSk 153 5% 2 12

FWEN : EREZBE (CAA)
Y ER= Dok E
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http://www.caa.org.tw/education.asp?type=65+IT+Audit%E8%88%87%E8%B3%87%E8%A8%8A%E6%B2%BB%E7%90%86#ITG1642018
http://www.caa.org.tw/education.asp?type=65+IT+Audit%E8%88%87%E8%B3%87%E8%A8%8A%E6%B2%BB%E7%90%86#ITG1642018
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sz e NT$3,300 7T - 217~ LR#EHM - =¥ (2
RAEZFE)  BREZHERAERE ETEQ
£1& 3,000 7o

Y=V il

LR EE e

2. BZ AR
3.REUNEBREMBIER

422 EBEHFRT

5.FAREMERR T EN®
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ARIEET
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http://www.caa.org.tw/education.asp?type=65+IT+Audit%E8%88%87%E8%B3%87%E8%A8%8A%E6%B2%BB%E7%90%86#ITG1642018
http://www.caa.org.tw/education.asp?type=55+ISACA%E5%B0%88%E6%A5%AD%E7%B3%BB%E5%88%97#ISP102-a2018
http://www.caa.org.tw/education.asp?type=55+ISACA%E5%B0%88%E6%A5%AD%E7%B3%BB%E5%88%97#ISP102-a2018
http://www.caa.org.tw/education.asp?type=55+ISACA%E5%B0%88%E6%A5%AD%E7%B3%BB%E5%88%97#ISP102-a2018
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[1] https://www.fbi.gov/contact-us/field-offices/portland/news

/press-releases/fbi-tech-tuesday-building-a-digital-defens

e-with-an-email-fortress
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