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https://www.bleepingcomputer.com/news/security/largest-cyber-attack-a

gainst-iceland-driven-by-complex-phishing-scheme/

https://www.cyren.com/blog/articles/iceland-police-phishing-attack-targ
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F/R VestaCP B o Iz BN B & 35 %X O A AR 22 0 2 iR 28 IP
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SNFETEIREIAR SR )8 B %85/ usr / bin / dhcprenew _#EFI1EZR - &
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https://www.zdnet.com/article/open-source-web-hosting-software-comp

romised-with-ddos-malware/

https://www.welivesecurity.com/2018/10/18/new-linux-chachaddos-mal

ware-distributed-servers-vestacp-installed/

https://forum.vestacp.com/viewtopic.php?f=10&t=17641&start=180#p7
3907

https://forum.vestacp.com/viewtopic.php?f=10&t=17641&start=170#p7
3890

https://forum.vestacp.com/viewtopic.php?f=10&t=17641&start=180#p7
3920

https://twitter.com/vestacp/status/1044456891504562176
http://vestacp.com/test/?ip=
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3.2.5 - EEREMHARA O HealthCare.gov BE#S - 75,000 &
FER# A

ZE 2R A D485 HealthCare.gov R HABNEFR R EZ 2 #H TR
BEL ZRERESHMIUDIINSEEXER LEEEZEARNEE -
LYEZBEGLET -

BIfEZ 1 Google # 2k Todd Park #&1E CTO - 37E 2014 F IR
ERERNTEZEN—EERE LBEABERER  USEEBBAAE
10 A 19 HEHA R - & AR HealthCare.gov sl 24t £
7 K% 75,000 AREAE -

RSB SR E XM (Federally Facilitated
Exchanges, FFE) - HEBE R M@ B R % PO (Centers for
Medicare & Medicaid Services, CMS)&I8 - BEERIEMIE AL
#C A\ fEF FFE B2 E 75 HealthCare.gov A QAL #& B EREMEIPTIE
A SRR EETEP -

WEHNEBKAFBRREASNIEAMELAZTA - DUE MM
O EESBRSNFRRIEEE - CMS NEMFIBEZSARGEILES L
fE -

CMS E¥ERPFR-R - £B/N (2018 &£ 10 B 13 H ) WY FFE
hediR 7 "ERBZAES . WIHIRFARASE - ®BEN—F - Bl 10
Bl6 HEH _ ®BRTARTHR CMS SREAERBEZHHENIE
BRMELCARPER IR EEMELANEEIMREE

CMS #EAMIERR - EBRERERR HealthCare.gov #8i4
BARIBRENENTE SR ENREZMNBANBCAERNZM -
N R AR R EEEEARN -

B HE RN - 512817 10 B 28 BRIEMEE FFE B
BAMKLAN - ZEARINOER HealthCare.gov FAE#EILETH 5
IFAUch O EE B SR SRR 512 -
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CMS B S Seema Verma RSB RAER - 2B
ZSERAMASTEENA  WIEESHEREAIEZSFENEA - XY
Eol B At R HEERRESEIR - W3R HealthCare.gov M
B2 R IS AL 5T 0 (Marketplace Call Center){3#A0IA -
ARG AEZIEERE -

Get Coverage

ERHOR

https://www.zdnet.com/article/hackers-steal-data-of-75000-users-after-h

ealthcare-gov-ffe-breach/
https://www.worldjournal.com/5935244/article-%E6%94%BF%E5%BA%9
Ccms%E9%9B%BBY%E8%85%A6%E8%A2%AB%EI%AT %AD-7-5%E8%90
%AC%ES5%81%A5%E4%BF%9ID%ES%80%8B%E8%B3%87 %E5%A4%96%E
6%B4%A9/

https://www.linuxpilot.com/healthcare

https://www.gvm.com.tw/article.html|?id=53470

https://www.cms.gov/newsroom/press-releases/cms-responding-suspici

ous-activity-agent-and-broker-exchanges-portal

3.26 - EERMZEMEBELERINE - REOTEER

REMZERNEAMZEERINRS AR - BIZRMZE TERZ
BERINREA - SF 940 EEEREINE -

15

TWCERT/CC ELZFEEBFIR 2018 £ 11 B


https://www.zdnet.com/article/hackers-steal-data-of-75000-users-after-healthcare-gov-ffe-breach/
https://www.zdnet.com/article/hackers-steal-data-of-75000-users-after-healthcare-gov-ffe-breach/
https://www.worldjournal.com/5935244/article-%E6%94%BF%E5%BA%9Ccms%E9%9B%BB%E8%85%A6%E8%A2%AB%E9%A7%AD-7-5%E8%90%AC%E5%81%A5%E4%BF%9D%E5%80%8B%E8%B3%87%E5%A4%96%E6%B4%A9/
https://www.worldjournal.com/5935244/article-%E6%94%BF%E5%BA%9Ccms%E9%9B%BB%E8%85%A6%E8%A2%AB%E9%A7%AD-7-5%E8%90%AC%E5%81%A5%E4%BF%9D%E5%80%8B%E8%B3%87%E5%A4%96%E6%B4%A9/
https://www.worldjournal.com/5935244/article-%E6%94%BF%E5%BA%9Ccms%E9%9B%BB%E8%85%A6%E8%A2%AB%E9%A7%AD-7-5%E8%90%AC%E5%81%A5%E4%BF%9D%E5%80%8B%E8%B3%87%E5%A4%96%E6%B4%A9/
https://www.worldjournal.com/5935244/article-%E6%94%BF%E5%BA%9Ccms%E9%9B%BB%E8%85%A6%E8%A2%AB%E9%A7%AD-7-5%E8%90%AC%E5%81%A5%E4%BF%9D%E5%80%8B%E8%B3%87%E5%A4%96%E6%B4%A9/
https://www.linuxpilot.com/healthcare
https://www.gvm.com.tw/article.html?id=53470
https://www.cms.gov/newsroom/press-releases/cms-responding-suspicious-activity-agent-and-broker-exchanges-portal
https://www.cms.gov/newsroom/press-releases/cms-responding-suspicious-activity-agent-and-broker-exchanges-portal

EZ=MZER 2018 £ 10 H 24 HEmMERR 2 S ETE
AMZ A - RIRHENAMERAREEENFI  ZR2FA
K940 BEEREER -

ZABIERN  BAERECGIHNNENOERESES  BIFE B4
HER - AR - EEBuhiL - il - FERRSREE - B oL - RITE
Bt Z ERS - BERBHEIRBENRITCHSER -

IESh - B 403 skE2 @ HINE A RIRIELIK 27 sREZ T HHRIEH
FTRIFTAZSHRAZSEFN - Z2BHAERR  BUREENFEEHRA
SFNNERABPRAR -

ERMzE R RSN REUTE ETRE REIES4RE  BHIDR
BREBERNTEIEABERNSHEAESE ZEENEMN R EREZRM
ERMTEF AR EMETEBUNRS  ASHERMENMITZL
EXEEZ

MR ERBOURERERSBGHEE BB N RECHE

ZEHRAR

e BHEMZETABREEETHRIUMNEE R I
(infosecurity.cathaypacific.com) - EEEdR ﬂﬂﬁtﬁqh’aﬁﬁﬁ$1¢ﬁ’3
EMRREEAEREZ

e BEEMZETAEESFTHRIMNEBEER
(http://xn——|nfosecurlty—9r3t|70313b38vfwnjxf122dkp3a8pw60
6bwipc9e56q.cathaypacific.com/)

=

2=

o BIFEBEFHEHF X infosecurity@cathaypacific.com
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BERRIR
https://news.cathaypacific.com/%E5%9C%8B%E6%B3%B0%E8%88%AA%

E7%A9%BA%ES%85%AC%EA4%BD%88%E6%B6%89%E5%8F%8A%E4%B9
%98 %ES5%AE%A2%EB%B3%87 %E6%96%99%E7 %9IA%84%E8%B3%87 %E
6%96%99%E5%AE%BI%ES%85%A8%E4%BA%8B%E4%BBY%B6
https://infosecurity.cathaypacific.com/en_HK . html

327 REREEES  MINXEFEEESEAERIEERIS
-

2018 £ 9 H « BUATEIMIMMNZ EFEMENEAZ MR R
RENFE=STEFNEHLEF—EEFHHEIRPE - clRECEWE -

WEHBN  ERFE—RNSHD - BESE 2800 BUEE A
RIAFTE  BEREERNE=SESFTIH30HZ10R 1 HHER
FEERP—X -

REENENUEERER - EFBMEMKXEEL - BERHNRF
MER - REREREAREELEM -

MEBZERSINBRIABRSH - BEIAR 9 H 30 HARK R &
WE=TTER f BN EFERAN KD E AR RFIER - 20K
FERR "EtAREEFEHNE ) (JERRENREFHE ) -
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https://news.cathaypacific.com/%E5%9C%8B%E6%B3%B0%E8%88%AA%E7%A9%BA%E5%85%AC%E4%BD%88%E6%B6%89%E5%8F%8A%E4%B9%98%E5%AE%A2%E8%B3%87%E6%96%99%E7%9A%84%E8%B3%87%E6%96%99%E5%AE%89%E5%85%A8%E4%BA%8B%E4%BB%B6
https://news.cathaypacific.com/%E5%9C%8B%E6%B3%B0%E8%88%AA%E7%A9%BA%E5%85%AC%E4%BD%88%E6%B6%89%E5%8F%8A%E4%B9%98%E5%AE%A2%E8%B3%87%E6%96%99%E7%9A%84%E8%B3%87%E6%96%99%E5%AE%89%E5%85%A8%E4%BA%8B%E4%BB%B6
https://news.cathaypacific.com/%E5%9C%8B%E6%B3%B0%E8%88%AA%E7%A9%BA%E5%85%AC%E4%BD%88%E6%B6%89%E5%8F%8A%E4%B9%98%E5%AE%A2%E8%B3%87%E6%96%99%E7%9A%84%E8%B3%87%E6%96%99%E5%AE%89%E5%85%A8%E4%BA%8B%E4%BB%B6
https://news.cathaypacific.com/%E5%9C%8B%E6%B3%B0%E8%88%AA%E7%A9%BA%E5%85%AC%E4%BD%88%E6%B6%89%E5%8F%8A%E4%B9%98%E5%AE%A2%E8%B3%87%E6%96%99%E7%9A%84%E8%B3%87%E6%96%99%E5%AE%89%E5%85%A8%E4%BA%8B%E4%BB%B6
https://infosecurity.cathaypacific.com/en_HK.html

ZamRRRRER - ZIRP P REEN—LE I HphelfEHET]
EWE 2014 £ 2018 £ 10 B 1 HWEFHHY - HbPE2EHEEE
REN - ZIIEBAMFAEENESBELEFBHERSFHIA -

EEZENZE  RENSHERUREFINERSIN  ARERSE
BZRAITEEAUERSMER(E  EEEAAEARRFEAS D HERN
MHELHREEAR - RIEESS UMM ERAZTERIKRS -

R4 Javelin Strategy &Research SERLERHERIFF - 2017
F BE—EEEEERERINESUEFNTE - B 26 BE=TH
E%ﬂﬁ;%ﬁﬁ iﬁAJL54ﬁ¥

,0 Girl Scouts.

Where Girls Grow Strong
E RIS

https://www.infosecurity-magazine.com/news/qgirl-scouts-alerted-to-pos

sible/
https://abc30.com/4561129/
https://twitter.com/campuscodi/status/1056240359250976768
https://www.infosecurity-magazine.com/news/us-child-identity-fraud-vic

tims/
https://www.javelinstrategy.com/coverage-area/2018-child-identity-fraud
-study

3.2.8 - MBEF %KY Tomorrowland (BAAER ) EE44ER -
TEEERERING

Tomorrowland ZEEFIFEF VPR E HaL4E - 1R 2005 £ 5
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https://www.infosecurity-magazine.com/news/girl-scouts-alerted-to-possible/
https://www.infosecurity-magazine.com/news/girl-scouts-alerted-to-possible/
https://abc30.com/4561129/
https://twitter.com/campuscodi/status/1056240359250976768
https://www.infosecurity-magazine.com/news/us-child-identity-fraud-victims/
https://www.infosecurity-magazine.com/news/us-child-identity-fraud-victims/
https://www.javelinstrategy.com/coverage-area/2018-child-identity-fraud-study
https://www.javelinstrategy.com/coverage-area/2018-child-identity-fraud-study

%&)ﬁ BREBER EERANTEESN Z— - 2018 FSMAES 40

B

210 2014 & Tomorrowland Z#E794 64,000 & E FEEH
(EDM)fn# B A B w52 = 7B E - AW IRZen H AR &R LiH
EFIZEM Paylogic BFE &4 -

2= A Debby Wilmsen &£/~ - R E&HEERR 2014 F3H A
EHNERE D WA - EFFMLL - MRl - FEAELLARS -
A EENRME - BEMAE ML -

AR EZEZBINEREN  EARNRAMNS S L2 IRE
BURMMBEONER DAY UERANAREE S ERETH
FBIE -

= A Wilmsen 7 - Paylogic B AN EEETRIE
MmERNEEERS - KBEZHDH - Tomorrowland 2014 FHEE
B FHIRE EE - P8 KBV fEIARE: EX1BIEEAR -

£ 2014 =20 Tomorrowland i 360,000 A 5 - K5 64,000
AHBEAEREE - EH Paylogic SN AREZIARE -
Tomorrowland B5c8H Y BAEZEE  REQMAEX T ENE HE
MBEBEFIHHER - SHtPERREMRER EZBINERT -

R#Z Paylogic W% - ERLREEFE 7 2014 FEMMPIEW
Tomorrowland & #& - HEMFFA Paylogic EPBARENS AR R
£ EtBERERECDLEER Tomorrowland #8145 £/ Paylogic &5
MEBEMNTEEY - BETE Paylogic WERRTRBIREIEEAME -

Wilmsen &85 - EFERRIB@AMEHEE - [EEE MR
BT HBUHREFELREEG SELEETFHUHAZREER Paylogic
5% Tomorrowland FE - M2k 8B Tomorrowland BIFTBRE A EE
FH tomorrowland.com F3& - Tomorrowland PARHENELE RS

%8 my.tomorrowland.com S E S IRTTSFR KR -

>.

%

\
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https://news.softpedia.com/news/crooks-stole-data-of-64-000-tomorrow

land-festival-goers-523493.shtml
http://www.standaard.be/cnt/dmf20181027_03884570
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https://news.softpedia.com/news/crooks-stole-data-of-64-000-tomorrowland-festival-goers-523493.shtml
https://news.softpedia.com/news/crooks-stole-data-of-64-000-tomorrowland-festival-goers-523493.shtml
http://www.standaard.be/cnt/dmf20181027_03884570

3.3 ~ EERSmIR &

3.3.1 - T85% Telegram Messenger ;85 P2P E& A - INRAB
IP FEFA

# LINE 7B EBEENEFalIR@ENEmE  SBREHER
2 Telegram Messenger - EfERzR G EBEEE - 7 a%ﬂ}ﬁﬂﬁﬁ%ﬁaﬁﬁiﬁ
g8 ( b ) #BHFFEE Dhiraj Mishra Al - #& Telegram &3
A EhEAR - BT Console Log OIS AC IP & - £ F
iIOS & Android F#ZE - W oL ER Settings -> Private and
Security -> Voice Calls -> Peer-To-Peer - 22 E % Never - tlDJttEUEE
BEZERLK Telegram server - IP OJER - HEBEUZTERER - A
Mt iR tdesktop 1.3.14 £ Windows 1TE)ZEE IR Telegram
3.3.0.0 WP8.1 - & P2P #HREEIEFHINGE - ZEAEHIFERERE
IP BESEARSEAE SRS - Telegram @2REFEHNEZEMNE
g - WUMBREALPAAR  ZHXEEZREHURTFILZHE
Telegram Messenger LLP ASIE&AF 1.3.17 beta fk & 1.4.0 I2E
IREZEATIMERFE - 28 1.4.0 IRZLIFIRECREETE - BEEIZ B RE
2IRBE  BEEEAR 140 MK -

TelegramiLeaksiUsers!IP’Address

BERIZR
https://www.inputzero.io/2018/09/bug-bounty-telegram-cve-2018-1778
0.html
https://gbhackers.com/telegram-desktop-ip-leaks/
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https://www.inputzero.io/2018/09/bug-bounty-telegram-cve-2018-17780.html
https://www.inputzero.io/2018/09/bug-bounty-telegram-cve-2018-17780.html
https://gbhackers.com/telegram-desktop-ip-leaks/

3.3.2 ~ INMEESMNAE - Siri OI % iPhone R L XM

—1iI iPhone J1#4#& Jose Rodriguez - ZRIZHE iOS Wit - &
Apple UZZ2MBZRI0S 12 - TMHEETE  REFHEER
BEREEEMEDL 37 D8 8B Screen Lock &8 - AR AR -
B #E(F Siri B9 VoiceOver 1RISEENINEE - 73 Bl E1Z iPhone LIE
NN ERS  ERFERAAAMEBRRNBINAER 384 UL &R -
HMIRAFE BINRR  BE%E BEFEHR BHABRSBLAS ;
eBE LA Siri ¥ Note - IRMIMNERT &R - AHAMBHEZ - HE)d
IEHIEEEERMPE - R AEREFEE iPhone #iE - B &
#r iPhone XS - 5 7 - BREREZEIMNAEE HRIBIEEFE IOS
12 B¥i s - 5% iPhone P& EH Face ID IR BB - 5P
i EYES IR Touch ID fealftaE - BIE FEHEARBRRS Siri IHEE

10S

121

BERIZR
https://www.youtube.com/watch?v=YYucGhyOjUE&feature=youtu.be

https://www.theinquirer.net/inquirer/news/3063853/apples-siri-can-be-e

xploited-to-bypass-ios-12-passcode-security
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https://www.youtube.com/watch?v=YYucGhyOjUE&feature=youtu.be
https://www.theinquirer.net/inquirer/news/3063853/apples-siri-can-be-exploited-to-bypass-ios-12-passcode-security
https://www.theinquirer.net/inquirer/news/3063853/apples-siri-can-be-exploited-to-bypass-ios-12-passcode-security

33.3.53 MRS FEAMESZS Django HEMRIEFIKER - SEEEHE Hash
fizk ¢

N ZHAIE AR EMRETEK - MM - B8  REE - R
Django ~AHIRIGHE - HEEBRAEERISHEEAE  EFFTHE
HE#EI - Django 2H Python S BEEREZR - ZKA 7 MVT
( Model ~ View K Template ) Eti2a2 51182 T - EMEZRBIERE
Efkes - NED R - RERIERBRBZRA - LWXEP TR
S 8 AW Django 2.1 kR - £ Phithon Gong 7T AIE - BEHA
®7 2 Model ##1FHEIR "View ., BELERAEZEERERIRT 25T
B M RE - mEREENEES "Change, H#IR - 7T1%%%ﬁBLﬁu§
Z Hash B - IGHEREZEKRESH - ¥iE/F MD5 ~ SHA1 HE&
EZIEEAR] - EREBINEFEHEZE - Django MEEEEEEAR
I8 R TT AR ERES -

]]H ,HH}

(&

Django Model View Permission

BERIZR
https://www.djangoproject.com/weblog/2018/oct/01/security-release/

https://hub.packtpub.com/django-2-1-2-fixes-major-security-flaw-that-r

eveals-password-hash-to-view-only-admin-users/
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https://www.djangoproject.com/weblog/2018/oct/01/security-release/
https://hub.packtpub.com/django-2-1-2-fixes-major-security-flaw-that-reveals-password-hash-to-view-only-admin-users/
https://hub.packtpub.com/django-2-1-2-fixes-major-security-flaw-that-reveals-password-hash-to-view-only-admin-users/

3.3.4 - {5F5 SNMP #5< - BEBSHX Samsung SCX-6545X EHE & IR
=

[ =]

—ENTHEREER Samsung SCX-6545X - &R IFEL S
FElzlRmE  @EEMARETHRTEES D REER  BRRhZEER
SRR - EEEEREERBE (SNMP) - BBHEEBB<E OID
2% (snmpget -v 1 -c public 100.100.100.100 is0.3.6.1.4.1.2
36.11.5.11.81.10.1.5.0) - E¥ B IP 3%25EK - BlIu/ BB A%
Eill - BIREEERE  WEZWRAZERERER  TREHER -
oS ESIRZ I EIRENZRM - CVSS 3.0 59 7.5 BRIEGEER
ZEEM - BREEREEPILIB K S B oI5 SNMP & -

BERIZR
http://misteralfa-hack.blogspot.com/2018/10/samsung-printer-password

leak.html
https://exchange.xforce.ibmcloud.com/vulnerabilities/150825

3.3.5 * BEEIEIE WhatsApp R ERE - E0E LM
ZIKK 15 EAFE” WhatsApp Messenger - &H 650 E1&:H

BRE R/EEREFRETFaEAGH B BhRH -5 £H
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http://misteralfa-hack.blogspot.com/2018/10/samsung-printer-passwordleak.html
http://misteralfa-hack.blogspot.com/2018/10/samsung-printer-passwordleak.html
https://exchange.xforce.ibmcloud.com/vulnerabilities/150825

protobuf2 FA¥IEINZE#E - E# Google Project Zero MR &
Natalie Silvanovich - 28 Proof-of-concept HRENHMIER - ZE
WhatsApp 7£ iOS # Android 89 APP - BB B #EE SR -
BAETER WhatsApp Messenger ZEBERE#HFE (Real-time
Transport Protocol, RTP)BZEFEEHR - REBEEREEXREEE:

FI5% - TREZBLIBEBERMER - B0 Bz EETR - KAIEK
= BRIEEREE WhatsApp 1R - EA SR —ERIEEER
WhatsApp ( #&F i0S & Android )- £ WhatsApp 485 ik 848
88 Bz

W/}afs 400

ERIZRIR
https://isupdate.com/whatsapp-fixes-video-call-bug-that-could-have-let

-hackers-in-says-report-cnet/

https://bugs.chromium.org/p/project-zero/issues/detail?id=1654

3.3.6  ZFEE T MikroTik i5E 28 RouterOS - &2 By the Way Af{Z
K iii& 218 DoS @&

NIMR Ao B8 B ™ MikroTik - HHER KB E T B30 WIFI &
2388 - L Linux v3.3.5 O AEE FHEBIIIFEZ 4 RouterOS -
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https://isupdate.com/whatsapp-fixes-video-call-bug-that-could-have-let-hackers-in-says-report-cnet/
https://isupdate.com/whatsapp-fixes-video-call-bug-that-could-have-let-hackers-in-says-report-cnet/
https://bugs.chromium.org/p/project-zero/issues/detail?id=1654

o] 2 &K R#Z /A8 RouterBoard FEHz: 12 % x86 & - B Firewall
VPN - QoS & Band Management - &z 518 & /i 2 (Port Mirroring)
ZINEE - #8 Tenable Research # BT F AR - RouterOS A Winbox
125l =E7A Directory Traversal ThE: - [RBPRIZE - B ZF| By the
Way AREIMNEE - FaREERRE  REBEEERSORE K&
T ERINEIEEIRE - 5 Telnet 3¢ SSH E4R - MR EREM - BS
4% root shell ZEUE - Bt H AR EIE RS Payload Si{FRFIX
%, BHASARREZEE - WY sprintf()tNEI D] A EE stack &1 -
BE%E RCE MEBTREARER ; 75 DoS HH 318 - HiExX L
BEHEIMMEES - IEET0 JSON BTG R Stack ~ HRIRERE i E e 4R
LFE - HOERBEKREE - MikroTik EFAREEERERERGRE - A
# 2 10 A 3 H Shodan #F# 7347 #98% 35,000 2 40,000 & Mikrotik
RESTHFAR - DB 7 RER (20 858 ) KE®H - HWRER - £
fE ~ PEIARRE - JEEHT - ENESM - BROGAZEETY) -
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ERIRIR
https://blog.mikrotik.com/security/new-exploit-for-mikrotik-router-winbo
x-vulnerability.html
https://cxsecurity.com/issue/WLB-2018100099

3.3.7 - El& ASUS EmIRIE - RT-AC58U 24 BRI EHZHE
B XSS

5% remix30303 BB FRZE - A 2 HE GitHub AfhEEE
RT-AC58U € m R EmmdiEhad BELEEAORE
Main_Login.asp Frsc#x DHCP A AR - B2 =S e k& T BRI o]
EXMMBEERER ZIP -hostname £ & ; H Main_Login.asp
Logout.asp &1 K& asp &2 - 3B[EIFE Cross Site Scripting -

#E URL MABEFERIOIEESM - BRB ) EMIER - AEER
wINEERIER - BEEUMMKIEERE

/iSUS RT-AC58U Logout Reboot

Operation Mode: Wireless router Firmware Version: 3.0.0.4. 380_6516
" Quick Internet SSID: ThIG3 24 ThIGIskss
I Setup

System Status

General Internet status:
> — Connected 2A4GHz S5GHz

& Network Map WAN IP: 188.27.71.106
DDNS: GO

A?A‘ Guest Network

N_— Traffic Manager

a Parental Controls
Security level:

WPA2-Personal 9

* USB Application

& Aicloud 2.0
£l

Advanced Settings
= Wireless

{.} N

& wan

E3 1pve
R

BERIZR
https://github.com/remix30303/AsusXSS/
https://github.com/remix30303/AsusLeak

27

TWCERT/CC ELZFEEBFIR 2018 £ 11 B


https://blog.mikrotik.com/security/new-exploit-for-mikrotik-router-winbox-vulnerability.html
https://blog.mikrotik.com/security/new-exploit-for-mikrotik-router-winbox-vulnerability.html
https://cxsecurity.com/issue/WLB-2018100099
https://github.com/remix30303/AsusXSS/
https://github.com/remix30303/AsusLeak

3.3.8 ~ BIRTUEEIEZR FreeRTOS mE R - B RBIR TREAE

R IEREEAGEE OIS  BAERORE 25
RE OS NN ATE - oI AR - BREZEI - mBMK ~ 3
BT VBRESE 40 (REEZEZEEBREERER - 3 Zimperium
MRZE (zLabs)D17Z1E [oT #1il7 - B/ 14 F/Y FreeRTOS &
=& 13 ERERE HRAIRMATEES TCP/IP stack 5 - 4 & RCE -
DoS - BEFBESEH - FreeRTOS Z2EFREM# AL RTOS (R
eal-time operating systems) - TIBREN &M - HiE% - oJ5 - 15
RS - FEAREN - B EMBEEERE —BREEEARES
BOZREEKEBEFEN LIERE - 862 Amazon -
WITTENSTEIN - Texas Instruments - STMicroelectronics ~ NXP -
Microchip - Espressif ~ Infineon EMI9ZZitmATLE - B 2017
F 11 BB HATIEFEE FreeRTOS EX B E#7E Kernel BT
% REBEABREBIRE - M zLabs BIRBLZEBHIFRE - MABFEH)
Rifik 30 REAFENRT -

BERIZR
https://blog.zimperium.com/freertos-tcpip-stack-vulnerabilities-put-wide

-range-devices-risk-compromise-smart-homes-critical-infrastructure-syst

ems/
https://threatpost.com/aws-freertos-bugs-allow-compromise-of-iot-devi
ces/138455/
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https://blog.zimperium.com/freertos-tcpip-stack-vulnerabilities-put-wide-range-devices-risk-compromise-smart-homes-critical-infrastructure-systems/
https://blog.zimperium.com/freertos-tcpip-stack-vulnerabilities-put-wide-range-devices-risk-compromise-smart-homes-critical-infrastructure-systems/
https://blog.zimperium.com/freertos-tcpip-stack-vulnerabilities-put-wide-range-devices-risk-compromise-smart-homes-critical-infrastructure-systems/
https://threatpost.com/aws-freertos-bugs-allow-compromise-of-iot-devices/138455/
https://threatpost.com/aws-freertos-bugs-allow-compromise-of-iot-devices/138455/

339  mEZEHEGEIRIREZEE LIVES55 FEinikis RTSP Server

H Live Networks, Inc Bl C++F 389 LIVES55 Streaming
Media - B ARRGEE - BIFEXEZEXEEI - 608 MPEG -
H.265 -~ H.264 - H.263+ ~ VP8 - DV ~ AAC - AMR ~ AC-3 - Vorbis -
#& Cisco Talo DT RIGHE  EEEAEEZ &R UMRE - H CVSS
V3 ¥ 100 - IDEREER K - BEEINS RTSP Server ;TR
lookForHeader() X8y - E HTTP H BT INBERBEBE R IEYE - 5
ERENE - BEREE "Accept. 3 " x-sessioncookie s FE&
HEESER  EEFIENEEEDALL - BREFERUME -
HEEPTEBENITHRWES A #0225 RTSP Server Z FHF A L ZS
REFMEZERRIENRZEM IP Camera - BRWBIBHEZEE - ¥
PItER - £ 2= IP BIsE7E Port 80 ~ 8000 - 8080 A1 - HAIE
BHURK RLELEESXERELERREM  BEEIRBERIEE -
S VLCEBEH#BSE(E A LIVESS5 RTSP client: &% RTSP Server
ERZOZD

@

BERIZRIR
https://talosintelligence.com/vulnerability_reports/TALOS-2018-0684

https://thehackernews.com/2018/10/critical-flaw-found-in-streaming.ht

ml
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3.3.10 - Signal Desktop Bk A ER RE - BEHFEZORTIMA

FEEF B EE R B Open Whisper Systems - & E# & Signal
BIFS@ANEES - Signal R EREXE1TEIEE Android ~ iOS - &
PC L78% % Chrome BB R A5 EAE M Signal AP #E1T P2P &5 -
IR Chrome 12152017 & 10 B 31 Hi#E1&17 Signal £H4hR -
=18 H Firefox 5k Safari & =ifE -4 H ¥ 751K 88 Signal Desktop
RETAS - W Chrome extension B SR - ARBAEEIFE
AMERARRASI #E %S messages.json - BEEASERERE - B
RESLZERE Gk - RIRIABEEER ; ™ Signal Desktop
ZAREERE db.sglite EBELBMNE - AH Decryption Key LIFH
X EER configjson - 2| config.json #EEFE db.sqlite ; MiE
RS W MIERE - HENEDNEE  ARAFER - AR Signal
Desktop & Linux &2 * Windows * MacOS EEXR1EE L4 -
RFE#EZ HEREARESZINERER - Signal ARMUBRLZEE
5 BEREGZZEGUES  BIHMMAARE  REBEERFGEEA
Github [RAERZ - HHISEFAR v 1.17.0 TR 5E - Open Whisper
Systems S UL Hi2 S B FE - 528 SRR BE—RIKBIBR -
MR YRR RK -

Welcome to Signal Desktop
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BERHR

https://www.bleepingcomputer.com/news/security/signal-upgrade-proce

ss-leaves-unencrypted-messages-on-disk/

https://www.bleepingcomputer.com/news/security/signal-desktop-leaves

-message-decryption-key-in-plain-sight/

3.3.11 - iAHAZIAR X.Org Server &3R8 Command Line £ 158 R
f& - ZRAREE

X.Org EEE8F#EM X Window System (X11) - MR
et 2 BREGES - M Linux ERZEB R TE - L Server/Client 22
BEZFEEME - B X Serverl.19.0 hit1#& - ¥ Command Line
NMEZSEEEREK - WEEIEIREERE - SREH T ARRRE
fEFRE-modulepath E2-logfile —£ 2 (2R root ) IJ@EER
REHT EEZBZEEBEREEANS BAXNREERA (Pluggable
authentication module, PAM)IZHI S MERETIER - B2 IFRBF
PAM console ZfEERIE & B - BIFE@IRIH SSH t1A1T - 15%%
13535 PAM console - A FREIRRE - MES root #
MR 10 B 24 HAEEBHAR -

O(Org Foundation

ERIZRIR
https://lists.x.org/archives/xorg-announce/2018-October/002927.html
https://qgitlab.freedesktop.org/xorg/xserver/commit/032b1d79b7

3.3.12 - tFEE M= WebAccess HMI/SCADA i&iim B = ErfE EIE 55
B

BEAFERE (Advantech)£EZTZEEE - loT Em - EF
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https://www.bleepingcomputer.com/news/security/signal-upgrade-process-leaves-unencrypted-messages-on-disk/
https://www.bleepingcomputer.com/news/security/signal-desktop-leaves-message-decryption-key-in-plain-sight/
https://www.bleepingcomputer.com/news/security/signal-desktop-leaves-message-decryption-key-in-plain-sight/
https://lists.x.org/archives/xorg-announce/2018-October/002927.html
https://gitlab.freedesktop.org/xorg/xserver/commit/032b1d79b7

Advantech WebAccess BEEARIEFa ~ BlER ZAKTEH - BER
WREBMBE L4 (Supervisory Control and Data Acquisition,
SCADA) - EHAR B8R EE B BERNMEIRERZEE - KB
Zero Day Initiative 724t 6 #&J®)fa - 40 STACK-BASED BUFFER
OVERFLOW & PATH TRAVERSAL - —BHfE AN EBEZEHNTEER
S BACE R THEERIREEAERIESR ; BRTEELREAREA
FPHRAEEFIEESEALIE  NEBHPEXERICEAS  ZES
EERINEREETR HH LS ELE2SH  EASIEHAREES
AR A -

Advantech WebAccess

based HMI/SCADA Software

Browser-

—Sson0ygam Yoauepy

f (‘ Advantech

} WebAccess

Browser-based HMI/SCADA Software

ERIZRIR
https://ics-cert.us-cert.gov/advisories/ICSA-18-296-01

https://ics-cert.us-cert.gov/advisories/ICSA-18-298-02
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3.3.13 » M AudioCodes IP Phone 2@ A E - #&H5E Skype
for Business RSB FA

M &%l AudioCodes ~TIFFE IP F5H% - 8z - FXEREH
ZRE @AM AEm - H 440HD ~ 450HD —ZY IP Phone &8 Skype for
Business . Z S lntkiE - BESIRIF - ZIEEREE - £ SySS GmbH
DMEPREERD  EHEBE https HEBZEXREB BN A
skypewebpool IE&F @ A% X509 KRERE  WHRBEHEREI
man-in-the-middle 2% - BIT[#2{F Burp Suite T2 - &%
HFR B EBAERGBE K BEXEERN  E2REH Skype 87
HEFAREE - IP Phone E|MEEEZE - SySS GmbH ATl F)
AEhR A% 3.1.1.43.1 - 3.1.2.89 - KEEHMEAI&HENE image 17T
2 IEREZEEHN - AudioCodes RBREAZIKEERE - BEMK
BEZTEEEFPERIEWEE -

I

JHE]

Certified for

Skype
Busine

for

BERIZRIR
https://www.syss.de/fileadmin/dokumente/Publikationen/Advisories/SYS

S-2018-026.txt
https://zh.wikipedia.org/wiki/X.509
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https://www.syss.de/fileadmin/dokumente/Publikationen/Advisories/SYSS-2018-026.txt
https://www.syss.de/fileadmin/dokumente/Publikationen/Advisories/SYSS-2018-026.txt
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3.3.14 - E#KIKETE - Windows Jet EiltlE5|2 0-Day BiIEIkEE

JeiE+ H¥ Microsoft HEMES T AREEYY - 10 H 2 HFIA
M Windows 2 EfTE A ER D BAEZWMER . E< AERZHEEF
Ma LR BINBEZ B A MEEE - & TrendMicro Zero Day
Initiative BTAL 9 B 20 H/A 4 Jet Database Engine 22 0-Day 55%4 -
78 & 32 usohy c\windows\SysWOWe64\wscript.exe #1718 ol # 5=
’%7f % pocjs B RERARA - WER RCE - HEBEREL
BEARTRE  BEREERE email - BEBERIASTEENHE - #ER
JRYGEZETIRIETE msrd3x40.dll BRSEA RN TUE - 9 H 21 H Acros
Security 2 in-memory BERNMIER (Micropatch) 5% - 2
m 10 HEAZZBEMETEBRBFTMR msrd3x40.dll - EINE hash
BEZBEE micropatch XM - RIREHEHATE - WERAER
B% - Acros Security #2# Mitja Kolsek RNERERIGZIERE - B8
BE M AH micropatch LIRIE LiEERE - WWEE A BWFEABE
ZH - RESMRIMAE AT AR -

ERIZRIR
https://blog.0patch.com/2018/10/patching-re-patching-and-meta-patchi

ng.html
https://www.bleepingcomputer.com/news/security/microsoft-fix-for-wind

ows-jet-database-bug-not-perfect-micropatch-available/
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No More
Passwords

[EZLWEIE ] 2018 FIDO Taipei Seminar - No
More Passwords

HEf: 10711 A 30H08:30-17: 00

hEs  RKEAZSEDES IF AZEE (abmPlUE
N EEDI S 168 5% )

REEN  THRARER  BERUREES
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5 e U ;
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1130/

EENEEE

SHBRRFZRSHAABEZENERRFE B
* MEEMAEHEHNAE R A SRR ERE -
MFR - BERERFEESEFRAS A MRS
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WEFR  RERBEEAELEEREAERAKZFRSHE - &
BEERMRIER -

re A

My nickname in darknet is stillman59.
I'll begin by saying that | hacked this mailbox (please look on ‘from' in your header) more than six months ago, through it | infected your operating system with a virus (trojan) created by me and have been monitoring you for a long time.

Even if you changed the password after that - it does not matter, my virus intercepted all the caching data on your computer and automatically saved access for me.

| have access to all your accounts, social networks, email, browsing history.
Accordingly, | have the data of all your contacts, files from your computer, photos and videos.

1 was most struck by the intimate content sites that you occasionally visit.
You have a very wild imagination, | tell you!

During your pastime and entertainment there, | took screenshot through the camera of your device, synchronizing with what you are watching.
Oh my god! You are so funny and excited!

1 think that you do not want all your contacts to get these files, right?
If you are of the same opinion, then | think that S50 is quite a fair price to destroy the dirt | created.

Send the above amount on my bitcoin wallet: IMN7A7QqQaAVoxVAzgjdmEHXmjhzcQdBq
As 500n as the above amount is received, | guarantee that the data will be deleted, | do not need it.

Otherwise, these files and history of visiting sites will get all your contacts from your device.
Also, I'll send to everyone your contact access to your email and access logs, | have carefully saved it!

Since reading this letter you have 48 hours!
After your reading this message, I'll receive an automatic notification that you have seen the letter.

1 hope | taught you a good lesson.
Do not be 50 nonchalant, please visit only to proven resources, and don't enter your passwords anywhere!
Good luck!

EHRER

(1) EHFEELL "my nickname in darknet is XXXX - Edh
XXXX O] gehEt B 1

H

7

(2) BUHRBERETCERESTE - ERELCHEER -
WEVSMHFAES R  BRERERA -

(3) E3K 48 /NMRAAT 500 ETTRILEREE REERNIR P

TWCERT/CC 2 LU T &2 %

\K

(1) BERHER 12 AFTUEESEY - 85 - $HES -

2) FERZERBERRE—EAEN  LURBIEEWE (RAF
YNEERR)

3) WRIEFHBHAEERREH ZMHESMAEELS - LI %E
BEARSENBEES
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(4) EFEEMBINAVIEFERMS - Office BRBRASEEMR
K e

(5) EMEBINIHSBEITREE -

SRR BRI RN

A PIER GBS AR 75 B AR 2R R - S A EARIRIRZ B ER -
BAMOEHPIKBERZEZR - —ERBHA—EB—EE 529
LEARRS - PR ANIRREBHEHS 1% REREETETEK 5
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[1] https://malwaretips.com/threads/email-received-from-sup
posed-darknet-hacker.87366/

[2] https://productforums.google.com/forum/#

[3] https://www.scamwarners.com/forum/viewtopic.php?f=9&
p=374862
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(Taiwan Computer Emergency Response Team/Coordination Center)
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AR7% %55 : 03-4115387

MR R ERTFEE | 0800-885-066

EFIH : tweert@cert.org.tw

B 49 . https://www.twcert.org.tw/

M#EHE . https://www.facebook.com/twcertcc
BZEFHE]RE : http://i-to.cc/S5Hz)

R FEFIHEE : https://twcertcc.blogspot.tw/
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